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Abstract

This paper seeks to address a gap in optimizing Average Precision (AP) while
ensuring adversarial robustness, an area that has not been extensively explored to
the best of our knowledge. AP maximization for deep learning has widespread
applications, particularly when there is a significant imbalance between positive and
negative examples. Although numerous studies have been conducted on adversarial
training, they primarily focus on robustness concerning accuracy, ensuring that the
average accuracy on adversarially perturbed examples is well maintained. However,
this type of adversarial robustness is insufficient for many applications, as minor
perturbations on a single example can significantly impact AP while not greatly
influencing the accuracy of the prediction system. To tackle this issue, we introduce
a novel formulation that combines an AP surrogate loss with a regularization
term representing adversarial ranking robustness, which maintains the consistency
between ranking of clean data and that of perturbed data. We then devise an efficient
stochastic optimization algorithm to optimize the resulting objective. Our empirical
studies, which compare our method to current leading adversarial training baselines
and other robust AP maximization strategies, demonstrate the effectiveness of the
proposed approach. Notably, our methods outperform a state-of-the-art method
(TRADES) by more than 4% in terms of robust AP against PGD attacks while
achieving 7% higher AP on clean data simultaneously on CIFAR10 and CIFAR100.
The code is available at: https://github.com/GangLii/Adversarial-AP

1 Introduction
AP measures the precision of a model at different recall levels, offering a more nuanced understanding
of the trade-offs between precision and recall. Optimizing AP for deep learning is of vital importance,
especially in cases with highly imbalanced datasets. In such situations, accuracy alone can be
misleading, as a model may perform well on the majority class but struggle with the minority class,
thereby offering a superficially high accuracy score. In contrast, AP serves as a ranking metric that is
particularly attuned to errors at the top of the ranking list, which makes it a more appropriate metric
for applications dealing with highly imbalanced datasets. For example, deep AP maximization has
been crucial in enhancing molecular property prediction performance, contributing to a winning
solution in the MIT AICures challenge [54].

However, existing approaches of AP maximization are not robust against adversarial examples. It
is notoriously known that deep neural networks (DNN) are vulnerable to adversarial attacks, where
small, carefully-crafted perturbations to the input data can cause the model to produce incorrect
predictions [46, 16]. These perturbations are often imperceptible to humans but can significantly
impact the model’s performance. Tremendous studies have been conducted to improve the adversarial
robustness of DNN. A popular strategy to achieve adversarial robustness is through adversarial
training [27, 59, 53, 45, 21, 2, 35, 44, 47, 15], which injects adversarial examples into the training
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Table 1: Comparison of different approaches for Adversarial AP Maximization (AdAP). Red indicates
new features proposed in this paper.

Approaches Objective Regularization Optimization Ranking Robustness Trade-off Consistent Attack
AdAP_MM MiniMax AP Loss No Zero-sum Game Yes No No
AdAP_PZ AP Loss + Reg. Pointwise Zero-sum Game No Yes Yes
AdAP_LZ AP Loss + Reg. Listwise Zero-sum Game Yes Yes No
AdAP_LN AP Loss + Reg. Listwise Non-zero-sum Game Yes Yes Yes

AdAP_LPN AP Loss + Reg. Listwise + Pointwise Non-zero-sum Game Yes Yes Yes

Ranking List Ranking ListTop TopBottom Bottom

TRADES
Clean images        Acc:0.9,  AP 1.0

One perturbed image        Acc:0.9,  AP 0.6

+

=
One perturbed image        Acc:0.9,  AP 1.0

AdAP_LN
Clean images        Acc:0.9,  AP 1.0

DB(0.5)

Clean

Perturbation

Perturbed

DB(0.5)

Figure 1: Top are predictions on clean images of a robust model trained by a state-of-the-art adversarial
training method TRADES [59] and our method on CIFAR-10 data for detecting trucks. Bottom
are predictions on the same set of images with only one example adversarially perturbed, which is
generated by PGD following a black-box attack. The results of TRADES (left) indicate that slightly
changing one example could dramatically impact AP but not on the accuracy. The results of our
approach (right) demonstrate that our solution is more robust to adversarial data in terms of ranking
and AP score. The dashed blue line indicates the decision boundary at score 0.5.

that are generated by various attack methods. Nevertheless, almost all existing methods focus
on robustness concerning accuracy, ensuring that the average accuracy on adversarially perturbed
examples is well maintained. This type of adversarial robustness is insufficient for many applications
with highly imbalanced datasets, as minor perturbations on a single example can significantly impact
AP while not greatly influencing the accuracy of the prediction system (cf. an example in Figure 1).
This presents a significant challenge for adversarially robust AP maximization.

In this paper, we conduct a comprehensive study on how to imbue AP maximization with adversarial
robustness. There are several technical and practical concerns in the design of adversarial training
methods for AP maximization to enjoy three nice properties: (i) capability to trade off between AP
on a set of clean data and the robustness of the model on the perturbed data; (ii) robustness in terms
of ranking performance instead of accuracy against adversarial perturbations; (ii) consistency of
attacks between training and inference. The first property is obvious in light of existing works on
adversarial training [59]. The importance of the second property has been explained in the previous
paragraph. The third property is tricky as it does not exist in existing adversarial training methods.
The adversarial attack is usually applied to an individual data during the inference phase. Hence,
we expect that maintaining the consistency between the attacks generated in training process and
that in the inference phase will help boost the performance. However, this will cause a dilemma for
achieving pointwise attack and listwise robustness in a unified framework.

To acquire these properties in a unified framework, we draw inspiration from prior adversarial training
methods through robust regularization, and integrate two distinct design elements. We examine robust
objectives that combine an AP surrogate loss on the clean data and a regularization term depending
on the perturbed data. The two unique design features are (i) a new listwise adversarial regularization
defined by a divergence between two distributions that represent the top one probabilities of a set
of clean data and their perturbed versions; (ii) a non-zero-sum game approach, which integrates
pointwise adversarial attacks with the proposed listwise adversarial regularization. This will ensure
the attack consistency between training and inference. Our contributions are summarized below.
• We propose a non-zero-sum game optimization formulation for AP maximization with adversarial

ranking robustness, which achieves listwise defense against pointwise attacks.
• We propose an efficient stochastic algorithm for solving the resulting objective, which integrates

traditional adversarial sample generation methods with a state-of-the-art deep AP maximization
algorithm without requiring a large batch size.

• We conduct extensive experiments to compare with existing leading adversarial training baselines,
and ablation studies to compare different approaches shown in Table 1 for adversarial AP maxi-
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mization.WeconcludethatAdAP_LNandAdAP_LPNachievethebestperformanceamongall
methodscorroboratingtheeffectivenessoftheproposedtechniques.

2 RelatedWork

AdversarialRobustness.Tosafeguarddeepneuralnetworks(DNNs)fromadversarialattacks,a
varietyofadversarialdefensetechniqueshavebeenproposedintheliterature,including(1)detection
fordefense[37,48,38,24];(2)inputtransformationsfordefense[25,17,39,18,58];(3)adversarial
training[1,11,47,15].Amongthesetechniques,adversarialtraininghasbeendemonstratedtobe
oneofthemosteffectiveapproaches[27,59,41,45,21,14,53].Amongthese,[27]istheirstto
theoreticallystudyandjustifyadversarialtrainingbysolvingamin-maxformulationfortraining
adversariallyrobustmodelsfordeeplearning.[59]presentsanobjectivefunctionthatstrikeabalance
betweenaccuracyandrobustnessinlightoftheirtheoreticaltightupperboundontherobusterror.
However,thesepreviousmethodsfocusonhowtoimprovetherobustnessconcerningaccuracy,
whichisnotsuficientforhighlyimbalanceddata.[52]considersadversarialtrainingforimbalanced
databycombiningaminimaxweightedlossandacontrastivelossoffeaturerepresentations.[60]
considersadversarialrankinginthecontextofretrievalandproposesmaximum-shift-distanceattack
thatpushesanembeddingvectorasfarfromitsoriginalpositionaspossibleandusesitinatriplet
lossforoptimization.[20]presentsastudyonadversarialAUCoptimizationbyreformulatingthe
originaltightlycoupledobjectiveasaninstance-wiseformforadversarialtraining.Nevertheless,
noneofthesemethodsenjoythreenicepropertiessimultaneously,i.e.,adversarialrankingrobustness,
trade-offbetweenAPandrobustness,andconsistentattacksbetweentrainingandinference.

AveragePrecisionOptimization.Forimbalancedclassiicationandinformationretrievalproblems,
APoptimizationhasattractedsigniicantattentionintheliterature[13,36,31,5,10,29,28,55].To
maximizetheAPscoreforbigdata,someworksemploystochasticoptimizationwithmini-batch
averagingtocomputeanapproximategradientoftheAPfunctionoritssmoothapproximation[6,36,
42,4].Thesemethodstypicallyrelyonalargemini-batchsizeforgoodperformance.Incontrast,
[34]proposesanovelstochasticalgorithmthatdirectlyoptimizesasurrogatefunctionofAPand
providestheoreticalconvergenceguarantee,withouttheneedforalargemini-batchsize.Then[50]
furtherimprovethestochasticoptimizationofAPbydevelopingnovelstochasticmomentummethods
withabetteriterationcomplexityofO(1/ϵ4).However,theseapproachesofAPmaximizationare
vulnerabletoadversarialexamplescreatedbyintroducingsmallperturbationstonaturalexamples.
Thequestionofhowtoboostmodel’sAPunderadversarialperturbationswhilemaintainingAPon
cleandataisstillunresolved.

3 Preliminaries

Forsimplicityofexposition,weconsiderbinaryclassiicationproblems.However,thediscussions
andalgorithmscanbeeasilyextendedtomeanAPformulti-classormulti-labelclassiication
problems.LetD={(xi,yi)}

n
i=1denotethesetofalltrainingexampleswithxibeinganinputdata

andyi∈{−1,1}beingitsassociatedlabel.Denotedbyh(x)=hw(x)thepredictivefunction(e.g.,
adeepneuralnetwork),whoseparametersarew∈Rd.DenotebyI(·)anindicatorfunctionofa
predicate.Denotedby∥·∥=∥·∥ptheLp-normwherep∈(1,∞].DenotedbyB(0,ϵ)={x:
∥x∥≤ϵ}theLp-normballcenteredat0withradiusϵ.LetD+andD−bethesubsetsofDwithonly
positiveexamplesandnegativeexamples,respectively.Letn+=|D+|denotethenumberofpositive
examples.Denotebyr(xi,D)= xj∈D

I(hw(xj)≥hw(xi))therankofxiinasetDaccording

tothepredictionscoresindescendingorder,i.e.,thenumberofexamplesthatarerankedhigherthan
xiincludingitself.Letℓ(hw(x),y)denoteapointwiselossfunction,e.g.,thecross-entropyloss.

3.1 APMaximization

Accordingtoitsdeinition,APcanbeexpressedas: 1
n+ xi∈D+

r(xi,D+)
r(xi,D)

[3].Manydifferentap-

proacheshavebeendevelopedforAPmaximization[9,36,13,4,34].Wefollowarecentwork[34],
whichproposesaneficientstochasticalgorithmforAPmaximizationbasedondifferentiablesurro-
gatelossminimization.Inparticular,therankfunctionisapproximatedbyusingasurrogatelossof
theindicatorfunctionI(hw(xj)≥hw(xi))[34],yieldingthefollowingproblem:

min
w
P(w)=−

1

n+
xi∈D+

n

s=1
I(ys=1)ℓ(w;xs;xi)

n

s=1
ℓ(w;xs;xi)

, (1)
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whereℓ(·)denotesasmoothsurrogatelossfunction,e.g.,thesquaredhingelossℓ(w;xs;xi)=
(max{m−(hw(xi)−hw(xs)),0})

2,wheremisamarginparameter.

TotacklethecomputationalcomplexityofcomputingthestochasticgradientofP(w),[34]
hasformulatedthisproblemasainite-sumcoupledcompositionaloptimizationoftheform
1
n+ xi∈D+

f(φ(w;xi)),whereφ(w;xi)=[φ1(w;xi),φ2(w;xi)],φ1(w;xi)=
n
s=1I(ys=

1)ℓ(w;xs;xi)/n,φ2(w;xi) =
n
s=1ℓ(w;xs;xi)/n,f([φ1,φ2]) =−φ1/φ2. Tocomputea

stochasticgradientestimator,theiralgorithmmaintainstwomovingaverageestimatorsu1xiand

u2xiforφ1(w;xi)andφ2(w;xi).Atiterationt,twomini-batchesaresampeldB
+∈D+andB∈D.

Thetwoestimatorsu1xiandu
2
xiareupdatedbyEquation(2)forxi∈B

+:

u1xi=(1−γ1)u
1
xi+γ1

1

|B|
xj∈B

ℓ(wt;xj,xi)I(yj=1)

u2xi=(1−γ1)u
2
xi+γ1

1

|B|
xj∈B

ℓ(wt;xj,xi),

(2)

whereγ1∈(0,1)isamovingaverageparameter. Withthesestochasticestimators,anstochastic
estimateof∇P(w)isgivenbyEquation(3)

∇wtP(wt)=
1

|B+|
xi∈B+ xj∈B

(u1xi−u
2
xiI(yj=1))∇ℓ(wt;xj,xi)

|B|(u2xi)
2

. (3)

ThenthemodelparametercanbeupdatedsimilartoSGD,momentum-basedmethods,orAdam.

3.2 PointwiseAttacksandPointwiseAdversarialRegularization

Anadversarialattackisusuallyappliedtoaspeciicexamplexsuchthatitsclasslabelischanged
fromitsoriginallabel(non-targetedattack)ortoaspeciiclabel(targetedattack). Wereferto
thiskindofattackaspointwiseattack.Variouspointwiseattackingmethodshavebeenproposed,
including,FGSM[16],BasicIterativeMethod[23],PGD[27],JSMA[32],DeepFool[30],andCW
attack[8]. Whileourapproachisagnostictoanypointwiseattacks,werestrictourdiscussionto
optimization-basednon-targetattacks,δ=argmin∥δ∥≤ϵG(w,x+δ,y),whereGisanappropriate
function,e.g.,G(w,x+δ,y)=−ℓ(hw(x+δ),y).Aclassicadversarialtrainingmethodistosolve
arobustoptimizationproblemthatintegratesthetraininglosswiththeadversarialattack,e.g.,

min
w

1

n

n

i=1

max
∥δi∥≤ϵ

ℓ(hw(xi+δi),yi). (4)

Adeiciencyofthisapproachisthatitmaynotcapturethetrade-offbetweennaturalandrobust
errors[49].Toaddressthisissue,robustregularizationmethodshavebeenproposed,whoseobjective
consistsofaregularsurrogatelossoferrorrateoncleandataandarobustregularizationtermthat
accountsfortheadversarialrobustness.Differentrobustregularizationshavebeenproposed[59,45,
21].Astate-of-the-artapproachisTRADES[59],whoseobjectiveisformulatedby:

min
w

1

n

n

i=1

ℓ(hw(xi),yi)+λmax
∥δi∥≤ϵ

L(hw(xi),hw(xi+δi)) , (5)

whereλ>0isaregularizationparameterandL(·,·)isanappropriatedivergencefunction,e.g.,
cross-entropylossbetweentwopredictedprobabilities[59].

4 AdversarialAPMaximization

First,wediscusstwostraightforwardapproaches.Theirstmethod(referredtoasAdAP_MMin
Table1)istoreplacethelossin(4)asanAPsurrogatelossyieldingthefollowing:

min
w
max
∥δ∥≤ϵ

−
1

n+
xi∈D+

n

s=1
I(ys=1)ℓ(w,xs+δs,xi+δi)

n

s=1
ℓ(w,xs+δs,xi+δi)

. (6)

Thesecondmethod(referredtoasAdAP_PZinTable1)istosimplyreplacetheirsttermin(5)with
anAPsurrogateloss:

min
w
P(w)+

λ

n

n

i=1

max
∥δi∥≤ϵ

L(hw(xi),hw(xi+δi)). (7)
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Thelimitationsoftheirstmethodarethatitmaynotcapturethetrade-offbetweenAPandrobustness
andtheadversarialattacksduringthetrainingareinter-dependent,whichisnotconsistentwith
pointwiseattacksgeneratedduringtheinferencephase. Whilethesecondmethodisabletotrade
offbetweenAPandrobustness,thepointwiseregularizationisnotsuitablefortacklingimbalanced
datasets,asanperturbationonasingledatapointfromaminorityclassdoesnotchangethepointwise
regularizationtoomuchbutcoulddegradetheAPsigniicantly.

4.1 ListwiseAdversarialRegularization

Toaddressthedeicienciesoftheabovestraightforwardapproaches,wedrawinspirationfrom
TRADESandproposealistwiseadversarialregularizationtoreplacethepointwiseregularization.
Thekeypropertyofthelistwiseadversarialregularizationisthatitshouldcapturethedivergence
betweentherankingresultofthecleandataandthatoftheperturbeddata.Tothisend,weleverage
thetop-oneprobabilityproposedintheliteratureoflearningtorank[7].

Deinition1Thetoponeprobabilityofandataxirepresentstheprobabilityofitbeingrankedon

thetop,giventhescoresofalltheexamplesi.e.,pt(xi)=
exp(hw(xi))

j=1exp(hw(xj))
.

Withthedeinitionoftop-oneprobability,wedeinethelistwiseadversarialregularizationasthe
divergencebetweentwolistwiseprobabilities,i.e.,{pt(xi)}

n
i=1forthecleanexamplesand{pt(xi+

δi)}
n
i=1fortheperturbedexamples.Differentmetricscanbeusedtomeasurethedivergencebetween

twodistributions,e.g.,KLdivergencebetween{pt(xi)}
n
i=1and{pt(xi+δi)}

n
i=1,KLdivergence

between{pt(xi+δi)}
n
i=1and{pt(xi)}

n
i=1,andtheirsymmetricversionJensen-Shannondivergence.

Forillustrationpurpose,weconsidertheKLdivergence:

R(w,δ,D)=
n

i=1
pt(xi)logpt(xi)−pt(xi)logpt(xi+δi). (8)

Tofurtherunderstandtheabovelistwiseregularization,weconductatheoreticalanalysissimilar
to[59]bydecomposingtherobusterrorintotwocomponents.Thedifferencefrom[59]isthatwe
needtousethemisrankingerror.WeconsiderthemisrankingerrorasRnat=Exi∼D+I{h(xi)≤
maxxj∈D− h(xj)},whichmeasureshowlikelyapositiveexampleisrankedbelowanegative
example[43].Tocharacterizetherobustrankingerrorundertheattackofboundedϵperturbation,we
deineRrob=Exi∼D+I{∃δi,δj∈B(0,ϵ),h(xi+δi)≤maxxj∈D− h(xj+δj)}.Itisworthnoting
thatRnat≤Rrobisalwayssatisied,andinparticular,Rnat=Rrobifϵ=0. Weshowthatthe
RrobcanbedecomposedintoRnatandRbdyinTheorem1.

Theorem1Rrob=Rnat+Rbdy,wherethesecondtermiscalledtheboundaryerrorRbdy=
Exi∼D+I{h(xi)>maxxj∈D− h(xj)}I{∃δi,δj∈B(0,ϵ),h(xi+δi)≤maxxj∈D− h(xj+δj)}.

Remark:Itisclearthattheboundaryerrormeasuresthedivergencebetweentworankedlist
{hw(xi)}

n
i=1and{hw(xi+δi)}

n
i=1,whichprovidesanexplanationofthedivergencebetweenthe

top-oneprobabilitiesonthecleandataandontheperturbeddata.

SinceweareoptimizingAP,weuseanAPsurrogatelossasasurrogateofthemisrankingerrorRnat
onthecleandata.Finally,ityieldsinarobustobjectiveP(w)+R(w,δ,D).Aquestionremainedis
howtogeneratetheperturbations.Asimplestrategyistousetherobustoptimizationapproachthat
solvesazero-sumgame:minwmaxδ∈ΩnP(w)+R(w,δ,D)(referredtoasAdAP_LZinTable1).
However,sinceR(w,δ,D)isalistwiseregularization,theresultingperturbations{δi}

n
i=1areinter-

dependent,whichisnotconsistentwiththepointwiseattacksgeneratedintheinferencephase.To
addressthisissue,wedecouplethedefenseandtheattackbysolvinganon-zero-sumgame:

min
w

P(w)+λR(w,δ,D)

max∥δi∥≤ϵ
n

i=1
G(w,xi+δi,yi),

(9)

wheretheattacksarepointwiseattacksgeneratedforindividualexamplesseparately,e.g.,FGSM,
PGD.WerefertotheabovemethodasAdAP_LN.Finally,weexperimentwithanothermethodby
addingapointwiseregularizationintotheobjectiveforoptimizingthemodelparameterw,i.e.,

min
w

P(w)+λ(R(w,δ,D)+
1

n

n

i=1

L(hw(xi),hw(xi+δi))) (10)

ThismethodreferredtoasAdAP_LPNimposesastrongeradvesarialregularizationonthemodel.
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Algorithm1StochasticAlgorithmforSolvingAdAP_LNin(9)

1:Initializew,u1x,u
2
x,u,γ1,γ2

2:fort=1,...,Tdo
3: DrawabatchofB+positivesamplesdenotedbyB+.
4: DrawabatchofBsamplesdenotedbyB.
5: forxi∈Bdo
6: Initializeδi∼α·N(0,1)
7: form=1,...,Mdo
8: Updateδi=Π∥·∥≤ϵ(δi+η2·sign(∇δiG(wt,xi+δi,yi))),whereΠΩ(·)istheprojection

operator.
9: endfor
10: endfor
11: Foreachxi∈B+,updateu

1
xiandu

2
xibyEquation(2)

12: UpdateubyEquation(11)andcompute∇wtR(wt,δ,D)byEquation(12)

13: Computestochasticgradientestimator∇wt=∇wtP(wt)+λ∇wtR(wt,δ,D)
14: Updatewt+1byusingSGD,momentum-methodsorAdam.
15:endfor

4.2 AlgorithmsforAdversarialAPMaximization

Below,wewilldiscusseficientalgorithmsforadversarialAPmaximizationemployingdifferent
objectives.Duetolimitofspace,wefocusattentiononsolving(9).Equaleffortshavebeenspenton
solvingotherAdAPformulationswithalgorithmspresentedintheappendix.

Sincetherearetwoplayersoneforminimizingoverwandoneformaximizingoverδ,weadoptthe
alternatingoptimizationframeworkthatirstoptimizesδforgeneratingattacksofsampleddataand
thenoptimizesforwbasedonthesampledcleandataandperturbeddata.Theoptimizationforδis
followingtheexistingmethodsintheliterature. WeusethePGDmethodforillustrationpurpose.
Themajortechnicalchallengeliesatcomputingagradientestimatorofthelistwiseregularization
R(w,δ,D)intermsofw.WeconsiderδtobeixedandrewriteR(w,δ,D)as:

n
i=1exp(h(xi))(h(xi)−h(xi+δi))

n
j=1exp(h(xj))

−log
n

j=1

exp(h(xj))+log
n

j=1

exp(h(xj+δj)).

NotethatcalculatingthegradientofR(w,δ,D)intermsofwdirectly,whichincludestheprediction
scoresofallsamples,isnotfeasible.Totacklethischallenge,wecastR(w,δ,D)intoacompositioal
functionandborrowthetechniqueofstochasticcompositionaloptimization.Tothisend,wedeine:

g(w)=[g1(w),g2(w),g3(w)]
⊤

=
1

n

n

i=1

exp(h(xi))(h(xi)−h(xi+δi)),
1

n

n

i=1

exp(h(xi)),
1

n

n

i=1

exp(h(xi+δi))
⊤

.

LetF(g)=g1g2−logg2+logg3.ThenwewriteR(w,δ,D)=F(g(w))=
g1(w)
g2(w)

−logg2(w)+

logg3(w).ThegradientofR(w;δ,D)isgivenby:

∇wR(w,δ,D)=∇wg(w)
⊤∇F(g(w))=∇wg(w)

⊤ 1

g2(w)
,
−g1(w)−g2(w)

(g2(w))2
,
1

g3(w)

⊤

.

Themajorcostforcomputing∇wR(w,δ,D)liesatevaluatingg(w)anditsgradient∇wg(w),
whichinvolvespassingthroughallexamplesinD.Inordertodevelopastochasticalgorithm,wewill
approximatethesequantitiesbyusingamini-batchofrandomsamples.Thegradient∇wg(w)can
besimplyapproximatedbythestochasticgradient,i.e.,

∇wg(w)=





1
B xi∈B

exp(h(xi))((h(xi)−h(xi+δi)+1)∇wh(xi)−∇wh(xi+δi))
1
B xi∈B

exp(h(xi))∇wh(xi)
1
B xi∈B

exp(h(xi+δi))∇wh(xi+δi)



,

whereBdenoteasetofBrandomsamplesfromD. Duetothenon-lineardependenceof
∇wR(w,δ,D)ong(w),wecannotsimplyusetheirmini-batchestimatorinthecalculationas
itwillyieldalargeoptimizationerror[51].Toreducetheoptimizationerror[34,33],wewill
maintainavectoru=[u1,u2,u3]fortracking[g1(w),g2(w),g3(w)].Thevectoruisupdated
byEquation(11),whereγ2∈(0,1)isaparameter.Anestimateof∇wR(w,δ,D)isgivenby
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Equation(12):

u=(1−γ2)u+γ2





1
B xi∈Bexp(h(xi))(h(xi)−h(xi+δi))

1
B xi∈Bexp(h(xi))

1
B xi∈Bexp(h(xi+δi))



 (11)

∇wR(w,δ,D)=∇wg(w)⊤ 1

u2
,
−u1−u2

(u2)2
,

1

u3

⊤

. (12)

Finally,wearereadytopresentthedetailedstepsoftheproposedalgorithmforsolvingAdAP_LZ
in(9)inAlgorithm1,whichemploysPGDforgeneratingadversarialattacksandstochasticcomposi-
tionaloptimizationtechniquesforupdatingthemodelparameterw.

5 Experiments
Inthissection,weperformextensiveexperimentstoevaluatetheproposedapproachesagainstwhite-
boxandblack-boxattacksondiverseimbalanceddatasets.Inordertoprovideacomprehensive
understandingofourmethods,weconductexperimentsfromthreeotherperspectives:(1)trade-off
betweenrobustnessandaverageprecision;(2)acloselookattheeffectoftheadversarialperturbations;
(3)ablationstudyofdifferentstrategiesforadversarialAPmaximization.

Datasets.Weconductexperimentsonfourdistinctdatasetssourcedfromvariousdomains.Theseen-
compassCIFAR-10andCIFAR-100datasets[22],CelebAdataset[26]andtheBDD100Kdataset[57].
ForCIFAR-10andCIFAR100,weadoptoneversus-allapproachtoconstructimbalancedclassiica-
tiontasks.Itshouldbenotedthatevenforcleandata,thetaskofdistinguishingbetween1positive
classand99negativeclassesinCIFAR100ischallenging.Hence,inourexperiments,weemploy
the20superclasslabels,ofwhichwechoosetheirst10superclassesforconstructing10one-vs-all
binaryclassiicationtaskstoverifytheadversarialrobustnessontheCIFAR100dataset. Wesplit
thetrainingdatasetintotrain/validationsetsat80%/20%ratio,andusethetestingdatasetfortesting.
CelebAdatasetisalarge-scalefaceattributesdatasetthatcontainsover200,000imagesofcelebrities,
eachofwhichisannotatedwith40facialattributes.Inourexperiments,wechoosetwoattributeswith
thehighestimbalancedratio,i,e.,Gray_hairandMustache,toshowthesuperiorityofourmethod. We
adopttherecommendedtraining/validation/testingsplit.BDD100Kdatasetisalarge-scalediverse
drivingvideodataset,whichalsohascollectedimage-levelannotationonsixweatherconditions
andsixscenetypes.Inourexperiments,wechoosetwokindsofweatherconditions,i.e.,Rainyand
Cloudy,andtwokindsofscenetypes,i.e.,TunnelandResidential,whicharemoreimbalancedthan
others.Sincetheoficialtestingdatasetisnothandy,wetaketheoficialvalidationsetasthetesting
data,andsplitthetrainingdatasetintotrain/validationsetsat80%/20%ratio.Thestatisticsforeach
taskindatasetsarepresentedinTable6intheappendix.

Baselines.Inallexperiments,wecompareourmethods(AdAP_LN,AdAP_LPN)withthefollowing
baselinemethods:(1)PGD[27],whichsolvesaMiniMaxobjectivedirectlytoenhancetheadversarial
robustnessintermsofaccuracy;(2)TRADES[59],whichconsidersthetrade-offbetweenrobustness
andaccuracybyminimizingaformofregularizedsurrogateloss;(3)MART[53],whichexploresthe
effectofmisclassiiedexamplestotherobustnessofadversarialtraining.Furthermore,weinclude
twonormaltrainingmethods,namelyCEminimizationandAPmaximizationby[34],asreferences.

ExperimentalDetails.WeemploytheResNet18[19]asthebackbonenetworkinourexperiments.
Thischoiceisbasedonthefactthatallthetasksinvolvedinourstudyarebinaryclassiications,and
ResNet18isconsideredtobeexpressiveenoughforthepurpose.Forallmethods,withmini-batch
sizeas128,wetunelearningratein{1e-3,1e-4,1e-5}withstandardAdamoptimizer. Wesetthe
weightdecayto2e-4fortheCIFAR10andCIFAR100datasetsand1e-5fortheCelebAandBDD100k
datasets.InthecaseoftheCIFAR10andCIFAR100datasets,weruneachmethodforatotalof60
epochs.FortheCelebAandBDD100kdatasets,weruneachmethodfor32epochs.Thelearningrate
decayhappensat50%and75%epochsbyafactorof10.ForMART,AdAP_LNandAdAP_LPN,
wetunetheregularizationparameterλin{0.1,0.4,0.8,1,4,8,10}.ForTRADES,wetunethe
regularizationparameterin{1,4,8,10,40,80,100},sincetheyfavorlargerweightstoobtainbetter
robustness.Inaddition,forAdAP_LNandAdAP_LPN,wetuneitsmovingaverageparameters
γ1,γ2in{0.1,0.9}.Similarly,wetunethemovingaverageparametersγ1forAPmaximizationin
{0.1,0.9}. WesetmarginparameterinthesurrogatelossofAPas0.6forallmethodsthatusetheAP
surrogateloss.Foralladversarialtrainingmethods,weapply6projectedgradientascentstepsto
generateadversarialsamplesinthetrainingstage,andthestepsizeis0.01. WechooseL∞ norm
toboundtheperturbationwithinthelimitofϵ=8/255,asitiscommonlyusedintheliterature.
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Allthemodelsinourexperimentsaretrainedfromscratch,exceptdirectAPmaximizationwhich
isine-tunedonapretrained Emodelasin[34].Foreachexperiment,werepeatthreetimeswith
differentrandomseeds,thenreportaverageandstandarddeviation.

5.1 RobustnessagainstWhite-boxAttacks

Inthispart,weevaluatetherobustnessofallmodelsagainstPGDandAPGD[1]whiteboxattacks
thathavefullaccesstomodelparameters.Speciically,weutilized10-stepPGDandAPGDattackto
generateadversarialperturbationsconstrainedbythesameperturbationlimitϵ=8 55.Giventhat
APGDisastepsize-freemethod,wesetthestepsizeforPGDto0.007.Fortheadversarialtraining
methods,hyperparametersandmodelsarechosenbasedontherobustaverageprecision(AP)metric
onvalidationdatasets,andtheircorrespondingperformancesontestdatasetsarereported.Fornormal
trainingmethods,modelsarechosenbasedonthecleanaverageprecision.Theresultsarepresented
inTable and3.SincewerunalltheclassesofIFAR10andtheirst10classesofIFAR100to
verifytheeffectivenessofourmethod,wereportthemeanaverageprecisionoverthetenclassesin
thetables,andtheperformanceoneachclassisshownintheappendix.

FromTable and3,wecanobservethatourproposedmethodsoutperformotherbaselinesconsistently
byalargemarginwhilemaintainingnotablyhighercleanAPscores.Itisstrikingtoseethatour
methodsimproverobustAPby ∼7percentonalldatasets,comparedwithadversarialtraining
methodswhichareconcerningaccuracy.Theresultsalsoshowthatnormaltrainingmethods(Emin.
andAPmax.)arevulnerabletoadversarialattacks,whiletheycanachieveprettyhighcleanAP.This
isconsistentwiththeobservationfromotherliterature[4,1].WhencomparingresultsinTable3
withthatinTable,wecanseethatAPGDexhibitsstrongerattacksthanPGD,asdemonstrated
in[1].However,thesuperiorityofourproposedmethodsstillremainsevident.

5. RobustnessagainstBlack-boxAttacks

Inthispart,weexamineallthemodelsagainstadversarialblack-boxattacks.Toachievethis,we
utilizethemodeltrainedwith Elossminimizationoncleandatasetsasanattackermodel.Sowedo
notincludetheperformanceofmodelsof Elossminimizationhere.Withthewell-trainedmodel
from Elossminimization,wecraftadversarialtestimagesbyPGDattackwith0iterationsand
stepsizeis0.003,underperturbationlimitϵ=8 55.Themodelsevaluatedherearethesamemodel
evaluatedin5.1.TheresultsaresummarizedinTable4.Resultsshowthatourmethodexhibits
signiicantlysuperiorrobustnessagainstblack-boxattacksonalltasks,withevidentadvantages
againstwhite-boxattacksshownin5.1.FromTable4,wecanalsoobservethatthenormaltraining
method,i.e.,APmaximization,isalsosusceptiblewhenconfrontingadversarialblack-boxattacks.

5.3 Trade-offbetweenRobustnessandAP

Asarguedinvariousresearchstudies[59,40,5],thereexistsatrade-offbetweenaccuracyand
adversarialrobustness.Thatissayingwhenonemodelboostsitsadversarialperformance,itmay
resultinadecreaseinitscleanperformance.Inthispart,weaimtostudythetrade-offbetween
robustnessandaverageprecisionandprovideclearvisualizationsofthephenomenon.Toaccomplish
this,wetunetheweightoftheregularizationfortheregularization-basedapproaches,i.e.TRADES,
MART,AdAP_LNandAdAP_LPN,thenshowhowtheirrobustAPandcleanAPchanges. We
evaluatethemodelsatthelastepochtoensurethatallmethodsreachaconvergencepoint.For
TRADES,AdAP_LNandAdAP_LPN,wetunetheweightintroducedinExperimentalDetailspart,
aswellas0.01,tobetterillustratethetrade-offtrend. Wealsoincludenon-regularization-based
approachesasapointinthisgraph.

BasedonFigure,wecanobservethatforTRADES,AdAP_LNandAdAP_LPN,astheweight
ofregularizationincreases,thecleanAPdecreaseswhiletherobustAPincreasesatirst,whichis
consistentwiththeobservationin[59].ButforMART,thetrendisnotclearasitisnotatrade-off
basedapproach.However,astheweightofregularizationcontinuesincreasing,boththecleanAPand
robustAPdecrease.Thisisbecausewhenthemodelplacesexcessiveemphasisontheregularization
term,itmayoverlooktheactualobjective.Notably,ourproposedmethodsplacemoretowardsthe
upper-rightthanotherbaselines,whichindicatesthatourmethodisabletoachievebetterbothrobust
andcleanAPsimultaneously.

5.4 isualizingtheBehaviorafterAdversarialPerturbations

Togainadeeperunderstandingofourapproach,wehaveacloselookathowdefensemodels
predictionschangeafterintroducingadversarialperturbations.Tobemorespeciic,wecompareour
AdAP_LNmethodwithanotherrobustbaseline,TRADES,toexaminehowtheirpredictionsare
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Table 2: Adversarial robustness against PGD white box attacks
CIFAR-10 (average) CIFAR-100 (average) CelebA(gray_hair) CelebA(mustache)

Methods Robust Clean Robust Clean Robust Clean Robust Clean
CE Min. 0.0526(0.0007) 0.8944(0.0037) 0.0256(0.0001) 0.7094(0.0062) 0.0161(0.0000) 0.7851(0.0040) 0.0196(0.0000) 0.6658(0.0055)
AP Max. 0.0528(0.0012) 0.9007(0.0037) 0.0267(0.0015) 0.7222(0.0077) 0.0161(0.0000) 0.7851(0.0038) 0.0196(0.0000) 0.6517(0.0057)
PGD 0.2765(0.0087) 0.4929(0.0085) 0.1613(0.0043) 0.3149(0.0083) 0.2576(0.0020) 0.4946(0.0019) 0.2127(0.0006) 0.5040(0.0019)
TRADES 0.2884(0.0029) 0.5631(0.0045) 0.1767(0.0026) 0.3975(0.0065) 0.2586(0.0024) 0.4697(0.0040) 0.2069(0.0016) 0.5049(0.0001)
MART 0.2859(0.0126) 0.4971(0.0093) 0.1650(0.0060) 0.3167(0.0071) 0.2608(0.0026) 0.4874(0.0035) 0.2147(0.0021) 0.5053(0.0015)
AdAP_LN 0.2949(0.0147) 0.6345(0.0114) 0.1957(0.0069) 0.4628(0.0138) 0.2931(0.0020) 0.5186(0.0030) 0.2586(0.0044) 0.4693(0.0019)
AdAP_LPN 0.3301(0.0022) 0.6526(0.0029) 0.2188(0.0040) 0.4675(0.0075) 0.2805(0.0028) 0.4944(0.0047) 0.2269(0.0010) 0.5439(0.0040)

BDD100K(tunnel) BDD100K(residential) BDD100K(rainy) BDD100K(cloudy)
Methods Robust Clean Robust Clean Robust Clean Robust Clean
CE Min. 0.0014(0.0000) 0.6289(0.0215) 0.0655(0.0000) 0.5970(0.0051) 0.0379(0.0000) 0.7374(0.0063) 0.0379(0.0000) 0.6623(0.0021)
AP Max. 0.0014(0.0000) 0.6390(0.0188) 0.0656(0.0000) 0.6262(0.0101) 0.0381(0.0000) 0.7566(0.0056) 0.0388(0.0004) 0.6681(0.0029)
PGD 0.2263(0.0054) 0.4091(0.0146) 0.1378(0.0017) 0.1805(0.0022) 0.1730(0.0087) 0.3688(0.0178) 0.2164(0.0067) 0.4497(0.0105)
TRADES 0.1855(0.0094) 0.4459(0.0208) 0.1568(0.0011) 0.2379(0.0012) 0.2203(0.0016) 0.4807(0.0023) 0.2403(0.0013) 0.5250(0.0028)
MART 0.2223(0.0077) 0.4074(0.0164) 0.1400(0.0007) 0.1865(0.0020) 0.1703(0.0041) 0.3661(0.0086) 0.2157(0.0036) 0.4469(0.0055)
AdAP_LN 0.2918(0.0137) 0.5726(0.0141) 0.1617(0.0021) 0.3070(0.0029) 0.2545(0.0017) 0.5401(0.0053) 0.2826(0.0035) 0.5483(0.0039)
AdAP_LPN 0.2986(0.0121) 0.5558(0.0047) 0.1752(0.0013) 0.2552(0.0004) 0.2598(0.0032) 0.5194(0.0033) 0.2744(0.0036) 0.5456(0.0087)

Table 3: Adversarial robustness against APGD white-box attacks

CIFAR-10 (average) CIFAR-100 (average) CelebA(gray_hair) CelebA(mustache)
Methods Robust Clean Robust Clean Robust Clean Robust Clean
CE Min. 0.0524(0.0004) 0.8944(0.0037) 0.0255(0.0000) 0.7094(0.0062) 0.0161(0.0000) 0.7851(0.0040) 0.0196(0.0000) 0.6658(0.0055)
AP Max. 0.0526(0.0012) 0.9007(0.0037) 0.0257(0.0003) 0.7222(0.0077) 0.0163(0.0001) 0.7851(0.0038) 0.0196(0.0000) 0.6517(0.0057)
PGD 0.2670(0.0054) 0.4929(0.0085) 0.1580(0.0035) 0.3149(0.0083) 0.2560(0.0020) 0.4946(0.0019) 0.2090(0.0004) 0.5040(0.0019)
TRADES 0.2839(0.0029) 0.5631(0.0045) 0.1739(0.0027) 0.3975(0.0065) 0.2572(0.0025) 0.4697(0.0040) 0.2020(0.0013) 0.5049(0.0001)
MART 0.2721(0.0052) 0.4971(0.0093) 0.1603(0.0050) 0.3167(0.0071) 0.2592(0.0025) 0.4874(0.0035) 0.2110(0.0021) 0.5053(0.0015)
AdAP_LN 0.2594(0.0056) 0.6345(0.0114) 0.1853(0.0030) 0.4628(0.0138) 0.2908(0.0009) 0.5186(0.0030) 0.2318(0.0017) 0.4693(0.0019)
AdAP_LPN 0.3252(0.0022) 0.6526(0.0029) 0.2160(0.0040) 0.4675(0.0075) 0.2785(0.0027) 0.4944(0.0047) 0.2222(0.0008) 0.5439(0.0040)

BDD100K(tunnel) BDD100K(residential) BDD100K(rainy) BDD100K(cloudy)
Methods Robust Clean Robust Clean Robust Clean Robust Clean
CE Min. 0.0014(0.0000) 0.6289(0.0215) 0.0655(0.0000) 0.5970(0.0051) 0.0379(0.0000) 0.7374(0.0063) 0.0379(0.0000) 0.6623(0.0021)
AP Max. 0.0014(0.0000) 0.6390(0.0188) 0.0656(0.0000) 0.6262(0.0101) 0.0382(0.0001) 0.7566(0.0056) 0.0387(0.0003) 0.6681(0.0029)
PGD 0.2235(0.0055) 0.4091(0.0146) 0.1364(0.0013) 0.1805(0.0022) 0.1722(0.0086) 0.3688(0.0178) 0.2128(0.0067) 0.4497(0.0105)
TRADES 0.1819(0.0115) 0.4459(0.0208) 0.1563(0.0011) 0.2379(0.0012) 0.2187(0.0014) 0.4807(0.0023) 0.2366(0.0013) 0.5250(0.0028)
MART 0.2209(0.0083) 0.4074(0.0164) 0.1383(0.0013) 0.1865(0.0020) 0.1694(0.0040) 0.3661(0.0086) 0.2120(0.0038) 0.4469(0.0055)
AdAP_LN 0.2882(0.0142) 0.5726(0.0141) 0.1616(0.0013) 0.3070(0.0029) 0.2526(0.0019) 0.5401(0.0053) 0.2789(0.0027) 0.5483(0.0039)
AdAP_LPN 0.2959(0.0114) 0.5558(0.0047) 0.1747(0.0014) 0.2552(0.0004) 0.2579(0.0031) 0.5194(0.0033) 0.2719(0.0035) 0.5456(0.0087)

Table 4: Adversarial robustness against black-box attacks
CIFAR-10 (average) CIFAR-100 (average) CelebA(gray_hair) CelebA(mustache)

Methods Robust Clean Robust Clean Robust Clean Robust Clean
AP Max. 0.1137(0.0374) 0.9007(0.0037) 0.0608(0.0241) 0.7222(0.0077) 0.0162(0.0000) 0.7851(0.0038) 0.0196(0.0000) 0.6517(0.0057)
PGD 0.4594(0.0074) 0.4929(0.0085) 0.2869(0.0078) 0.3149(0.0083) 0.4638(0.0022) 0.4946(0.0019) 0.4180(0.0010) 0.5040(0.0019)
TRADES 0.5148(0.0039) 0.5631(0.0045) 0.3420(0.0045) 0.3975(0.0065) 0.4360(0.0033) 0.4697(0.0040) 0.3953(0.0009) 0.5049(0.0001)
MART 0.4624(0.0083) 0.4971(0.0093) 0.2892(0.0067) 0.3167(0.0071) 0.4578(0.0039) 0.4874(0.0035) 0.4188(0.0013) 0.5053(0.0015)
AdAP_LN 0.5562(0.0087) 0.6345(0.0114) 0.3880(0.0099) 0.4628(0.0138) 0.4753(0.0011) 0.5186(0.0030) 0.3635(0.0010) 0.4627(0.0015)
AdAP_LPN 0.6031(0.0028) 0.6526(0.0030) 0.4166(0.0072) 0.4675(0.0075) 0.4633(0.0047) 0.4944(0.0047) 0.4334(0.0036) 0.5439(0.0041)

BDD100K(tunnel) BDD100K(residential) BDD100K(rainy) BDD100K(cloudy)
Methods Robust Clean Robust Clean Robust Clean Robust Clean
AP Max. 0.1013(0.0736) 0.6390(0.0188) 0.1149(0.0367) 0.6262(0.0101) 0.0669(0.0228) 0.7566(0.0056) 0.1904(0.0694) 0.6681(0.0029)
PGD 0.3724(0.0123) 0.4091(0.0146) 0.1797(0.0022) 0.1805(0.0022) 0.3566(0.0172) 0.3688(0.0178) 0.4194(0.0089) 0.4497(0.0105)
TRADES 0.3764(0.0196) 0.4459(0.0208) 0.2330(0.0010) 0.2379(0.0012) 0.4645(0.0025) 0.4807(0.0023) 0.4752(0.0018) 0.5250(0.0028)
MART 0.3727(0.0161) 0.4074(0.0164) 0.1860(0.0020) 0.1865(0.0020) 0.3539(0.0085) 0.3661(0.0086) 0.4169(0.0047) 0.4469(0.0055)
AdAP_LN 0.5400(0.0168) 0.5726(0.0141) 0.2872(0.0027) 0.3070(0.0029) 0.5234(0.0052) 0.5401(0.0053) 0.4872(0.0011) 0.5483(0.0039)
AdAP_LPN 0.5252(0.0062) 0.5558(0.0047) 0.2486(0.0008) 0.2552(0.0004) 0.5060(0.0037) 0.5194(0.0033) 0.4975(0.0085) 0.5457(0.0087)

Table 5: Comparison of different adversarial AP maximization methods
CIFAR-10 (average) CIFAR-100 (average) BDD100K(tunnel) BDD100K(rainy)

Methods Robust Clean Robust Clean Robust Clean Robust Clean
AdAP_MM 0.2759(0.0062) 0.4708(0.0126) 0.1878(0.0047) 0.3843(0.0105) 0.2743(0.0441) 0.5849(0.0284) 0.2199(0.0011) 0.4516(0.0053)
AdAP_PZ 0.3105(0.0018) 0.6112(0.0049) 0.2109(0.0032) 0.4465(0.0078) 0.2708(0.0180) 0.5771(0.0516) 0.2531(0.0029) 0.5031(0.0104)
AdAP_LZ 0.3012(0.0194) 0.6508(0.0129) 0.1919(0.0084) 0.4422(0.0200) 0.2619(0.0127) 0.6212(0.0107) 0.2103(0.0021) 0.4365(0.0163)
AdAP_LN 0.2949(0.0147) 0.6345(0.0114) 0.1957(0.0069) 0.4628(0.0138) 0.2918(0.0137) 0.5726(0.0141) 0.2545(0.0017) 0.5401(0.0053)
AdAP_LPN 0.3301(0.0022) 0.6526(0.0029) 0.2188(0.0040) 0.4675(0.0075) 0.2986(0.0121) 0.5558(0.0047) 0.2598(0.0032) 0.5194(0.0033)

affected by adversarial perturbations. For fair comparison, we apply the same perturbation crafted in
5.2 for both methods. From Figure 3, we can observe that for TRADES, all the samples’ prediction
scores cluster closely to a small value before perturbation as it is working on an imbalanced dataset,
while the prediction scores of our method scatter more evenly. With introduced perturbations, the
ranking order predicted by TRADE is changed significantly with small changes in prediction scores,
which leads to a considerable decrease in terms of AP. On the contrary, the perturbation does not
affect the predicted ranking order of our method, despite the impact on their prediction scores. This
helps demonstrate why our method is more robust than other baselines in terms of AP.

5.5 Ablation Study
To investigate the significance of the new features in our proposed method, i.e., the listwise adversarial
regularization and the non-zero-sum game approach, we conduct ablation studies to compare different
approaches shown in Table 1 for adversarial AP maximization. Following the setting in 5.1, we
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Figure2:Visualizationofthetrade-offbetweenrobustnessandaverageprecision.Forthesake
ofclarityintheseigures,wedeferthedetailedvaluestoTable9intheappendixtoadditionally
demonstratethecorrelationbetweenrobustAP/cleanAPandλ
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Figure3:Visualizationofmodels’predictionsafterperturbation

runalltheseiveapproachesonCifar10,CIFAR100andBDD100Kdatasets.Theexperimental
settingsandthehyperparametersforAdAP_LNandAdAP_LPNarethesameasthosein5.1.The
hyperparameterswetuneforAdAP_LZarethesameasthoseforAdAP_LN.ForAdAP_PZ,we
tunetheweightparameterin{1,4,8,10,40,80,100}.ForAdAP_MM,wetuneγ1in{0.1,0.9}.
TheresultsarepresentedinTable5.Wecanseethat(i)robustregularizationapproachesarebetter
thantheminimaxapproach(AdAP_MM)(ii)thenon-zero-sumgameapproaches(AdAP_LPN,
AdAP_LN)areusuallybetterthanthezero-sumgameapproach(AdAP_LZ);(iii)combininglistwise
andpointwiseadversarialregularizationinAdAP_LPNcouldbringsigniicantboostintermofboth
robustAPandcleanAP.

InsensitivitytoBatchSize.Weinvestigatetheproposedapproximationmethodforg(w)byvarying
themini-batchsizeforAdAP_LNalgorithmandreportresultsinFigure4intheappendix. We
canseethatAdAP_LNdoesnotrequireaverylargebatchsizeandisgenerallynotsensitivetothe
mini-batchsize,whichimpliestheeffectivenessofourapproximationmethod.

Sensitivitytoγ1,γ2.Westudythesensitivityofthehyper-parametersγ1,γ2forproposedAdAP_LN
algorithm.FromtheresultsinTable8intheappendix,wecanobservethatγ1,γ2haveasigniicant
impactontheperformance.However,whenwetuneγ1,γ2in{0.1,0.9},itisabletoachieverelatively
goodperformancebutnotalwaystheoptimalone.

Empiricalconvergenceanalysis.WereporttheconvergencecurvesofproposedAdAP_LNalgo-
rithminFigure5intheappendix,whichdemonstratestheconvergenceofthealgorithm.

Timeeficiency.Wecomparethetrainingtimeeficiencyoftheproposedmethodwithdifferent
algorithmsinTable7intheappendix. Wecanobservethat(i)adversarialtrainingmethodsare
generallymoretime-consumingthannaturaltraining;(ii)ourproposedAdAP_LNandAdAP_LPN
methodscostalittlemoretimethantraditionalPGDmethodbutmuchlesstimethanTRADES.

6 Conclusions

Inthispaper,wehaveproposedanovelsolutionformaximizingaverageprecisionwithadversarial
rankingrobustness.Theproposedformulationisrobustintermsoflistwiserankingperformance
againstindividualadversarialperturbationsandisabletotradeoffbetweenaverageprecisionon
cleandataandadversarialrankingrobustness.Wehavedevelopedaneficientstochasticalgorithm
tosolvetheresultingobjective.Extensiveexperimentalresultsonvariousdatasetsdemonstrate
thattheproposedmethodcanachievesigniicantlyimprovedadversarialrobustnessintermsofAP,
comparedwithotherstrongadversarialtrainingbaselines.Itwouldbeinterestingtoextendour
methodtoconstructmorerobustsystemswithaverageprecisionastheobjective,suchasobject
detectionsystemsandmedicaldiagnosissystems.
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A MoreExperimentalResults

Allexperimentsinourpaperarerunacross16NVIDIAA10GPUsand10NVIDIAA30GPUs.We
presentthestatisticsforeachtaskinourexperimentsinTable6.

Table6:Datasetsstatistics.Thepercentageinparenthesisrepresentstheproportionofpositive
samples.

Dataset Train Validation Test
CIFAR-10 40000(10%) 10000(10%) 10000(10%)
CIFAR-100 40000(5%) 10000(5%) 10000(5%)
BDD100K(tunnel) 55890(0.18%) 13973(0.19%) 10000(0.27%)
BDD100K(residential) 55890(11.56%) 13973(11.56%) 10000(12.53%)
BDD100K(rainy) 55890(7.26%) 13973(7.26%) 10000(7.38%)
BDD100K(cloudy) 55890(6.99%) 13973(6.98%) 10000(7.38%)
CelebA(gray_hair) 162770(4.24%) 19867(4.87%) 19962(3.19%)
CelebA(mustache) 162770(4.08%) 19867(5.05%) 19962(3.87%)

A.1 Timeeficiencyofourproposedalgorithm

Timeeficiencyistypicallyaconcernforadversarialtrainingtechniques.Toordertoinvestigatethe
timeeficiencyofourproposedmethod,we’veconductedsomeexperimentstoshowtimeeficiency
comparisonwithdifferentalgorithms.Intheexperiment,wesettheparameters,whichcouldaffect
trainingtime,exactlythesame(e.g.batchsizeas128,totalepochsas60,adversarialsamplesare
generatedwith6projectedgradientascentsteps)andrunallthemodelsoverthreetimesonthe
Class_0taskofCIFAR10.Fromthetable7,wecanobservethat(i)adversarialtrainingmethodsare
generallymoretime-consumingthannaturaltraining;(ii)ourproposedAdAP_LNandAdAP_LPN
methodscostalittlemoretimethantraditionalPGDmethodbutmuchlesstimethanTRADES.
Thisisbecause,togenerateadversarialsamplesintraining,TRADESissolvingthemaximiza-
tionofKLdivergencebetweentheprobabilitiespredictedwithcleandataandperturbeddata(i.e.
max∥δ∥≤ϵ kh(x)klogh(x)k−h(x)klogh(x+δ)k,whereh(x)kandh(x+δ)karepredicted
probabilitiesforclasskoncleandataandperturbeddatarespectively,whichrequirestwoforward
propagationsandonebackpropagationineachprojectedgradientascentstep.However,PGDandour
proposedmethodsaredirectlysolvingmaximizationofCrossEntropy(i.e.max∥δ∥≤ϵ−logh(x+δ)y),
whichonlyneedsoneforwardpropagationandonebackpropagationineachprojectedgradientascent
step.Inadversarialtraining,sinceeachgradientdescentstepw.r.twrequiresmultiplegradientascent
stepsw.r.tδ,thecomputationalexpenseprimarilystemsfromtheprojectedgradientascentsteps,
whichcanbealsoobservedbycomparingtheeficiencyofCEMin.withPGD.

Table7:Trainingeficiencycomparison

Methods Run1 Run2 Run3 Average
CEMin. 563s 566s 568s 565.67s
APMax. 589s 590s 589s 589.33s
PGD 2833s 2804s 2803s 2813.33s
TRADES 4203s 4182s 4179s 4188.00s
MART 3192s 3205s 3194s 3197.00s
AdAP_LN 3227s 3213s 3211s 3217.00s
AdAP_LPN 3234s 3219s 3218s 3223.67s

A.2 Sensitivityofproposedalgorithmtobatchsize

Inourproposedalgorithm,oneessentialstepistheapproximationofg(w). Duetothenon-
lineardependenceof∇wR(w,δ,D)ong(w),wecannotsimplyusetheirmini-batchestimator
inthecalculationasitwillyieldalargeoptimizationerror[51].Instead,wemaintainavector
u=[u1,u2,u3]fortracking[g1(w),g2(w),g3(w)]toreducetheoptimizationerror.Thevector
uisupdatedbyEquation(11).Tooffermoreempiricalresultsonthis,wehaveconductedsome
experimentstoinvestigatetheproposedAdAP_LN’ssensitivitytobatchsizesonCIFAR10dataset.
TheresultsareshowninFigure4. Wecanobservethatourmethoddoesnotrequireaverylarge
batchsizetoachieveagoodperformanceandisgenerallynotsensitivetobatchsize,whichimplies
theeffectivenessofourapproximationmethod.
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Figure4:IllustrationforinsensitivityofAdAP_LNtobatchsize

A.3 Sensitivityofproposedalgorithmtoγ1andγ2

Inourmainexperiments,thehyper-parametersγ1,γ2forourproposedalgorithmsaretunedin
{0.1,0.9}asmentionedinSection5.Tostudythesensitivityoftheseparameters,weconducted
somemoreexperimentsonCIFAR10andBDD100Kdatasets.TheresultsaresummarizedinTable8.
Fromthetable,wecanobservethatγ1,γ2haveasigniicantimpactontheperformance.However,
whenwetuneγ1,γ2in{0.1,0.9},itisabletoachieverelativelygoodperformancebutnotalways
theoptimalone.

Table8:RobustAPonvalidationforAdAP_LNwithdifferentγ1andγ2

CIFAR10(average) γ2=0.1 γ2=0.3 γ2=0.5 γ2=0.7 γ2=0.9
γ1=0.1 0.2719(0.0116) 0.273(0.0079) 0.275(0.0105) 0.2756(0.0135) 0.2753(0.0114)
γ1=0.3 0.2701(0.012) 0.2696(0.01) 0.2753(0.0128) 0.2733(0.0101) 0.2745(0.0107)
γ1=0.5 0.2674(0.0088) 0.2741(0.011) 0.2688(0.0108) 0.2685(0.0135) 0.2741(0.0113)
γ1=0.7 0.2649(0.0103) 0.2713(0.007) 0.2686(0.0165) 0.2696(0.0138) 0.2658(0.0103)
γ1=0.9 0.2668(0.0137) 0.2766(0.0131) 0.2668(0.013) 0.2689(0.0139) 0.2641(0.0124)

BDD100K(rainy) γ2=0.1 γ2=0.3 γ2=0.5 γ2=0.7 γ2=0.9
γ1=0.1 0.2433(0.0209) 0.2436(0.0205) 0.2404(0.0188) 0.2415(0.0220) 0.2423(0.0215)
γ1=0.3 0.2471(0.0219) 0.2440(0.0174) 0.2432(0.0169) 0.2473(0.0214) 0.2460(0.0188)
γ1=0.5 0.2479(0.0210) 0.2475(0.0209) 0.2476(0.0217) 0.2450(0.0189) 0.2472(0.0187)
γ1=0.7 0.2507(0.0203) 0.2453(0.0204) 0.2471(0.0179) 0.2461(0.0206) 0.2480(0.0176)
γ1=0.9 0.2522(0.0208) 0.2479(0.0200) 0.2485(0.0201) 0.2447(0.0193) 0.2478(0.0193)

A.4 Empiricalconvergenceanalysis

Sincethetheoreticalconvergenceanalysisofourproposedalgorithmisverychallenging,deriving
theconvergencewouldbeasigniicantworkbyitself.Instead,weprovidessomeempiricalresultsto
showtheconvergenceoftheproposedalgorithm.Speciically,wesetλ=1,γ1=0.1,γ2=0.1and
runAdAP_LNalgorithmonCIFAR10datasetandBDD100Kdatasetforatotalof120epochsand
80epochs,respectively.Weevaluatethetraininglossaftereachepochandreportthelossvalues.We
presenttheAPloss(i.e.,P(w)inEquation9)andregularizationterm(i.e.,R(w,δ,D)inEquation9)
separately,aswellasthesummationofthetwolosses.Foreachexperiment,werepeatthreetimes
withdifferentrandomseeds.TheresultsareshowninFigure5,whichdemonstratestheconvergence
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A.5 DetailedvaluesforFigure2

ToclearlydemonstratetherelationshipbetweenrobustAP/cleanAPandλ,correspondingtoFig.2,
weprovidethedetailedvaluesinTable9.ForTRADES,AdAP_LNandAdAP_LPN,theresults
clearlyindicatethatthereisapositivecorrelationbetweenrobustAPandλforrelativelysmallvalues
ofλandthiscorrelationdiminisheswhenλcontinuesincreasing.Moreover,anegativecorrelation
betweencleanAPandλisconsistentlyobserved,inaccordancewithourexpectations.Butfor
MART,thetrendisnotclearasitisnotatrade-offbasedapproach.

Table9:TheCorrelationbetweenRobustAP/CleanAPandλ.Theresultsarepresentedintheformat
ofrobustAP/cleanAP,withthevaluesrepresentingtheaverageofthreerunswithdifferentseeds.

λ 0.01 0.4 0.8 1 4 8 10
CIFAR10(cls_1)
TRADES 0.0521/0.9609 0.4514/0.9135 0.4476/0.8846 0.4455/0.8727 0.4040/0.7930 0.3727/0.7479 0.3616/0.7305
MART 0.4511/0.8777 0.4548/0.8812 0.4519/0.8769 0.4349/0.8622 0.4247/0.8450 0.4016/0.8164 0.4030/0.8111
AdAP_LN 0.1153/0.9525 0.4264/0.9295 0.4590/0.9190 0.4464/0.9099 0.3181/0.8649 0.2695/0.8385 0.2522/0.8356
AdAP_LPN 0.1504/0.9358 0.5185/0.9314 0.5263/0.9146 0.5229/0.9067 0.4818/0.8468 0.4517/0.8102 0.4411/0.7968
CIFAR100(cls_2)
TRADES 0.0282/0.8823 0.3252/0.7107 0.3241/0.6571 0.3090/0.6324 0.2782/0.5213 0.2759/0.5040 0.2757/0.4994
MART 0.3263/0.6669 0.3207/0.6538 0.3216/0.6527 0.3183/0.6420 0.3075/0.6095 0.2990/0.5839 0.2950/0.5767
AdAP_LN 0.0811/0.8752 0.2782/0.7984 0.3184/0.7668 0.3238/0.7540 0.3644/0.6736 0.3437/0.6286 0.3436/0.6164
AdAP_LPN 0.1604/0.8332 0.3475/0.7896 0.3809/0.7558 0.3859/0.7441 0.3724/0.6470 0.3501/0.6011 0.3392/0.5827
BDD100K(cloudy)
TRADES 0.0379/0.6429 0.2301/0.5554 0.2390/0.5260 0.2382/0.5153 0.2105/0.4251 0.1565/0.2443 0.1510/0.2193
MART 0.2130/0.4459 0.2130/0.4450 0.2145/0.4441 0.2129/0.4404 0.1993/0.3973 0.1974/0.3901 0.1887/0.3631
AdAP_LN 0.0621/0.6504 0.2221/0.5986 0.2742/0.5632 0.2815/0.5577 0.2796/0.4935 0.2347/0.4937 0.2103/0.4861
AdAP_LPN 0.0411/0.6570 0.2455/0.5985 0.2682/0.5681 0.2726/0.5600 0.2725/0.4886 0.2464/0.4366 0.2473/0.4295
CelebA(gray_hair)
TRADES 0.0161/0.7686 0.2341/0.5428 0.2581/0.4707 0.2571/0.4513 0.2447/0.3828 0.2206/0.3366 0.2265/0.3423
MART 0.2567/0.4910 0.2576/0.4882 0.2582/0.4865 0.2594/0.4864 0.2617/0.4784 0.2613/0.4696 0.2616/0.4672
AdAP_LN 0.0264/0.7037 0.1831/0.6282 0.2449/0.6061 0.2696/0.6010 0.2859/0.5221 0.2714/0.4662 0.2601/0.4506
AdAP_LPN 0.0284/0.7123 0.2280/0.6259 0.2555/0.5907 0.2644/0.5804 0.2799/0.4948 0.2676/0.4515 0.2676/0.4515

A.6 DetailedexperimentalresultsonCIFAR10andCIFAR100Dataset

Duetothelimitofspace,weincludemAPresultsover10classesonCIFAR10andCIFAR100
datasetsinSection5.1andSection5.2.Here,wepresentthedetailedperformanceforeachclass
onCIFAR10andCIFAR100datasetsinTable10,Table11,Table12,Table13,Table14,Table15.
FromTable10,Table11,Table12andTable13aboutwhite-boxrobustness,wecanobservethat,in
mostcases,ourmethodsimproveotherbaselinessigniicantly.ThereisonespecialcaseonCIfAR10
Class_3inTable10thatMARTmethodbehavesmuchbetterthanothersduetohighvariance(wecan
seeitfromthedeviationintheparenthesis).WhenwelookatTable12aboutwhite-boxrobustness
againststrongerAPGDattacks,wecanindthatthesuperiorityofMARTdisappearsonCIfAR10
Class_3sincetheadvantagegainedbyhighvarianceisnotstable.FromTable14andTable15about
black-boxrobustness,wecanobservethatourmethodsoutperformotherbaselinesbyalargemargin
consistently.

A.7 Moreplotsfortrade-offvisualization

Duetopagelimitations,wepresentonesingletrade-offcurveforeachdatasetinSection5.3to
illustrateourindings.Inthispart,weincludemoretrade-offcurvesonallthedatasetsinFigure6,
Figure7,Figure8,Figure9.Theseadditionaliguresprovidefurthersupportforthesuperiorityof
ourmethods.

Table10:AdversarialrobustnessagainstPGDwhite-boxattacksonCIFAR10dataset

CIFAR10
class_0 class_1 class_2 class_3 class_4

Methods Robust Clean Robust Clean Robust Clean Robust Clean Robust Clean
CEMin. 0.0519(0.0000) 0.9037(0.0031) 0.0558(0.0027) 0.9687(0.0009) 0.0518(0.0000) 0.8493(0.0057) 0.0518(0.0000) 0.7235(0.0064) 0.0519(0.0001) 0.8843(0.0034)
APMax. 0.0528(0.0010) 0.9056(0.0049) 0.0563(0.0063) 0.9707(0.0026) 0.0522(0.0005) 0.8602(0.0021) 0.0521(0.0003) 0.7398(0.0123) 0.0523(0.0004) 0.8968(0.0026)
PGD 0.4315(0.0039) 0.6109(0.0131) 0.4584(0.0036) 0.8869(0.0024), 0.1419(0.0037) 0.3160(0.0131) 0.1629(0.0381) 0.1730(0.0071) 0.1892(0.0070) 0.2523(0.0021)
TRADES 0.4372(0.0032) 0.6708(0.0033) 0.4523(0.0049) 0.9109(0.0011) 0.1798(0.0060) 0.3982(0.0094) 0.1293(0.0004) 0.2685(0.0029) 0.1854(0.0009) 0.3408(0.0028)
MART 0.4295(0.0029) 0.6032(0.0066) 0.4559(0.0076) 0.8796(0.0061) 0.1528(0.0101) 0.3068(0.0212) 0.1942(0.0825) 0.1731(0.0143) 0.1838(0.0025) 0.2510(0.0014)
AdAP_LN 0.4259(0.0042) 0.6498(0.0033) 0.4679(0.0315) 0.9143(0.0064) 0.1568(0.0152) 0.5538(0.0364) 0.1169(0.0037) 0.3342(0.0187) 0.1703(0.0031) 0.3066(0.0053)
AdAP_LPN 0.4572(0.0024) 0.7382(0.0018) 0.5262(0.0035) 0.9145(0.0016) 0.2041(0.0031) 0.5016(0.0047) 0.1420(0.0008) 0.2788(0.0038) 0.1856(0.0007) 0.3801(0.0062)

class_5 class_6 class_7 class_8 class_9
Methods Robust Clean Robust Clean Robust Clean Robust Clean Robust Clean
CEMin. 0.0518(0.0000) 0.8347(0.0050) 0.0518(0.0000) 0.9403(0.0048) 0.0521(0.0002) 0.9372(0.0022) 0.0548(0.0031) 0.9559(0.0022) 0.0527(0.0005) 0.9460(0.0031)
APMax. 0.0518(0.0000) 0.8420(0.0040) 0.0519(0.0000) 0.9419(0.0022) 0.0519(0.0000) 0.9416(0.0021) 0.0545(0.0035) 0.9569(0.0014) 0.0518(0.0000) 0.9513(0.0025)
PGD 0.2329(0.0004) 0.4524(0.0054) 0.2363(0.0026) 0.4111(0.0031) 0.2356(0.0169) 0.5928(0.0232) 0.4157(0.0035) 0.7390(0.0020) 0.2602(0.0070) 0.4944(0.0134)
TRADES 0.2225(0.0017) 0.4068(0.0047) 0.2289(0.0016) 0.3492(0.0029) 0.3723(0.0022) 0.7893(0.0011) 0.3877(0.0054) 0.7961(0.0159) 0.2890(0.0028) 0.7008(0.0012)
MART 0.2348(0.0010) 0.4510(0.0019) 0.2346(0.0023) 0.4059(0.0030) 0.2917(0.0092) 0.6667(0.0250) 0.4158(0.0020) 0.7397(0.0070) 0.2662(0.0054) 0.4935(0.0067)
AdAP_LN 0.2293(0.0067) 0.5091(0.0063) 0.2647(0.0197) 0.7147(0.0106) 0.3978(0.0258) 0.8318(0.0075) 0.4193(0.0287) 0.8068(0.0019) 0.3004(0.0084) 0.7239(0.0176)
AdAP_LPN 0.2467(0.0014) 0.5658(0.0028) 0.2785(0.0019) 0.6837(0.0029) 0.4354(0.0031) 0.8292(0.0003) 0.4564(0.0024) 0.8413(0.0028) 0.3690(0.0030) 0.7928(0.0025)
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Table 11: Adversarial robustness against PGD white-box attacks on CIFAR100 dataset

CIFAR100
class_0 class_1 class_2 class_3 class_4

Methods Robust Clean Robust Clean Robust Clean Robust Clean Robust Clean
CE Min. 0.0256(0.0001) 0.5465(0.0085) 0.0256(0.0001) 0.6112(0.0025) 0.0255(0.0000) 0.8932(0.0025) 0.0255(0.0000) 0.7359(0.0072) 0.0258(0.0000) 0.8255(0.0078)
AP Max. 0.0255(0.0000) 0.5480(0.0060) 0.0258(0.0002) 0.6348(0.0199) 0.0259(0.0003) 0.8993(0.0022) 0.0255(0.0000) 0.7392(0.0079) 0.0267(0.0015) 0.8355(0.0035)
PGD 0.1124(0.0021) 0.2128(0.0060) 0.1845(0.0020) 0.3414(0.0071) 0.3261(0.0066) 0.6618(0.0036) 0.1141(0.0066) 0.2466(0.0120) 0.3115(0.0022) 0.5166(0.0034)
TRADES 0.1177(0.0010) 0.2560(0.0020) 0.1942(0.0028) 0.3888(0.0069) 0.3289(0.0044) 0.6937(0.0106) 0.1663(0.0053) 0.3976(0.0119) 0.3039(0.0031) 0.5289(0.0060)
MART 0.1187(0.0027) 0.2188(0.0029) 0.1882(0.0037) 0.3417(0.0080) 0.3258(0.0074) 0.6651(0.0034) 0.1352(0.0144) 0.2389(0.0092) 0.3148(0.0043) 0.5140(0.0061)
AdAP_LN 0.1273(0.0028) 0.3131(0.0049) 0.1912(0.0020) 0.4073(0.0036) 0.3658(0.0054) 0.6736(0.0035) 0.1930(0.0011) 0.4403(0.0042) 0.3396(0.0174) 0.5580(0.0036)
AdAP_LPN 0.1376(0.0005) 0.2946(0.0014) 0.2144(0.0069) 0.4469(0.0092) 0.3916(0.0096) 0.7342(0.0111) 0.2085(0.0045) 0.4979(0.0019) 0.3554(0.0005) 0.5439(0.0014)

class_5 class_6 class_7 class_8 class_9
Methods Robust Clean Robust Clean Robust Clean Robust Clean Robust Clean
CE Min. 0.0255(0.0000) 0.5990(0.0065) 0.0255(0.0000) 0.7690(0.0039) 0.0255(0.0000) 0.6743(0.0037) 0.0255(0.0000) 0.6033(0.0102) 0.0262(0.0009) 0.8361(0.0095)
AP Max. 0.0299(0.0054) 0.6257(0.0081) 0.0262(0.0005) 0.7806(0.0032) 0.0276(0.0029) 0.6974(0.0069) 0.0255(0.0000) 0.6192(0.0111) 0.0282(0.0038) 0.8422(0.0082)
PGD 0.0804(0.0025) 0.1671(0.0151) 0.1054(0.0018) 0.1960(0.0090) 0.1441(0.0021) 0.3205(0.0057) 0.0763(0.0108) 0.0943(0.0066) 0.1583(0.0060) 0.3915(0.0147)
TRADES 0.0963(0.0036) 0.2972(0.0068) 0.1533(0.0031) 0.4387(0.0059) 0.1751(0.0011) 0.3660(0.0008) 0.0662(0.0008) 0.1174(0.0054) 0.1655(0.0013) 0.4910(0.0086)
MART 0.0805(0.0028) 0.1439(0.0060) 0.1095(0.0079) 0.2531(0.0100) 0.1477(0.0020) 0.2973(0.0030) 0.0700(0.0100) 0.0969(0.0065) 0.1593(0.0047) 0.3972(0.0157)
AdAP_LN 0.1131(0.0040) 0.3900(0.0524) 0.2058(0.0060) 0.5916(0.0130) 0.1884(0.0020) 0.4611(0.0076) 0.0693(0.0119) 0.2031(0.0334) 0.1631(0.0160) 0.5897(0.0117)
AdAP_LPN 0.1483(0.0038) 0.4268(0.0164) 0.2459(0.0021) 0.5670(0.0153) 0.2170(0.0037) 0.4234(0.0062) 0.0710(0.0003) 0.1552(0.0018) 0.1986(0.0083) 0.5846(0.0105)

Table 12: Adversarial robustness against APGD white-box attacks on CIFAR10 dataset

CIFAR10
class_0 class_1 class_2 class_3 class_4

Methods Robust Clean Robust Clean Robust Clean Robust Clean Robust Clean
CE Min. 0.0518(0.0000) 0.9037(0.0031) 0.0547(0.0017) 0.9687(0.0009) 0.0518(0.0000) 0.8493(0.0057) 0.0518(0.0000) 0.7235(0.0064) 0.0519(0.0001) 0.8843(0.0034)
AP Max. 0.0519(0.0001) 0.9056(0.0049) 0.0596(0.0110) 0.9707(0.0026) 0.0518(0.0000) 0.8602(0.0021) 0.0518(0.0000) 0.7398(0.0123) 0.0519(0.0001) 0.8968(0.0026)
PGD 0.4291(0.0038) 0.6109(0.0131) 0.4482(0.0033) 0.8869(0.0024), 0.1380(0.0034) 0.3160(0.0131) 0.1120(0.0145) 0.1730(0.0071) 0.1797(0.0014) 0.2523(0.0021)
TRADES 0.4334(0.0031) 0.6708(0.0033) 0.4391(0.0050) 0.9109(0.0011) 0.1782(0.0062) 0.3982(0.0094) 0.1289(0.0004) 0.2685(0.0029) 0.1847(0.0009) 0.3408(0.0028)
MART 0.4274(0.0032) 0.6032(0.0066) 0.4465(0.0074) 0.8796(0.0061) 0.1509(0.0105) 0.3068(0.0212) 0.0929(0.0092) 0.1731(0.0143) 0.1756(0.0019) 0.2510(0.0014)
AdAP_LN 0.4222(0.0034) 0.6498(0.0033) 0.4220(0.0117) 0.9143(0.0064) 0.1371(0.0074) 0.5538(0.0364) 0.1144(0.0024) 0.3342(0.0187) 0.1701(0.0033) 0.3066(0.0053)
AdAP_LPN 0.4529(0.0025) 0.7382(0.0018) 0.5153(0.0031) 0.9145(0.0016) 0.2012(0.0030) 0.5016(0.0047) 0.1413(0.0008) 0.2788(0.0038) 0.1843(0.0008) 0.3801(0.0062)

class_5 class_6 class_7 class_8 class_9
Methods Robust Clean Robust Clean Robust Clean Robust Clean Robust Clean
CE Min. 0.0518(0.0000) 0.8347(0.0050) 0.0518(0.0000) 0.9403(0.0048) 0.0520(0.0001) 0.9372(0.0022) 0.0537(0.0019) 0.9559(0.0022) 0.0525(0.0004) 0.9460(0.0031)
AP Max. 0.0518(0.0000) 0.8420(0.0040) 0.0519(0.0002) 0.9419(0.0022) 0.0518(0.0000) 0.9416(0.0021) 0.0519(0.0002) 0.9569(0.0014) 0.0518(0.0000) 0.9513(0.0025)
PGD 0.2314(0.0003) 0.4524(0.0054) 0.2350(0.0028) 0.4111(0.0031) 0.2270(0.0145) 0.5928(0.0232) 0.4113(0.0034) 0.7390(0.0020) 0.2580(0.0066) 0.4944(0.0134)
TRADES 0.2217(0.0017) 0.4068(0.0047) 0.2284(0.0016) 0.3492(0.0029) 0.3627(0.0019) 0.7893(0.0011) 0.3790(0.0057) 0.7961(0.0159) 0.2829(0.0030) 0.7008(0.0012)
MART 0.2333(0.0009) 0.4510(0.0019) 0.2334(0.0023) 0.4059(0.0030) 0.2853(0.0094) 0.6667(0.0250) 0.4117(0.0017) 0.7397(0.0070) 0.2642(0.0055) 0.4935(0.0067)
AdAP_LN 0.2209(0.0030) 0.5091(0.0063) 0.1555(0.0096) 0.7147(0.0106) 0.3591(0.0060) 0.8318(0.0075) 0.3434(0.0055) 0.8068(0.0019) 0.2488(0.0041) 0.7239(0.0176)
AdAP_LPN 0.2436(0.0015) 0.5658(0.0028) 0.2737(0.0014) 0.6837(0.0029) 0.4276(0.0033) 0.8292(0.0003) 0.4496(0.0025) 0.8413(0.0028) 0.3623(0.0029) 0.7928(0.0025)

Table 13: Adversarial robustness against APGD white-box attack on CIFAR100 dataset

CIFAR100
class_0 class_1 class_2 class_3 class_4

Methods Robust Clean Robust Clean Robust Clean Robust Clean Robust Clean
CE Min. 0.0255(0.0000) 0.5465(0.0085) 0.0255(0.0000) 0.6112(0.0025) 0.0255(0.0000) 0.8932(0.0025) 0.0255(0.0000) 0.7359(0.0072) 0.0257(0.0000) 0.8255(0.0078)
AP Max. 0.0255(0.0000) 0.5480(0.0060) 0.0255(0.0000) 0.6348(0.0199) 0.0255(0.0000) 0.8993(0.0022) 0.0255(0.0000) 0.7392(0.0079) 0.0264(0.0013) 0.8355(0.0035)
PGD 0.1103(0.0017) 0.2128(0.0060) 0.1831(0.0020) 0.3414(0.0071) 0.3232(0.0063) 0.6618(0.0036) 0.1100(0.0058) 0.2466(0.0120) 0.3097(0.0021) 0.5166(0.0034)
TRADES 0.1171(0.0011) 0.2560(0.0020) 0.1929(0.0028) 0.3888(0.0069) 0.3224(0.0048) 0.6937(0.0106) 0.1632(0.0053) 0.3976(0.0119) 0.3020(0.0032) 0.5289(0.0060)
MART 0.1101(0.0046) 0.2188(0.0029) 0.1864(0.0033) 0.3417(0.0080) 0.3229(0.0073) 0.6651(0.0034) 0.1279(0.0112) 0.2389(0.0092) 0.3129(0.0043) 0.5140(0.0061)
AdAP_LN 0.1245(0.0024) 0.3131(0.0049) 0.1896(0.0020) 0.4073(0.0036) 0.3566(0.0028) 0.6736(0.0035) 0.1878(0.0011) 0.4403(0.0042) 0.3235(0.0084) 0.5580(0.0036)
AdAP_LPN 0.1367(0.0007) 0.2946(0.0014) 0.2128(0.0068) 0.4469(0.0092) 0.3871(0.0093) 0.7342(0.0111) 0.2039(0.0047) 0.4979(0.0019) 0.3535(0.0005) 0.5439(0.0014)

class_5 class_6 class_7 class_8 class_9
Methods Robust Clean Robust Clean Robust Clean Robust Clean Robust Clean
CE Min. 0.0255(0.0000) 0.5990(0.0065) 0.0255(0.0000) 0.7690(0.0039) 0.0255(0.0000) 0.6743(0.0037) 0.0255(0.0000) 0.6033(0.0102) 0.0255(0.0000) 0.8361(0.0095)
AP Max. 0.0255(0.0000) 0.6257(0.0081) 0.0255(0.0000) 0.7806(0.0032) 0.0264(0.0013) 0.6974(0.0069) 0.0255(0.0000) 0.6192(0.0111) 0.0256(0.0001) 0.8422(0.0082)
PGD 0.0777(0.0033) 0.1671(0.0151) 0.1047(0.0019) 0.1960(0.0090) 0.1418(0.0025) 0.3205(0.0057) 0.0632(0.0033) 0.0943(0.0066) 0.1561(0.0059) 0.3915(0.0147)
TRADES 0.0943(0.0033) 0.2972(0.0068) 0.1438(0.0036) 0.4387(0.0059) 0.1741(0.0011) 0.3660(0.0008) 0.0660(0.0008) 0.1174(0.0054) 0.1633(0.0014) 0.4910(0.0086)
MART 0.0789(0.0020) 0.1439(0.0060) 0.1037(0.0081) 0.2531(0.0100) 0.1458(0.0026) 0.2973(0.0030) 0.0575(0.0014) 0.0969(0.0065) 0.1572(0.0047) 0.3972(0.0157)
AdAP_LN 0.1085(0.0027) 0.3900(0.0524) 0.1871(0.0074) 0.5916(0.0130) 0.1840(0.0014) 0.4611(0.0076) 0.0558(0.0009) 0.2031(0.0334) 0.1352(0.0012) 0.5897(0.0117)
AdAP_LPN 0.1444(0.0035) 0.4268(0.0164) 0.2421(0.0017) 0.5670(0.0153) 0.2150(0.0041) 0.4234(0.0062) 0.0706(0.0003) 0.1552(0.0018) 0.1943(0.0084) 0.5846(0.0105)

Table 14: Adversarial robustness against black-box attack on CIFAR10 dataset

CIFAR10
class_0 class_1 class_2 class_3 class_4

Methods Robust Clean Robust Clean Robust Clean Robust Clean Robust Clean
AP Max. 0.1038(0.0362) 0.9056(0.0049) 0.2553(0.1270) 0.9707(0.0026) 0.0614(0.0063) 0.8602(0.0021) 0.0634(0.0069) 0.7398(0.0123) 0.0989(0.0330) 0.8968(0.0026)
PGD 0.5773(0.0113) 0.6109(0.0131) 0.8229(0.0031) 0.8869(0.0024), 0.3014(0.0125) 0.3160(0.0131) 0.1629(0.0057) 0.1730(0.0071) 0.2438(0.0023) 0.2523(0.0021)
TRADES 0.6198(0.0030) 0.6708(0.0033) 0.8430(0.0003) 0.9109(0.0011) 0.3597(0.0074) 0.3982(0.0094) 0.2483(0.0028) 0.2685(0.0029) 0.3244(0.0029) 0.3408(0.0028)
MART 0.5699(0.0060) 0.6032(0.0066) 0.8147(0.0054) 0.8796(0.0061) 0.2886(0.0177) 0.3068(0.0212) 0.1629(0.0105) 0.1731(0.0143) 0.2455(0.0023) 0.2510(0.0014)
AdAP_LN 0.6079(0.0034) 0.6498(0.0033) 0.8444(0.0037) 0.9143(0.0064) 0.4365(0.0254) 0.5538(0.0364) 0.2873(0.0152) 0.3342(0.0187) 0.2913(0.0039) 0.3066(0.0053)
AdAP_LPN 0.6888(0.0018) 0.7382(0.0018) 0.8650(0.0011) 0.9145(0.0016) 0.4503(0.0057) 0.5016(0.0047) 0.2550(0.0029) 0.2788(0.0039) 0.3562(0.0057) 0.3801(0.0062)

class_5 class_6 class_7 class_8 class_9
Methods Robust Clean Robust Clean Robust Clean Robust Clean Robust Clean
AP Max. 0.0723(0.0128) 0.8420(0.0040) 0.0947(0.0245) 0.9419(0.0022) 0.1008(0.0342) 0.9416(0.0021) 0.1153(0.0355) 0.9569(0.0014) 0.1712(0.0578) 0.9513(0.0025)
PGD 0.4204(0.0042) 0.4524(0.0054) 0.3973(0.0035) 0.4111(0.0031) 0.5522(0.0198) 0.5928(0.0232) 0.6732(0.0005) 0.7390(0.0020) 0.4427(0.0112) 0.4944(0.0134)
TRADES 0.3816(0.0036) 0.4068(0.0047) 0.3358(0.0028) 0.3492(0.0029) 0.7100(0.0019) 0.7893(0.0011) 0.7034(0.0127) 0.7961(0.0159) 0.6216(0.0012) 0.7008(0.0012)
MART 0.4199(0.0015) 0.4510(0.0019) 0.3924(0.0025) 0.4059(0.0030) 0.6145(0.0249) 0.6667(0.0250) 0.6727(0.0071) 0.7397(0.0070) 0.4428(0.0050) 0.4935(0.0067)
AdAP_LN 0.4582(0.0042) 0.5091(0.0063) 0.5564(0.0016) 0.7147(0.0106) 0.7371(0.0049) 0.8318(0.0075) 0.7107(0.0022) 0.8068(0.0019) 0.6322(0.0224) 0.7239(0.0176)
AdAP_LPN 0.5200(0.0024) 0.5658(0.0028) 0.6277(0.0029) 0.6837(0.0028) 0.7652(0.0003) 0.8292(0.0003) 0.7689(0.0017) 0.8413(0.0029) 0.7338(0.0031) 0.7928(0.0025)

Table 15: Adversarial robustness against black-box attack on CIFAR100 dataset

CIFAR100
class_0 class_1 class_2 class_3 class_4

Methods Robust Clean Robust Clean Robust Clean Robust Clean Robust Clean
AP Max. 0.0324(0.0046) 0.5480(0.0060) 0.0632(0.0267) 0.6348(0.0199) 0.1081(0.0581) 0.8993(0.0022) 0.0411(0.0111) 0.7392(0.0079) 0.1034(0.0547) 0.8355(0.0035)
PGD 0.1816(0.0051) 0.2128(0.0060) 0.3136(0.0068) 0.3414(0.0071) 0.6056(0.0058) 0.6618(0.0036) 0.2366(0.0119) 0.2466(0.0120) 0.4816(0.0025) 0.5166(0.0034)
TRADES 0.2184(0.0013) 0.2560(0.0020) 0.3454(0.0031) 0.3888(0.0069) 0.6138(0.0088) 0.6937(0.0106) 0.3538(0.0095) 0.3976(0.0119) 0.4858(0.0030) 0.5289(0.0060)
MART 0.1869(0.0042) 0.2188(0.0029) 0.3145(0.0079) 0.3417(0.0080) 0.6093(0.0038) 0.6651(0.0034) 0.2260(0.0079) 0.2389(0.0092) 0.4812(0.0055) 0.5140(0.0061)
AdAP_LN 0.2534(0.0022) 0.3131(0.0049) 0.3547(0.0038) 0.4073(0.0036) 0.6101(0.0032) 0.6736(0.0035) 0.3961(0.0053) 0.4403(0.0042) 0.5139(0.0038) 0.5580(0.0036)
AdAP_LPN 0.2548(0.0015) 0.2946(0.0014) 0.3983(0.0075) 0.4469(0.0092) 0.6703(0.0106) 0.7342(0.0111) 0.4542(0.0021) 0.4979(0.0020) 0.5136(0.0024) 0.5439(0.0014)

class_5 class_6 class_7 class_8 class_9
Methods Robust Clean Robust Clean Robust Clean Robust Clean Robust Clean
AP Max. 0.0820(0.0376) 0.6257(0.0081) 0.0355(0.0079) 0.7806(0.0032) 0.0593(0.0231) 0.6974(0.0069) 0.0360(0.0064) 0.6192(0.0111) 0.0470(0.0112) 0.8422(0.0082)
PGD 0.1532(0.0143) 0.1671(0.0151) 0.1692(0.0053) 0.1960(0.0090) 0.2976(0.0059) 0.3205(0.0057) 0.0901(0.0051) 0.0943(0.0066) 0.3403(0.0149) 0.3915(0.0147)
TRADES 0.2389(0.0062) 0.2972(0.0068) 0.3338(0.0036) 0.4387(0.0059) 0.3290(0.0003) 0.3660(0.0008) 0.1021(0.0024) 0.1174(0.0054) 0.3994(0.0071) 0.4910(0.0086)
MART 0.1256(0.0055) 0.1439(0.0060) 0.2304(0.0102) 0.2531(0.0100) 0.2770(0.0025) 0.2973(0.0030) 0.0938(0.0059) 0.0969(0.0065) 0.3475(0.0133) 0.3972(0.0157)
AdAP_LN 0.3113(0.0374) 0.3900(0.0524) 0.4656(0.0114) 0.5916(0.0130) 0.3969(0.0047) 0.4611(0.0076) 0.1338(0.0094) 0.2031(0.0334) 0.4442(0.0179) 0.5897(0.0117)
AdAP_LPN 0.3701(0.0149) 0.4268(0.0164) 0.4929(0.0140) 0.5670(0.0153) 0.3867(0.0058) 0.4234(0.0062) 0.1302(0.0013) 0.1552(0.0018) 0.4948(0.0116) 0.5846(0.0105)
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Figure 6: Visualization of the trade-off between robustness and average precision on CIFAR10 dataset
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Figure 7: Visualization of the trade-off between robustness and average precision on CIFAR100
dataset
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Figure 8: Visualization of the trade-off between robustness and average precision on BDD100K
dataset
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Figure 9: Visualization of the trade-off between robustness and average precision on CelebA dataset
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B TheoreticalResults

B.1 Proofoftheorem1

Notethatrobustrankingerrorisdeinedas:

Rrob=Exi∼D+I{∃δi,δj∈B(0,ϵ),h(xi+δi)≤ max
xj∈D−

h(xj+δj)}. (13)

Thenwecanreformulateitas:

Rrob=Pr∃δi,δj∈B(0,ϵ),h(xi+δi)≤ max
xj∈D−

h(xj+δj)|xi∈D+

=Pr∃δi,δj∈B(0,ϵ),h(xi+δi)≤ max
xj∈D−

h(xj+δj)|h(xi)> max
xj∈D−

h(xj),xi∈D+

∗Prh(xi)> max
xj∈D−

h(xj)|xi∈D+

+Pr∃δi,δj∈B(0,ϵ),h(xi+δi)≤ max
xj∈D−

h(xj+δj)|h(xi)≤ max
xj∈D−

h(xj),xi∈D+

∗Prh(xi)≤ max
xj∈D−

h(xj)|xi∈D+

=Pr{(h(xi)> max
xj∈D−

h(xj)}∧{∃δi,δj∈B(0,ϵ),h(xi+δi)≤ max
xj∈D−

h(xj+δj)}|xi∈D+)

+1∗Prh(xi)≤ max
xj∈D−

h(xj)|xi∈D+

=Exi∼D+I{h(xi)> max
xj∈D−

h(xj)}I{∃δi,δj∈B(0,ϵ),h(xi+δi)≤ max
xj∈D−

h(xj+δj)}

+Exi∼D+I{h(xi)≤ max
xj∈D−

h(xj)}

NoticethatthelasttwotermsaboveareexactlytheconsideredboundaryerrorRbdyandmisranking
errorRnat.Therefore,wehaveRrob=Rbdy+Rnat.

B.2 ExtraalgorithmsforadversarialAPmaximization

BesidestheAlgorithm1showninSection4.2,wepresenttheotheralgorithmsforadversarialAP
maximizationinthispart.AlgorithmsforsolvingAdAP_PZin(7)andAdAP_LPNin(10)are
similartotheAlgorithm1andwepresenttheminAlgorithm4andAlgorithm3.

min
w
max
∥δ∥≤ϵ

P(w,δ)=−
1

n+
xi∈D+

n

s=1
I(ys=1)ℓ(w,xs+δs,xi+δi)

n

s=1
ℓ(w,xs+δs,xi+δi)

. (14)

Differentfromabovealgorithms,thealgorithmforsolvingAdAP_MMin(14)needstosolveinner
maximizationwithAPsurrogatelosstogenerateadversarialperturbations. Becausethisinner
maximizationproblemincludesallthesamplesinthedataset,weapplythesimilarcompositional
optimizationtechniqueborrowedfrom[34]tocomputeanestimateof∇δP(w,δ)by:

∇δP(w,δ)=
1

|B+|
xi∈B+ xj∈B

(uδ1xi−u
δ2
xiI(yj=1))∇δℓ(w,xj+δj,xi+δi)

|B|(uδ2xi)
2

. (15)

whereuδ1xiandu
δ2
xiaretwoestimatorsfortrackingφδ1(w,δi;xi)=

1
n

n
s=1I(ys=1)ℓ(w,xs+

δs,xi+δi),φδ2(w,δi;xi)=
1
n

n
s=1ℓ(w,xs+δs,xi+δi).Atiterationt,thetwoestimatorsu

δ1
xi

anduδ2xiareupdatedby

uδ1xi=(1−γ1)u
δ1
xi+γ1

1

|B|
ℓ(wt,xs+δs,xi+δi)I(yj=1)

uδ2xi=(1−γ1)u
δ2
xi+γ1

1

|B|
ℓ(wt,xs+δs,xi+δi),

(16)
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whereγ1∈(0,1)isaparameter.Andthestochasticgradient∇wP(w,δ)iscomputedby:

∇wP(w,δ)=
1

|B+|
xi∈B+ xj∈B

(uδ1
xi

−uδ2
xi

I(yj=1))∇wℓ(w,xj+δj,xi+δi)

|B|(uδ2
xi

)2
. (17)

WepresentthewholealgorithmforsolvingAdAP_MMin(14)inAlgorithm2.

TheobjectiveforAdAP_LZisdeinedas

min
w

max
δ∈Ωn

P(w)+R(w,δ,D)=min
w

P(w)+max
δ∈Ωn

R(w,δ,D) (18)

Sincethelistwiseadversarialregularizationincludesallthesamplesinthedataset,theoptimization
forδisalsochallenging. Weextendtheapproachforcomputinganestimatorof∇wR(w,δ,D)
employedinSection4.2toestimate∇δR(w,δ,D). Toavoidredundancy,wegivetheestimate
directlyby

∇δR(w,δ,D)=∇δg(δ;w)⊤ 1

u2
,
−u1−u2

(u2)2
,

1

u3

⊤

, (19)

whereg(δ;w)hasthesamedeinitionasg(w)inSection4.2,u=[u1,u2,u3]denotesavector
fortracking[g1(w),g2(w),g3(w)]. ThewholealgorithmforsolvingAdAP_LZispresentedin
Algorithm5.

Algorithm2StochasticAlgorithmforsolvingAdAP_MMin(14)

1:Initializew,uδ1
x ,uδ2

x ,γ1
2:fort=1,...,Tdo
3: DrawabatchofB+ positivesamplesdenotedbyB+.
4: DrawabatchofBsamplesdenotedbyB.
5: Forxi∈B∪B+,initializeδi∼α·N(0,1)
6: form =1,...,Mdo
7: Foreachxi∈B+,updateuδ1

xi
anduδ2

xi
byEquation(16)

8: Compute∇δP(wt,δ)byEquation(15)

9: Updateδi=Π∥·∥≤ϵ(δi+η2·sign(∇δiP(wt,δ))),whereΠΩ(·)istheprojectionoperator.
10: endfor
11: Foreachxi∈B+,updateuδ1

xi
anduδ2

xi
byEquation(16)

12: Computestochasticgradientestimator∇wt
=∇wt

P(wt,δ)byEquation(17)
13: Updatewt+1 byusingSGD,momentum-methodsorAdam.
14:endfor

Algorithm3StochasticAlgorithmforsolvingAdAP_LPNin(10)

1:Initializew,ux,u,γ1,γ2
2:fort=1,...,Tdo
3: DrawabatchofB+ positivesamplesdenotedbyB+.
4: DrawabatchofBsamplesdenotedbyB.
5: forxi∈Bdo
6: Initializeδi∼α·N(0,1)
7: form =1,...,Mdo
8: Updateδi=Π∥·∥≤ϵ(δi+η2·sign(∇δiG(wt,xi+δi,yi))),whereΠΩ(·)istheprojection

operator.
9: endfor

10: endfor
11: Foreachxi∈B+,updateu1

xi
andu2

xi
byEquation(2)

12: UpdateubyEquation(11)andcompute∇wt
R(wt,δ,D)byEquation(12)

13: Computestochasticgradientestimator:

∇wt
=∇wt

P(wt)+λ(∇wt
R(wt,δ,D)+

1

B
xi∈B

L(hwt
(xi),hwt

(xi+δi)))

14: Updatewt+1 byusingSGD,momentum-methodsorAdam.
15:endfor
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Algorithm4StochasticAlgorithmforsolvingAdAP_PZin(7)

1:Initializew,u1
x,u2

x,γ1
2:fort=1,...,Tdo
3: DrawabatchofB+ positivesamplesdenotedbyB+.
4: DrawabatchofBsamplesdenotedbyB.
5: forxi∈Bdo
6: Initializeδi∼α·N(0,1)
7: form =1,...,Mdo
8: Updateδi=Π∥·∥≤ϵ(δi+η2·sign(∇δi

L(hwt
(xi),hwt

(xi+δi)))),whereΠΩ(·)isthe
projectionoperator.

9: endfor
10: endfor
11: Foreachxi∈B+,updateu1

xi
andu2

xi
byEquation(2)

12: UpdateubyEquation(11)andcompute∇wtP(wt)byEquation(3)
13: Computestochasticgradientestimator

∇wt
=∇wt

P(wt)+
λ

B
xi∈B

L(hwt
(xi),hwt

(xi+δi))

14: Updatewt+1 byusingSGD,momentum-methodsorAdam.
15:endfor

Algorithm5StochasticAlgorithmforsolvingAdAP_LZ

1:Initializew,u1
x,u2

x,u,γ1,γ2
2:fort=1,...,Tdo
3: DrawabatchofB+ positivesamplesdenotedbyB+.
4: DrawabatchofBsamplesdenotedbyB.
5: Forxi∈B,initializeδi∼α·N(0,1)
6: form =1,...,Mdo

7: UpdateubyEquation(11)andcompute∇δR(wt,δ,D)byEquation(19)

8: Updateδi = Π∥·∥≤ϵ(δi+η2·sign(∇δi
R(wt,δ,D))),whereΠΩ(·)istheprojection

operator.
9: endfor

10: Foreachxi∈B+,updateu1
xi

andu2
xi

byEquation(2)

11: UpdateubyEquation(11)andcompute∇wt
R(wt,δ,D)byEquation(12)

12: Computestochasticgradientestimator∇wt =∇wtP(wt)+λ∇wtR(wt;δ)
13: Updatewt+1 byusingSGD,momentum-methodsorAdam.
14:endfor
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