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Abstract— Vulnerability of some widely used filter
structures to an undesired nondestructive stationary
nonlinear mode of oscillation is discussed. This undesired
mode of operation can be very difficult to detect during
design, verification, and testing, yet when triggered the
filter operation ceases until power is cycled to resume
normal operation. The major non-linearities that cause this
undesired mode of operation is also discussed.
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I. INTRODUCTION

Some continuous-time filter architectures are known for
their excellent sensitivity properties and as a result are employed
in a wide range of applications. Despite their popularity, two of
the most attractive structures, the Akerberg- Mossberg filter [1]
and the KHN biquad filter [2], [3], are known to be plagued by
a stationary undesired oscillatory mode of operation. Several
other low sensitivity structures [4-7] have been reported to have
a similar problem. The newest of these works is over four
decades old and there has been little mention of these problems
of these concerns for many years. At the time these problems
were reported, they were attributable to the nonlinear operation
of the operational amplifiers of the 1970’s. In these earlier
works the undesired mode invariably was discovered with little
effort in the laboratory and a heuristic approach involving the
strategic placement of one or two diodes was usually effective
at eliminating this undesired mode of operation. A quote from
[1] summarizes the understanding of this problem in the earlier
works “In their unstable mode the filter self-oscillates with
maximum amplitude at a frequency close to the pole frequency,
probably due to nonlinear effects in the amplifiers”.

Since there has been little mention of these concerns in
textbooks or research papers for many years, it might be
comforting to assume the problem has gone away and is no
longer of concern with modern operational amplifiers
incorporated in the basic filter structures that are used today. In
this paper, it will be shown that the vulnerability is still present
but may be much more difficult to recognize than it was in the
past. Before addressing this issue, a brief discussion about the
undesired oscillatory mode of operation is necessary. In circuit
structures where this undesired oscillatory mode of operation is
present, the circuit may operate normally until the oscillatory

mode is triggered. But once triggered, it is often necessary to
cycle the supply voltage to return to the normal mode of
operation. Thus, this is not associated with the desired poles of
the circuit migrating into the right half-plane but rather with the
existence of two or more stationary modes of operation. One
being the desired mode and the other being undesired stationary
modes of operation. But in contrast to the earlier works, the
existence of the undesired stationary mode of operation can be
extremely difficult to detect by either simulation or laboratory
measurements yet it can be triggered by strategic inputs to the
circuit. In critical systems such as transportation, health care,
and military infrastructure, there is a growing emphasis on
improving reliability. If such a mode of operation were to exist
in a circuit, a system could fail if the mode were accidentally
triggered by the user or intentionally triggered by an adversary.
Aside from the potentially catastrophic effects, it might be
difficult to even recognize the problem since cycling power
would return the circuit to the normal mode of operation.

In this work it will be shown that three popular second-order
filter structures that are representative of what are used today but
that are vulnerable to the presence of an undesired stationary
mode of oscillation will be discussed. One is basically the Tow-
Thomas Biquad [4,5], still a widely used filter structure, and the
others are switched-capacitor filters similar to that used today
[9] in a commerecial filter product. Though Thomas [5] indicated
a vulnerability in the Tow-Thomas biquad, he indicated that the
problem existed when designing filters to operate at high
frequencies and few if any concerns have been expressed about
this problem in two integrator loop continuous-time filters in
recent works. From the early works on switched-capacitor filters
[6-8] till today, there does not appear to be any mention of this
potential problem in switched-capacitor structures. But in
contrast to the earlier works where the undesired modes of
operation were readily detected during testing, the undesired
modes of operation can be extremely difficult to detect in the
structures discussed in this paper. This unwanted self-oscillatory
mode may be the cause of some unexplained system crashes or
failures which invariably lead to system reliability issues.

To address this problem, it is necessary to review some basic
concepts. Both the vulnerable continuous- time and the switched
capacitor filters are discussed in Section II. Simulation results
showing the existence of the undesired stationary oscillatory
modes of operation are discussed in Section III and experimental
results showing the self-oscillatory mode are presented in
Section IV.
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II. TWO INTEGRATOR LOOP BIQUAD FILTER

A. Continuous-time Tow-Thomas Filter

A basic two-integrator loop filter structure is shown in Fig.
1 using RC components. This filter is realized by inverting the
output of a Miller integrator using an inverting amplifier and
combining it with a summing lossy integrator. The realized filter
is popularly known as the state variable filter with transfer
function, fo, and pole Q given by the expressions:

R4
Vout(s) _ C1C2R2R5R3
— = 5 Rz (1)
Vln s24 }
RpC1 C1C2R1R2R3
1 ’ Ry
fo = 27 A] C1C2R1R2R3 &)
= /&
Q=Ro |7 7 3)

This state variable filter, also known as the Tow-Thomas biquad
filter [4]-[5], is vulnerable to the existence of a stationary
undesired oscillatory mode of operation.

B. Switched capacitor filters

1) Two integrator loop switched capacitor filter

This state variable filter can be converted to a switched
capacitor equivalent structure. One such conversion is shown in
Fig. 2. Just as in the continuous-time case, the switched
capacitor filter is achieved by combining the noninverting
integrator and the summing lossy integrator with a summer. The
circuits of Fig. 1 and Fig. 2 have corresponding transfer
functions when the inverting amplifier gain (R3=R4) is unity.

Using equation (4), the well-known approximate
relationship between a resistor and a switched capacitor, when
the sampling clock frequency fcix is much greater than the
signal frequency fsig, is given by the expression:

1
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This switched-capacitor filter structure is also vulnerable to the
existence of a stationary undesired oscillatory mode of
operation caused by the amplifier non-linearities.

The nonlinear self-oscillatory mode of operation in both the
continuous-time and the corresponding switched-capacitor
filters is mainly caused by the relationship between the
saturation limits and the slew rate of the operational amplifier
used in the implementation as well as the choice of the passive
element values of the filter.

2) Fleischer-Laker switched capacitor filter

The Fleischer-Laker switched capacitor filter is another
example of a switched capacitor filter vulnerable to this type of
alternative mode of operation. Two configurations suggested in
[10], F-circuit and the E-circuit, shown in Fig.3 and Fig.4, have
shown the existence of an alternative mode besides the expected
filter mode which has the transfer function of the E-circuit and
F-circuit given by (5) and (6) respectively.
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Fig. 1: State variable filter
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Fig. 2: Switched capacitor two integrator loop filter
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Fig. 4: Fleischer-Laker switched capacitor filter, E-circuit
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III. SIMULATION RESULTS

To demonstrate the existence of the oscillatory mode in all
filters, a simple lowpass filter was designed. The filters were
triggered with either an input sequence of signals or by setting
some initial voltages across the capacitors, to trigger the filter
into its alternative mode of operation.

A. Test circuit

A second-order lowpass filter was designed with
fo=7.23kHz and Q=15 using both the continuous-time and the
switched-capacitor structures of Figs. 1-4. For these filters, the
opamp had a positive saturation voltage (Vpp) of 15V and a
negative saturation voltage (Vss) of -15V, a slewrate of 0.5V/us
(both rising and falling), and a gain-bandwidth product of
IMHz.

Component values for continuous-time state variable filter:

L] R] = Rz :22kQ
e R3=R;=10kQ
e Rs5=55kQ

e R=330kQ

e C=Cy=InF

Component values for the switched-capacitor two integrator

loop filter:

o foxk=1MHz

° Cswi = Csw2 :4545pF

o Csws=18.18pF

o  Cswo=3pF

e C =Cy=InF
For the Fleischer-Laker switched capacitor filter, the following
parameters were used:

TABLE I
Fleischer-Laker Filter Capacitor Values

Capacitor E-circuit F-circuit

A 243.9pF 220.7pF
B 4.878nF 4.8543nF
C 2.409pF 2.512pF
D 60.9pF 55.16pF
E 3.678pF Not used
F Not used 14.709pF
G 1pF 1pF

H Not used Not used
I 1pF 1pF

J 1pF 1pF

The simulated magnitude response of the filters

implemented above are shown in Fig. 5 and Fig. 6. The
significance of this plot is to show that the filters have a desired
magnitude response. A simulation of the time-domain response
for various sinusoidal inputs showed results that are consistent
with the magnitude response shown in Fig. 5 and Fig. 6.

B. Undesired Nonlinear Oscillation

For all filters, the input was set to ground (0V) and the initial
values of C; and C; (or B and D in Fleischer-Laker filter) were

both set to 15V. The 15V initial conditions were chosen because
that voltage will trigger the filter into the undesired oscillatory
mode of operation.

Shown in Fig. 7-9 are simulation results of the filters in the
undesired oscillatory modes of operation. When the magnitudes
of Vss and Vpp are reduced beyond a certain point, the undesired
oscillatory mode of operation was not observed. From these
simulations, it can not be concluded that the undesired mode of
operation does not exist for lower supply voltages, it can only
be concluded that an oscillatory mode was not triggered.
Although it may be the case that the oscillatory mode of
operation vanishes for sufficiently small supply voltages.
Similarly, when the slew rate of the amplifier is increased
beyond a certain value, the oscillatory mode was not triggered
but it can not be concluded that the undesired mode of operation
does not exist for higher slew rates. Again, it may be the case
that the oscillatory mode of operation vanishes for larger slew
rates.

Fig. 10 shows the absence of the self-oscillatory mode of
operation of the filters with either low saturation voltage, high
slew rate, or both. It is important to note that the filter also
performs its function as a filter i.e., it has 2 modes of operation.

All these filters can operate normally as a filter without any
change to the circuit. Under the right conditions i.e., some input
sequence or right initial values across the capacitors, this
alternative mode can be triggered. These oscillatory modes are
not a result of the poles moving into the right-hand plane. In fact,
the poles were verified in simulation to be in the left-hand plane.
The same F-circuit that is oscillating after being triggered into
the alternative mode is shown in Fig.11 where it is operating as
a filter without any modification to the circuit.
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Fig. 5: Amplitude response of filters
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Fig. 6: Amplitude response of Fleischer-Laker filters
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Fig. 7: State variable filter output voltages showing self-
oscillation.
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Fig. 8: Two-integrator loop Switched capacitor filter showing

self-oscillation.
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. 9: Fleischer-Laker Switched capacitor filter showing self-
oscillation with input grounded after being triggered
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Fig. 10: Higher slew rate/lower saturation voltage
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Fig.11: Fleischer-Laker F-Circuit operating as a filter in normal
operation.

The vulnerability host map of Fig.12 presents some
interesting insights about the continuous time Tow-Thomas
filter. For various slew-rates and saturation voltages (VDD), the
existence of the vulnerability of the filter is observed to be a
function of the linear and non-linear parameters (slew-rates and
saturation voltages) of the filter. Slew-rate is known to have two
effects, first is a phase shift, and the second is a gain reduction
[11], while the saturation voltage can act as a form of gain
reduction. The relationship between these factors could lead to
the existence of oscillatory vulnerability in the filter.
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Fig. 13: Experimental results showing self-oscillatory mode of
the continuous time state variable filter

IV. EXPERIMENTAL RESULTS

To demonstrate the self-oscillatory mode of operation, the
LM741 operational amplifier was used to build the filter shown
in Fig. 1. The self-oscillatory mode was triggered by setting the
initial voltage of the capacitors to the saturation voltage of the
operational amplifier.

For this RC state variable filter, the following parameters
were used:
° R] = R2 :l()k.Q
R; =22kQ
R4 =100kQ
Rs =55kQ
Rq =68k
Ci=C;,=9.4nF

The measured results shown in Fig. 13 demonstrates the self-
oscillatory mode in a state variable filter.

V. CONCLUSION

Three popular filter structures have been identified that
possess two stationary modes of operation. One is the normal or
desired mode whereby the circuit performs the desired filtering
function and the other is an undesired stationary nonlinear
oscillatory mode of operation. The presence or absence of the
undesired oscillatory mode of operation is strongly dependent
upon the saturation limits of the amplifier used in the filter and
the slew rate limitation of that amplifier as well as a relationship
between these two parameters and the passive elements in the
filter.

ACKNOWLEDGMENT

This work was supported in part by the Semiconductor
Research Corporation (SRC) and National Science Foundation.

REFERENCES

[1] D. Akerberg and K. Mossberg, "A versatile active RC building block with
inherent compensation for the finite bandwidth of the amplifier," in IEEE
Transactions on Circuits and Systems, vol. 21, no. 1, pp. 75-78, January
1974, doi: 10.1109/TCS.1974.1083785.

[2] W. J. Kerwin, L. P. Huelsman and R. W. Newcomb, "State-Variable
Synthesis for Insensitive Integrated Circuit Transfer Functions," in [IEEE
Journal of Solid-State Circuits, vol. 2, no. 3, pp. 87-92, Sept. 1967, doi:
10.1109/JSSC.1967.1049798.

[3] Kwabena Oppong Banahene, Matthew R. Strong, Bryce Gadogbe,
Degang Chen, and Randall L. Geiger. "Hardware Security Vulnerability
in Analog Signal Chain Filters." In 2022 IEEE International Symposium
on Circuits and Systems (ISCAS), pp. 667-671. IEEE, 2022.

[4] J. Tow, "Active RC filters—A state-space realization," in Proceedings of
the IEEE, vol. 56, no. 6, pp. 1137-1139, June 1968, doi:
10.1109/PROC.1968.6502.

[5] L. Thomas, "The Biquad: Part I-Some practical design considerations," in
IEEE Transactions on Circuit Theory, vol. 18, no. 3, pp. 350-357, May
1971, doi: 10.1109/TCT.1971.1083277.

[6] M.A. Reddy, “Operational-Amplifier Circuits with Variable Phase Shift
and their application to high-Q Active RC-Filters and dRC-Oscillators”,
IEEE Transactions on Ciruits and Systems, vol CAS-23, no. 6, pp. 384-
389, June 1976

[7] R.L.Geiger and A. Budak, “Design of Active Filters Independent of First-
and Second-Order Operational Amplifier Time Constant Effects”, IEEE
Transactions on Circuits and Systems, vol CAS-28, No. 8, pp. 749-757,
August 1981.

[8] J. T. Caves, S. D. Rosenbaum, M. A. Copeland and C. F. Rahim,
"Sampled analog filtering using switched capacitors as resistor
equivalents," in IEEE Journal of Solid-State Circuits, vol. 12, no. 6, pp.
592-599, Dec. 1977, doi: 10.1109/JSSC.1977.1050966.

[9] MFI10-N, Universal Monolithic Dual Switched Capacitor Filter,
Available from: https://www.ti.com/lit/ds/symlink/mf10-n.pdf

[10] P. E. Fleischer and K. R. Laker, "A family of active switched capacitor
biquad building blocks," in The Bell System Technical Journal, vol. 58,
no. 10, pp. 2235-2269, Dec. 1979, doi: 10.1002/j.1538-
7305.1979.t602965.x.

[11] Duda, Holger. "Effects of rate limiting elements in flight control systems-
A new PIO-criterion." In Guidance, Navigation, and Control Conference,
p- 3204. 1995.

DISTRIBUTION STATEMENT A. Approved for public release: distribution is unlimited.


https://www.ti.com/lit/ds/symlink/mf10-n.pdf

