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Abstract—The advent of 5G technology introduces significant
advancements in speed, latency, and device connectivity, but
also poses complex security challenges. Among typical denial-
of-service (DoS) attacks, jamming attack can severely degrade
network performance by interfering critical communication
channels. To address this issue, we propose a novel security
solution utilizing multipath communication, which distributes
message segments across multiple paths to ensure message
recovery even when some paths are compromised. This strat-
egy enhances network resilience and aligns with zero-trust
architecture principles. Moreover, the proposed scheme has
been implemented in our testbed to validate the concept and
assess the network performance under jamming attacks. Our
findings demonstrate that this method eliminates the negative
impacts caused by DoS attacks, maintaining the integrity and
availability of critical network services. The results highlight
the robustness of multipath communication in securing 5G
networks against sophisticated attacks, thereby safeguarding
essential communications in dynamic and potentially hostile
environments.

I. INTRODUCTION

The advancement of 5G technology offers remarkable
speed, lower latency, and the capability to connect many
devices simultaneously. However, 5G networks still face
significant security challenges, particularly jamming attacks,
which can severely impact network performance. To address
this, we introduce a multipath strategy for 5G networks
that enhances security by distributing message segments
over multiple paths, ensuring message recovery even when
some paths are compromised, in alignment with zero-trust
architecture principles [1].

Our research implements this multipath strategy on a 5G
testbed using open-source software srsRAN and software-
defined radio (SDR) devices. We detail how this strategy
secures communications under jamming attacks and describe
the 5G testbed setup and multipath implementation. Ex-
tensive experiments involving unexpected jamming attacks
demonstrate that our approach maintains reliable communi-
cations and preserves critical network service integrity.

II. PRINCIPLES OF THE MULTIPATH TECHNIQUE

The main idea of the coding scheme in the multipath
method is inspired by [2] and depicted in Fig. 1 for a

Fig. 1. Conceptual illustration of the proposed multipath communications.

three-path case (L = 3) and a denial of service attack
on any one of the paths ( z = 1 ). The ad-hoc codes in
the coding scheme adopt exclusive-or (XOR) operations,
avoiding computationally demanding finite field operations.
The core of our solution is a network coding approach
that leverages the existing infrastructure of multiple network
providers.

In Fig. 1, assume that the message to be transmitted M is
a sequence of bits that are split into 2 sub-sequences of same
length, i.e., M = M1∥M2, where ∥ denote concatenation.
Then, M is encoded into three shares E1, E2, E3 that are
sent over three different communication paths as

E1 = M1, E2 = M2, E3 = M1 ⊕M2,

where the notation ⊕ denotes the bit-wise XOR operation.
Apparently, the original message M can be reconstructed
by any two shares, which defends against jamming attacks
occurring in any one path.

The coding scheme can be extended for more complex
scenarios. As a case in point, considering a case with L = 4
and z = 2, M is split into 8 sub-sequences of same length,
i.e., M = M1∥M2∥M3∥M4∥M5∥M6∥M7∥M8. Then, M is
encoded into four parts E1, E2, E3, E4 (each part is sent
over a different communication path) as

E1 =

(
M1

M2⊕M8

M3⊕M7

M4⊕M6

)
, E2 =

(
M1⊕M5

M2

M3⊕M8

M4⊕M7

)
,

E3 =

(
M1⊕M6

M2⊕M5

M3

M4⊕M8

)
, E4 =

(
M1⊕M7

M2⊕M6

M3⊕M5

M4

)
.



Fig. 2. srsRAN 5G over the air testbed architecture

Obviously, M can be recovered from any two parts above,
meaning that our coding strategy is resilient to attacks on
two communication paths. Moreover, our coding strategy
is lightweight. Specifically, for the case with 4 paths, the
encoding and decoding only needs 3

2 |M | and 3
4 |M | bit-wise

XOR operations, respectively.

III. IMPLEMENTATION ON 5G TESTBED

A. Testbed Setup

As depicted in Fig. 2, the 5G over-the-air testbed consists
of the following components. User Equipment (UEs):
Multiple UEs (3 UEs as the source for uplink and 3 UEs
in the downlink as the destination) emulated by adopting
srsRAN to represent end-user devices, capable of connecting
to multiple gNBs for multipath communication. gNodeBs
(gNBs): Three gNBs deployed on separate machines to pro-
vide connectivity to UEs, supporting simultaneous connec-
tions and facilitating multipath routing. 5G Core Functions:
The 5G core network includes essential components such
as the Access and Mobility Management Function (AMF)
and User Plane Function (UPF), responsible for managing
session states, mobility, and routing data packets. Network
Interfaces: Interfaces between UEs, gNBs, and the 5G core
are established over standardized protocols (N2 and N3
interfaces). The N2 interface handles control plane signaling,
while the N3 interface manages user plane data.

In Fig. 1, the testbed setup slightly differs with the
conceptual gragh as shown in Fig. 1. In this configuration,
Machines 1 and 5 are connected to six USRP B210 devices
acting as UEs, with three serving as sources and three as
destinations to enable end-to-end communication. Machines
2, 3, and 4 in Fig. 1 function as the gNBs and the 5G core.
The computers used for UEs and gNBs are equipped with
11th Gen Intel Core i9 processors featuring 16 cores running
at 3.5 GHz and 64 GB of memory.

B. Implementation of Multipath Based on the Testbed

Our multipath communication strategy leverages the dis-
tributed nature of the testbed to enhance network resilience.
The implementation involves the following steps: 1) Mes-
sage segmentation: messages are divided into smaller seg-
ments before transmission. Each segment is independently
encoded and prepared for transmission over different paths.
2)Path selection: multiple paths are dynamically selected
based on network conditions and availability through the
transmitter side. The paths traverse different gNBs to ensure
redundancy. 3) Transmission and monitoring: segments

Fig. 3. Normalized Network throughput comparison between single and
multipath communication strategy.

are transmitted simultaneously across multiple paths. Con-
tinuous monitoring of path performance and availability is
conducted to detect any anomalies or attacks. 4) Reassem-
bly and recovery: at the receiver end, the segments are
reassembled to reconstruct the original message. If some
paths are compromised, the redundant segments from other
paths ensure message recovery.

IV. DEMONSTRATION

In our demonstration of multipath communications, we
implemented three end-to-end communications via three
distinct paths. Each path was subject to potential jamming
attacks. During the experiments, we intentionally interrupted
the communication links intermittently to observe the sys-
tem’s behavior under compromised conditions. As shown in
Fig. 3, when a link is interrupted, the network throughput
drops to 66.6% of the original throughput by our proposed
strategy, in contrast to zero throughput in the single path
case. Our observations revealed that the multipath strategy
effectively maintained communication integrity and mini-
mized data loss, thus providing a reliable communication
framework even in hostile environments.

V. CONCLUSION

Our multipath strategy aims to secure 5G networks against
jamming attacks by distributing message segments across
independent paths. Through tests in the 5G testbed, this
method maintains communication integrity and availability,
enhancing network resilience. We will optimize the path
selection and consider combining other techniques to further
enhance the system robustness in future.
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