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Abstract

Fairness and robustness are two important goals in the design of modern dis-
tributed learning systems. Despite a few prior works attempting to achieve both
fairness and robustness, some key aspects of this direction remain underexplored.
In this paper, we try to answer three largely unnoticed and unaddressed questions
that are of paramount significance to this topic: (i) What makes jointly satisfying
fairness and robustness difficult? (ii) Is it possible to establish theoretical guaran-
tee for the dual property of fairness and robustness? (iii) How much does fairness
have to sacrifice at the expense of robustness being incorporated into the system?
To address these questions, we first identify data heterogeneity as the key diffi-
culty of combining fairness and robustness. Accordingly, we propose a fair and
robust framework called H-nobs which can offer certified fairness and robustness
through the adoption of two key components, a fairness-promoting objective func-
tion and a simple robust aggregation scheme called norm-based screening (NBS).
We explain in detail why NBS is the suitable scheme in our algorithm in contrast
to other robust aggregation measures. In addition, we derive three convergence
theorems for H-nobs in cases of the learning model being nonconvex, convex, and
strongly convex, respectively, which provide theoretical guarantees for both fair-
ness and robustness. Further, we empirically investigate the influence of the robust
mechanism (NBS) on the fairness performance of H-nobs, the very first attempt
of such exploration.

1 Introduction

Distributed learning has been widely applied to solve large-scale machine learning (ML) problems,
where a number of computing nodes (users) collectively carry out the task of training a model under
the coordination of a central node (server). Federated learning is a typical example of distributed
learning where each device collects its own local data and keeps them private [1]. In this paper we
use distributed learning and federated learning interchangeably.

Aside from the basic expectation of high model accuracy, it is increasingly emphasized in the lat-
est ML research to design distributed learning algorithms that can jointly satisfy several pragmatic
constraints such as fairness and robustness [2]. Here we consider the most common definitions
where fairness specifically refers to egalitarian fairness and robustness refers to Byzantine robust-
ness, which respectively stipulate that the trained model exhibits somewhat uniform performances
on the local users (see Section 2.1), and that the system is resilient to Byzantine attacks where a
portion of users defect or malfunction (see Section 2.2). In this paper, we strive for simultaneously
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attaining fairness and robustness. Although a few prior efforts have been made towards fair and
robust distributed learning [3, 4, 5], this direction is largely underexplored, and some key issues
have not been addressed yet. In this paper, we seek to answer three questions that are of paramount
importance to the understanding of this topic.

The first question is “What makes jointly satisfying fairness and robustness difficult?”” According
to the recent literature, (un)fairness issues normally arise in the non-iid settings where the training
data residing on local users are heterogeneous [6]. However, for a system to be Byzantine-robust,
a typical underlying assumption is that the local data are homogeneous/iid [7, 8, 9, 10, 11]. Such a
conflict would invalidate most of the existing Byzantine-robust methodologies developed under the
iid assumptions. Therefore, to meaningfully achieve fairness and robustness at the same time, one
has to address data heterogeneity, which entails both theoretical and empirical challenges illustrated
as follows.

The second question is “Is it possible to establish theoretical guarantee for the dual property of fair-
ness and robustness?” According to the literature, providing convergence guarantees for Byzantine-
robust methods (alone) is challenging enough [12]. This is because these methods not only rely on
the iid assumption, but also require strong assumptions on the distribution of local gradients, such
as sub-exponential [9] or sub-Gaussian [10] (see Section 4.3 for more details). These distributional
assumptions usually fall short of proper justifications, and they become even harder to justify under
the modified objectives with fairness constraints. Due to these two major obstacles, there has not yet
been any work that manages to provide theoretical guarantees for both fairness and robustness.

The third question is “How much does fairness have to sacrifice at the cost of robustness?” To dis-
play the inherent conflicts between these two goals, we consider the principles to achieve either goal
separately. On one hand, fairness is typically enforced by up-weighting the local objective function
of the worst-performing users, which would make their local gradients also heavily-weighted. On
the other hand, robustness is typically enforced by the server discarding partial gradients that look
suspicious. Since the server cannot decide whether the suspicious gradients (by having large norms
or prominent entries) are sent by the Byzantine users or generated from the up-weighted objectives,
the latter can be easily filtered out by the deployed robust mechanism, which would inevitably im-
pair the fairness performance. Although this issue was first recognized by a prior work [4], such
internal conflicts have not been studied, either theoretically or empirically. Consequently, there are
no reported results or understanding on this matter.

Our contributions. In this paper, we propose a fair and robust framework called H-nobs, which
contains two key components: a fairness-promoting objective function (the H part) and a simple
robust aggregation scheme called norm-based screening/NBS (the nobs part). On one hand, in our
algorithm, the certified fairness comes from the fairness-promoting objective function, which can
be directly adopted from existing works with theoretical fairness guarantees (see Section 3.2 for
a couple of representative examples). On the other hand, we show that the deployed NBS is able
to gracefully handle Byzantine attacks and theoretically guarantee the convergence of our algorithm
without requiring the iid assumption that is ubiquitous for convergence analysis. Accordingly, we de-
rive three convergence theorems for H-nobs in cases of the learning model being nonconvex, convex,
and strongly convex, respectively. In addition, we explain in great detail why NBS is distinctively
suitable for our framework, and how it may not be the case for other robust aggregation measures.
We achieve this by illustrating three notable theoretical advantages of NBS over its counterparts (see
Section 4.3). To address the conflicts between fairness and robustness, we empirically investigate
the influence of several robust aggregation schemes, including NBS and other widely-known bench-
marks, on the fairness performance (see Section 5). Our results show that although the screening of
some fairness-enhancing gradients is inevitable, the overall performance of H-nobs is satisfying. To
the best of our knowledge, our work is the first that touches on all of the aforementioned aspects in
the pursuit of fair and robust distributed learning.

The major contributions of this work can be summarized as follows:

e We recognize the major challenges in obtaining joint fairness and robustness in distributed
learning by identifying three important yet largely overlooked questions. In this work, we
have addressed these questions to varying degrees.

e We propose H-nobs, the first algorithm that takes the (obvious but challenging) route of
incorporating robust aggregation into existing fair objectives to achieve fair and robust
distributed learning.



e We achieve certified fairness and robustness for H-nobs even under the challenging non-iid
scenarios, by establishing theoretical convergence guarantees with multiple levels of as-
sumptions on the model convexity. Also, we clearly identify the major technical challenges
that may hinder this goal, and illustrate how those challenges can be overcome by NBS
through its theoretical robust property.

e We take the initiative to investigate the empirical conflicts between fairness and robust-
ness under a specific metric and objective of fairness, and demonstrate the robustness and
fairness benefits of H-nobs.

2 Related work

2.1 Fairness in federated learning

Differing from the common notion of fairness with respect to certain protected attributes (such as
race and gender [13]), fairness in federated learning is typically defined over the model accuracies
of local devices [14, 15], including two major fairness metrics, i.e., collaborative fairness [3] and
egalitarian fairness [16]. These two metrics serve different purposes and suit for the corresponding
scenarios. In particular, collaborative fairness enforces each user to receive a personalized model
after each iteration according to its contribution to the training [3], which runs counter to our work
assuming a single shared model for all users. Therefore, in this paper we only consider egalitarian
fairness, which aims to achieve not only satisfactory overall model accuracy, but also somewhat
uniform local performances for all participating users [16].

To enforce fairness, one common approach is to replace the empirical training loss with a modified
objective function that puts a higher emphasis on the worst-performing users. For example, in an
earlier work, [17] proposes Agnostic Federated Learning (AFL), a minimax optimization scheme
to minimize the training loss of the worst-off client among all users. However, AFL is reported to
perform well only on very small networks consisting of a handful of devices, and its generalization
guarantees may not be applicable in a large-scale setting [14]. To improve upon AFL, [16] proposes
g-Fair Federated Learning (¢-FFL), a fairness-promoting objective, which enjoys better scalability
and more favorable accuracy/fairness tradeoffs than AFL. The exact formulation of ¢-FFL is given
in Section 3.2. In Section 5, we adopt egalitarian fairness as the fairness metric and ¢-FFL as the
objective function to empirically evaluate the effectiveness of our framework.

2.2 Byzantine-robust techniques

Byzantine attack/failure refers to the issue where a small portion of failed nodes may send distorted
or even adversarial messages to the server during training [18]. To cope with Byzantine attacks, there
are generally two distinct approaches. The first approach assigns each user redundant data, and relies
on this redundancy to eliminate the effects of erroneous messages [19, 12]. This approach may not
be applicable to federated learning where data cannot be replicated and reassigned for user privacy.
The second approach is based on certain robust aggregation mechanisms at the server’s end, such
as Krum [7], geometric median [8], coordinate-wise median [9], iterative filtering [10], etc. Due to
its wide variety of aggregation rules and applicability to federated learning, robust aggregation is
commonly viewed as the mainstream approach for mitigating Byzantine attacks.

Although it is an intuitive and seemingly straightforward idea to incorporate robust aggregation into
the fairness-promoting objectives for one to achieve both fairness and robustness, we observe that
few works take this route due to the two stringent assumptions mentioned in Introduction. To ad-
dress these technical difficulties, we resort to norm-based screening (NBS), a low-profile screening
scheme among the robust aggregation cohorts. Although NBS has previously been implemented in
the Byzantine-prone settings [11, 20], few realize its effectiveness in the challenging non-iid envi-
ronments and its handiness for convergence analysis without necessitating the stringent assumptions.
In Section 4, we demonstrate that NBS enjoys a desirable property which allows it to guarantee con-
vergence under much milder assumptions.



3 Proposed framework

3.1 Basic setting

Data division. We consider a typical distributed learning setup with one server and m users, each
holding n data points with a total of mn = N training samples. Note that we do not assume that
the local data are iid, despite the same sample size for each user. Also, uneven data allocation cases
with varying local sample sizes can easily fit into our framework with minor adjustments.

Byzantine attack. We assume that a percentage « of local users are Byzantine and the remaining
1 — « are normal/honest. The sets of Byzantine users and honest users are denoted as B and M
respectively, with |B| = am and |M| = (1 — «)m. During each training iteration, the server would
ask all users to conduct certain computational task based on their respective local data and to report
the results back to the server. While honest users would follow the given instructions faithfully,
Byzantine users need not to adhere to the protocol and can send arbitrary messages to the server.

3.2 Proposed algorithm

On the macro level, our algorithm is a variant of distributed gradient descent, characterized by two
distinctive elements, i.e., fairness-aware objective and norm-based screening.

Fairness-aware objective. Let f(¢; x;) be the point-wise training loss, we denote the local train-

5:(?_”;;: 1 f(0;2;) and the global training loss as F/(f) =

LIF1(0) + -+ + Fn(0)]. Since minimizing F(#) can produce unfair models, we instead adopt
a fairness-aware objective function H(6) from existing literature which has a decomposable form
H(0) = L[H1(6) + --- + Hn(0)], with H;(6) being the fairness-oriented version of F;(f) that
solely relies on the local data of user . A few such examples include:

ing loss on node i as F;(6) = 13"

o Hi() =1 251:_(1)_7114)? 1 [f(0;2;) — p)3 proposed by [6] where 4 is a hyper-parameter.

o H;(0) = 7[Fi(9)]“"" (i.e., ¢-FFL) proposed by [16] where ¢ is a hyper-parameter.
Note that each specific H;(#) may aim to address a different notion of fairness, with the former
example seeking to mitigate representation disparity between majority and minority groups and the
latter promoting egalitarian fairness. We also want to point out that our work applies to a broad range
of fairness-promoting objectives that are decomposable, thus not limited to the given two examples.

Norm-based screening (NBS). After the local gradients are computed by honest users (w.r.t. H;(6))
and sent to the server (while Byzantine users craft disruptive gradients denoted as %), we propose to
use NBS to aggregate all local gradients before applying its output to update the model. As a robust
aggregation measure, the idea of NBS is fairly simple: leave out the gradients with large norms
and take the average of the remaining gradients as output. We formally define NBS as a function
“Norm_Screen”, as detailed in Algorithm 1.

Algorithm 1 Norm-Based Screening

Input: g1, ..., g (m local gradients), screening percentage /3
Output: G = Norm_Screeng(gi,...,9gm)
1: generate a new set of indices (1), ..., (m), such that ||g1)[| < -+ < [lgim)ll

2: define an index set U = {(1),...,((1 — B)m)}, which specifies the unscreened gradients
3: calculate the output by averaging the unscreened gradients G = ﬁ Y icu i

Despite its simplicity, NBS can gracefully handle Byzantine users, because any faulty gradient either
is filtered out with a large norm, or can only shift the output to a bounded degree. In this way, if some
Byzantine gradients bypass NBS, their influence on the output can be offset or mitigated if they are
outnumbered by honest gradients that also remain unscreened. In Section 4, this property of NBS is
formally stated as an inequality, which will serve as the bedrock of our convergence proofs later on.
Combining the above two elements, we summarize the proposed algorithm in Algorithm 2.



Algorithm 2 H-nobs: Fair & Byzantine-Robust Distributed Gradient Descent

Input: screening percentage 5 (> «), learning rate 7, model initialization 6y, total iteration T’
Output: completed model 61
1: fort=0,1,..., T —1do

2:  Server: send 6, to all users

3: fori=1,2,...,mdo

4: User i: receive model 0; from the server

5: calculate V H;(6;) according to the chosen form of H;(6,)
. ) VHi(6;) ieM

6: generate g;(0;) = N ic B

7: send g;(0;) to the server

8:  end for

9:  Server: collect g1(6), ..., gm(0:) from the users

10:  compute the aggregated gradient G(6;) = Norm_Screeng(gi(6), ..., gm(0:))
11:  update model 0; 1 = 0; — i - G(6)
12: end for

4 Convergence analysis

In this section, we begin by establishing a key theoretical property of NBS, and then develop three
main convergence theorems, and conclude with a discussion that concretely states the distinctive
advantages of NBS over other robust aggregation methods.

4.1 Preliminaries

Previously we explain how NBS can properly upper-bound the influence of Byzantine users in an
intuitive way. Here we theoretically quantify this bound in Lemma 1, whose proof is deferred to
Appendix A.

Lemma 1. Suppose that a percentage of o < % among m local gradients g1, . . ., gm are Byzantine,
whose indices compose a set B (|B| = am), and the index set of honest gradients is denoted as M.
With G = Norm_Screeng (g1, ..., gm) and > «, the following inequality holds:

2c
—VH| < ——||VH i — VH 1
G-V H_l_ﬂllv I+ max|lg: — VH| (1)
where VH = % [VHl + -+ VHm] with V H; being the honest gradient of user i.

The inequality (1) is critical to the convergence analysis. In Algorithm 2 the model is refined using
G, which is the sum of two terms VH and G — V H, with the former being the true gradient (noise-
free) and the latter being a noise term that can take any direction. To prove convergence, we must
upper-bound the norm of G — VH as (1) does.

To enable further analysis, we adopt Assumption 1 to bound the second term in the RHS of (1).

Assumption 1. For any specific 0;, it always holds that

1 m
VH;(0) = — > VH(6:)
k=1

max <o. 2)

1<i<m

Assumption 1 obviously stands due to the simple fact that the distance between any single vector
and the vector mean is always upper-bounded.

Moreover, we make Assumption 2 to ensure that the gradient V H () exists.
Assumption 2. The fairness-aware objective H(0) is L g-smooth.

4.2 Main theorems

Nonconvex losses. We first consider the most general case of the objective function H(6) being
nonconvex in . For this case, we derive Theorem 1 that guarantees convergence of our algorithm to
a stationary point of H (). The proof of Theorem 1 is deferred to Appendix B.



Theorem 1. Suppose that Assumptions 1-2 hold and o < % Taking n = ﬁ Algorithm 2 satisfies

1 It TH(O.)? < 2Ly Hio o
T;” (t)H _(1—(1+T)O§)T[ (0)— ( )}—l—

(1+1/r)o?
1-(1+r)C2

3)

where 0 is the global minimizer of H(0), C,, = 127—0‘5, and r should satisfy 0 < r < (%)2 -1

Convex losses. Now we consider the case where the loss function is convex as in Assumption
3. Additionally, we make Assumption 4 which suggests that all the intermediate iterations would
not be infinitely worse than the initialization 6y. We derive Theorem 2 that grants our algorithm
convergence guarantee in the convex regime. The proof of Theorem 2 is deferred to Appendix C.

Assumption 3. H (0) is convex.
Assumption 4. There exists a fixed k such that ||0; — 0*|| < k||6p—0*|| holds fort =0,1,...,T—1.
Theorem 2. Suppose that Assumptions 1-4 hold and o < % Taking n = ﬁ Algorithm 2 satisfies

ALy D? 2(1+1/r) (1+1/r)o?
—(+ner \T-arncz’’ " 2Ly “

H(0r) — H(0") < max{

where D = k||0y — 0%, C,, = 2—0‘5 and 0 <r < (1_'8)2 — 1, which are the same as in Theorem 1.

1— 2a

Strongly convex losses. Finally, we assume strong convexity on the objective function as in As-
sumption 5, in which case we derive Theorem 3 that guarantees convergence of our algorithm to the

optimal model 6*. The proof of Theorem 3 is deferred to Appendix D.
Assumption 5. H (0) is A -strongly convex.
Theorem 3. Suppose that Assumptions 1-2 and 5 hold, and o < < % Taking n =

Algorithm 2 satisfies (with C,, = 12_—0‘6)

1
1+2LH/)\H

2
L+’

OLyC., + Ly — T
1Co + Ln AH) 160 — "] + —2 s)

%
16z =671 < ( Ly +Au g~ LuCy’
Observations. According to Theorems 1-3, Algorithm 2 is capable of achieving a degree of con-
vergence under varying assumptions regarding the model’s convexity. Meanwhile, we can clearly
identify the effects of Byzantine percentage «: a larger « (i.e., a larger C,,) not only decreases
convergence speed, but also increases convergence error. In contrast, the o in (2) only affects the
convergence error and has no impact on the convergence rate.

4.3 Discussion

The tightness of (1) in Lemma 1. Since all three convergence theorems are derived based upon
Lemma 1, it is important to examine the tightness of (1). In practice, one can almost always find
a way to upper-bound |G — VH]||, normally through some mathematical tricks and engineering
approximations. However, convergence guarantees based upon loose bounds may be less effective
or even risk losing their meaningfulness altogether. In this regard, we use a one-dimensional toy
problem to demonstrate the tightness of (1).

Given VH; = 4, VHy = 5, VHs = 6, and VH = 5. Now suppose that one of the three users is
Byzantine, say user 2, who can send the server an arbitrary value g5 instead of the honest gradient
VHy; = 5. To implement NBS, we impose that § = a = % We can verify that (1) always holds,
with the RHS equal to 6 and the LHS never reaching 6 no matter what value g5 takes. However,
the LHS can infinitely approach 6 if g, is selected judiciously. For example, for the set of gradients
g1 = 4, go = —b5.98, g3 = 6, the LHS is equal to 5.99. In this case, the Byzantine gradient go
is carefully chosen such that it is able to bypass the screening, and meanwhile exerts maximum
adversarial perturbation on the output. Readers can verify that (1) also holds when user 1 or user 3
is Byzantine. This example shows that (1) precisely measures the worst-case deviation by Byzantine
users and that it cannot be further tightened.

The advantages of NBS over its counterparts. Aside from NBS, most of the other robust ag-
gregation measures are robust-mean-based [7, 8, 9, 10], with the goal of computing a robust mean



gradient for every single iteration. Given the neat convergence guarantees resulted from NBS, a
natural question arises: “Can any of those robust-mean-based methods lead to similar convergence
results?” It turns out that the answer to this question might be negative, due to three major theoret-
ical advantages of NBS over its counterparts, which make the latter not only require over-stringent
assumptions but also produce less informative bounds.

First, unlike robust-mean-based methods, NBS does not require the assumption that local data are iid.
As explained in Section 4.1, bounding the noise term |G — VH | is crucial for convergence, where
G represents the output of robust aggregation, whether it is NBS or one of its counterparts. For the
latter, the iid assumption is indispensable since it ensures that the honest gradients are iid samples
of the true global gradient VH. Without this assumption, |G — VH|| cannot be upper-bounded
theoretically.

Second, unlike its counterparts, NBS does not require local gradients to follow a certain distribution,
which often lacks proper justification in practice. For robust-mean-based methods, this distributional
assumption determines the level to which honest local gradients are concentrated. Without this
assumption, |G — VH || also cannot be upper-bounded theoretically. In contrast, in order to bound
|G — VH]|, NBS only requires Assumption 1, which always holds as explained previously and does
not have the justification issue.

Third (and most importantly), NBS’s bound on |G — VH || is tighter, therefore more useful, than
that of its counterparts. To reach convergence, the noise term |G — VH]|| has to be bounded for
every iteration, suggesting that the distributional assumption needs to be made repeatedly for robust-
mean-based methods. Although the distribution of honest gradients is supposed to become more
and more concentrated as the model makes steady progress towards the optimum, such dynamic
distributional change is unknown to us and there is no way to accurately incorporate this piece of
information into the distributional assumption at each iteration. Therefore, one has little choice but
to compromise by imposing the same distributional assumption on local gradients for all iterations,
which inevitably leads to a loose bound on |G — VH ||. For example, the authors of [9] assume that
the partial derivatives of the objective follow the same sub-exponential distribution for all iterations.
As a result, they can only bound |G — VH]| as a constant A irrespective of the iteration index
(see Theorem 8 and Theorem 11 therein). Clearly, the inequality |G — VH| < A is not tight
since it completely ignores the ever-concentrating effect of honest gradients as training proceeds.
In contrast, NBS leads to (1), ie., |G — VH| < Cu||VH]| + o, which accurately captures the
supposed shrinkage of |G — VH|| as ||V H]|| decreases.

To summarize, NBS enjoys the above three distinctive advantages over its robust-mean-based coun-
terparts in theoretically upper-bounding |G — V H ||, making it suitable for us to derive meaningful
convergence guarantees.

The effects of non-iid data. Although our convergence analysis applies to both iid and non-iid
settings, the heterogeneity of local data does have an impact on the convergence results. This is
reflected in (2) where the distance between any local gradient and the true global gradient is upper-
bounded by ¢ (maxi<;<m ||VH; — VH|| < o), which is determined by data heterogeneity. In the
most homogeneous case where each user has the same data, o is equal to 0. As data heterogeneity
increases, o should also increase accordingly. Through the adoption of such a universal upper
bound o, we are able to derive meaningful convergence guarantees without the normally required iid
assumption. This analytical approach, i.e., making assumptions in the spirit of (2) and imposing a
universal upper bound to eliminate local gradients’ differences, might serve as a pathway for future
works to bypass the non-iid issue theoretically in the convergence analysis.

5 Simulation

5.1 Experimental setup

Dataset and allocation. In this section, we empirically evaluate the performance of our algorithm
for a classification task using the logistic regression model on the Spambase dataset [21]. We assign
% of the 4601 total samples for training and the other % for testing. We evenly split the training data
among m = 20 nodes, with 8 of them exclusively holding spams (labelled as 1) and the remaining
12 exclusively holding non-spams (labelled as 0). Each node has the same number of data points

n = 153. Although in theory there are numerous ways to create a non-iid setting, splitting data



according to their labels seems to be the common practice. In the Byzantine setting, we pick am = 4
nodes as Byzantine (2 from each group). Upon the completion of training, we use the percentage of
correct classifications on the test set as the performance metric of model accuracy.

Objective and fairness metric. To achieve fairness, we adopt g-FFL [16] where the local objective

takes the form of H;(0) = 15 [F;(0)]9%" with F5(0) = 25:(1)_"13?“ f(6;z;) and f(0; x;) being
the cross-entropy loss that is common for classification tasks. As explained in Section 3.2, ¢g-FFL
promotes egalitarian fairness. We follow [16] to use the variance of the local classification accuracy
as the metric of fairness (only the accuracies of honest users are counted for & > 0). Note that
our framework is not limited to the ¢-FFL objective and it readily suits for other fairness-oriented

objectives as long as they can be decomposed in the form of H = % [Hl + 4+ Hm} .

Byzantine models and robust benchmarks. To generate Byzantine gradients, we experiment with
four different strategies, i.e., sign-flipping attack [22], label-flipping attack [9], Inner Product Ma-
nipulation (IPM) attack (for two regimes of ¢ = 0.5 and ¢ = 50 respectively) [23], and “A Little
Is Enough” (ALIE) attack [24]. These four types of Byzantine models are commonly considered in
the literature [25], and they represent a wide range of attacks varying in aspects such as the gradi-
ent norms and adversary’s knowledge. To test the effectiveness of NBS, we compare it with several
widely-acknowledged robust aggregation measures Krum [7], coordinate-wise median (CM) [9] and
coordinate-wise trimmed mean (CTM) [9], as benchmarks, along with the plain averaging (ERM).
For Krum, CTM, and NBS, the screening/trimming parameter is chosen based on the Byzantine
percentage . This allows these robust schemes to effectively aggregate gradient information and
achieve better performance compared to schemes that do not consider . In practice, o can be set as
the estimated upper bound of the Byzantine percentage, as the exact value of o may not always be
available or reliable during the training process.

5.2 Evaluation

First, we seek to inspect the robustness of NBS compared with other benchmarks, without incorpo-
rating ¢-FFL for the moment. This is because reasonably high accuracy should always be the first
priority of model training, without which other parallel goals such as fairness would be meaningless.
In Figure 1, we plot the performance curves of model accuracy for the five considered aggregation
measures (ERM, NBS, CTM, CM, Krum) under various attack regimes, using learning rate n = 1
and number of iterations 7' = 300. From Figure 1, we can see that NBS enjoys the best overall
performance, due to its ability to utilize redundant information as well as its resilience to large-norm
attacks (such as sign-flipping attack and IPM attack with ¢ = 50 where ERM performs poorly).

o
©

e —
09 N P
0.9 /ﬁ“’ﬁ o 0.8 %
5 |/ ——ERM 208/ s |1/ ——ERM
& I ——NBS & 8 4 NBS
Sosr | g | gorf cTM™
577 ct™ 3l 3 |
5 [ ——CM 5 0.77/ S | —o—CM
o7l ¢ Kum % | e = <06 o Kum
o | 206 ——ERM g
7 ) ——NBS b %
06 05t c™ 05f
e et S Y SN I EPp 1 o .
T e Kum e e

o
o
o
~
=)
~

o
o

50 100 150 200 250 300 0 50 100 150 200 250 300 50 100 150 200 250 300

iteration iteration iteration
(a) No attack (b) Sign-flipping attack (c) Label-flipping attack
1 1 1
os o . 09 N — 0s]
Nz
5 5 5 |/
8 [ CcT™ 07 307/
Z o7t —o—CM s o s et .
g o Kum Bos) ——ERM Bosl| . ——ERM
It ——NBS / —+—NBS
0.6 et e | CT™ ( CTM
| 05 ‘/’)'/‘:\——e*& ——cM 05— o o o o o o |ecm
05 P S 04 | ¢ Knum 04 —o Krum
“o 50 100 150 200 250 300 "o 50 100 150 200 250 300 ) 50 100 150 200 250 300
iteration iteration iteration
(d) IPM attack (e = 0.5) () IPM attack (¢ = 50) (f) ALIE attack

Figure 1: Model accuracy of different robust aggregation schemes under various attacks.



This result verifies that the theoretical advantages of NBS over other robust benchmarks in handling
Byzantine attacks can extend to practical applications. In contrast, CM and Krum fail to converge
to a functioning model even in the absence of Byzantine attacks. The only other robust scheme with
comparable robustness performance to NBS is CTM, which achieves a worst-case test accuracy of
79.7% compared to 85.4% for NBS.

Next, we incorporate the ¢-FFL objective (Step 5 in Algorithm 2) into NBS and investigate how NBS,
while ensuring Byzantine robustness, affects the fairness performance. In Table 1, we document
both the model accuracy and the variance of local accuracies (the metric of model fairness) using
different values of ¢ and screening percentage 3. The learning rate 7 and number of iterations 1" for
each ¢ value are carefully selected to ensure fast and stable convergence. Table 1 shows that vanilla
g-FFL (under 8 = 0) achieves the intended tradeoff between utility (high accuracy) and fairness
(low variance), with larger ¢ focusing more on fairness. In particular, ¢ = 1 leads to a desirable
tradeoff by significantly reducing the variance (from 480 to 269) while only marginally decreasing
the model accuracy (from 92.5% to 91.3%). By comparison, the study in [16] reports that g-FFL
reduces the variance of accuracies across devices by an average of 45%, with a similar decrease in
overall accuracy. Therefore, we choose ¢ = 1 for the ¢g-FFL scheme in the remaining experiments.

Table 1: The impact of screening on the performance of H-nobs (with no attack).

B=0 B =10% B =20% B =30% 0, T)
q=0 92.5% (480)  92.7% (389)  92.5% (396)  92.2%(392)  (I,300)
g=0.5  92.0%(405)  92.4% (364)  92.3%(368)  92.2%(381) (0.5, 1000)
g=1 91.3% (269)  92.0% (327)  91.9% (331)  91.1%(349) (0.5, 1000)
q=2 86.9% (156)  89.5% (253)  89.0% (243)  88.9% (260) (0.2, 1500)

From Table 1, we observe that increasing 3 does not have an obvious effect on the model accuracy,
since screening up to 30% of gradients still leaves enough redundant information in the absence of
Byzantine attacks. On the other hand, the effects of screening on fairness are quite different for
small ¢ and large ¢ regimes. Specifically, when ¢ = 0, the variance is at its highest, which sug-
gests a relatively wide gap on the local accuracies. In that case, screening up to 30% of gradients
coincidentally suppresses some of the divisive nodes and makes the results fairer. However, when
q > 1, the variance is small, in which case the screening operation begins to compromise fairness
by increasing the variance, since it inevitably filters out certain fairness-enhancing gradients. This
phenomenon corroborates our hypothesis in Introduction about the internal conflicts between fair-
ness (up-weighted objective) and robustness (filtering of outliers). Despite the inevitable impaired
performance on fairness compared to vanilla ¢-FFL, H-nobs (e.g., with ¢ = 1 and § = 20%) strikes
a good balance between robustness and fairness, being able to defend against up to 20% of Byzan-
tine nodes while securing some fairness gains. In addition, we observe a similar interplay between
robustness and fairness in the Law School dataset [26] and the Credit Card Client dataset [27], both
of which are commonly considered in the context of fairness-aware machine learning [28]. The
results for these two datasets are presented in Appendix E.

Table 2: The influence of various attacks on both robustness (accuracy) and fairness (variance).

¢-FFL ¢-FFL +NBS ¢-FFL+CTM ¢-FFL+CM ¢-FFL + Krum
Noattack  91.3%(269) 91.9% (331)  91.5% (316)  62.0% (N/A)  62.8% (N/A)
Sign-flipping  61.1% (N/A)  91.0% (265)  87.4% (143)  47.3% (N/A)  82.1% (291)
Label-flipping  80.1% (150)  81.5% (220)  87.9% (61)  45.8% (N/A)  57.9% (N/A)
IPM (e = 0.5)  89.8% (76)  87.1% (437)  90.8% (357) 54.4% (N/A)  57.4% (N/A)
IPM (e = 50) 61.1% (N/A)  90.3% (94)  71.1% (186)  54.6% (N/A)  88.5% (245)
ALIE 76.0% (211)  90.0% (72)  88.1% (62)  48.4% (N/A)  88.5% (245)




Finally, we compare H-nobs (i.e., ¢-FFL + NBS) with the combinations of ¢-FFL and other ag-
gregation schemes in the Byzantine setting with 4 Byzantine nodes. The robustness and fairness
performance of candidate algorithms under various attacks is summarized in Table 2, using learning
rate 7 = 0.5 and number of iterations 7" = 1000. We exclude the variance if the model accuracy
falls below 65%. In Table 2, we can see that in the Byzantine-free case, both NBS and CTM effec-
tively maintain the fairness improvements achieved by ¢-FFL, as they have a much lower variance
than ERM (480), which uses the traditional training loss F’ instead of the fair objective /. When
Byzantine attacks are introduced, NBS demonstrates the highest level of overall robustness, achiev-
ing a worst-case test accuracy of 81.5%. In comparison, the second-best performer, CTM, reaches
71.1%. This suggesting an even wider performance gap than when considering these two schemes
without integrating with ¢-FFL, which had worst-case accuracies of 85.4% and 79.7% respectively.
These findings further support our choice of NBS as the aggregation method, which showcases not
only theoretical but also empirical advantages over its robust-mean-based counterparts. In terms of
fairness, both NBS and CTM exhibit varying performance depending on the specific attack regimes,
due to the unpredictability of Byzantine gradients. As a result, no definitive conclusion can be drawn
regarding the tradeoff between robustness and fairness in the presence of Byzantine attacks.

5.3 Summary and discussion

In this section, we first empirically illustrate the effectiveness of NBS against various Byzantine at-
tacks and its advantage over other robust benchmarks. Then, we investigate the influence of screen-
ing on the fairness performance for H-nobs, verifying the internal conflicts between robustness and
fairness. Finally, we compare H-nobs with other benchmarks under different attack regimes, demon-
strating the robust performance of H-nobs and indicating that the fairness gains can vary significantly
depending on the attack regimes.

We want to point out two limitations of our empirical exploration. First, our simulations are based
on a fixed Byzantine percentage o = 20% and a fixed level of data heterogeneity (i.e., o in (2)),
both of which can have an impact on the convergence as demonstrated in Theorems 1-3. However,
as « or o increases, overcoming Byzantine failure might become an intractable task due to the
insufficient redundancy among the honest users. We leave the exploration on the robustness/fairness
tradeoff under different a/o regimes for future work. Second, our evaluation of fairness is conducted
based on the specific g-FFL objective under the egalitarian fairness notion. Whether or not our
empirical results apply to other fairness notions or objectives is an open question and deserves
further investigation in the future.

6 Conclusion

In this paper, we recognize three important but underexplored questions related to fair and robust dis-
tributed learning. We address these questions by proposing a new framework H-nobs that achieves
joint fairness and robustness. The convergence of the proposed algorithm, even under the challeng-
ing non-iid settings, is theoretically guaranteed for different types of learning models. We empir-
ically verify the effectiveness of our algorithm under various attack regimes, and we also take the
initiative to investigate the influence of robustness-oriented screening on the performance of fairness.
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Appendices
A Proof of Lemma 1

For G = ﬁ Y icw 9i Withtd = {(1),...,((1 = B)m)} and any specific vector S, we have

1
|G -S| = _Zgi_s
U] -
icU
=l -9
zp>
1
=Tl Y@=+ > (9:.-9
ieunm icuns
1
SW( Z lgi =S|+ Z ”gi—S”>-
ieunm icuns

Fori e UNM, |lgi — S|| < A (we define A = max;enm [lgi — S|))-
Fori € U N B, we bound ||g; — S| as follows:

llgi = SI <llgill + 1S
<llgca—gymll + S]]
<llgca—aymll +11S]]
<max gl + 5]
=max|lg; — S + 5+ 15|

< i — S|l +2|S
_grelgggHg I+ 2[5

=A+2|9].
Combining the above results, we have
1
IG -S| gm(mmw A+ UNB|-(A+2]S]))
1
=g (1A 2w 8|51
(6)
2|U N B]
=A+—|S
a1l
2
<A
<A+ 75lS

which is exactly the conclusion in Lemma 1 after we replace .S with VH. Note that in (6), the last
inequality only holds on condition that |B| < |U|, i.e., « < 1 — /3, which, combined with 8 > «,
suggests that v < %
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B Proof of Theorem 1

According to Assumption 2, H () is Lg-smooth. According to the property of smoothness, we
have

L
H(0:41) < H(0:) + (VH(0:), 0041 — 64) + 7H||9t+1 — 62

= H(8) ~n(VH(0), CO)) + “ |06,
1
Lu

— H(8) ~ 7 (VH(®:),G(6:) ~ VH(8) + VH(6:)) + 37— |G(60) = VH(:) + VHE))|”
— H(8) ~ - IVHOI? + 57— (IVHE)I +6(6:) - VH(e:)|)
— H(0) = 57— [VHO) + 57 |G(6) ~ V)

)

where the first equality follows from 0,1 = 6; — n - G(6;) and the second equality follows from
n= LL Note that the derivation of (7) is a common trick in analyzing the convergence of smooth
functions which shifts the burden of proving convergence into the relatively easy task of quantifying

1G(6:) — VH(0;)]].

Combining Lemma 1 and Assumption 1, we have ||G(6,) — VH(0,)| < Co||[VH(0;)| + o, which
leads to

1G(0;) — VH(6,)||> < C2|[VH(0)||* + 2Co | VH (61)]|o + o*

®)
< (L4+7)C2|VH(0,)[? + (1 +1/r)o?
for any r > 0.
Combining (7) and (8), we have
1—(1+7)C? 1+1/r
H(0rer) < 1(8,) — =00 (g2 4 L2 2 ©)
2LH 2LH
which is equivalent to
2L 14+1/r
2 4TH _ A+,
IVH(6,)]? < e [H(0;) — H(041)] + ez’ (10)
Summing up (10) fort = 0,1,...,T — 1 before divided by T' gives
T—1
1 2Ly 1+1/r
— VH,)|?* < H(6y) — H(0 — 1 __?
T;” (t)” = (1—(1+T)O§)T[ (0) (T)}—i_l—(l-i-’f‘)cgo’ (11)
2Ly 1+1/r 9

<= axnoyr 10 - HON T hee

which is exactly the conclusion in Theorem 1.

Note that the transition from (9) to (10) only stands under the condition that 1—(147)C2 > 0, which

constrains r to the less than % — 1. On the other hand, » > 0, which requires C,, = i—aﬁ <1,
ie, 20+ B < 1. Since f > «, we can conclude that (11) holds if and only if & < % and

3
O<r<(%)2—1.
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C Proof of Theorem 2

According to Assumption 3, the convexity of H(¢) suggests that H(6*) > H(0;) + (VH(0;),60* —
6;), which leads to
H6,)— H(@O") <(VH(6,),0, — 0")
< IVH() - 116 — 07| 12)
< D|VH(:)]

in which D = k||6y — 6*||. The third inequality of (12) follows from Assumption 4. As a result, we
obtain (13) as a key property for the subsequent analysis.

1 *
1> & [H(6) - H(6")] (13)

Since Theorem 2 keeps all the assumptions made in Theorem 1, all the intermediate steps in the
proof of Theorem 1 also apply here. In this regard, we borrow (9), i.e.,

H(0i1) — H(0:) < —A|VH(6,)|> + B (14)

IVH(6:)

. . 1—(1 2 2 X
in which we define A = (2+;)C"< and B = % for convenience.

Next, we consider two cases in regard to the relationship between A||VH (6;)|* and B.

Case 1. Suppose forall 0 < ¢ < T — 1, it holds that B < é |V H(6;)||?. In this case, we have

H(Br) — H(O) < 5 |VH (0, (15)
Combining (13) and (15) gives
2
10— 10)* < 22 (00— 10 - [HEe) - HEY) (6

which, after divided by [H (6;) — H(6*)] [H (6¢+1) — H(6*)] on both sides, leads to
_ * 2
H(6;) — H(0*) §2D ( 1 B 1 ) (17
H(0i1) — H(0*) = A \H(041) — H(6*) H(0:) — H(6")
% > 1, and (17) can be simplified as
1 1 A
>

According to (15), H(0:11) < H(6;). Therefore,

— . 18
H(0;41)— H(0*) H(0;) — H(0*) — 2D? (18)
Summing up (18) fort =0,1,...,T — 1 gives
1 AT 1
> +
H(0r)— H(0*) — 2D?*  H(0y) — H(6%)
(19)
AT
>
— 2D?
which leads to
N 2D?
H(0r) — H(6%) < 20)

- AT
Case 2. Suppose 3t € {0,1,...,T — 1}, such that B > 2|V H(6;,)||*. In this case, we have

2B
IVH@) <5 e

H(0,,) — H(6*) < D %. (22)

Combining (13) and (21) gives
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Next we show by contradiction that for all £ > ¢, it holds that

/2B
H(0,)—H@O")<D 7+B. (23)
Suppose that there exists ¢; > ¢( such that
/2B
H(0;,)—H(0")>D 7+B. (24)

According to (14), we have

H(61,) = H(0¢,-1) < —A|IVH(6r,1)|I” + B

<B. (25)

Combining (24) and (25) gives

H(01,_1) — H(0*) > D %. (26)

2B
IVHEG-0)I > e

Plugging (27) into (14), we obtain H (6, _1) > H(6,, )+ B, which suggests that (24) also holds with
t; replaced by t; — 1. By the same token, we can conclude that (24) should hold with ¢; replaced
by all £ < ¢;. This is in clear contradiction with the incident of ¢ = ¢( as shown in (22). Therefore,
(23) is valid for all t > ¢ as stated.

Finally, combining the results of Case 1 (20) and Case 2 (23), we achieve that

2
H(0r)— H(0") §max{%,l)\/%+3}

B ALy D? 2(1+1/r) D (1+1/r)o?
M\ oy \i-a+nez”’ T

Combining (26) and (13) gives

(28)

which completes the proof of Theorem 2.
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D Proof of Theorem 3

According to Assumption 2, H(#) is Ly-smooth, and according to Assumption 5, H () is Ap-
strongly convex. In convex optimization theory, it is well known that smooth and strongly convex
functions enjoy linear convergence rate with gradient descent. Here we will first establish and then
use such a property with a specific convergence factor. We start with the following equality

100 =V H(6:) — 0% = (|6, — 0°[|* — 20(VH (6:),6, — 0") + n*|[VH(0)[*.  (29)
According to the co-coercivity of smooth and strongly convex function, we have
LH/\H

1
VH(0,)—VH(0%),0, —0%) > ——||\VH(0,) — VH(0%)|]> + ——=—10, — 6*||%. (30
(VH(B) = VH(E).00 ~8) > ———|[VH(6) - VHE) | + £ 25 6, — 67 60)
Since 6* is the global minimizer of H(6) and therefore VH (6*) = 0, (30) reduces to
1 LAy
VH(0:),0; — 0°) > ————|VH(0)|* + ————||6: — 0" ||. 31
(VH(0,), 0 >_LH+)\HH (00) |l LH"')\H”t [ (€2))
Plugging (31) into (29), we have
LH)\H 277
0 —nVH(0)—0"|* < (1 —2n—"") 10:—67 2+< 2—7> VH(,)|* (32
(0= (000" < (1~ 207225 ) o, 07|+ (3 = 2L ) V(@)1 G2
In order to eliminate the last term in (32), we take n = ﬁ and simplify (32) as
ALy ) 9
O, —nVHO) — 0% < (1 - —F— ) |16 — 67 33
160 = w0 H(8) - 071 < (1= s Y - 07 (3)
which is the same as I N
0, —nVH(G,) — 6] < ZXZ—"H 9, — 6" 34
160 —nVH (6:) ||_LH+)\H”t [ (34)
which verifies linear convergence with a factor of %Z KE . Note that (34) holds on condition that
n= LH‘Q'F)\H .
Next, we try to evaluate the single-step progress made by our algorithm as follows:
0111 — 0| = (|6 — nG(0r) — 67|
= |0 —=nVH(0;) — 0" +n[VH(0;) — G(64)]]
< ||6s = nVH(0:) — 0| + nl|VH(6:) — G(60,)||
Ly — 2 (35)
< —|6; — 6* —||G(6;) — VH(O
< PSR = 0+ |G — VH )
Ly — Mg 2C, 20
< ——0, —0*|| + —————||VH(O)|| + —————
< T = 07+ S I VH @)+

in which the second inequality follows from (34) by taking n =
follows from Lemma 1 and Assumption 1.

2 o .
;15> and the third inequality

According to the properties of H(6) being L ;r-smooth, we have
1 L

57 IVH@)|* < H(6:) — H(E") < |6, — 0"
2Ly 2

which leads to

IVH(0:)|| < Lrll0; —0%|. (36)
Plugging (36) into (35), we have
2LyCo + Ly — Mg 20
01 — 0% < 0, — 0" _—. 37
e o R G7)
By iterating (37) we obtain
2LpCo+ L — A\ o
Or — 0% < Oy — 0* _ 38
R e e W R e e

which is exactly the conclusion in Theorem 3.

Note that the transition from (37) to (38) only stands under the condition that % <1,
which requires C, = 12_—0‘6 < 2—2, ie., 2o¢§—§ + 8 < 1. Since 8 > «, we can conclude that (38)

holds if and only if & < 57—
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E The interplay between robustness and fairness in two additional datasets

Table 3: The performance of H-nobs on the Law School dataset (with no attack).

B8=0 8 =10% B8 =20% B8 =30% (n,T)
q= 90.7% (559) 90.6% (523) 90.6% (512) 90.6% (507) (0.1, 500)
q=0.5 89.8% (483) 90.3% (478) 90.3% (470) 90.4% (465) (0.05, 1000)
qg=1 87.3% (353) 89.9% (449) 90.2% (451) 90.2% (448) (0.02, 2000)
q="2 66.2% (228) 73.3% (428) 74.0% (447) 73.9% (445) (0.005, 5000)

Table 4: The performance of H-nobs on the Credit Card Client dataset (with no attack).

B8=0 8 =10% B8 =20% B8 =30% (n,T)
q=0 80.7% (1195) 80.5% (1143) 80.6% (1181) 80.6% (1148) (0.2, 500)
q=0.5 81.0% (1123) 80.3% (1081)  80.3% (1140)  80.4% (1105) (0.1, 2000)
qg=1 81.0% (987) 80.1% (1006)  79.8% (1058)  80.0% (1035) (0.1, 2000)
q="2 78.9% (869) 79.1% (887) 79.0% (930) 79.3% (966) (0.05, 5000)

For both the Law School dataset and the Credit Card Client dataset, we use % as the training/testing
split ratio and divide the training data into two groups based on the male/female feature (instead of
the label), which is a commonly considered attribute in fairness research. Similar to the previous
setup, we distribute the grouped training data across 20 nodes in a balanced manner. The perfor-
mance of H-nobs on these two datasets is detailed in Table 3 and Table 4, respectively.

Tables 3 and 4 exhibit a pattern similar to that in Table 1: when the variance is high (under small ¢
regimes), increasing 3 does not impair fairness; however, when ¢-FFL achieves significant fairness
gains (under large ¢ regimes), fairness is compromised by the screening operation. Note that here
we only consider the effects of screening, not in combination with attacks. When Byzantine attacks
are at play, Table 2 demonstrates satisfying robustness performance of H-nobs, although the fairness
gains achieved by ¢-FFL can vary considerably depending on the attack regimes.
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