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†Université de Reims Champagne Ardenne, CReSTIC EA 3804, 51097 Reims, France
‡Univ. Polytechnique Hauts-de-France, CNRS, Univ. Lille, UMR 8520 - IEMN, F-59313 Valenciennes, France

§Department of Electrical and Computer Engineering, Auburn University, Auburn, AL 36849-5201 USA

Email: ramzi.boutahala@univ-reims.fr, hacene.fouchal@univ-reims.fr, marwane.ayaida@uphf.fr, smao@ieee.org

Abstract—Cooperative Intelligent Transport Systems (C-ITS)
are of great importance in our daily lives. They offer additional
means for safer roads thanks to exchanged data between actors
(i.e., vehicles and Road Side Units (RSU)). Signatures (that
are computed using various Pseudonym Certificates (PC)) are
included in all the sent messages. Each vehicle periodically sends
application beacons (denoted by CAM (Cooperative Awareness
Message)). The integration of the signature and certificate in each
transmitted CAM could consume a considerable portion of the
communication channel bandwidth. In this study, we propose a
new lightweight authentication mechanism using an unsupervised
variational autoencoder. Instead of exhaustive authentication, our
approach allows vehicles to authenticate each other once and
then send only unsigned CAMs based on the trust established
during authentication. In order to check this trust level, we
proposed to use an unsupervised deep learning mechanism,
which continuously measures the variation of the neighbor’s
behavior. When this variation reaches an unacceptable level,
the vehicle assumes that the sender may be compromised.
As a result, it proceeds to the authentication of the sender.
We have implemented these mechanisms over the OMNET++
network simulation environment. Our simulation study shows
that the proposed approach reduces the overhead generated by
the authentication algorithms by around 48.9%.

Index Terms—Clustering, Security and privacy, Signature,
Authentication, Variational autoencoder, Deep learning, C-ITS.

I. INTRODUCTION

Cooperative Intelligent Transportation Systems (C-ITS) en-

able dynamic, real-time interaction between vehicles, drivers,

and infrastructure, representing a significant advance towards

greater road safety. Cooperative intelligent transportation sys-

tems have the potential to solve many problems including

accidents, traffic congestion, and environmental pollution by

alerting the driver about disturbing events. C-ITS provide

services that improve driving through cooperation between

road infrastructure, drivers, and vehicles. These services allow

vehicles to communicate with each others by exchanging

messages. Due to the sensitivity of these messages, they are

susceptible to manipulation in several types of cyber attacks.

Therefore, it is very important to ensure the integrity of these

messages and authenticate them.

In the Europe, the European Telecommunications Standards

Institute (ETSI) has proposed relevant protocols to ensure the

safe exchange of specific messages. These protocols define

policies for managing security certificates, signature and en-

cryption algorithms, and the structure of secure cooperative

awareness messages (CAMs). CAMs are a specific type of C-

ITS messages that are sent periodically to share vehicle status

information, such as GPS coordinates, heading, and speed.

Vehicles broadcast their CAMs, which consist of payload

data, a certificate, and a signature. Each vehicle must sign its

CAMs using its certificates. However, the integration of the

signature and certificate into each transmitted CAM will have

a significant impact on the load and bandwidth consumption

of the communication channel.

In this paper, we propose a novel lightweight authentication

mechanism using an unsupervised variational autoencoder.

This approach aims to reduce the amount of bandwidth con-

sumed by the signatures and certificates included in CAMs that

are exchanged between vehicles. This approach has several

advantages: it avoids the risk of high communication channel

overhead, and reduces the CAM latency while maintaining

security. Instead of exhaustive authentication, our approach

allows vehicles to authenticate each other once and then send

only unsigned CAMs based on the trust established after the

authentication phase. Then, each vehicle checks whether the

behavior of its neighboring vehicles is normal to ensure that

data is not manipulated and to maintain trust. For this purpose,

we proposed an unsupervised variational autoencoder mecha-

nism, which continuously measures the variation of neighbor’s

behavior. When this variation reaches an unacceptable level,

the vehicle assumes that the sender may be compromised and

relaunch the authentication process. We have implemented our

architecture on the Artery framework, using the OMNET++

network simulator and the SUMO road traffic simulator, in

order to demonstrate the efficiency of our proposal. Our

simulation study shows that the proposed approach reduces

the overhead generated by the authentication algorithms by

round 48.9%.

The remainder of this paper is structured as follows. Sec-

tion II introduces the related work. Section III describes the

proposed architecture within this study. Section IV outlines the

simulation tests, which includes the simulation settings and the

result analysis, before concluding this work in Section V.



II. RELATED WORK

This section presents some important works about the

security for connected vehicles.

In the context of connected vehicles, the authors of [3]

proposed an authentication protocol that did not use a central

authority. In order to authenticate vehicles, this protocol uses

only the message signatures to reduce the authentication time

and overhead. However, in case of an attack, the revocation

list may be expanded quickly, since each vehicle uses multiple

pseudonyms that need to be revoked as a whole if the vehicle

is compromised.

The study in [4] has proposed an alternative authentication

method, called Trust-Based Authentication Technique (TBAT).

TBAT uses trust degrees to choose the most convenient cluster-

heads. It ensures that all communications are securely signed

and encrypted by the sender using the public-private key

cryptography mechanism. However, in an open cooperative

environment, where messages need to be exchanged without

any delays or encryption, this technique could drastically

increase the latency.

On the other hand, an authentication scheme based on signa-

ture that preserves privacy was proposed in [5]. To address the

issue of managing certificates, the authors proposed to divide

the network into different domains. In addition, they used a

Hash Message Authentication Code (HMAC) to reduce the

time consumed when using a certificate revocation list. This

approach reduces both the time to verify the message integrity,

and the number of invalid messages, thereby lowering the cost

and overhead of authentication.

Further, the authors in [6] proposed an authentication

mechanism that used a clustering algorithm to overcome the

challenges of cryptography usage in VANETs due to frequent

changes in the vehicles’ positions. The main objective here

is to create stable clusters and be trustworthy in all of the

network. They have also suggested ways to detect malicious

vehicles, and the cluster heads were chosen from the most

trusted vehicles. The routing efficiency was guaranteed by the

network stability and these trusted cluster heads. For enhanced

network security, few vehicles are selected to monitor their

neighbouring vehicles. In this work also, the signature and

asymmetric cryptography were used. Therefore, this work

suffers from the same drawbacks as the work in [4].

The authors in [8] put forward two proposals using cryp-

tography to ensure privacy. The first one aims to fight against

eavesdropping using zone-encryption, and it was combined

with a scheme that ensures anonymous authentication to

permit only non-malicious vehicles to send messages. The

primary disadvantage of this method is that it introduces an

overhead of 224 bytes for cryptography within each message,

thereby consuming large bandwidth and increasing latency.

The second proposal was better adapted to the vehicular

environment, enabling vehicles to distribute keys among them-

selves. This proposal uses compact group signatures, which

allows for reduced security overhead in bandwidth with a

minor impact on storage cost, while ensuring a high level of

privacy. However, in case of an attack, the revocation process

could be complex as it does not guarantee non-repudiation.

In [9], authors introduced a new authentication mechanism

called Certificate Less Aggregate scheme based on Traceable

Ring Signature (CLA-TRS). This innovative technique uses

a ring signature in conjunction with bi-linear matching on an

elliptic curve. Thus, it ensures privacy, while reducing the time

for signature verification. Meanwhile, authors in [10] proposed

an authentication message approach that merges identity-based

signatures with ring signatures. The low efficiency of this ap-

proach is due to the time that is consumed in message signing

and their verification. Finally, the authors in [11] also used

the ring signature and bi-linear matching in their approach.

In addition, they incorporated batch signatures to reduce the

verification overhead. However, it is still not sufficient in terms

of single signature and verification.

All the aforementioned approaches attempted to reduce

the security fingerprint by proposing lightweight securing

mechanisms. Yet, none of these methods has suggested an

intermittent activation or switch off of the security mechanism

as a means to save bandwidth.

Machine learning approaches have been intensively studied

in recent years. An effective anomaly detection concept is

required to represent the anomalous behavior of processes.

Several works have already proposed LSTM methods to detect

various types of anomalies. For instance, authors in [14] used

a recurrent variational autoencoder to model breathing and

Kullback–Leibler (KL) divergence to compare the output with

the input, acting as a sleep apnea detector. This model detects

sleep apnea using the amplitude of a breathing signal and a

threshold. On the other hand, clustering was utilized in [17]

to choose a single layer of sparsely placed promiscuous mon-

itors. These monitors leverage statistical anomaly detection to

evaluate any routing misbehavior.

III. OUR PROPOSED APPROACH

In the C-ITS context, each vehicle periodically broadcasts,

within a 100 ms window, its CAM message to neighbors to

indicate its current status. The CAM messages are mainly

composed of a data payload, a certificate, and a signature hash.

It is important to notice that the size of the security overhead

is three times larger than the data payload. At the same time,

the broadcast CAMs significantly increase the load of the

communication channel and consume considerable bandwidth.

In [15] and [16], we proposed two approaches that aim to

reduce the security information based on the trust established

during the first authentication phase within a cluster. However,

to ensure that vehicle communications are highly secured, we

propose, in the current work to combine the aforementioned

approaches with an unsupervised deep learning mechanism

to detect anomalies in vehicle behavior, and thus to verify

the trust established during the authentication phase. The

procedure of the overall approach will be described in the

remainder of this section.



A. Cluster Dynamics in Trust-Based Approach

1) Cluster Construction: In our study, we assume that

a set of vehicles drive near each other while broadcasting

signed CAMs. A random vehicle then decides to initiate an

authentication phase to form a trusted cluster among them.

Therefore, it broadcasts a CAM with a request of certificate,

containing a hash ID of all its neighbors as shown in Fig. 1.

Upon receiving this CAM, the vehicles participate in the

authentication process by sending their signed CAMs. During

this phase, each vehicle maintains a list of its authenticated

neighbors, and it will react as a cluster head to make sure that

all its neighbors are authenticated. This allows us to manage

the authentication phase in a dynamic environment such as

vehicular networks.

2) Cluster Update: When vehicles form clusters, it means

that they trust each other and the communication between them

is done using unsigned CAM messages. In order to ensure

that no data manipulation can be done and to guarantee a

trusted environment among all neighbors during this phase,

the vehicles periodically check the behavior of their neighbors

using a deep learning model to detect anomalies. This model

will be detailed later in this section. If an anomaly is detected,

the vehicles send a certificate request to re-authenticate the

vehicle. If a new vehicle enters the cluster, the first vehicle

that detects it requests its certificate. If a vehicle leaves the

cluster, the vehicles update their list of authenticated neighbors

by removing it from the list.

B. Trust Management

In this section, we describe how our approach maintains a

high level of security, while reducing the security overhead.

As mentioned in Section III-A, the dynamics of a cluster is

related to managing the trust of each vehicle towards all other

cluster members. During this phase, each vehicle frequently

checks the behaviors and the trajectories of its neighbors. To

do so, each vehicle uses the content of the CAMs that are

received from its neighbors as parameters to detect unsound

CAMs. The key idea here is that the vehicle maintains its trust

in the sender and still accepts its unsigned CAMs, when the

vehicle considers that the CAMs sender is consistent.

In order to measure the soundness of a vehicle’s behavior,

we introduce a recognition model. This model is used as

an approximation process to a more complex estimation that

cannot be easily computed. Instead of relying on a predefined

mathematical expression to define the thresholds for detecting

unsound CAMs, as we have proposed in [16], the model in

this approach is trained with calibrated data to learn how to

determine these parameters and to achieve higher accuracy. We

therefore propose an unsupervised deep learning mechanism,

which continuously measures the variation of the neighbor’s

behavior. When this deviation reaches an unacceptable level,

the vehicle assumes that the sender may be compromised, and

then requests its certificate to authenticate it once again. This

mechanism is detailed in the following.

1) Background of Variational Autoencoder: An autoen-

coder is an unsupervised neural network that attempts to learn

the optimum encoding-decoding technique from data [13],

while a Variational autoencoder (VAE) is a probabilistic model

which combines Bayesian inference with the autoencoder

framework [18]. VAE models the relationship between the

observed variables x, latent random variables z, and a set of

parameters, represented by θ. These elements are combined in

a probability model, where the prior on z is represented by

p(z), and pθ(x|z) is the probability of an observation. This is

given by the following equation:

p(x) =

∫
pθ(x|z)p(z)dz. (1)

However, the integral operation pθ(x) is computationally in-

tractable. Therefore, the VAE uses a variational approximation

qφ(z|x) in stead of the true posterior pθ(z|x). Here, qφ(z|x)
with parameters φ serves as the encoder, and pθ(x|z) with

parameters θ serves as the decoder. According to Jensen’s

inequality, this VAE model is able to find optimal values for

the parameter sets φ and θ by maximizing a lower bound on

the log-likelihood given by [19]:

maxL = −DKL(qφ(z|x)||p(z)) + Ez∼qφ(z|x)[pθ(x|z)], (2)

where DKL stands for the Kullback-Leibler divergence, which

regularizes the latent z variables, and the second term is the

autoencoder. VAE uses a technique called re-parameterization

to simplify the learning process. It calculates the latent vector

z from the mean vector µφ(x) and the variance vector σ2
φ(x),

as follows:

z = µφ(x) + σφ(x)ε, (3)

where ε follows the standard Gaussian distribution N (0, 1),
adding a randomness factor to the latent space.

The lower bound of the log-likelihood, denoted by L, can

then be approximated as:

L ≈ 0.5×
∑
j

(1 + log((σ2
j )(x))− (µ2

j )(x)− (σ2
j )(x))

+
1

M
×
∑
l

log(pθ(x|zl)), (4)

where M is the total number of samples in z, and J is the size

of z. The VAE loss function is often formed from the mean

square error (MSE), which serves as the reconstruction loss,

and the KL divergence to evaluate performance, as:

Loss = MSE + KL. (5)

MSE is calculated as follows:

MSE =
1

N

∑
(x− x′)2, (6)

where x, x′, and N represent the original input, the recon-

structed data, and the total number of samples, respectively.







reducing the security information and allowing vehicles to

authenticate each other using a trust cluster-based strategy.

This strategy allows the vehicle to authenticate only once

compared to usual standards, which use an exhaustive strategy.

To maintain a high level of security between vehicles, we

proposed a variational autoencoder to detect anomalies in

vehicle behavior. We evaluated our proposed approach on

three scenarios and have then compared it to the standard C-

ITS scheme. Our approach reduced the amount of exchanged

messages by 48.9%, which plays an important role in reducing

the communication load. Our approach is a robust solution

that provides a high level of security through unsupervised

real-time detection to exploit these standards in a selective

protocol. For future work, we shall evaluate the robustness of

our proposal in respect to various types of cyber attacks. ”
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