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Abstract— Cloud systems are integral for delivering scalable
and virtualized resources globally. It also provides security
updates and monitoring to keep user data safe. However,
the growing complexity of these systems poses significant
challenges, particularly in the realm of logging and security. It
is difficult to know for users which detail is critical for further
security analysis of the resources. Also, external packages used
in the cloud system require updates by users to mitigate the
vulnerability, but the large number of packages to manage
makes them outdated versions.

This paper shares the weakness of cloud logging systems we
observed, which can be exploited by attackers. We propose a
tool that configures alerts automatically when commands that
have missing details in logs are executed and updates vulnerable
versions of packages. Our tool leverages a list that includes the
commands with missing details in logs and packages that need
to be updated because of the known vulnerabilities. To make the
list, we conduct complete enumerating for 1,279 commands in
five major resources of Azure to find logs with missing details
and search related communities to find vulnerable packages
that require the manual update. We evaluate the proposed tool
with eight attack scenarios based on real-world cases and the
result shows that our tool prevents them successfully.

I. INTRODUCTION

Cloud systems such as AWS, Azure, and Google Cloud
Platform (GCP) provide scalable and virtualized resources,
software, and hardware to customers. It also allows users
to use hardware, software, and system maintenance conve-
niently and securely. As organizations increasingly rely on
cloud systems, the complexity of these environments grows
in tandem, making them susceptible to vulnerabilities and
attractive targets for potential threats [2], [27], [33].

This growing complexity results in increasing weaknesses
within the system, particularly in the realms of logging
and security. As organizations migrate critical workloads to
the cloud, the demand for robust verification mechanisms
and comprehensive logging systems becomes paramount. Al-
though tremendous effort has been devoted to detecting/mit-
igating the vulnerabilities and offering cloud monitoring
functions, this issue is not well addressed.

Logging, serving as the backbone for failure analysis,
diagnosis, and anomaly detection, is pivotal to maintaining
the security and reliability of cloud systems. However, as
these systems grow more intricate, the limitations of exist-
ing logging mechanisms become increasingly apparent [28],
[22]. For example, activities that have logs with missing

details lead to inaccurate alerts and anomaly detection. Over
half of the reported failures from major cloud providers could
not be effectively diagnosed using existing log data [48]. This
underscores the urgency to enhance logging mechanisms in
cloud environments.

In addition, as the system becomes more complex and
the supported technique becomes advanced, the number of
required external packages is increasing. Most observed
vulnerabilities in the packages are mitigated by patches
provided by the package developers. However, those patches
require users’ updates, and requirements expected from the
users for verification purposes are growing hurdles. As a
result, such issues can cause the vulnerabilities of outdated
external packages.

Unfortunately, the default configuration cannot comple-
ment this, and changing the configuration requires a lot of
manual effort because the cloud system has a lot of resources
and logs. It is hard to find which activity (i.e., command)
has an issue (e.g., missing details in logs) causing a lot of
time and effort to find potential problematic activities and
configure log alerts manually. In addition, as cloud systems
leverage many external packages, it is also difficult for the
users to know which package has an issue (e.g., known
vulnerability) or not.

In this paper, we explore a systematic approach for the
automatic configuration of alerts and the updates for external
packages for Azure. We compare all activities of five major
resources in Azure with their logs to check if there are blind
spots. We search related forums and communities to find
out packages that are vulnerable but still used. Then, we
aggregate them as a list and develop a tool that gets the
list as an input. First, our tool generates alert rules when
the user is involved in potentially problematic activities of
the list. This aims to timely alert management, which is
the key to detecting threats early. Second, the tool updates
the vulnerable version of packages if they are still used in
the user’s environment. We create attack scenarios using
observed blind spots and show how attackers can exploit
them. Also, they show how our tool can help detection and
analysis by creating alerts. We evaluate our proposed tool
using eight attack scenarios based on real-world vulnerabili-
ties (i.e., CVEs). The result shows that our tool prevents the
attacks successfully.



Our contributions are summarized as follows:

« We developed a new configuration tool that creates alert
rules and updates outdated packages automatically.

« We list potential problematic activities from five major
resources in Azure that have logs with missing details
and external packages that are vulnerable unless users
update them.

« We evaluate the proposed approach on eight attack sce-
narios based on CVEs and show this proposal prevents
all attacks.

« We publicly release the source code and data of our
work on [47].

II. BACKGROUND & THREAT MODEL

The role of logs and alert systems is important in today’s
cloud environment. These systems serve as a crucial part
of recording events and activities in cloud systems [32],
[51], including software applications, networks, and servers.
Collected logs are utilized to analyze and identify anomalies
or fault conditions in order to provide alerts to system admin-
istrators and users. In addition, external package management
is also important. Today’s cloud system leverages external
packages for development productivity, system maintenance,
cost, and diversity of services [44], [4].

A. Logs and Alerts

Logs are essential for various security purposes when oper-
ating cloud systems. The administrators or users can identify
and debug issues that occur during system operation using
logs. For security monitoring, logs detect and respond to
security threats. Events such as unauthorized login attempts
or malicious code execution attempts can be identified in
logs. Furthermore, logs are useful for tracking the occurrence
and sequence of specific events. For example, a particular
process can be traced within logs when a suspicious event
happens. Logs are also used to monitor and optimize the per-
formance of applications and systems. Performance metrics
such as response times, load distribution, and resource usage
are logged.

Alert systems analyze log data to detect anomalies or
buggy behaviors and provide alerts to administrators or users.
These are several common usages. First, logs are used to
promptly identify and alert users to urgent situations like out-
ages or security threats. This enables immediate responses,
minimizing system potential damage. Second, alerts offer
automated actions to address issues. For example, in response
to suspicious login alerts, systems can automatically re-
quest enhanced authentication (e.g., two-step authentication).
Lastly, the information provided by the alert systems can be
used to optimize the performance of the system operations.

B. External Package Management

External package management is important for major
security reasons [44], [4]. External packages are essential
components of software applications and systems, but they
may contain security vulnerabilities. Known vulnerabilities
continue to be discovered, and attackers can exploit these

vulnerabilities. Therefore, updating external packages to the
latest versions is an essential step to keep your system secure
and defend against new threats. In addition, timely updates
can improve development productivity and allow new fea-
tures to be added quickly. For this reason, periodic external
package updates and management are strongly recommended
to users in cloud environments. Various security and update
strategies being studied can be applied to maintain and
improve the safety and stability of cloud systems.

C. Threat Model

We assume an attacker knows the target system (e.g., VM
or specific resources under Azure service) and its package
version information. An attacker launches a stealthy attack,
exploiting the vulnerability of the installed package in the
victim’s machine or the blind spots of the logging system,
which makes the investigation challenging. For the virtual
machine, an attacker cannot compromise the machine or the
data directly because the attacker does not have access to
the victim’s machine. Also, an attacker does not perform
zero-day attacks but prefers to perform known attacks (e.g.,
CVE) on vulnerable software. In addition, for the resources
in the cloud system, the attacker does not delete or disable the
resource directly because that activity specifies the attacker
immediately.

We target a virtual machine or resources under the Azure
cloud system. The virtual machine has multiple external
software to facilitate the user’s work, and they are required to
be updated by the user. We focus on making users’ software
environments in virtual machines more secure through timely
updates and informing users of situations that require double-
checking by using an alert system. Fixing the vulnerabilities
of software or cloud systems is not our scope.

III. MOTIVATING EXAMPLE
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Fig. 1. Attack scenario for indistinguishable logs.

Figure 1 shows the target resource in Azure and the attack
scenario used in our motivating example. We use the Ubuntu
20.04 virtual machine, a resource in Azure to illustrate
our approach. We assume an adversary wants to deliver
a malicious payload to the victim’s virtual machine and
already takes an account with access (e.g., contributor role) to
resource group ‘A’ in Figure 1. However, the adversary tries
to make a crafted virtual machine that already has malicious
programs that the adversary wanted and swap the original
virtual machine and fake (i.e., crafted) virtual machine rather
than direct access because access to the victim’s virtual
machine may be detected by the log that stores the access
history. To do this, the attacker deletes VM (@) and copies
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Fig. 2. Overview of the proposed approach.

the crafted VM that has the malicious program from another
resource group (@).

Challenges. Different activities (i.e., different commands and
operations) should be distinguishable in logs, but unfortu-
nately, some are logged as the same operation name in logs.
In this case, the attacker’s behaviors are logged as ‘delete’
for @ and ‘create’ for @, which is indistinguishable from the
restore process that is also logged as ‘create’, meaning that
the admin cannot recognize the original virtual machine is
swapped by the crafted one. The admin may recognize that
the virtual machine has an issue if the user reports it, but
it is hard to know the consequence of the attack after time
has passed. Also, it is not easy to diagnose the issue such as
when it happens or who performs this by diagnosing logs.
It requires further investigation with additional log analysis
(e.g., activity logs of all other resource groups including
resource group “B”).

Our Approach. Our tool creates an alert rule when ‘delete
(@)’ or ‘create (@) are executed and collects activity logs
when alerts are triggered. Our proposed tool is based on
the list of commands that are logged with missing details,
such as the source of ‘created’ or ‘copied’ virtual machine in
this example. To make the list, we investigate all commands
in major resources in Azure. Note that our tool does not
prevent those activities directly because of false positives.
As a result, the admin can recognize when the problematic
commands are executed and can investigate the context (e.g.,
what happened and who did it) using them easily.

IV. THE PROPOSED APPROACH

Figure 2 shows the overview of the proposed tool. The
tool takes an Azure resource type (e.g., storage account) and
an installed package version (e.g., PyYYAML 3.13) as input
parameters. Then, the Scanner compares the given input with
the list of problematic activities and packages. Based on the
result from the Scanner, the Configurator creates alert rules
or updates packages automatically.

A. Scanner

To check whether the user is involved with the resources
that have activities leading to lacking logs and the machine
(i.e., virtual machine) has vulnerable packages, it scans the
Azure resource and the machine as shown in Figure 3. For
example, the Scanner sends a query (@) to list a storage
account, which is a resource where a user may be involved in
problematic activities. Then, the Scanner parses the response

> pip show

: YAML p: and emitter for Python

: https thub. con/yaml/pyyaml

Fig. 3. An example of the Scanner’s queries and obtained information.
and obtains the output information (@), including the storage
name (yellow box) or storage ID. When a package version is
provided as input, the Scanner executes the command (@) to
obtain the package information and parses the version (@).
After it obtains detailed information about the resource (e.g.,
Storage account name) or the package (e.g., PyYYAML 3.13),
it sends this information to the Configurator. However, it
is challenging to figure out which resource or package has
an issue or not. To solve this challenge, we make a list of
problematic activities and packages and leverage this list for
the next step.

List of Problematic Activities and Packages To make the
list of problematic activities, we first conduct a complete enu-
meration of 1,279 activities of 5 Azure major resources (i.e.,
storage account, virtual machine, virtual network, database,
web application). We execute each activity and investigate
how it works and is logged. If logs from two different ac-
tivities (e.g., private-endpoint-connection approve and reject)
have the same operation name (e.g., write) and other details
do not have any difference, we register these two activities
in the list.

Figure 4 shows an example. The above log is from
‘private-endpoint-connection approve’, and below is the log
from ‘private-endpoint-connection reject’. However, the de-
tails of the two logs are indistinguishable except for the

HOperationNameValua |
MICROSOFT.STORAGE/STORAGEACCOUNTS/PRIVATEENDPOINTCONNECTIONS/WRITE E
H Properties |
{

"eventCategory": "Administrative”, @

“entity": "/subscriptions/a92787a7-6144-4812-8c0f-880: ps/cloud-shell-storag:
providers/Microsoft. geAccounts/cs21003200263e8763f/privateEndpointConnections/cs21003

200263e8763f.af0b827f-1 1Ab-432b-aSSd»Sde270606fe9”,©

"message": "Microsoft. g g ounts/prit Tt onnections/write"@

‘OpermionNameValue ‘
MICROSOFT.STORAGE/STORAGEACCOUNTS/PRIVATEENDPOINTCONNECTIONS/WRITE E
[Properties ]
{

"eventCategory": "Administrative”, @

“entity": "/subscriptions/a92787a7-6144-4812-8c0f-88024c9at ps/cloud-shell Iof
eastus/providers/Microsoft.Storage/storageAccounts/cs21003200263e8763f/privateEndpointConnections/cs21003
200263e8763f.af0b827f-1 14b-432b-aSGd-Sde270606fe9",©

aeiocoutislh o - @

Fig. 4. Example of logs with missing details.
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TABLE I
LOGS WITH MISSING DETAILS

Missing details Operation name Log name

container policy create

container policy delete

container immutability-policy create
container-rm update

blob service-properties delete-policy update
table policy create

table policy delete

queue policy create

queue policy delete

share policy create

Storage blob log
Storage blob log
Storage blob log
Storage blob log
Storage blob log
Storage table log
Storage table log
Storage queue log
Storage queue log
Storage file log

Policy changes

file resize

blob service-properties update
container metadata update

container restore

private endpoint connection approve
private endpoint connection reject
entity replace

entity insert

Storage blob log
Storage blob log
Storage blob log
Storage blob log
Storage blob log
Storage blob log
Storage table log
Storage table log

Updated contents

logged time. Operation names (€9 and @) have the same
value, ‘write’, and the other details of properties are indistin-
guishable (@~@ and @~@). More logs with missing details
are shown in Table 1.

For the problematic packages, we search issue pages
of Azure GitHub repositories [20], [5], [8], [43], [9] and
National vulnerability database [35] for CVEs that can still
be possible in resources related to Azure. In a case where
the vulnerability of specific software is fixed, and a patched
version is installed as a default choice by Azure, we do not
consider this to be possible to occur again.

B. Configurator

Comparing the list of problematic activities and packages,
if a user is involved in a potentially problematic activity, the
Configurator creates log alert rules. For example, it creates
an alert when ‘approve’ or ‘reject’ activities are executed and
logged. Also, it collects additional logs, such as activity logs,
when the target activities are observed for further analysis. If
the user’s machine has the vulnerable version of a package,
it updates it to the latest version (e.g., update core rule set
from 3.0 to 3.2).

C. Indistinguishable Log Events

While we were enumerating the activities from 5 Azure
resources, we observed a list of log events that are not
distinguishable. We categorize them into four types and
create four attack scenarios based on them. Three of them
are presented except for the missing details case that is
demonstrated in Section III. They show how attackers can
exploit indistinguishable log cases as a blind spot and how
our tool can mitigate them.

Careless management of a credential. Figure 5 shows a
scenario in which the attacker can access a storage account
without permission. Users of web applications can store
connection strings as an environmental variable to access
the storage account easily (@). However, the other users can
also obtain the connection strings by reading the environment
variable as long as they are the users of the web application
(®). When the attacker targets one of these users, a lateral
movement to the storage account is possible (@). Our
tool creates an alert rule when access through connection

Connection strings
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Fig. 6. Attack scenario for whitelist in web application firewall.

strings (@) is observed (i.e., logged) and collects the log
of the storage account (e.g., storage blob log) so that the
administrator can check if there are malicious behaviors after
the access.

Whitelist of WAF ignores CRS. A web application firewall
(WAF) has a whitelist. The traffic from every user should be
filtered by following the core rule set (CRS) (@). However,
if the specific IP address or country is registered in the
whitelist, the web application firewall does not block it. Thus
it is possible that an attacker registers a specific country from
a blacklist without detailed conditions and abuses it.

Figure 6 shows this case scenario. An attacker takes the

information of the whitelist (@) and changes the access place
to it (@). Then, the attacker can bypass the CRS, and any
SQL injection attack is possible (@). Our tool creates an alert
rule when the whitelist is created with the condition of the
country or someone tries to change (i.e., update) the whitelist
so that the administrator can check if there are attack patterns
bypassing WAF.
Outdated OWASP CRS. WAF currently supports OWASP
CRS 2.2.9, 3.0, 3.1, and 3.2. If the current version of CRS
is outdated, the attackers can use the pattern that is detected
by a higher version but not by the current version (@)
after obtaining the current version by profiling as shown in
Figure 7. Our tool updates the components (e.g., OWASP
CRS) to the latest version (@) so that the new pattern is
also detected and blocked by WAF (@).

V. EVALUATION
A. Experiment Setup

CVE Selection. We use eight CVEs shown in Table II.
To select CVEs, we search the Issue pages of the GitHub
repository containing Azure modules and the National Vul-
nerability Database. When we select CVEs, we exclude the
CVEs that have already been patched and are, therefore,
unlikely to occur. In other words, the selected CVEs can still
be possible unless users update them manually. We create
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TABLE I
CVES USED FOR EVALUATION.

CVE Description Env.!

CVE-2021-38647 [11]  RCE using vulnerability of omi libarary U20.04%
CVE-2022-39327 [14]  RCE using vulnerability of Azure CLI Win10?
CVE-2020-1747 [10] RCE using vulnerability of PyYAML U20.04>
CVE-2023-23383 [17]  Spoofing through Azure Fabric Explorer Win10®
CVE-2022-24439 [13]  RCE using vul. input validation in GitPython U20.042
CVE-2022-46169 [16]  RCE after authentication bypass in Cacti U20.042
CVE-2023-38646 [18]  RCE after unauthorized access in Metabase Win10®
CVE-2023-38831 [19] RCE when view of malicious rar file Win10®

1: Environment for CVE. 2: Ubuntu 20.04. 3: Windows 10.

eight scenarios by reproducing the selected CVEs to evaluate
the proposed approach.

Environment Setup. All experiments are conducted on a
machine with an Intel Core 19 3.70GHz processor and 64GB
RAM, running Windows 11. We use Ubuntu 20.04 and
Windows 10 as the operating systems of the victim machines
in attack scenarios.

B. Effectiveness

We reproduce eight CVEs that are mentioned in Azure
community or have the possibility of exploitation in a VM
environment. Table II shows the description of CVEs and the
environment where we reproduce them. The first four CVEs
are directly mentioned from the Azure CLI repositories [20],
[5], [8], [43], [9] and the second four CVEs are found
from the searches from general GitHub repositories or from
NVD [35]. Note that every POC used in this evaluation is
available on [47].

Vulnerability in OMI of Azure Monitor. Figure 8-(a)
shows the first scenario (CVE-2021-38647 [11]). To re-
produce this CVE, we leverage a Proof-Of-Concept (POC)
code [12]. Open Management Infrastructure (OMI) is an
open-source project [36]. Azure Monitor Agent requires to
collect the logs, and it allows the administrator to manage
the server remotely (e.g., configuration or monitoring) (@).
However, when the version of the OMI package is lower
than 1.6.8.0, it has a vulnerability that allows an attacker to
conduct a remote code execution attack without authentica-
tion (@). Unfortunately, this vulnerability still works unless
the user has updated it manually. Furthermore, this attack is
not detected by Azure because the default log (i.e., syslog)
collected by Azure Monitor Agent is not detailed enough
to detect this, as shown in Figure 9. For instance, when
the user executes a command logger “This is from me”
(@), which is logged in the left side of Figure 9, while the
right side shows the log for an attack script that execute

logger “Log_attack” (@). The benign command is exe-
cuted with the user name (i.e., spark), which is logged in
@. and the malicious command is executed by the root user,
which is logged in @. In addition, logs show the argument
of Logger in @ and @. Except for SyslogMessage and
ProcessName, which do not show the attack signature as
they can be changed by the user anytime, there are no
distinctive differences between these two executions.

To mitigate this, users should configure additional logs
for this attack or update the vulnerable package manually.
Additional logs may be helpful for the analysis but do not
guarantee prevention, and additional information to be col-
lected in additional logs may differ from attacks. When there
is an outdated OMI package in VM, our tool automatically
updates the OMI package to the latest version that patches the
vulnerability without requiring additional effort from users.
Flaw in Azure Command Line Interface. In the second
scenario (Figure 8-(b)), when the version of Azure CLI,
which is the command line interface, is lower than 2.40,
it has a vulnerability for potential code injection (CVE-
2022-39327 [14]). We refer to a POC [15] to reproduce this
case. The victim executes an Azure command using Azure
CLI (@) following the malicious instruction crafted by an
attacker (@). Then, the arbitrary code (e.g., connection to
the attacker’s machine) that is intended by the attacker is
executed (@). This vulnerability still works when the user
executes the malicious instruction in Windows PowerShell.
We analyze the differences between benign behavior and the
attack, and they show different process traces. Fortunately,
the default logs (i.e., SecurityEvent Log) collected by the
Azure Monitor Agent can show it. However, an additional
detection rule is required and this may not work well when
the attacker uses more complex routes. Our tool prevents this
attack by updating the Azure CLI. First, it scans the VM and
checks if the Azure CLI is outdated or not. Then, our tool
automatically updates it to the latest version.

Flaw in Handling Untrusted YAML Files. Figure 8-(c)
shows the third scenario that uses remote code execution vul-
nerability in versions previous to 5.3.1 of PyYAML (CVE-
2020-1747 [10]). We use [41] to reproduce this CVE case.
The attacker inserts malicious code in the YAML file (@),
and the victim executes the Python program (@), loading the
YAML file through the vulnerable version of PyYAML (@).
Then, the arbitrary code (e.g., connection to the attacker’s
machine) that the attacker intended is executed (@). This
can happen when an outdated Python is used. The default log
(i.e., syslog) collected from the Azure Monitor Agent does
not show the differences between the legitimate connection
and the malicious connection executed by attacks. Our tool
scans the user’s machine and checks if PyYAML needs to
be updated or not. Then, our tool automatically updates it to
the latest version that patched the vulnerability.

Service Fabric Explorer Spoofing Vulnerability. In the
fourth scenario, the Azure Fabric Explorer (version lower
than 9.1.1436.9590) has a vulnerability that allows the at-
tacker to launch a remote code execution attack (CVE-2023-
23383 [17]) as shown in Figure 8-(d). To reproduce this
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ProcessName e spark e root
MG 0000-0000-0000-000000000002 0000-0000-0000-000000000002
Type Syslog Syslog
Fig. 9. Log differences between benign and malicious behaviors.

vulnerability in our evaluation, we use a PoC [38]. The
attacker deploys the crafted URL, including malicious code
for an XSS attack (). Victim executes a crafted URL (@)
that executes the arbitrary code (e.g., downloading docker
and connecting to the intended website) intended by the
attacker through the Azure Fabric Explorer (@). This attack
does not show signatures in the default logs collected by
Azure but can be prevented by our tool. The tool scans
the user’s machine and checks whether the Azure Fabric
Explorer needs to be updated. Then, our tool automatically
updates it to the latest version that does not have the
vulnerability.

Vulnerable User Input Validation in GitPython. Figure 8-
(e) shows the scenario in which the attacker exploits the
vulnerability of GitPython [25] (lower than 3.1.30). We
use a PoC [39] to reproduce this vulnerability (CVE-2022-
24439 [13]). The attacker injects a maliciously crafted re-
mote URL into the Python script (@). In this vulnerable
version, executing the command without sufficient sanitiza-
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Attack scenarios based on the real-world vulnerabilities.

tion of the input argument is possible due to the vulnerable
user input validation (clone command). As a result, when the
victim executes the crafted Python script (@), it executes the
arbitrary code intended by the attackerd (@). As the default
log (e.g., Syslog) supported by Azure does not capture the
attack signature, it is difficult for the user to know or prevent
this attack without manually checking on the obtained script.
Our proposed tool scans the server, checking whether the
version of GitPython is 3.1.30 or higher, and it automatically
updates it to the latest version.

Authentication Bypass in Cacti. Figure 8-(f) shows the
scenario in which an unauthenticated user executes arbitrary
code on a server running Cacti [6] (lower than 1.2.22) due to
the vulnerability of remote_agent.php. To reproduce this
scenario, we use a PoC [37]. The attacker maliciously crafts
the Python script that bypasses the authentication process
in remote_agent.php (@). Then the victim executes the
crafted script (@), and malicious code injected by the at-
tacker is executed (@). Our tool checks the current version
of Cacti installed on the user’s machine and updates it to the
latest version.

Unauthorized Access through Metabase. The attack sce-
nario in Figure 8-(g) shows how an attacker exploits the
software security flaw of Metabase (lower than 0.46.6.1 for
open source) [34] (CVE-2023-38646 [18]). We reproduce
this scenario using a PoC [40]. The flaw originates from the
pre-auth API endpoint, which allows the attacker to execute
arbitrary code without authentication. In this scenario, the
attacker injects the malicious code in crafted instruction (@)
in advance. Then, the victim executes it (@), and the script
executes the command intended by the attacker (@). Our tool
updates the Metabase automatically so that the vulnerability
is mitigated.

Maliciously Crafted rar File. Figure 8-(h) demonstrates the



attack scenario in which an attacker exploits the vulnerability
(CVE-2023-38831 [19]). We reproduce this scenario using a
PoC [42]. WinRAR [45] before 6.23 allows the attacker to
execute arbitrary code when a victim tries to view files with
a ZIP archive. The attacker injects the malicious code in a
crafted rar file (@). Then, the victim executes WinRAR
(®) to view which files are in a zipped file (@). The
malicious code is executed (@), and the attacker achieves
what she wants. Unfortunately, depending on the level of
injected code, the security mechanism in Windows may not
work properly. Our tool automatically updates the WinRAR
to a higher version than the 6.22 version to mitigate this
vulnerability before it happens.

VI. DISCUSSION

Scalability of Our Approach. To support new commands
with missing detailed logs or vulnerable packages, two tasks
are required: (1) identifying which command execution needs
to be monitored or which package needs to be updated, (2)
including them in a tool. Identifying problematic commands
takes non-trivial effort, but it is required one time for each
resource because updates of commands in the cloud system
are not frequent. Also, additional work to update this process
does not take long because the update is required only for
added or modified commands. Incorporating them into a tool
takes less than 1 hour (by a graduate student with moderate
experience in the target cloud platform). Considering most
cloud systems support command line interfaces, adding new
features to a tool is not difficult.

Future Directions. There are two aspects of the future
directions for our approach: empirical and technical. For the
empirical aspect, applying our approach to other resources
in Azure after investigating blind spots from them can be the
future work. Also, applying our approach to other platforms
such as Amazon Web Service [1] or Google Cloud Platform
[26] can be an extension of our work in an empirical aspect.
In addition, making the manual process in our approach,
which compares logs to check whether they are indistinguish-
able or not due to the missing details, fully automatic can
be practical future work in the technical aspect.

Moreover, the enhancement of logs that will be com-
plementary to our tool can be the future work. Figure 10
shows an example. We further analyze the attack signa-
ture of CVEs that we reproduced in our evaluation and
the logs that Azure can collect additionally. For instance,
in the vulnerability of the OMI case (CVE-2021-38647),
We observe that the execution paths between benign and
malicious behavior (i.e., by attack script) are shown different
as shown in Figure 10-(a) and (b), respectively. The user
typically executes logger in a terminal, which is reflected
as a sequence of gnome-terminal (@), bash (@), and
logger (@). However, when the attack script exploits the
omi vulnerability, the execution path shows omiagent (@),
sh (@), and logger (@), which is rare. It means that syslog
enriched with process ID and parent process ID can provide
critical information that can distinguish suspicious behavior

PID: 1 PID: 1568 | & PID: 2696 1D: 26177 1D: 26382 E

systemd systemd I |gnome-terminal| bash logger |
(a) Execution path of logger by user

PID: 1 PID: 805 PID: 1174 PID 3768

systemd omiserver omiagent logger

(b) Execution path of logger by attack script
Fig. 10. Execution path of logger executed by user and attack script

(red box in Figure 10-(b)) from normal behavior (blue box
in Figure 10-(a)).

VII. RELATED WORK

Event Monitoring and Alert Systems. Event monitoring
and alert systems have been widely used as essential el-
ements for cloud providers as well as cloud users. They
are used to check their system reliability [46], performance
optimization [21], security [7], scaling [29], or cost manage-
ment [23]. In particular, event monitoring and alert systems
are helpful in detecting and responding to threats. [32]
proposes a framework to automatically detect incidents (i.e.,
severe enough alerts) based on the incident management
platform of Microsoft Azure. [51] focuses on obtaining alerts
from textual information to detect security issues in real-
time. Our work provides an automated way to make alerts
for potentially problematic activities, complementary to the
techniques.

Log Enhancement Techniques. When the system fails,
logs that include the information of the failure moment
are useful evidence for diagnosing the root causes. Hence,
log details are critical in terms of the efficacy of logging.
There is a line of research [48], [52], [24], [31], [50], [49]
about log enhancement that improves log-based debugging
by making logs richer and more efficient. [48] showed the
logs about the majority of system failures do not have enough
details and can be significantly improved by adding more
information. Then, they propose ErrLog, a tool that can add
more logging statements and achieve less diagnosis time
using it. [52] focused on where to place a log printing
statement as which information is logged is related to this.
They propose Log20, a tool that can optimize the placement
of log printing statements with less overhead. Yuan et al. [50]
presented LogEnhancer, which has additional variable values
as enhanced information in each log printing statement. Our
work is complementary to these techniques as it provides
timely alerts, which is helpful in diagnosing the event with
enhanced logs.

Updates of External Packages in Cloud Environment. The
importance of external package updates in cloud computing
environments is emphasized in various related studies. These
studies discuss why external package updates are impor-
tant for various aspects such as security [44], [4], stability
[30], and performance optimization [3]. In particular, [44]
mentions that attackers can exploit known vulnerabilities in
packages or containers. [4] also proposes an advanced secure
package manager to prevent the system from malicious
package developers. Our work is complementary to them as
it updates the potentially vulnerable packages automatically.



VIII. CONCLUSION

In this paper, we propose a tool that configures alerts
and updates vulnerable versions of packages automatically
in Azure cloud system. This tool is based on the list of
potential problematic activities with missing details in logs
and vulnerable versions of packages that require manual
updates. We evaluate the proposed tool using eight attack
scenarios created from real-world vulnerabilities, and the
results show the effectiveness of the tool in each attack
scenario.
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