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• Worldwide in 2020, over 347 million users were active
on Snapchat each month, with India and the United
States having an enormous user-base by a large margin
[1], [2]. In biannual surveys from 2012 to 2020 [3],
Snapchat has been ranked as the most critical social
media by teens in the United States (since 2018),
followed by TikTok and Instagram.

• Snapchat is a social media mobile messaging application
with related desktop and web applications [4], [5] used
for multimedia instant messaging and communication
Developed and maintained by the United States-based
company Snap Inc.

• Spectacles wearable smart glass device from Snapchat
records snaps and videos for use in Snapchat. It can sync
data with a paired smartphone and upload recorded
contents to a user’s app.

• Extracting and analyzing data from a Snapchat app is
challenging due to the disappearing nature of the
media. Very few commercial tools are available to
obtain data from Snapchat apps. The purpose of this
research was to determine what artifacts we could
extract and analyze from Snapchat app and specifically,
Spectacles device(s) paired with Apple iPhones. The
research provides interesting insights into evidence
collection from wearable devices paired with Apple
iPhones.
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Procedure:
1. Setup iPhones, install updates, and setup Snapchat accounts.
2. Setup Spectacles and update.
3. Connect iPhone to Wi-Fi and pair with Spectacles via Bluetooth.
4. Create Snaps (pictures and videos) with Spectacles & upload into Snapchat

application when iPhone and Spectacles connected to the Wi-Fi.
5. Confirm appearance in Snapchat application.
6. Share Snaps in application with another account.
7. Create Snaps in Snapchat application with iPhone camera.
8. Share with another account.
9. Create forensic image using iTunes, backup, Cellebrite UFED, &/or Magnet

AXIOM Process.
10. Analyze with Macroplant’s iExplorer, Cellebrite Analyzer, and Magnet AXIOM

Examine.
• Most of the artifacts discovered are related to Spectacles

and they were in SF’s ‘laguna’ file and the PLIST and
JSON files in SF2.

• The iPhones we used were not jailbroken; however, we
may have been able to use encryptions keys to discover
more artifacts and decrypt Snapchat Memories and
Snapchat My Eyes Only [6].
• There were several folders under SF1 with promising

sounding names, which were empty, such as ‘gallery,’
gallery_data_object’, and ‘gallery_encrypted_db.’

RESULTS

• Snaps taken with Spectacles and shared showed thumbnails after sharing
and had rounded edges.
• Snaps taken within the Snapchat application and shared, only

displayed message confirming delivery and no thumbnail
• Corresponding .MOV, .THM, .JPG, .IMU, AND .MDA files for Snaps taken

with Spectacles were stored under SF1’s “laguna” folder using unique
identifiers.
• The same folder also contained a file “device-list-archive.dat”  which

contained information about Spectacles.
• Playable video files were found for older videos taken with Spectacles.


