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Abstract. Historically, major cryptocurrency networks have relied on random peering choice rules
for making connections in their peer-to-peer networks. Generally, these choices have good properties,
particularly for open, permissionless networks. Random peering choices however do not take into account
that some actors may choose to optimize who they connect to such that they are quicker to hear about
information being propagated in the network. In this paper, we explore the dynamics of such greedy
strategies. We study a model in which nodes select peers with the objective of minimizing their average
distance to a designated subset of nodes in the network, and consider the impact of several factors
including the peer selection process, degree constraints, and the size of the designated subset. The latter
is particularly interesting in the context of blockchain networks as generally only a subset of nodes are
miners/content producers (i.e., the propagation source for content), or are running specialized hardware
that would make them higher performing.

We first analyze an idealized version of the game where each node has full knowledge of the current
network and aims to select the d best connections, and prove the existence of equilibria under various
model assumptions. Since in reality nodes only have local knowledge based on their peers’ behavior,
we also study a greedy protocol which runs in rounds, with each node replacing its worst-performing
edge with a new random edge. We exactly characterize stability properties of networks that evolve with
this peering rule and derive regimes (based on number of nodes and degree) where stability is possible
and even inevitable. We also run extensive simulations with this peering rule examining both how the
network evolves and how different network parameters affect the stability properties of the network.
Our findings generally show that the only stable networks that arise from greedy peering choices are
low-diameter and result in disparate performance for nodes in the network.

1 Introduction

The use of cryptocurrency networks has exploded in recent years, with billions of dollars being transferred
daily across various platforms [6]. As these networks grow, it becomes increasingly important to understand
the factors that impact their structure and stability. Traditionally, networks like Bitcoin and Ethereu have
implemented peer selection strategies which aim at randomizing peer choices to avoid attacks [1412413], and
favor properties such as low diameter [5/10] for fast information propagation. Recently in Ethereum’s new
Proof-of-Stake network, the Beacon network, some clients have taken a new approach of greedily choosing
peers based on performance [21] where nodes drop some fraction of worst-behaving peers. In this work, we
analyze a simplified model of such greedy peering strategies.

This paper explores the dynamics of greedy peering strategies, specifically the case where nodes aim to
optimize their distance to all nodes in the network or to a special subset of high-value nodes (which we term
the miners). We are interested in characterizing how heterogeneous peering preferences affect the evolution
and stability of the network. Our study is driven by the following questions:

1. Do greedy peering strategy games have stable networks and can we characterize the conditions for stability?
2. What are the properties of stable networks? When stability is reachable, how do networks converge to a

stable state?
3. Do protocol parameters (e.g., degree constraints, number of miners) alleviate or exacerbate stability dy-

namics?
1.1 Our results

We consider networks of n nodes where m < n nodes are special and are labeled as miners; these special
nodes represent miners in a cryptocurrency network or content generators in a gossip-based dissemination

3 Historically the two largest by market cap [6].
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network. The primary objective for each node is to be “close” to the miners in the network; we assign a score
for each node as the average hop-distance to the miners in the undirected network formed by all the edges.
The P2P network topologies that evolve in the process depend on a number of factors, including the fraction
of the network that are miners, and nodes’ out- and in-degree constraints.

We begin by evaluating an idealized version of a non-cooperative game where nodes choose their optimal
peers to minimize their own score (i.e., average distance to the miners).

¢ Existence of stable networks: We show that there always exist pure Nash equilibria (or stable networks)
when nodes have unbounded in-degree. We also prove that Nash equilibria always exist for a non-trivial
infinite family of networks with bounded in-degree; the general case with bounded in-degrees is open. These
results are presented in Section

While the idealized game provides a sense of stable network topologies that can arise, the game is hard to
implement in practice since nodes do not have global knowledge of the network and cannot make arbitrary
peering choices.

Our main results concern a natural peering protocol, which we call Single-Exploratory-Greedy, where
nodes have knowledge of only their neighbors’ scores and can add an exploratory random link to replace an
existing link. For this protocol, we consider a notion of stability in the network with respect to stable edges
(edges that will never be dropped).

e Conditions for stability: We find that under the Single-Exploratory-Greedy protocol, often the only
stable networks involve a centralized, well-connected core of nodes (the miners), with all other nodes directly
connecting to this core. We also show that when nodes are faced with ties on which connection to drop,
the Tie Breaker Rule is a determining factor on whether any stable topologies exist; for instance, we show
the impossibility of stability with two such rules. Our detailed analysis of Single-Exploratory-Greedy is in
Section [£.2] with a summary of results in Table

e Reaching stability: We also show that when the number of miners is capped (to at most the node out-
degree capacity), if a stable network exists, networks starting from any initial state will always eventually
reach a stable state.

The bulk of our theoretical results are for networks with unbounded in-degree. To explore how and if
bounded networks differ in their evolution to stable topologies, we run simulations of the Single-Exploratory-
Greedy protocol in diverse scenarios (see Section .

e Connectivity: Our simulations largely support that in networks where a subset of the nodes are miners,
even with bounded in-degree, the miners become more connected to one another and more centralized
in the network over time (i.e., lower miner diameter and eccentricity), and that this behavior is quicker
in networks where miners have a higher probability of connecting (e.g., smaller networks, larger inbound
capacity, more than one exploratory edge).

e Fairness: Additionally, across the board, our simulations show that though Single-Exploratory-Greedy
lowers network properties like average distance to miners, diameter, and average eccentricity, this often
comes at the price of fairness, where some nodes are worse off in the network (e.g., have a higher average
distance to miners than in the random network) and that the network-level average advantage is likely due
to a few nodes being much better off and skewing the average.

2 Related Work

We aim to understand the topological impact of a greedy peering protocol on a peer-to-peer network with
a subset of preferential nodes everyone is trying to get close to. Most major existing P2P networks of this
kind, namely cryptocurrencies, implement peering protocols that approximate low-diameter random networks
[5010]. Topological analysis of these networks, however, is hard as they tend to obfuscate peer connections to
avoid attacks [14l24I13], and existing measurement techniques are prohibitively expensive or invasive [820],
thus they tend to be run on test networks as a proof of concept. In [§], Delgado et al. map the topology of the
Bitcoin Ropsten test network and compared it with simulated random networks of the same size and similar
degrees. They find the Ropsten network to have some behavior similar to networks in our simulations (e.g.,
a small number of concentrated central nodes).
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An inspiration for the Single-Exploratory-Greedy of this paper is the Perigee protocol of Mao et al. [23],
which also implements a greedy peering protocol. The authors consider a network of all miners in an Euclidean
space and show theoretically that nodes choosing neighbors geographically close to them results in network
distance that is close to the optimum distance (shortest path is a constant away from the Euclidean distance).
They show via simulations that the Perigee protocol approximates Euclidean distances between all nodes. In
their simulations, they show that as processing time at each node increases, the performance of Perigee and
the random network converge. In our work, this is the regime we are interested in studying: negligible link
latency in comparison to node processing latency such that the properties of the overlay topology (and hop
distance) are more important than the underlying communication link latency. We also focus on networks
where a subset of the nodes are miners, as this is often the case [26/18]. Node processing times and congestion
have also been a recent focus in security analyses of blockchain consensus protocols [27/16].

There is a growing body of work on peering protocols in cryptocurrency networks. Recent work has shown
that variations of the Perigee protocol run by a single entity can work well as a strategy for reducing a node’s
own latency to the source of transactions in a network [333]. In [30], Park et al. use their own measurements
of Bitcoin to propose an IP-based distance peer selection protocol to reduce round trip time of peers. Though
this is in the same spirit of Perigee-like greedy protocols, using IP location is notoriously unreliable [31112],
and tricky as a basis for routing as the Internet does not satisfy the triangle inequality [22]. Other proposals
for overlay networks include randomly replacing edges to maintain approximate sparse random graphs [36],
and more structured proposals such as one based on the DHT Kademlia [32], and a hypercubic overlay
network [2], as well as others [34].

Our game-theoretic formulation falls under the category of network creation games that have been ex-
tensively studied by researchers in computer science, game theory, and economics. One of the earliest works
in this space is due to Jackson and Wolinsky who introduced a model in which there is an underlying cost
for each link, and studied tradeoffs between stability and efficiency [15]. Demaine et al studied the price of
anarchy in network creation, quantifying the overhead of the worst stable network, when compared with the
social optimum [9]. Many different models based on cost, direction of links, degree constraints, and initial
conditions have been introduced, with the aim of capturing diverse scenarios including social networks and
the Internet [4J7J19I25]. Our game-theoretic model is different from models studied in past work in the follow-
ing way. Previous work has considered either directed networks with the node actions being given by directed
edges (e.g., [19]) or undirected networks with the node actions being given by undirected edges (e.g., [25]).
In contrast, P2P networks underlying blockchains are better modeled by processes in which nodes select
directed out-going edges to peers under some capacity constraints, while the latency incurred in the resulting
network is independent of the edge direction. Previous models in network creation games do not consider
this important distinction on how links are created and their impact on delays. As a result, the stability and
convergence properties of past models differ from the results we derive for our model. Furthermore, past work
on network creation games is primarily on the nature of Nash equilibria; while we also study equilibria for
our model, our focus is on the analysis of a greedy peering process that captures the peering approaches of
real P2P networks.

3 Model

We consider a network with n nodes, the first m of which are miners, with each node having d out-going edges
and at most d;;, < n incoming edges. Let G denote the graph consisting of the nodes and the directed edges.
We use (3, j) to denote the directed edge from i to j. For convenience, we also use e; ; as the indicator variable
for whether either of edges (¢, 7) or (j,¢) exist; so, e; ; is 0 (resp., 1) if neither (4, j) nor (j,1) exist (resp., if
(4,7) exists or (j,) exists) in G. Thus, e; ; = e; ;. We use the terms peer and neighbor interchangeably, and
edge and connection interchangeably. We also refer to d;,, as the inbound connection capacity.

The Single-Exploratory-Greedy protocol operation proceeds in rounds, each of which consists of the
following steps:

1. In an arbitrary order, each node ¢ selects at random a peer j s.t. currently e; ; = 0 (thus preventing bi-
directional edges) and j has not reached it’s inbound capacity, and adds (7, j) to G (thus setting e; ; = 1).
If 7 has an edge to or from every node, it adds no new edges.
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2. Every node ¢ updates its score scoreg (i) as follows. If dist(4,7) denotes the shortest distance between 4
and j in the undirected version of G, then

scoreg(i) =
m

i

jEminers

which is the average distance to all miners. A miner’s distance to themselves is 0, thus the minimum score
for a miner is mTfl and the minimum score of a non-miner is 1.

3. Each node 7 with d out-going edges after the above steps, drops an out-going edge (i, j) (i.e., sets e; ; = 0),
where j is the out-neighbor of ¢ with the maximum score; if ¢ does not have d out-going edges then it does
not drop a peer. If two or more peers have the highest score, then a Tie Breaker Rule as defined below is

used to pick one peer.

Definition 1 (Tie Breaker Rule). We define the Tie Breaker Rule as the rule used for deciding ties when
a node has multiple peers sharing the highest score in step (3). We consider nodes deciding ties according to
the following possible rules: uniformly at random (Random), First-In-First-Out (FIFO), Last-In-First-Out
(LIFO), or a global ordering where all nodes are ranked in some order that does not change during the protocol
and the node with highest rank wins (Global-Ordering).

Definition 2 (Stability). We define an edge as stable at some round r, if its value at the end of the round
(after step 3), does not change for all future rounds. Formally, let e; ; be the value of e; ; at the end of round
r. Edge e; ; is stable at round v, if Vr' > r, e;-":j =€ ;-

A network-stable topology is one where all nodes have d — 1 stable outgoing edges. Formally, G is
network-stable at round r if Vi,j < n,r’ >r € ;=€ ;- A network-stable topology is therefore an equilibrium
since each mode has one outgoing edge they keep replacing with a random node, but the choice of this edge
will never cause a stable edge to be dropped.

A maner-stable topology is one where all edges between miners are stable, and therefore no further
edge between miners will arise outside of the d-th edge. Formally, graph is miner-stable at round r if Vi, 7 <
m,r’ >r el =€l

Note that for a topology to be network-stable or miner-stable, we require all nodes to have at least d — 1
outgoing edges since a node will never drop an edge if they have less than d. Additionally, the following event

arises often in our arguments related to stability.

Definition 3 (Special Event). We define Minimum-Score-Event; as the event where at step (1) of some
round, all miners who were not yet connected to some node i, become connected to i. At step (2) of the
protocol, node i thus has its minimal score 7”7;1 for miners, and 1 for non-miners). Assuming nodes have
no inbound connection capacity, there is always some probability this event happens for a given i in the next

round.

This event goes to show that it is always possible for any node to come to have its minimal score in any
round, thus, most of our proofs involve showing that stable connections must be to minimal scoring peers so
that they are not replaced.

Model motivation. In our model (and in practice), nodes do not know if a peer is a miner or not, all they know
is a peer’s relative performance. Thus, both miners and non-miners are trying to minimize their distance to
all miners via the score function. While for simplicity, in our model, we use hop distance to score peers, in
practice, network propagation delays can be used locally to score peers against each other. We also adopt a
graph model where the set of connections are made in a directed fashion, while their performance is evaluated
over the undirected edges. This mirrors the behavior of real P2P networks, where nodes generally have a
set inbound and outbound connection cap, and will accept connections as long as they have slots (allowing
new nodes who join the system to find peers) but will be more selective with their out-going edges (e.g., to
prevent DoS). When it comes to information propagation however (e.g., gossiping of blocks and transactions),
all peers are treated the same and thus message delay is dependent only on undirected hops. Additionally, we
omit a peer discovery process and instead assume nodes can sample connections at random from all nodes
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in the networklﬂ We also consider a greedy peering process that proceeds in rounds, though within each step
there is no coordination between nodes (except the assumption that in step 1 no two nodes choose each
other). These simplifying assumptions allow for an initial clean theoretical evaluation.

4 Theoretical Analyses

Our goal is to analyze Single-Exploratory-Greedy and the underlying network formation process. To begin, we
consider an idealized game-theoretic version of Single-Exploratory-Greedy where nodes have full knowledge
of the graph and can choose all peers to optimize their score, and explore the equilibria of this game. We then
analyze the Single-Exploratory-Greedy protocol, studying the stability of the networks that arise during the
protocol.

4.1 An idealized game-theoretic model

We consider first an idealized game-theoretic model in which each node wants to select their outgoing peers so
as to minimize the average distance to a miner. A natural approach is via the concept of Nash equilibrium [29].
Let d denote the out-degree of each node. For a given node v, an action is a set of at most d nodes of the
network representing the out-neighbors that v selects. Note that in this idealized game, nodes can choose all
new outgoing edges. Recall that while we distinguish between in- and out-edges, the distances among nodes
and the average diameter are based on the graph that is obtained by viewing each edge as undirected.

Let G(n,m,d) (resp., G(n,m,d,d;,)) denote the uncapped (resp., capped) game with n nodes, m < n
miners, out-degree d, and unbounded in-degree (resp., in-degree at most d;,, ). We first show that the uncapped
game always has a pure Nash equilibrium, a stable topology in which no node wants to change its out-
neighbors.

Lemma 1 (Every Uncapped Game has a Stable Network). For all n,m,d, G(n,m,d) has a Nash
equilibrium.

Proof. Consider any graph G with the following properties: (i) there exists a node r such that every node in
G has an edge to r; (ii) every edge is directed to a miner; (iii) there does not exist any pair of nodes u and v
such that (u,v) and (v, u) are both present in G; and (iv) if a node v has less than d outgoing edges, then it
has an edge to or from every miner.

We claim that G is a Nash equilibrium. We compute the score for each node in G. The score of miner r
equals (m —1)/m since every other miner is at distance 1; this is the lowest score possible and no action of r
can improve it. Let u # r denote any other miner, and let 7, denote the number of miners that have edges to
u. Since r is adjacent to every other node, u is at distance at most 2 from any other miner. Given the choices
of all other nodes, a best-response action of u is to set all its out-edges to miners that do not have an edge
to u; the best score achievable equals max{(d + 4,) + 2(m — 1 — i, — d), (m — 1)} /m. This is precisely what
is achieved in G given the conditions: by (ii), all edges are directed to a miner; by (iii) u does not put any
out-edges to a miner that already has an edge to w; finally, by (iv), if u does not use all of its d edges, then
it already has a score of (m — 1)/m.

We finally consider a non-miner v. By the conditions, all of the edges of a non-miner are to miners. Its
distance to min{d, m} miners is 1 and its distance to every other miner is 2, leading to an optimal possible
score of max{(d 4+ 2(m — d))/m,1}. Thus, v has no incentive to change its out-edges. We have thus shown
that G is a pure Nash equilibrium. ad

We next consider the network formation game with bounded in-degree. Since the endpoints of the out-
edges are constrained by this bound, reasoning about stable networks is much more challenging. We first
show that the simplest network formation games in the capped setting, the family G(n,m,1,d;,), have pure
Nash equilibrium for all d;;,, and infinitely many choices of n and m. We sketch the graphs constructed in the
following proofs in Figure

4 In reality, information of new nodes in the network needs to propagate and, though this generally happens quickly
[11], it is possible that propagation of information on new nodes impacts how nodes cluster in the network.
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Fig. 1: For the existence proofs of Lemmas [2| and |3| we construct the above network families. Both networks are
essentially layered, and the crux of the proof is that the miners are positioned in the “top layer(s)” with the non-miners
occupying the remaining layers, such that all nodes except the non-miners in the last layer have full in-capacities.
The nodes in the last layer have the highest score and no node higher up in the layers would give up their position to
connect to a node in the bottom layer.

Lemma 2 (Stable Networks in Capped Games with Unit Out-Degree). For any n = 3 - d¥, and
=3 dfn for any integers k, k', k > k' >0, G(n,m,1,d;,,) has a pure Nash equilibrium.

Proof. Note that n and m are at least 3. Let C' be a directed triangle over three miners vy, v, and vs.
Partition the remaining nodes into three equal-sized sets Sy, S2, and S3. By the assumption on n, each S;
has dk — 1 nodes and dk — 1 miners. Split each S; into d;;, — 1 balanced complete d;,-ary directed trees

with every edge directed to the parent. Note that a balanced complete d;,-ary tree of depth h — 1 has
nodes. Furthermore, assume that all nodes in each d;,-ary tree T} up to depth k' — 1 are miners (there are

exactly 3 iy 1 such nodes in each T}). Let r; ; for 1 < j < d;;,, — 1 be the root of each tree T in S;. Consider
the network G consisting of the union of C, Sy, Sq, S3, and the edges {(r; ;,v;) : 1 <i < 3} We show that
G is a pure Nash equilibrium.

For each v;, consider the directed tree T'wv; made up of the trees in 5; and the edges from their roots to
v;. By symmetry, the scores of all nodes at a given depth in Tv; are the same. Let §; and d5 be integers such
that k > §; > d2. Consider two nodes n; and ns in S; at depths d; and ds, respectively. The score of n is
strictly greater than that of ns. This is because a node v at some depth § has a lower score than any of the
nodes in the sub-tree below it since there are twice as many miners not in Tw; as are in Tv;, and v is in the
only path of its sub-tree to those miners. This also implies that for any leaf ¢ and any non-leaf node v, the
score of £ is at least the score of v. Given the symmetry of the leaves, this applies for all ny,ny at depths d;
and o in different Tv; trees.

To complete the proof, we consider each node and verify that their out-edge in G gives the node the best
score, given the choices of other nodes. By construction, every non-leaf node in G has a full in-degree of d.
Hence, the action of any node v in the game is to either have their current out-edge in G or to direct the
out-edge to one of the leaf nodes. If v selects a leaf node ¢, note that by symmetry this node has score s at
least that of v. If v is not a miner, then its distance to all miners will be one more than that of £, so the new
score of v is s + 1.
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If v is a miner at depth h, we consider the change in its score as new_score(v)—old_score(v) and prove
this change is positive. Note first that v’s distance to itself and all miners in the sub-trees that point to v
remains the same, so a difference of 0. WLOG, assume v was in Tw; and chose to connect to a leaf in Tvs.
Thus v’s distance to miners in T'vs has only increased by k + 1 — h. Next, let v’ be the new ancestor of v in
Twvs at height h. Since v and v’ were at the same height in G, by the symmetric property of G, they had the
same cumulative distance to miners in Tv; and Tvy who are not in the sub-trees of v or v’. Thus v’s score to
these miners has increased by its distance to v’ which is again k + 1 — h.

The only remaining miners to consider in the change in score is from v to the miners in the sub-tree of
v’ which may now be closer (i.e., take away from the change in score). In the original structure, v was a
maximum 2h + 1 from ¢’ (2h if v and v’ are in the same tree), thus these miners are now at most k + h + 1
from v. If we consider only the sub-trees of G whose roots are at depth h, let X be the number of miners in
each of these sub-trees. There are (d — 1) * d"~! such sub-trees in each S;. Then new_score(v)—old_score(v) is
at least the score difference for these sub-trees (since we are just under-counting miners who are now further
away from v), we get that

new_score(v) — old_score(v) > (k+1—h)-[3-(d—1)- dht - 2] - X —(k+h+1)-X.

Let’s assume this score difference is non-positive. Remembering that d > 2, we can simplify the above
inequality to be

3k+h—-3

=l <(d—1)d" ' < —F—=

= ) —3k—3h+3
which is not satisfiable. Thus the score difference is strictly positive, meaning v would not choose to change
its out-edge. O

We next extend Lemmal2]to capped games with arbitrary out-degrees, establishing the existence of stable
networks in much more general settings in Lemma [3| At a very high level, the proof establishes stability of
networks with a certain structure: a strongly connected core G consisting of the miners, a hierarchical layered
network G5 with nodes in its top layer having directed edges to G1, and a more loosely structured layered
network GGz with nodes in its top layer having directed edges to G2 and nodes in its bottom layer having
no incoming edges. The nodes in the bottom layer of G5 are farthest from the miners while the in-degree of
every other node in the network equals the in-capacity, which ensures that the network is stable. Figure b)
illustrates this proof.

Lemma 3 (Stable Networks in Capped Games with Arbitrary Out-Degree). For integers k > 0,
d>2,m<2% andn > 2% G(n,m,d,2d) has a pure Nash equilibrium.

Proof. We consider a network G that has three components. The first component G is a graph with its
vertex set being all the miners, each node with an out-degree of d to other miners, leaving d2* incoming
capacity.

The second component Go consists of k + 1 levels of nodes, with level i > 0 consisting of set L; of
2k+7 nodes. For each i, we partition the 2¥*% nodes into 2 groups of 2¥ nodes each; we label these groups
Si0y- .-+ 9i+1_1. For any non-negative integer jy_1 < 2*, the node groups S; j;, ji = |ji+1/2), =1 <i <k,
include a butterfly network. That is, the edges between S; j, and Sii1j,,,, with j; = [ji+1/2] include the
ith level of an 2*-input butterfly network. This can be set up since d > 2. This ensures that every node in
Ly has a path of length k to every node in S; o. (Instead of using a butterfly network, we could also have
random biregular bipartite graphs between consecutive levels, achieving the same distance property between
Ly and S7 o with high probability.) We can then place all remaining edges from each L; arbitrarily to nodes
in L;_1. We then have all edges from S; ¢ go into G, thus all nodes at level L, have the same score as all
their paths to the miners converge at L.

The final component G5 consists of at least k levels of nodes, which we number from k. For level ¢ > k, the
set L; consists of 217 nodes, with the last level £ possibly having fewer than m2¢ nodes. There is an arbitrary
bipartite graph connecting L; to L;_; with d outgoing edges for each node in level ¢ and 2d incoming edges
for each node L;_1.

We now argue that G is a stable network. We make three observations about distances, which are critical
in establishing that no node benefits by changing any of its outgoing edges.
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First, for any 0 < i < k, for any node u in level ¢ and miner v, the distance between v and v is at most
2k — i 4+ 6, where §,, is the minimum, over all nodes in Lg, of the distance between the node and v. This
follows from the fact that any node in Lj has a shortest path to every node in Lg; consequently, any node
in G5 has a path to v by concatenating a subpath of length k — 4 to the closest node in L, followed by a
subpath of length & to the node in Ly that is closest to v, followed by a subpath of length ¢, to v.

Second, for any ¢ > k, for any node u in level ¢ and miner v, the distance between v and v is exactly equal
to i 4+ d,,. This holds since any node in L; has a path to v by concatenating a subpath of length ¢ — k to an
arbitrary node in Lg, followed by a subpath of length &k to the node in Ly that is closest to v followed by a
subpath of length 4, to v.

Finally, we note that for any leaf node u and any miner v, the distance between u and v is at least £+ J,.
To complete the proof, we observe that for any u in G and any miner v, the distance between u and v is at
most max{i, 2k — i} + 0, < ¢+ J,; consequently, replacing any out-edge with an out-edge to a leaf will not
decrease its cost. Therefore, G is a stable network. ]

Lemma [3| can be further extended to allow for more general relationships between the in-degree and the
out-degree (e.g., when d;,, = cd for any integer constant ¢ > 3). We do not know, however, if stable networks
exist for all choices of n, m, d, and d;,,. We also note that the proofs of Lemmas [1| through |3 are all existence
proofs in the sense that they present specific families of stable networks. There are, however, many other
families of stable networks, as suggested by the proofs. In particular, the proof of Lemma [3] presents a layered
structure for stable networks that accommodates a variety of different topologies.

4.2 Single-Exploratory-Greedy

Our results in Section [I.1]indicate that there exist Nash equilibria in the full-information setting, where every
node knows the current network topology at all times. In practice, however, nodes operate with information
only about their own peers. We consider now the Single-Exploratory-Greedy protocol defined in Section [3|and
analyze networks that evolve in this process. Instead of equilibria, we consider miner and network stability as
defined in Section 3] We focus on two questions: does there always exist a stable topology? what properties
do stable topologies have? Table [1| summarizes our results and the impact of the Tie Breaker Rule on the
ability of the network to stabilize. We begin by defining conditions for miner stability.

m < 2d m > 2d
miner-stable|network-stable| miner-stable|network-stable
Global-Ordering/LIFO Prop. |1 Lem. Lem. 4 X Lem. |6
Random/FIFO Prop. [1 X Lem. X Prop. [2 X Lem. |7|
Table 1: Summary of our results of Section |4.2|for the existence and impossibility of miner-stable and network-
stable topologies in the unbounded Single-Exploratory-Greedy game. Note for network-stability, we assume
n > d, as discussed in their proofs.

Proposition 1 (Clique Miner Stability for Small m). If m < 2d there exists a miner-stable topology
for any Tie Breaker Rule.

Proof. Since m < 2d, there are enough edges between miners such that they can connect in a clique with each
miner having at most d — 1 outgoing edges to any other miner. Each miner ¢ has a distance 0 to itself and
a distance 1 to each of the other miners, thus their weighted distance to miners in the clique is w; = 7"7;1
Any node 7 drops a connection to the peer with the largest score among the peers of . Any non-miner node
h must have a distance of at least 1 to each miner, thus score(h) > 1 > %_1, thus a non-miner score will
not tie with a miner score, therefore miners will only ever drop a peer who is not a miner. Since all miners

are already connected, a miner will never establish a new connection to another miner. O

Lemma 4 (Global-Ordering and LIFO Miner Stability). For all m and d, there exists a miner-stable
topology for the cases where the Tie Breaker Rule is Global-Ordering or LIFO.
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Proof. For m < 2d, by Proposition [I] a clique is miner-stable for any tie-breaking rule. For all other values
of m and d, we first examine the Global-Ordering rule. Suppose the first d — 1 miners (by global ordering)
connect in a clique and all other miners have their d — 1 edges to the first d — 1 miners. The first d — 1 miners
are therefore connected to all miners and have a minimum score % In a round, these d — 1 miners will not
drop one another since they have the lowest score and priority ranking, and all other miners will not drop
these first d — 1 miners for the same reason. Since the first d — 1 miners are connected to all miners, they will
never develop a new connection to a miner. In a round, two miners ¢, j could connect to each other via their
d-th outgoing edge. Since either miner could at best have the same score, but worst ranking as the first d — 1
miners, this new edge will not replace the existing d — 1 out-going edges to the first d — 1 miners.

Next, consider the LIFO Tie Breaker Rule. Consider the graph where some set of d — 1 miners connect
in a clique, and all other miners have outgoing edges to these miners. Let the non-clique miners have their
d-th edge to some non-miner. Note that the clique does not have any outgoing edges to the non-clique miners
and the non-clique miners have no edges among themselves. Since all edges between miners are going into
the clique, for any new edge to replace one of these edges, it would need to have an equal score but would
be the newest edge, by LIFO it would be dropped. The clique is connected to all miners so it can’t make a
connection to any other miner. Miners not in the clique thus have d — 1 stable edges. ]

We note that the networks presented in the proof of Lemma are not stable under FIFO (or Random) as
there is always a chance all miners connect to some non-clique miner and this miner would always (or with
some probability) replace an existing miner in the clique. We extend this logic to the following claim.

Proposition 2 (Impossibility of Miner-Stability under FIFO or Random for Large m). If 2d < m,
and ties are broken by FIFO or randomly, there is no miner-stable topology.

Proof. Assume there is some miner-stable topology. This means all edges between miners are either stable
or will always be dropped at the end of the round (i.e., are the maximum-score edge after the Tie Breaker
Rule). Since 2d < m, miners cannot form a stable clique, thus there is some miner m; that is not connected
to all miners. There is some probability that in the next round, all miners connect to this miner with at least
one miner m; having a new out-going edge to m;. Miner m; now has score mT*I; so, m; will not drop the
edge to m; since it is either smaller than some existing edge or ties with all edges and by FIFO (or random)
Tie Breaker Rule replaces some edge (has a probability of replacing some edge). ]

We now derive conditions under which stable networks exist and conditions where stability is impossible.
For the following cases, we generally assume n > d, and n > 2d? for proofs of instabilit Recall that since
all nodes have at least d — 1 outgoing edges at the start of the protocol, nodes always have at least d — 1
outgoing edges during any portion of the protocol.

Lemma 5 (Stable Topology for Small m). For all m < 2d with Tie Breaker Rules LIFO or global
ordering, there exists a stable topology.

Proof. For m < d, the following topology is stable: Miners connect in a clique thus all have score mT_Ll All
non-miners connect to all miners, either via incoming or outgoing edges. With global ordering, we have that
in the miner clique, a miner with k& outgoing edges to other miners has d — 1 — k outgoing edges to the first
d — 1 — k non-miners by the global order. Every non-miner connects to all k¥ miners it is not connected to
and similarly has its remaining d — 1 — k outgoing edges to the first d — 1 — k (or if no global ordering, to
any) of the remaining non-miners. Thus all non-miners have the same score, and no non-miner will drop an
edge to a miner. We then set everyone’s d-th edge, note miners never have a d-th edge since they are already
connected to everyone. For non-miners, any new edge will be to a node not in the first d — 1 — k£ non-miners
defined above (or any non-miner for LIFO), and therefore will never win the tie-breaker.

For d < m < 2d, we present a stable topology with all miners connecting in a clique using (m — 1)/2
out-going edges and all remaining outgoing edges from the miners going to some (top-ranked) n’ non-miners
who have a score of 1 and all outgoing edges into the clique. Thus the miners have a miner-stable topology
and the n’ non-miners will keep their edges to the miners as long as the miners keep their edges to these
non-miners and vice versa. All non-miners that are not part of the n’ non-miners connect to the top d — 1

® Note that this is true of Bitcoin (where d = 8 and n > 10000) and Ethereum (d ~ 16 and n > 2000).
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miners, thus the top d — 1 miners have no d-th edge and the rest have an edge to some non-miner that
will at best have a score of 1 but be higher-ranked than the n’ non-miners. The m miners use (m — 1)/2
outgoing edges each to connect to the clique, leaving d — 1 — (m — 1)/2 to connect to the n’ non-miners. The
n’ non-miners have a cumulative n’(d — 1) edges, that need to be enough to connect them to all m miners,
thus n'm =n'(d—1)+d—1— (m — 1)/2, yielding n’ = W. Note that when m = 2d — 1 the miners
use all their outgoing edges to connect in the clique so n’ = 0. O

Next, we show how all remaining cases cannot reach stability. We provide a proof sketch, referring the
reader to the full version [17] for the full proofs.

Lemma 6 (LIFO and Global Ordering Tie-Breaking Instability for Large m). For all m > 2d, with
Tie Breaker Rules LIFO or global ordering, there exists no stable topology for n > d.

Proof. We essentially show that in a stable topology, 1.) there is a subset of miners who have the minimum
score and all nodes must have all of their outgoing edges to this subset for the edge to be stable, and 2.) this
subset does not have enough miners to ensure that all their outgoing edges are to one another, so some

Lemma 7 (FIFO and Random Tie-Breaking Instability for Large n). For all m,d, and n > 2d>
with Tie Breaker Rules FIFO or random, there ezists no stable topology.

Proof. Where miner-stable topologies exist, we show that even if all non-miners connect to all miners (i.e.,
have the same minimal score), any edge between themselves cannot be stable as the Tie Breaker Rule allows
the new edge to replace an existing edge with the same score. O

All examples given in the affirmative proofs of Table [I] rely on specific topologies involving a highly
connected sub-network of miners, and generally low-diameter networks. Next we show that such properties
are in fact necessary for any stable network.

Properties of stable topologies We can extend the above analysis to derive the following central properties
that any miner-stable or network-stable topologies must have. Principally, these state that stable networks
must necessarily have a highly-connected miner component.

Proposition 3. If m < 2d, and ties are broken by FIFO or randomly, the only miner-stable topology is a
clique.

Proof. The proof follows similarly to that of Proposition [2 Assume there is some non-clique miner-stable
topology. Thus there is some miner m; who is not connected to all miners. There is some probability that in
the next round, all miners connect to this miner with at least one miner, m; having a new out-going edge to
m;. Miner m; now has score mT_l, thus m; will not drop the edge to m; since it is either smaller than some
existing edge or ties with all edges and by FIFO (or random) Tie Breaker Rule replaces some edge (has a
probability of replacing some edge). O

Proposition 4. For all m,d and a global order (or LIFO) Tie Breaker Rule, in any miner-stable topology,
all miners must connect to the first (or some) d — 1 miners.

Proof. (Case 1: global ordering) Assume there is some miner-stable topology where there is a miner m; who
does not connect to some miner m; where m; is in the top d — 1 miners. In any round, there is a chance that
all miners connect to miner m; with miner m; forming an outgoing edge to m;. Thus in this round m; has
the minimum score and won’t be dropped by m; since it either has a lower score than some outgoing edge of
m,; or is ranked higher.

(Case 2: LIFO) Assume that there are less than d — 1 miners who all miners connect to in a miner stable
topology. There is some miner m; with score > mT;l which some miner, m;, is not connected to. There is

a chance that in the next round all miners who are not yet connected to m;, connected to it, including m;
with an outgoing edge to m;. In this round, m; has the minimum score of ™== and since less than d — 1

-1
m
miners have such a score, m; will now be in the top d — 1 edges of m;. O

Proposition 5. Any miner-stable topology (regardless of m,d) must have miner diameter at most 2 and will
lead to a network diameter of at most 3.
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Proof. This follows directly from requirements of stability. Assume there is some miner-stable topology where
no miner connects to all miners. There is always some possibility that in a round all miners connect to some
miner m; with some miner m; having a new outgoing edge to m;. As has been argued, this new edge
contradicts that the initial topology was miner-stable. Thus any stable topology has at least one miner who
connects to all other miners. Since the lowest-scoring node is a miner, eventually all non-miners will connect
to at least one miner and any future state has all non-miners connecting to at least one miner. Note there is
no guarantee of stability of these edges, but we get that the distance between any two non-miners is at most
3. a

Recall from Lemma [1| that the Nash Equilibrium we present for the idealized game also has a miner
diameter of 2 and network diameter of 3.

Inbound connection cap. We briefly explore the impact of inbound connection caps on the stability
properties we explored above. Without loss of generality, we assume that the inbound cap d;, > d, otherwise
nodes would not have the inbound capacity to form new connections.

Lemma 8. For m < 2d and any Tie Breaker Rule, there exists a miner-stable topology. For tie-breaking
rules LIFO and global ordering, miner-stable topologies exist for m < max(2d — 1, d;, + d/2).

Proof. For m < 2d, there are enough edges between miners for cliques to form, thus they are still stable
under Proposition [I} For m > 2d, consider a topology where the first d — 1 miners form a clique, call them
set M, then the rest of the miners have their outgoing edges to all miners in M. Thus all miners in M
have the minimum score, and won’t be dropped by any miner; all miners not in M have their outbound
capacity filled by these stable edges so they will not connect to each other. We now calculate the maximum
miners not in M. The maximum in-bound capacity for all miners in M is for each miner to have equal
incoming/outgoing edges = %. Thus they each have d;,, — % capacity left for miners not in M, this

happens formgd—l—i—dm—%:din—i-d/?. O

It remains an open problem if there exists a miner-stable topology for other regimes.

4.3 Reachable Stability

In the previous section, we characterized the exact conditions for when miner-stable and network-stable
topologies exist for the unbounded Single-Exploratory-Greedy protocol under different Tie Breaker Rules.
We next consider if these stable topologies are necessarily reachable. We show that for m < d, all Tie Breaker
Rules will lead to miner-stable topologies, in particular a miner-clique. Additionally, for m < d, we show that
if there exists a stable network, then the network will stabilize. For larger values of m, our proofs of stability
in the previous subsection lead us to believe that the stable networks that do exist are hard to reach, we
leave this for future work.

We consider the state transition model of the Single-Exploratory-Greedy game. We define a state of the
protocol as the graph G of the network at some round r, and the set of reachable states as the states possible
after the execution of one round of the protocol.

Proposition 6 (Eventual Miner-Stable Clique). If the number of miners m < d, the network will reach
a miner-stable topology.

Proof. To prove this we show that some miner-stable topology is reachable from any state (network topology
and round). To do this we present the following clique process which defines an exact path from any state
to some miner clique which we’ve shown in the previous section is the only miner-stable topology for m < d.
For convenience, we define some arbitrary order over all nodes such that the miners are the first m nodes.
Def. clique-process:
For each round r, take min; s.t. score(m;) > =1
1.Vj <m,if e; ; = 0, then m; chooses m; as their new random outgoing edge.
2. Vj < i score(m;) = =1

3. Note: Vj < i no edges to m; are dropped
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For the remainder of the proof, we re-define an edge as stable in some state, if the value of the edge does not
change for all future states on the path defined by the clique-process. Equally, a miner is miner-stable if all
of its edges to other miners are stable in the set of future states defined by the clique-process path. Note that
once all miners are miner-stable on the clique-process path, then the network is miner-stable for any path as
this only happens when a clique is formed by the miners.

We now prove the following statement: Starting from any state, the path defined by the clique-process
will result in the first j miners being miner-stable, for j < m.

Base case: (Miner m; will miner-stabilize) Assume that m; never stabilizes. This means 35 < m
s.t. e1; does not stabilize. By definition of the clique-process, ¢ > 1 for all rounds, thus at step (2.) of each
round score(my)="2-L, thus e; ; = 1. For this edge to not be stable, 3’ > r where e ; = 0 at step (3.) which
only happens if this edge was an outgoing edge from my, and m; drops the edge at round 7’. Then, at round
r’ 4+ 1 we have ¢ = 1, so miner m; will form a stable outgoing edge to m; (note step 3 of the clique-process).

Inductive step: Assume that V5’ < j < m miner m s is miner stable at some round r. It must be that
Vj' < j score(m;) = =1 Note that this means for each round r’ > r, score(m;) = =1 at step (2.), even
if m; is not stable, as it must be that ¢ > j. The proof that m; stabilizes follows similarly to the base case.

Assume m; never stabilizes, this means 3h < m s.t. e;,, does not stabilize. By definition of the clique-
process, i > j for all rounds, thus at step (2.) of each round score(mj):mT’l, thus e; 5, = 1. For this edge to
not be stable, 3’ > r where e; ;, = 0 at step (3.) which only happens if this edge was an outgoing edge from
m;j, and m; drops the edge at round 7. If this happens, at round r’ 4+ 1 we have that ¢ = j, so miner mj, will

form a stable outgoing edge to m; (note step 3 of the clique-process). O

We now extend our results to include network stability guarantees. Recall that only Tie Breaker Rule rules
LIFO and Global-ordering have stable networks and only for m < 2d. Note that the following proposition is
for m strictly less than d as the stable networks we used in our proof of Lemma [p| for d < m < 2d were quite
contrived and may not be reachable.

Proposition 7 (Eventual Network Stability). If the number of miners m < d, given Tie Breaker Rule
of Global-ordering or LIFO, the network will arrive at a stable topology.

Proof. We give a proof sketch. By Proposition [6] the miners will eventually form a miner-stable topology
which is a miner clique. Given this, we first argue that all edges involving miners will stabilize, and lastly
that all edges between non-miners will stabilize. To do so, we define similar stabilizing processes as in the
proof above. For details, see [17].

Corollary 1. Form < d, and any Tie Breaker Rule, if there exists a miner-stable or network-stable topology,
then the network will arrive at some such topology.

5 Simulations

In the previous section, we prove the conditions for stability in a network implementing Single-Exploratory-
Greedy and some conditions for when a network running Single-Exploratory-Greedy will stabilize. In this
section, we simulate Single-Exploratory-Greedy to explore how the networks evolve, possible properties that
stabilize for different network sizes and in-bound connection capacities, and the impact of having more
exploratory edges in the protocol.

As in the theory, we assume each node can uniformly pick a random new peer from the set of all nodes
in the network, and knows the score of their peers at step (3) of each round. In simulations, at step (1) of
the protocol, each node adds a new edge to a peer they are not yet connected to. The order of the peer
selection is randomized in each round, and with capped d;,, if the new peer they try to connect to has full
in-edge capacity, then the node tries another random node until they succeed, or run out of peers (e.g., if all
nodes that are not currently peers have full in—connections)ﬁ In the previous section, we prove that of the Tie
Breaker Rules we consider, only LIFO and a global ordering have the property that for all m,n there exists
a miner-stable topology. Since a global ordering over all nodes is not intuitive in a decentralized network, we

5 We emphasize that all other steps of each round are done in parallel for all nodes. We explored simulations where
nodes completed each full round one at a time and found no differences in the simulation results.
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use LIFO as the Tie Breaker Rule in our simulations. We run each of the simulations below 20 times and
plot the averages of the runs.

Main results of the simulations:

1. Our simulations suggest that the effect of the d;,, cap is smooth (as the cap is raised, the behavior shifts
smoothly to the no cap model).

2. Though theoretical results show the existence of stable topologies, in particular for m < d that cliques
between miners are stable and inevitable, even for low n (e.g., 400 and 900), arriving at such a topology is
hard/improbable and our simulations do not reach a miner clique in the first 256 rounds.

3. An extension of Single-Exploratory-Greedy where nodes drop the k-worst outgoing edges each round
suggests the additional randomness can lead to the network converging quicker to the same values, but
that this advantage is maximized at low values of k (e.g., 3).

Our analysis indicates that, consistent with the theoretical results, a hierarchical structure emerges within
these networks with respect to node scores, degree, and centrality, which are highly correlated. In general,
these networks converge to overall lower properties, but often with some nodes (primarily the miners) being
at a clear advantage and skewing the average.

Starting topology. For most of our simulations, we begin with a random graph where each node chooses d
initial random peers it is not yet connected to (see Figure a).). As we discuss below, the Single-Exploratory-
Greedy protocol tends to converge to a structure like Figure b) where few nodes in the middle connect to
most others on the periphery. We also run simulations starting with a small-world graph (using the Watts-
Strogratz [35] model with probability 0.5) and with a scale-free graph (using the Barabasi-Albert [1] model
with an initial connected component of size 20). For a full analysis of these, see [17]. We observe that the
initial graph does have a small impact on the properties the capped simulations are converging to (e.g.,
scale-free network converges to higher average distance to miners).

Fig.2: (a) the random graph created from all nodes choosing d random nodes to connect to. (b) the graph
we seem to converge to from running Single-Exploratory-Greedy with all nodes being homogeneous miners,
size scaled by degree. This structure appears after ~20 rounds.
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5.1 Effect of In-Degree Caps

To complement our limited theoretical analysis with bounded d;,, we explore the impact the inbound cap
has on networks of all miners, and networks with a subset of 10 nodes being miners. Figure [3| shows the
average distance over time for different inbound caps. We see that if the network is all miners, we need a
substantial inbound cap for the average distance between all nodes to be better than the random graph
within the span of our simulations. We see, however, in Figure [4] that this lowered average distance is skewed
by a few nodes being better off than the majority of the network. When only some of the nodes are miners,
the network has the potential to converge to one with a better average distance to the miners; higher the
inbound cap, lower the average distance to miners. Figure [5| supports this, showing the network diameter
approaching 2. Additionally, the diameter between just the miners is approaching 1 meaning that even with
bounded capacity, the miners are forming a clique. Qur main observation here is that the value of the bound

has a smooth effect on network properties.
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5.2 Network Size

We also explore the impact of network size on our simulations when a subset of the network is miners. Again,
we consider m = 10 and d = 10, with d;;, = 20 or uncapped. Our theoretical results show that for m < d,
the miners connecting in a clique is a miner-stable topology, regardless of what the rest of the network is
doing (for uncapped d;y,, this is the only miner-stable topology). We run simulations for n = 100,400 and
900 and look at the network/miner diameter and eccentricities in [17]. Our main take away is that, though
miners are becoming better connected over time, with more non-miners, it is harder for the miners to form a
clique. This is likely due a decreasing probability of another miner being randomly selected by a miner as a
neighbor as the number of nodes increases. The non-miners also maintain connections to the miners (seen in
the eccentricity of the miners in [17]), it is thus possible the non-miners will occupy all the incoming edges
of the miners before they form a clique. This seems to be the case for even n = 100 as the capped miner
diameter is stabilizing at 2.

5.3 k-worst edges

So far, in both the theory and our simulations, we’ve considered dropping only the single worst outgoing
edge. We also explore what happens when nodes drop the k£ < d worst outgoing edges. Note that &k = d is
essentially a random graph. Conceptually, more dropped edges leads to more randomness in the network, as
more nodes have more incoming connections (see Figure . When all nodes are miners, there is not a big
difference in network behavior (Figure |§| a. and b. show some difference in behavior but the scale is quite
small). For most cases (low enough k) in the subset miner simulations, miners are finding each other over
time, but the additional randomness in the network appears to lead to worse average distances (Figure |§| d.).
The main advantage that higher values of k sometimes give is a faster convergence to the same values, we
show this in [17]. Generally, dropping more outgoing edges does not change the behavior of the network much,
and where it does, the optimal k seems to be up to 3.
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6 Discussion

In this work, we study the impact of greedy peering choices in a P2P network. In our models, we consider
some nodes (either all or a subset of nodes) as “miners” as the source of messages that all nodes are trying
to optimize their distance to. We mostly consider the case of homogeneous miner so it is often the case
that a nodes’ peers will tie in their scores. In fact, in our theoretical results, the choice of tie-breaking rule is
a determinant in whether the network will stabilize. Our choice of edges having a weight of 1 symbolizes the

" We explore miners having different weights (representing different mining powers) in and find that the more
disparate the weights, the more the network behaves like the subset miner network.
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delay in propagation each hop adds, normalized over some period of time. In reality, this weight would be an
average of delays, and therefore ties between peers would be quite rare. We consider our model of lowering
hop distance (as opposed to link-latency distance) for a network where link latency has less of an impact
than the processing latency added by each node. It seems that the global-ordering rule fits best as a stand-in
for this, assuming the processing latency of any two nodes don’t differ too much. Node heterogeneity of this
kind and in default parameters is left for future work.

Both our theoretical results and simulations look at the conditions for stability and how the network
evolves into a possibly stable state. In both cases, we see a two-tier system for the miners in a stable topology
and an additional third tier of all other nodes. An interesting direction for future work is what happens
when new nodes (with or without the preferential property) join these stable networks: Does the network
(re)stabilize and how long does it take?

In both our simulations and theoretical analysis, stability properties are observed in the regime of a small
m relative to n, we note that cryptocurrency networks historically fall under this regime with a minority of
network participants being miners [18]. In our simulations, we explore how networks stabilize, particularly
for network conditions that are difficult to theorize about. While we explore several parameter choices, one
caveat of our simulations is that we stay within relatively small network sizes (compared to the major existing
cryptocurrencies, e.g., Bitcoin and Ethereum) so that the computation is tractable and we are still able to
observe network dynamics{ﬂ In the same spirit, we consider a single d value while changing the network size
and d;, caps to explore the proportional effect of the out-degree. Our theoretical results, however, deal with
more general parameters.
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