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Background & Motivations Structural Causal Model & HW-SCM
System-on-chip (SoC ) security concerns: Causality Inference: Reason cause-and-effect relationships between variables.
» Globalization of supply chain: IC Life cycle exposes risk Structural causal model (SCM): Describe the relevant features of the world and how they
» Complexity of SoC: the increasing manual workload interact with each other.
» Software-exploited hardware bugs present rigorous challenges
Contributions » HW-SCM: Model the causality among hardware signals and software instructions:
» The Hardware Structural Causal Model (HW-SCM) to model hardware and Jeomb '{fi' Xi —=yi |yi € HW)
software together. fseq= Vi' Xi—1 —Yi | i € HW)
+ A domain-specific language (DSL) in SMT-LIB 2 representing HW-SCM.  fcomp ‘Capture the combinational dependencies
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Control Setup Experiment & Comparison
Parse + Causality Implementation & Environment
Data-flow Analysis Parve Inference » Developed by Python & Microsoft Z3 as SMT solver
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