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Abstract—This paper concerns the consensus and formation of
a network of mobile autonomous agents in adversarial settings
where a group of malicious (compromised) agents are subject
to deception attacks. In addition, the communication network is
arbitrarily time-varying and subject to intermittent connections,
possibly imposed by denial-of-service (DoS) attacks. We provide
explicit bounds for network connectivity in an integral sense,
enabling the characterization of the system’s resilience to specific
classes of adversarial attacks. We also show that under the
condition of connectivity in an integral sense uniformly in time,
the system is finite-gain £ stable and uniformly exponentially
fast consensus and formation are achievable, provided malicious
agents are detected and isolated from the network. We present a
distributed and reconfigurable framework with theoretical guar-
antees for detecting malicious agents, allowing for the resilient
cooperation of the remaining cooperative agents. Simulation
studies are provided to illustrate the theoretical findings.

I. INTRODUCTION

Esilient network-enabled cooperation of mobile au-

tonomous agents (e.g., Unmanned Aerial/Ground Ve-
hicles) is central to many safety-critical and time-critical
applications such as surveillance, monitoring, and motion and
time coordination [1], [2], [3], [4], [5]. A common premise in
the prevalent attack detection and attack-resilient cooperation
approaches for multi-agent systems is that specific measures
of network connectivity are almost constantly maintained
throughout time [6], [7], [8], [9]. This, however, is a chal-
lenging assumption in the case of mobile autonomous agents
whose mobility and limited communication capabilities give
rise to an ad hoc and intermittent network connectivity [4], [5].
Aligned with recent studies [5], [10], [11], this paper extends
the previous results by considering distributed attack detection
and resilient cooperation of a class of multi-agent systems
in the adversarial settings where intermittent (time-varying)
communication and a group of malicious agents concurrently
render unreliable information exchange.

Related work. The vulnerabilities of networked systems
to adversarial attacks have been reported in [12], [13]. These
attacks can be classified as deception attacks, targeting the
integrity/trustworthiness of transmitted data, and denial-of-
service (DoS) attacks, targeting the data availability upon
demand [12]. Considerable effort has been devoted to the char-
acterization of resilience to adversarial attacks on networked
systems as well as to the attack detection mechanisms.

In terms of resilience, it has been shown that the resilience
to specific types of adversarial attacks and/or a group of
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malicious agents in a network can be characterized through
certain connectivity-related properties of the underlying com-
munication network. Particularly for coordination/consensus
of multi-agent systems with first-order dynamics, early studies
have characterized the worst-case bounds for the total number
of malicious (non-cooperative) agents that can be detected
and identified in a given static communication network with
a certain degree of vertex-connectivity [6]. In [7], [14], a
connectivity-related property known as graph r-robustness
was proposed to quantify resilience to a certain number of
malicious agents in consensus dynamics over static networks.
The results have also been extended to the cases of agents with
higher-order dynamics [8], [9], [15]. See also the survey [16].
However, only a few studies have recently considered resilient
consensus beyond static communication networks, particularly
when the network is subject to both deception and DoS attacks.
Few examples are [10], [15], [S], [17].

In terms of detection of and defense mechanisms against
deception attacks, the problem is inherently challenging. First,
a priori knowledge of the system dynamics can be exploited
to design sophisticated attacks that are stealthy to the con-
ventional anomaly detectors [13]. Examples of such attacks
are zero-dynamics attack (ZDA) [6], [18], [19], [20], covert
attack [21], [20], and replay attack [15]. Second, the body of
effective observer-based frameworks developed for distributed
detection of stealthy attacks in spatially invariant systems
such as power networks [22], [23], [21] are premised on
having a priori known and more often static communication
topology which is not the case in spatially distributed mobile
agents [2], [24]. Alternatively, [25] proposed a framework
to detect communication and sensor attacks that are stealthy
to other residual-based methods. In [26], a control barrier
function (CBF) approach was proposed for safety and objec-
tive specifications serving as metrics for the identification of
adversarial agents and resilient control of multi-agent systems.
This paper extends observer-based approaches [6], [18] by
relaxing their dependency on point-wise-in-time network con-
nectivity/robustness and quantifying resilience to concurrent
adversarial attacks.

Statement of contributions. We consider coordination
(consensus) and cooperation (consensus-based formation) of
multi-agent systems with second-order dynamics in adversarial
settings. We consider the adversarial settings where a group of
malicious (adversarial) agents introduces a class of deception
attacks to disrupt a normal operation of the system. More-
over, the communication network is subject to intermittent
connections possibly caused by DoS attacks, rendering the in-
formation exchange unreliable. We will show if the arbitrarily
time-varying (switching) communication network maintains its
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connectivity only in an integral sense, uniformly in time, the
following results are guaranteed:

In Section III, we characterize and provide explicit bounds
for the network resilience to both intermittent and permanent
disconnections. The former is relevant to DoS attacks, and the
latter is relevant to deception attacks. We also provide explicit
bounds for uniformly exponentially fast convergence of the
multi-agent systems in the presence of a class of DoS attacks
as well as for their bounded-input-bounded-output (BIBO) sta-
bility in the presence of a class of deception attacks. Compared
to the previous results [5], [9], [17], the network resilience
is quantified explicitly based on algebraic connectivity in an
integral sense, and the connectivity and stability analyses for
both types of attacks are in the continuous-time domain.

In Section IV, we characterize the system vulnerability to a
class of stealthy deception attacks, based on zero dynamics of
the switched systems, and provide explicit worst-case bounds
on the number of malicious agents subject to deception attacks
that can be detected in a given network. Compared to the
previous results [6], [9], we show some of these well-known
bounds can be improved, provided some extra information on
the local dynamics is available only in an integral sense. We
then present a distributed and reconfigurable framework with
theoretical guarantees for the distributed detection of malicious
agents introducing deception attacks. Compared to centralized
frameworks [18], our framework relies solely on locally avail-
able information in an integral sense, making it well-suited for
mobile agent applications subject to intermittent connectivity.

Additionally, in Section V, we present an algorithmic frame-
work for detaching from the detected set of malicious agents,
and for achieving resilient coordination and cooperation.

II. PROBLEM FORMULATION
A. Preliminaries

Notation. We use R, R, R>g, Z>o, and C to denote
the set of reals, positive reals, nonnegative reals, nonnegative
integers, and complex numbers, respectively. 1,,, 0,, I,, and
0,5, stand! for the n-vector of all ones, the n-vector of all
zeros, the identity n-by-n matrix, and the n-by-m zero matrix,
respectively. We use ¢ to denote the i-th canonical vector
in R”, and ||| (resp. [|-||..) to denote the Euclidean (resp.
infinity) norm of vectors and induced norm of matrices. In
addition, for any piecewise continuous, real-valued Lebesgue
measurable signal z(t) € R™, we use H(x)Td ng’ were 1 <p
< oo and Ty € [0,00), to denote the £, norm of its
truncation signal defined as (z)p, = z(t) for 0 <t < Ty,
and (z z)p, = 0 if Ty < t. The extended space L. is
defined as L, = {z(t) | ()1, € L, VT4 € [0, c0)}. The
notations spec(-) and A;(-) denote the spectrum of a matrix
in the ascending order by magnitude and its ¢-th eigenvalue,
respectively. We use col(-) and diag(-) to denote the column
and diagonal concatenation of vectors or matrices. Finally, for
any set S, |S| denotes its cardinality.

Communication topology. The communication network
(topology) of N > 3 mobile agents (robots), indexed by

'We may omit the subscripts when it is clear from the context.

the set V = {1,..., N}, is described by a finite> collection
of undirected graphs G,y = (V,&,()), where the edge
set 51y C V x V denotes the (potentially ad hoc or in-
termittent) communication links. An edge (i,j) € &y if
and only if the ¢-th and j-th agents are adjacent neighbors
exchanging information in an active communication mode
o(t) € {1,2,...,q} = Q,q € Z>o \ {0}. The switching
(interchangeably time-varying) network, G, 1), o(t) € Q, with
a piecewise constant and right-continuous switching signal
o(t) : Rsg — Q, allows for modeling the inter-agent time-
varying communication topology with intermittent and lossy
datalinks. The agents’ communication is further encoded into
a symmetric adjacency matrix Ag ) = [a?ﬁt)] € RJ>\r0xN
such that a”(t) = ao(t) =

)
and a ](t) = ;'-Z-(t)

Loty = [lfj(t)] € RVXN s defined as (71 = Z;V N
and lfj(t) = —a?j(t) if i # j. We let B,y € RVXF, where
E = max,1)co |Exm)| < N(IN —1)/2, denote the (oriented)
incidence matrix that satisfies L,y = B (t)BU(t) Also, an
undirected graph G, ;) is connected at a given time instant
t =t € Ry if and only if the second-smallest eigenvalue
of the associated Laplacian matrix, referred to as algebraic
connectivity, holds Aa(L,(y) > 0. ||Lop|| < V| = N. A
graph is called k-(vertex)-connected at a given time instant
t=1t"€ Ry if k < K(Gor)) € Rso, where k(Gy (1)) is the
minimum number of vertices that make a vertex cutset [28,
Ch. 3 and 13].

We make the convention that, in any active mode o(t) € Q
(o in short), N:® C V denotes the set of k-hop neighbors of
the agent ¢ € V, that is for j € N:™ there exists a path of
length k, where k € Z>(\ {0}, in mode o, between the agents
i and j. Accordmgly, we let the subgraphs G o) = =W ED),
,C';U(t = (VI EF), and ga(t = (V" &1"), denote, resp., the
1- hop proximity, the 1-hop mduced, and the 2-hop proximity
communication network of the i-th mobile agent with its k-
hop neighbors, where k € {1,2}, and

1 if an edge (i,j) € gg(t),

= 0, otherwise. The Laplacian matrix
ao(t)

Vi={i} UNID, EN={i} x NIV C &,  (la)
&l = (V’ x VI né&,, (1b)
VI =VIUN® e = EFU (MO XNID)NE,). (Ic)

Having defined the k-hop neighbors, the Laplacian matrix
L, can be partitioned according to the incoming flow of
information to the agent i € V. Let © € V be the first
agent and accordingly Vl come first, N:® come second, and

V\{V/ UNI®} come last, then L, can be rewritten as

Lf,ll) L((712) 0 L(ll) L(lz)
L= |5 [ L2 | L, = ﬁaﬁr’% e
0 L(32) L(33) Lo Lo
Lon el T [EU Lgm)} 1=0, (2b)
ngg) — LUV Ea7 [EJ L§;23)] 1=0, (20

N
2The set of possible communication graphs, Q, is finite by 2(2) possible
cases because an undirected graph with /N nodes at most is complete with

(%) = N(N —1)/2 edges [27, Ch. 1, P. 11] .
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(a) 10-agent network
matrix.

(b) Partitioned Laplacian

(c) Partitioned Laplacian
matrix from node 1’s
perspective.

(d) Partitioned Laplacian
matrix from node 7’s
perspective.

Fig. 1: Tllustrative example of a 10-node communication network for the sub-graphs defined in (1)-(2). (a) The undirected communication

network G, 4y = (V, € (1)) illustrated in a mode o. The set of 1-hop (resp.

(resp.

). (b) Accordingly, the 1-hop dynamics of agent 1 encompasses the 1-hop Laplacian LY = L. +

) neighbors of node 1 € V is given by NV, = {23 4, 5}
, where L

always has a star-like structure for any node since it encodes the connections with immediate neighbors, which can always be inferred by

agent 1, and
partitioned Laplacian matrix as defined in (1)-(2).

in which L. is the Laplacian matrix of the 1-hop proximity
graph g}‘,’(t) = (VI &), L, encodes the edge set &. \ £F,
that is the set of existing edges between the 1-hop neighbors
with one another, and the set of existing edges between the 1-
hop neighbors and the 2-hop neighbors. L{"\" is the Laplacian
matrix encoding the edge set Ej” \gai/ that is the connections
of the 2-hop neighbors with the 1-hop neighbors, and [a
encodes the existing edges between the 2-hop neighbors with
one another, and those existing between the 2-hop neighbors
and the rest in higher hops, i.e., V\ V! . Finally, L” is the
Laplacian matrix associated with the 2-hop proximity graph
g(,t) = (Vj”, Ej”). An illustrative example of the foregoing
communication graphs is given in Fig. 1.

B. System dynamics

Consider a multi-agent system consisting of N > 3 mobile
agents (robots) with double-integrator dynamics as follows:

D { pi(1) = vil?)

() = u(t) ’

in which p,(t) € R, and v,;(t) € R are the position and
velocity states. u;(t) € R denotes® the control input of each
mobile agent to be computed given local information exchange
with its neighbors, AV, over the unreliable communication
network gg(t). We let an unknown subset of agents, denoted
by A C V and referred to as malicious agents, update their
control inputs u;, i € A, such that u; = u} + u? in (3)
where u;' is the normal control input and uf is an injected
attack signal. We also refer to the rest of the agents, V \ A,
as cooperative (or normal) agents. In this adversarial setting,
the cooperative (resp. malicious) agents seek to achieve (resp.
prevent) the cooperation objective that is defined as

iev={l,...,N}, (3

Jim |p,(t) —p;(t) —pi;[ =0, Vi j€V\A  (4)
lim [v,(t)] =0, VieV\A (b

3For brevity, we may omit the time argument, ¢, from expressions whenever
possible for the remainder of this paper.

encodes the connection between the immediate (1-hop) neighbors such as

in this example. (b)-(d) Proximity-based

where the predefined constants p;*j =pr — p; are the desired
relative positions for any pair of mobile agents in the formation
settings and pfj = 0 in the consensus settings.

For agents in (3) with the cooperation and adversary objec-
tives (4), we consider the distributed control protocol:

wi=u +uf, ul=—a)  af(p; —p; —pl) — i, )
FJENIWD
which relies only on communication with 1-hop neighbors
NI Also, the constants «,y € R~ are the control gains.
Given (3) and (5), the network-level dynamics of the multi-
agent system can be represented by a family of linear switched
systems as follows:

pl [ o I||p 0
oo [f] = ot o] 2]+ |2
= A, x+ Buy, Xo = X(to), (6)
Y; = COl(ﬁjeIiavi) = C;X’ Q)

where p = p — p* in x = col(p,v) with p € RV, p* € RV,
and v € RY being, respectively, the stacked the position states,
formation references (p* = 0 in consensus settings), and
velocity states of all N agents. Also, L, is the Laplacian matrix
of the network G ;), encoding the Communication links. uy =
col(u?),c 4 € RMI and Iy = [ey ¢ ... ey*'] € RVXML
where ¢}, specifies the input direction in R”, corresponding
to the i-th malicious agent among N agents. Finally, y:
denotes the state measurements available for the ¢-th mobile
agent consisting of the (relative) position states of a set of
neighboring agents {i} UN:" C Z; C V (where Z; will be
determined later) and the velocity state v;.

It is necessary to note that the nature of arbitrary switching
modes o(t) € Q, induced by the unreliability of network
Go(1)» renders a priori unknown system matrix A, in (6). This
imposes stability and observability challenges in distributed
settings which will be addressed in Sections III and IV.

C. Adversary model

We consider two classes of adversarial attacks, namely
deception attacks and denial-of-service (DoS) attacks.



Deception attacks. In this model, a set of malicious agents
A C V, as described in Section II-B, inject some undesirable
data 0 # u(t) € Ly, Vi € A, Vit € [t?, 00), where t2 €
R>q is the activation time instant in (5). Among the well-
studied deception attacks including data injection attack [8],
[7], zero-dynamics attacks (ZDA) [6], [18], [19], covert attack
[21], [20], replay attack [15], and Byzantine attacks [7], our
analysis covers the first two models. Similar to [7], [9], the
worst-case upper bounds on the number of malicious agents
in the network are parameterized as follows:

Definition II.1. (F'-local and F'-total adversary sets). The
unknown adversary set A C V is termed F-total if |A| < F,
where I' € Z>q, that is there exist at most I’ malicious agents
in the network with 0 # u?(t) € Ly in (5). The set A C V
is termed F-local if Vi € V\ A, [ANN'V| < F, where
F € Z>o and the aggregated set of 1-hop neighbors N =
{7 €V|(4j) € EL} with the edge set EL (to be specified)
defined uniformly over the time interval [t, t+T'), Vt € Rx,,
3T € Ryy. ie, each cooperative agent has no more than
F' malicious agents with 0 # u € Ly in (5) among its
aggregated set of 1-hop neighbors defined uniformly in time.

An explicit upper bound on F', and the explicit definition
of the edge set £4 will be given in Section IV.

Remark II.1.1. The F-local model presented herein is a
relaxation of the model in [7], [14] that required the up-
per bound inequality holds point-wise in time, ie., YVt €
Rso, N = NG = {i€VI|(i,4) €&} (cf the
discrete-time version in [9, Sec. 4.4] and [29]).

Denial-of-Service (DoS) attack. We consider a time-
constrained (distributed) DoS attack on the communication
network G,y = (V,&4(1)) that causes the intermittent un-
availability of (state) information exchange, either partially or
fully [12], [30], [31]. We take into account such DoS attacks
by the inclusion of some modes o(t) € Q* C Q for the
network G, ;) where an unknown subset of edges &, (t) are
nullified. Accordingly, G, (;)cg» is at most disconnected as a
consequence of nullified (blocked) edge links, that is

3E ) = {(0.4) € Eopry | (1,5) =0, i, j €V}
Ao(Lowy) =0, Vi€ Ta={Ti}ien, ®)

where Az(L,(;)) is the algebraic connectivity at ¢, T, =
{Ti hezo, With k < n € Z>o, denotes a finite sequence of
n DoS attacks having bounded but not necessarily contiguous
time intervals 73’s, where T = [tg, tx+T7) with T2 € Ry
and o(tx) € Q™.

We will show that if the set T, in (8) is sufficiently small
the cooperation objective (4) is achievable.

D. Problem statement

Consider X, ;) in (6) with an unreliable communication
network, G, (1), o(t) € Q, subject to the DoS attack in (8) as
well as deception attacks that are injected by a set of malicious
agents A C V. The problems of interest are distributed
detection of the set of malicious agents A, and the resilient
cooperation of the remaining cooperative agents V' \ A.

Distributed attack detection. We cast the attack detection
problem as a form of distributed hypothesis testing problem
where each mobile agent X, in (3) locally verifies either the
null hypothesis H° : attack-free, if N N A =0 or the
alternative hypothesis H*: attacked, if N2 NAZ(. For this
purpose, we equip each 3; in (3) with a reconfigurable local
attack detector module of the form B0 i (t) = O (yl), in

which O (-) is a stable linear filter (e g., a Luenberger-type
observer) in each mode o € Q, whose explicit expression will
be given in Section IV-C. Also, its inputs and outputs are,
resp., y. in (7) and the residual r’(t) = yi — y i, where 3}
is the estimation of y:. Given the switching nature of o)
in (6) with possibly unknown modes of G, ) subject to the
DoS attack in (8), it is necessary to note that the realization
and reconfiguration of EO v, rely on (a minimum amount of)
local information that is avallable intermittently not point-wise
in time. This contains the set of 2-hop information available
for each agent ¢ € V, defined as

s0 = {90 = 0" €, v ()}, ©

where the topological knowledge QU( £ defined by (lc), can
be either be pre-programmed as in autonomous monitoring
scenarios [5], [18] or be obtained via information exchange
with only the 1-hop neighbors A i € V upon network
availability. We remark that we do not explicitly address
the case of F'-total Byzantine agents transmitting inconsistent
information to their neighbors, nor covert attacks where a
malicious agent hides its true state by sending an altered state.
We refer to [7] and [20] for these cases, respectively.

The attack detector module Zfi,, allows for quantification

and verification of the simple null and alternative hypotheses
using the local residuals, r(t)’s, as follows:

p;(1),VieVv,

H® : attack-free, if Vje NIV, VieV\ A,

[eol ()| < €, YVt € Rsg,  (10a)
H* : attacked, if 35eNM JieV\A,

[rbi ()| > b9, It € Rsg,  (10b)

where r%7(t) is the j-th component of the residual signal of
the local attack detector ZS,,, and €%7’s are the corresponding
(dynamic) thresholds that will be defined later in Section IV-C.

Resilient cooperative control. Resilient cooperation refers
to detaching from the detected set of malicious agents A C V
and convergence of the remaining cooperative mobile agents,
V\ A, to the equilibrium defined in (4). The isolation process
induces topology switching that can be ultimately modeled by
the induced network G,y = (V, (1)) with

]_} = V \ _A7 ga.(t) = ga(t) N (1_) X ]_}) (11)

Then, the problem of interest is to investigate under what con-
ditions the resilient cooperation (4) over ga( £ is achievable.

III. NETWORK RESILIENCE AND STABILITY ANALYSIS

In this section, we investigate the network resilience to
intermittent and permanent disconnections, as well as the
stability and convergence of the multi-agent system in (6) with
the unreliable communication network G, (y).



Assumption 1. Iz is assumed that there exists a finite number
of switches in any finite time interval. This allows us to
rule out the Zeno phenomenon [32]. Formally, there exists
a finite sequence {ty}y~, = to,...,tm, where m € Zxq
and m > n in (8), that forms the set of m time instants
in the ascending order of occurrence during any given time
interval [to, to + T), where to € Rso, and T € Ry
are defined such that T > (tm — to) > 0. Accordingly,
the m + 1 (possibly unknown) modes o(to),o(t1),...,0(tm)
({o(tx) € @' C Q, ke {0,...,m}}) denote the respective
active modes of Y (yy in (6) during the interval [to, to + T).

Definition IIL.1. ((11, 7)-PE connected communication net-
work). A communication network Gg ;) = (V, Ey(1)) is called
(1, T)-PE connected with some T € Rsq and p € (0, N]
if its associated Laplacian matrix L,y satisfies a (u,T)-
Persistence of Excitation (PE) condition of the form

1 T
7] QL@ il VieRs, (2
where the matrix QQ € RN -YXN jg defined such that
1
Qly =0, QQ" =Iy-1, QTQ=1Iy— H1y1y. (13)

Assumption 2. The communication network G,y of the
system Y.,y in (6) is assumed to be (u, T)-PE connected.

Remark IIL1.1. The (u,T)-PE connectivity has appeared in
the literature in different forms [3], [33]. It relaxes the strict
point-wise in-time connectivity to the case of connectivity only
in the integral sense of (12), whereby positive algebraic con-
nectivity in the integral sense that )\2(% ftt_T Loy dr) > p
holds NVt > T and Fp, T € Rsg as in (12). This relaxation
allows for modeling a class of networks including periodically
switching networks, [18], periodic with intermittent commu-
nications [29], [5], and jointly connected networks [1], as
well as for quantifying resilience to the deception and DoS
attacks defined in Section II-C. See Proposition II1.8. Finally,
the matrix Q in (13) can be recursively obtained [3, rmk. 2].

We next show the equivalence of the (i, T")-PE condition
presented herein and that in [33] for ensuring a positive
algebraic connectivity in the integral sense. The equivalent
conditions will later be used in the stability and robustness
analyses, particularly in Theorem III.7 and Lemma IV.3.

Lemma IIL.2. (Equivalence of (i, 7)-PE conditions for
Network Connectivity). Consider a (u,T)-connected net-
work Gy = (V, Eq(r)) with the associated Laplacian matrix
Lo(t)- The following statements are equivalent:

(i) The condition (12) holds.
(ii) There exist y, piavr, T € Rso such that Vi € R,

1 [T 1,67 1,67\
Iy < = B, +Aff)<BUT% N T)df
fimIn ;T[ ( () ~ ) ~
1 T 1,154
=% Lo(ry + N dr <ppIn.  (14)
t

where by is the unit vector in the kernel of B, [33].

(iii) There exist 6,T € R~ such that the set of edges

L[ o
&= {(%J) €& | T_/ CLZ-T dr >4,
t

VteRs, i,jEV,i#j}, (15

forms a connected simple* graph in the mtegral sense
denoted by Gt = (V,EY), where TfH_T 7 drs
in (15) form the entries of the corresponding welghted
adjacency matrix A and Laplacian matrix L that are

defined as f0l10ws:
1 T

r )

Proof. See Appendix A. O

LJ(T) dr. (16)

U(T

We next show the relation between the (u,T')-PE connec-
tivity and the bounds on the vertex connectivity and robustness
of graphs. The connectivity-related bounds provide a mea-
sure of the network resilience to intermittent and permanent
disconnections. The former is associated with resilience to
DoS attack in (8) and the latter is required for resilience to
malicious agents though disconnecting from them (see (11)).

Definition IIL.3. (r-robust network [7]). A static graph G =
(V, &) is r-robust, where r = r(G) € Zxo with 0 < r(G) <
[|V|/2], if for any pair of nonempty, disjoint subsets of V, at
least one of the subsets, denoted as S, holds |IN'® \ S| >
r, di e S.

Definition IIL.4. ((r,T)-robust network). A time-varying
network G,y = (V,Ey(1)) is called (r,T)-robust® with some
T € Rsg and r € Z>o \ {0} if the resultant static network
Gl = (V,EL) with EY in (15), obtained under the (u,T)-PE
condition (12), is r-robust, where r < r(G").

Definition IIL.5. ((k,T)-vertex-connected network). A time-
varying network Gy = (V,E5)) is called (k,T)-vertex-
connected with some T € Rsg and k € Zso \ {0} if the
resultant static network GY = (V,EL) with EY in (15),
obtained under the (u,T)-PE condition (12), is K-vertex-
connected, where k < k(G").

Proposition IIL6. Let G,y = (V,&Ey)) be a (u,T)-PE
connected network under Assumptions 1 and 2. Then, G,
is at least ([4],T)-vertex-connected and ([%],T)-robust,

and the following inequalities hold for the resultant network
Gt = (V,EL) with EY in (15).

m@(gmgn(gg)svu, = (L) > g, (17)

where the robustness r(G%), vertex connectivity k(G".) are de-
fined based on the adjacency and Laplacian matrices in (16).
Additionally, if G is a noncomplete, we have \2(L) < k(G~)
ensuring that G,y is at least ([p] , T')-vertex-connected.

“This spans the class of graphs with a finite number of nodes (|V| < c0)
containing no self-loop or multiple edges between any pair of nodes.

>The (r, T')-robust network herein is robustness in an integral sense as a
relaxation of the r-robust static network (cf. the discrete-time version in [5,
Def. 2.2]). The (r,T)-robust in Definition IIL.4 should not be confused by
the notation of (r, s)-robustness, for some r € Z>g and 1 < s < |V, that
is a strict generalization of r-robustness defined for a static graph [7].



Fig. 2: An example that illustrates how intermittent communication
can drastically change the graph/network’s algebraic connectivity
A2(+) and consequently its robustness. See (12), (17), and Remark
IIL1.1. Let graph Gy = (V, Ey(ry) such that |V| = N + 1, with
YV = V1 UVz and |V2| = N, where N > 3, and that the subgraph
Goty = (V\ V1,E ) induced by removing the set V1 and its
incident edges is a complete graph Ky, = G,(). Note that the
singleton 7 € Vi can be connected to any pair of disjoint nodes
j#k € Vo, and thus S = {j,k} C V and the bidirectional edge
set Ecus = {(i,7), (i, k)} make, respectively, the minimum vertex
cutset and edge cutset of G, ;). Accordingly, one can verify that
A2(Gor)) < K(Go(r)) = €(Go(t)) = Omin(Go(r)) = 2, where e(:)
and 5mm(-) are, resp., the edge connectivity and minimum node-
degree. Also, if 3¢t € Rxo st Gouy = (V,€ \ Ecus) because
of an intermittent connection of the edges E..;, we have graph
disconnection with A2(Gyy = (V, € \ Ecur)) = 0. Yet, the induced
subgraph K}y, holds even a higher algebraic connectivity since
A2(Kjvy)) = [Va| = N, and £(Kvy () = €(Kjvy|) = min(Kjvy)) =
N — 1. This example has been constructed based on the discussions
in [28, Ch. 13.5].

Proof. See Appendix B. O

Theorem IIL.7. (Network resilience to node and edge
disconnections). Let a (p1,T)-PE connected network G, ) =
(V,E5(t)) be (r,T)-robust (resp. (k,T)-vertex-connected) un-
der Assumptions 1 and 2. Let A C V be a (r — 1)-local
(resp. (k—1)-total) adversary set. Then, the induced subgraph
Gory = (V = V\ A &) in (11) admits the (i, T)-PE
connectivity condition in (12), for some i, T € R~o, where
T<Tand p<p+l|Al.

Proof. See Appendix C. O

In other words, Theorem III.7 together with (17) implies that
if the network G,y = (V, E,(1)) holds algebraic connectivity
Xo(L) > p > 2F 4+ € with F € Z>( and € € Ry in the
integral sense of (12), it will be at least (F' + 1,T")-vertex-
connected (resp. (F' + 1, T)-robust) which in turn ensures the
resulting network from the removal of an F'-total (resp. F-
local) adversary set, i.e. (11), still maintains its connectivity
in the sense of (12) to a lower degree, allowing to achieve (4).

Remark IIL.7.1. In this paper, we use the parameter [ in
(12) and (17) as a rather conservative proxy metric of the
resilience of time-varying networks to disconnections of sorts.
It is also noteworthy that the lower bound [$X2 (L)| < r(G%)
in (17) is tight as shown in [34, lemma 1], [10, Thm. 2] for
fixed graphs. One the other hand, the gap between r(G4) and
k(G") can be arbitrarily large ([7], [34]) depending on a
priori unknown intermediary typologies G,’s, o € Q' that
form a GE. The illustrative example in Fig. 2 demonstrates
how an intermittent connection of edges in a class of graphs
can affect the bounds in (17). Moreover, in the special case
of complete graphs over N nodes, denoted by Ky, we have

[A2(K3)/2] = 0min(K3) = 2 for N = 3 nodes, that shows
the bound in (17) is tight. If the exclusion of complete graphs
can be guaranteed the lower bound to i < k(G%) can be
used for node connectivity. (cf. [28, Cor. 13.5.2]).

We now provide a convergence bound for the consen-
sus/formation equilibrium in (4). Associated with (4), we
define an output (coordinate) vector Y € R?N~1 as

=[-8 2] e

where p, v and Q are given in (6) and (13), respectively. It then
follows that ( = Qp = Oy_1 and v = Oy imply p;, — p; =
0, Vi,j€Vand v; =0,VieV (that is Y(t) — 0 = (4)).

(18)

Proposition II1.8. (Stability under (1, T')-PE connectivity).
Consider the system in (6) and let Assumptions 1 and 2
hold. Also, let E;EZM TP < T, where T is the period in
(12), hold uniformly in time for the DoS attack in (8). Then,
there exists a sufficiently large control gain ~ for (5) that
ensures, for each ||x(to)|| < oo and for every uy € L. with
supy, <<, [wa(t)|| < oo, the system (6) with the output Y (t)
in (18) is finite-gain L,, stable with the following upper bound:

1Y@l < mxe™ 710 |Ix(to) || +
Ku H(u-A)Td”[,p ; Vit >tp € R207 (19a)

max{k; 1 ,/3}

2= O] 2 o g = O] )
K. 1C] min{ﬁ‘ﬁ} | I, & 1C] Axmin{ﬁg}
(19b)
_ 2T _ [3Iv— _%Q]
0< A <Ay =ne 2T C= |:0N><(N—1) 21 a9

where 7 = —5r In(1 — &0 and B € Reo. Addi-

tionally, if uq = 0, the system’s state trajectories uniformly
exponentially converge to the equilibrium (4), (provided the
formation configuration is feasible) with the bound

[Pi(t) = p;(8) = Py | < VErxe 1 x(t0)
[0i (D] < fxe™ =T x (ko) Vg€V

(20a)
(20b)

forall t >ty € R>o, with kx, Ax € Ry as given in (19).
Proof. See Appendix D. O

We remark that the choice of v = aN, for a > 1 yields
a convergence rate A, in (19)-c that depends only on u, T,
with the maximum occurring at x = N,T" = 1, associated with
complete network connectivity, see (12) and Remark III.1.1.
This, however, is not the only valid choice.

IV. OBSERVER DESIGN AND ATTACK DETECTION

Here, we consider the design of observers serving the
reconfigurable local attack detector module X7, in Section
II-D. The observer design for 3, in (6) is subject to two con-
straints. First, a priori full knowledge of A, may not be avail-
able for each mobile agent due to random communication link
dropouts or switching links. Second, local state information y 2
in (7), which is available for each mobile agent, is subject to
change since the respective k-hop neighbors change in an a



priori unknown time-varying network. Consequently, ensuring
the uniform observability of (A,,C2), Vt € Rsq, Vi € V
may not be tractable or feasible.

In what follows, we, first, characterize network-level con-
ditions under which almost any set of adversarial inputs uy
is observable at the measurements of the cooperative agents
that are yj’s, for i € V \ A. Second, we propose a class of
local observers for Efw that are realizable using (9), enabling

distributed attack detection through (10).

A. Detectability of adversarial inputs

We note that the switched system 3, ;) in (6)~(7) represents
a family of linear time-invariant (LTI) systems, each of which
is associated with one mode o(t) € Q. Therefore, similar to
[18], [6], the results herein are derived based on the concepts
of output-zeroing and state and input observability of the
(switched) LTI systems.

Consider a generic solution x(t;X(to),ua(t)) to ¥, in
(6) under Assumptions 1 and 2. Then, the concatenation of
the measurements yj’s, given in (7), of the set of cooperative
agents, V\ A = {i1,...,%v\ 4}, is defined as

iW\A\) _

yo M (tx(to), ua(t)) = col(y ™, ...,y
col(Clr,. .., CIMNx(t: x(to), ua(t)) =

CoV x(tx(to), ua(t)). (2D

It is necessary to note that the entirety of measurement
yOMA(t;x(t0), wa(t)) is not available for any agent i € V.
We use this collective set of the measurements of cooperative
agents V \ A and a generic set of adversarial inputs uy
introduced by the set of malicious agents A, in an input
observability context for attack detection analyses.

Definition IV.1. (Stealthy and indistinguishable attacks).
For Yy in (6) under Assumptions I and 2, any generic set
of inputs us(t) € Ly injected by a set of malicious agents A
is stealthy for the remaining cooperative agents V \ A if

Ix(tg),x (to) € R*N s.t. Vt € [tg, to+T),
yo At x(to), ua(t) =y (t: %' (t), 0),

with y2\(t;-,-) as in (21), tg € R>q, and T € R as in (12).
Likewise, for any given two generic sets uy, (t) € Lp. and
ugy, (t) € Ly injected, resp., by a nonempty set of malicious
agents Ay € A and some Ay € A, where A1 # As, uy, is

indistinguishable from wu, for the cooperative agents V\ A if

(22)

3 X(to),X/(to) S RN gt. Vit e [to, to + T)7
Yo (% (t0), ua, (1) = yo (8 % (t), ua, (1))

Lemma IV.2. (Characterization of stealthy and indistin-
guishable attacks). Consider ¥, ;) in (6) and let Assumptions
1 and 2 hold. Also, let B a,uy, (t) and B g,ug,(t) be two
generic sets of adversarial Ly,.-norm bounded inputs injected
by a nonempty set of malicious agents A1 € A and some
Ay € A where Ay # As. Then, uy, (t) and uu,(t) are
indistinguishable for the cooperative agents V \ A during
t € [to, to + T), if and only if Ix(ty) € R*N such that

(23)

Coiiye™ e T x(ty) =

t
Coity [ e (B, (7) ~ Basiaa, (1) o

k

te [tk, tk+1), (24)

where 0 < k < m and tyy1 =: to+ 71, with m and T as
in Assumptions 1 and 2, and x(to) = (x'(to) — x(to)) when
k =0, and for k # 0, we have x(t,) = x'(tg) — x(tx), where

1 k i4+1

X(tk) = H er(ti—l)(ti—tifl)X(tO) + Z H eAv(tj_l)(tj*tj—ﬂ

i=k i=1 j=k

t;
/ eAeti T (B y ug, (1) — Bayug, (1) dr). (25)
ti—1

Additionally, if (24)-(25) hold for ua,(t) = 0, Vt € [to, to +
T), then ugy, (t) is stealthy.

Proof. 1t follows directly from the definitions in (22)-(23) and
the system (6)’s solution for the state trajectories, see [35]. [

It is necessary to note that the realization of (24) requires
a priori knowledge of the system which is not available for
any agent. Moreover, based on the concepts of state and input
observability [36, Thm. 2], [37, Ch. 3.11], and the invariant
zeros of the switched LTI systems [18], the realizations of (24)
in each mode coincide with the existence of the set of vector-
valued adversarial input uy unobservable at the vector-valued
output y2\4. For LTI systems, it is well-known that such a set
of inputs, referred to as zero-dynamics attacks (see [18], [6]
and Section II-C), is not generic, and is characterized using the
output-zeroing directions of the system. Particularly, for X, )
in each mode o € Q, it follows from [37, Ch. 3.11] that the
output-zeroing directions are induced by the rank deficiencies
of the matrix pencil P (), o) for some )\, € C, where

A —A, —-By

P(), U) = CV\A 0

(26)

We next present conditions under which the intersection of
the output-zeroing subspaces of X, ;) in (6) make an empty
set, ensuring almost no deception attacks, defined in Section
II-C, can be stealthy in the sense of (22).

Lemma IV.3. Consider Y,y in (6)-(7) with (9) during an
interval [to, to + T) defined under Assumptions 1 and 2.
Let Y51y be subject to any generic set of adversarial inputs
uy(t) € Ly injected by an F-total (resp. F-local) set A of
malicious agents such that 0 < F < k(G:) — 1 (resp. 0 < F
< r(G") — 1). Then, the following statements are equivalent.

(i) There exists no generic set of inputs ug(t) € Looe
stealthy in the sense of (22).

(i) For almost all )\, € C, Nycg ker (P ()Xo, 0)) = 0, where
P (), 0) is given by (26).

Proof. See Appendix E. O

In other words, Lemma IV.3 states that (F' + 1,T)-vertex
connectivity (resp. (F' + 1,T)-robustness), where F € Z>o,
ensures almost no F'-total (resp. F'-local) set of malicious
agents with the deception attacks defined in Section II-C is
stealthy in the sense of (22) for the cooperative agents in (6)



with (9). (cf. [6], [9] where (F' + 1)-vertex connectivity and
(2F + 1)-robustness are required point-wise in time.)

We next investigate the level of local observability for each
agent given the locally available information <I>(f_( t in (9) and
measurements y; in (7), as opposed to ensuring the global
observability of the pair (A, C?) associated with (6)-(7) that
might not be tractable.

B. Local dynamics and observability analysis

Consider the set of 2-hop information available for each
agent ¢ € V as defined by @g(t) in (9), and local measurements
yt in (7). Let Z; = V" (Z in short) in (7) and R; = V\ V"
and assume Z; and R; (R in short) are sorted in the ascending
order of agents’ indices. Then, (6)-(7) can be partitioned as

e XI = Ag'XI + p(XI7 X”R) + B_A//U_AH, (27)
Vo "|ys=Clx,
Yr,t Xp = AXXp + AT"x; + B gruys, (28)

where X, = col(p,,v,), ® € {Z,R} denotes the position
and velocity states of the agents in each set, and the system
matrices are defined as

0 I 0z)x 14"
AZ — |Tizixiz) I] , B = {} (29a)
[ =z A Larr

o —al”
C; =diag(I;, ¢/;), (29b)
— 0711
p(Xz,XR) = A7xz + AL "Xy = [OIW'XI] ’ ‘s
P
[ Oz 0z,
Az=| 0 0 ; (294d)
0 —af Oiz
[ O 0z r|
AR = Oxv;ﬂxm\ 0 ) (29¢)
_aL1(723)
0 I
AF = R'} (29)
__aLl(J'SS) iz
[0 0 0
ART = 29
o o “al® [0 ] ) (29¢2)
A= ANV, =A\ A" (29h)
where p = — (LUme) + L pR), uyr = col (uf),c 4n €

R, Lur = [el 2 ... o] € RITIXIA"I,

We note that X, with known A7 and CZ, is the dynamics
available for each agent 1 € V given ®U(t)7 Vt € R>p, and
the dynamics ¥, and the possibly existing coupling term
p(Xz,Xr) are unknown to the agent ¢ € V. Moreover, for
every agent ¢ € V, y(i in (27) and (7) are the same set of
measurements obtained by reordering CZ and C/.

The following results address the effect of X, on X, as
well as the observability of 2 Vi which will be used later in

local observer design.

Proposition 1V.4. Consider (27) and (28) under Assumptions
1 and 2. The coupling term p(Xz,xg) in ¥ .+ of agent i €
V, holds the bound ||p(xz,x7)|| < arxe =00 ||x(to)|| +

kg SUPy <p<, T (t)l, VE > to € Ryo, where o is given
in (5), and kx, ku, and \x are given in (19). Additionally, if
A = 0, the coupling term exponentially converges to 0 with
lp(xz, xR )|| < akxe 710 |[x(to) ||, VE > to € Ro.

Proof. See Appendix F. O

Proposition IV.5. Consider the 2-hop dynamics %, in (27)

for each agent i € V \ A communicating over g;’(t) under

Assumptions 1 and 2. Then, the following statements hold.

(i) The pair (AZ,CL) in X Vi €V, is observable in
each mode o € Q.

(i) There exists no generic set of inputs us(t) € Lpe
stealthy in the sense of (22), where yl’s are given
in (27), provided the set A of malicious agents is F'-
total (resp. F-local), with 0 < F < wk(G4) — 1 (resp.
0< F<r(Ggh)—1)

Proof. See Appendix G. O
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Having quantified the conditions on the attack stealthiness
and local observability, we next propose the reconfigurable
local attack detector module that relies only on the time-
varying local information (ID(T( ) in (9) and that performs the
distributed hypothesis testing in (10).

C. Reconfigurable attack detector (local observer)

For each agent ¢ € V with the 2-hop dynamics X, in (27)
and local information @;(t) in (9), the local attack detector
¥7. is proposed as follows

XI =AZx, +Hi(y! -9}
Z\(fi“ : C_O-XI . 5 (308.)
’ =¥s—Ys
I tr), if yi yi OR k£ =0,
X (tk): Al-lxz( k) (tk ?é Ul;(tk 1) (30b)
Xz(tk), if V! o(te) = Vo (tn_1)’

where X, is the estimation of x; in (27), and the initial
conditions X1 (t;) are updated at {¢;};.,, m € Zxq corre-
sponding to the modes o (t)’s € Q (see Assumption 1), and

. Oiz1x1z1 Oz .
Iz, = diag(1,,, e}, ¢}, ). Hy = HZ hacllz‘} is the ob-
server’s gain matrix with a scalar h, € R-( and a symmetric
PD. matrix HZ € RZ*'* such that AZ = (AZ — HZCZ) is
Hurwitz stable in every mode o € Q. Note that the availability
of @;(t) in (9) allows each agent to readily update ES;’,” upon
a switch occurs between the communication modes.
Let estimation error e; = x;—X, its dynamics are obtained
from (27) and (30) as follows

50 . { é; = AZe; + p(x;,Xz) + Baruyr

e, . (3D

in which e, (t;) = diag(O‘IiHlxlziHl, I‘z“q)xz(tk) if V;/(;k)
+ Voi,(’tk,l) ork =0, and e (t1) = x;(tx) — X (1) otherwise,
with {tk};:;o ,Im € Zzo.

Theorem IV.6. Consider ¥, in (6) with a k(G':)-vertex-

connected (resp. r(Gh)-robust) communication network as
defined in (17) under Assumptions 1 and 2. Let (6) be subject



Algorithm 1 Resilient Consensus & Cooperation Cooperation over
Unreliable Networks
Input: @], in (9), %0, in (30), and €l in 33), Vi€ V\ A

1: // Accept the null #%in (10a) and assume A" = 0

: procedure 1: DISTRIBUTED DETECTION & ISOLATION
. // Use the most recent info ®?

2

3 : 1 to (re)initialize Yg,/ o
4: Compute the residual r; (¢) and the corresponding thresholds g’
5. forjeN}P do

6 if [rg? (t)] > €7’ then

7 Reject the null hypothesis ° in (10a) > Detection
8

A" je NGO

9: Seta7; =0, j € A" A NED b Stop comm. with A"
10: Update @
11: end if

12: end for

13: end procedure

14: procedure 2: RESILIENT COOPERATION DEFINED IN (4)

15: Run w}(t) given in (5) with the information from N:"\ A"
16: end procedure

to an F-total, where F < k(G") — 1, (resp. F-local, where
F <r(G%)—1) adversary set with input us € L. Let each
mobile agent © € V be equipped with a reconfigurable local
attack detector E\‘fi,/ given by (30) and local information (9).
Then, for each ||e; (t1,)|| < wy, with w; € R, (31) is finite-
gain L, stable and the residuals v (t)’s hold the bound

i, z
e ()] < KZwoe™ 2070 4 (5 [x(to)]| et 10)

(1 _ eng(t*tk)) 4 (1%3) sup |Jlua (9|
e to<t<Ty

(1- e 2Tt Yt e [ty trt1), (32)

where tiJ (t) is the j-th component of v} (t) and denotes the
position estimation of the two-hop neighbors, corresponding
to the j-th row of Cl, in each mode o(ty) € Q, Vt €
[tk tk+1), k € Zso. Also, K} = akxkl, with the known
constants® kI, \I € Rso, such that HeAfﬁrc)(t_tk)” <
kZe e (1) and iy and Ay are given in Proposition IIL8.

Additionally, if A =), each Z\‘fiu is exponentially stable with
e, (t) — 0, and the residuals in’(32) hold the following bound

P T . — —
P57 (1)) < wZwee ) 1 (2 x(to)]| e <t 10))

(1—eXel=t)) .= hi  (33)

where ef;j is a threshold that can be used in (10).
Proof. See Appendix H. [

Theorem IV.6 shows that the local observer (30) with
residual r’ has BIBO stability for the worst-case number of
malicious agents with deception attacks that are defined in
Section II-C, and that whose detectability is ensured by a
certain degree of network connectivity (see Lemma IV.3).

V. RESILIENT COOPERATION

Building upon the results in the previous sections, we
present an algorithmic framework, summarized in Algorithm

®Recall that Z is a shorthand for the set Z; = V(f” and thus the constants
are mode-dependent for each cooperative agent ¢ € V \ A.

: Q'é‘@ Q %15’—/\2(Lg)ifA=@ — f=2(L) DoS
2 98 ML iEA=0  __ fo (D)
= 9@’@ (4) £8 1
25"
Q@O
0 2 4 6 8 10
g 9 0 9 e Time [sec]

(a) (b)

Fig. 3: Communication network G, ) in (a) and its algebraic con-
nectivity in the integral sense of (12) in (b) for Section VI-Example
1. (a) The network switches between two modes every 0.5 sec whose
union forms a static overlay network G4 with A2(L) = 2.1049
that is 3-robust [7, Fig. 4], ensuring (3, 1)-robustness, and (3,1)-
vertex-connectivity (see Section III and (17)). per Section II-C, the
network G,(;) is subject to a 2-total and 2-local set of malicious
agents A = {5,6}. It is also subject to a distributed DoS whose
link dropouts follow a binomial distribution with 100 trials and a
success probability of 0.3 during 10 sec. (b) The illustration of
positive algebraic connectivity A2(-) in the integral sense (12) for
for the network G, ;) and its induced network G, () in (11) despite
their intermittent connections (See also remark III.1.1). The results
in (b) are from resilient consensus in Fig. 4a through Algorithm 1.
The decrements in Az (+) during ¢ € [0, 5.66] are due to the permanent
link disconnections that occurred in the attack detection and isolation
procedure, see Fig. 4a.

1, as a solution to the resilient cooperation problem stated
in Section II-D. Algorithm 1 comprises two simultaneous
procedures addressing the distributed detection and isolation
of malicious agents by using (10) for decision-making, and
resilient cooperation. In what follows, we present the technical
discussions of Algorithm 1.

Isolation of the set of the malicious agents .4 C V. Upon
detection of neighboring malicious agents by each cooperative
agent i € V \ A, there follows the isolation (removal) of the
detected malicious agents from the network (Lines 7-10 in
Algorithm 1). Note that the results in Proposition IV.5, Lemma
IV.3, and Theorem IV.6 allow each cooperative agent ¢ € V\ A
in a (F 4+ 1,T)-robust (resp. (F' + 1,T)-vertex-connected)
network to perform the distributed hypothesis testing in (10)
and detect a candidate set of malicious agents within its 1-hop
neighbors, provided the actual set of malicious agents, A, is
at most F'-local (resp. F'-total). Here, the distinction between
a candidate set and the actual set of malicious agents is due
to the possibility of false alarms in (10). (i.e., a candidate
set is almost always a superset of the actual set for a suffi-
ciently small threshold in (10)). The foregoing sets coincide
if AZ = (AZ — HZCZ) in (30) features distinct eigenvalues,
guaranteeing that each residual’s component r%J in (32) is
most sensitive to only one of the input directions associated
with the malicious agents within the 1-hop neighbors.

State-dependent switching. We note the isolation process
based on (10) (lines 7-10 in Algorithm 1) imposes a finite
number of state-dependent switches that are not explicitly in-
corporated in the condition (12) for L, ;) with time-dependent
switches o(t) : R>o — Q. On the other hand, the results of
Theorem III.7 for the bound on the network connectivity in
the integral sense of (12) after node and edge removal holds
independent of the type of switches. Therefore, upon a link
removal between a cooperative and malicious agent(s), there
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Fig. 4: Example 1: Comparison of resilient consensus in an 8-agent network G ;) that is, as shown in Fig. 3, (3, 1)-robust and subject to
DoS attacks and a 2-total and 2-local set of malicious agents A = {5, 6} with us(¢) = 0.3¢ and ue(t) = 0.5t in (5). (a) Resilient consensus
using Algorithm 1 whose resilient to the 2-total/2-local set A in the (3, 1)-robust network is guaranteed by Lemma IV.3 and Theorem IV.6.
Also, the vertical orange dashed lines specify the time instants where cooperative agents detected and disconnected from their respective
neighboring malicious agents (lines 7-10 of Algorithm 1 with €3’ = 0.9/5 as show/n in/Fig. 5) using its 100311 attack detector in (30). (b)
Resilient consensus using Algorithm 1 with only 1-hop information, i.e. gf,(t) = (V&) in (9) and Z; = V. in (7) and (27), and with the
same threshold €7 = 0.95 as in (a). (c) Resilient consensus using the DP-MSR algorithm that for a 3-robust network has provable resilient
consensus only in the presence of up to 1-local or 1-total malicious agents [9], [8], accounting for the failure of the approach in this case
where A is 2-local and 2-total. We note that the analysis of resilient consensus via the DP-MSR algorithm was originally developed for a
discretized version of (6) in [9], [8] while our results are in the continuous-time domain. To have the results in a comparable time scale, we
used the DP-MSR procedure with the small sample time 75 = 0.001 and the gains v = 3 and o = 1 in the zero-order-hold discretization of
(5). This set of parameters does not completely satisfy the sufficient condition in [9, eq. (9)], but does satisfy a relaxation thereof, similar
to the discussion in a footnote in [9]. This enables an asymptotic resilience consensus in the case A = () (shown with the gray-colored state

trajectories) and also in the cases of (F'=1)-local and (F'=1)-total adversary sets (not shown herein) over any 3-robust network.
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(b) Results for the 1-hop information case in Fig. 4b

Fig. 5: The absolute value of the observer’s residuals r’7 for the 1-hop neighbors of agent 1 for the results of Fig. 4. These residuals are

is used in line 6 of Algorithm 1.

exists a new Laplacian matrix L ;) that holds the connectivity
condition of the from (12) for the system in (6) starting from
the new initial condition x(t) € R2VI with ¢, k € Z>9,
being the time instant of the newly active mode o(t;) € Q.
Having the integral connectivity as in (12) independent of the
states’ initial condition, Proposition III.8 can be applied. It
is worth mentioning that the independence from the states’
initial conditions for the (u,7T)-PE connectivity in (12) is
a special case of having (12) parameterized of the form
A QLo QT dr > pln_1, Vit € Rsg, that holds for
each A := (to,%Xo) # (to,x(tp)) with the switching signal
o(t,x(tr)) : Rso x X — Q, X C RV (see [38]).

VI. SIMULATION RESULTS

We conduct two simulation studies to illustrate the the-
oretical results and compare them with the state-of-the-
art [18], [9]. We also provide the open-source code at
https://github.com/SASLabStevens/rescue.

Example 1. We compare our proposed Algorithm 1 with
the DP-MSR algorithm [8], [9]. Employing Algorithm 1,
we achieve resilient consensus in an 8-agent network that

is subject to switching topology and both deception and
DoS attacks. See Figs. 3 and 4(a). In contrast, the DP-MSR
algorithm fails to achieve resilient consensus for the same
network (Fig. 4(c)), despite the advantage of operating over
a network that is the union of the two modes shown in Fig.
3(a). The outperformance of Algorithm 1 is because of its
observer-based nature that leverages local information ®¢ in
(9) to detect a larger set of malicious agents in a network with
a specific degree of connectivity and r-robustness (see Lemma
IV.3), a capability not shared by the DP-MSR algorithm.
Additionally, we ran Algorithm 1 using only 1-hop information
instead of the 2-hop information in (9). The results, shown in
Fig. 4(b), demonstrate that Algorithm 1’s detection capability
is maintained even with minimal local information.

Example 2. We evaluate the scalability of our framework on
an 84-agent network subject to a DoS attack and 9 malicious
agents that form a 1-local set, see Fig. 6. Notably, each agent
has at most 9 neighbors (less than 11% of total agents),
resulting in a sparse graph. Despite sparsity, the graph has
the required robustness properties. This observation under-
scores the significance of sparse graphs with strong robust-
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Fig. 6: Example 2: Resilient consensus in an 84-agent network G, ;) subject to deception and DoS attacks defined in Section II-C. The
deception attacks are introduced by a 1-local set of 9 malicious agents, A = {1,4, 16,19, 29, 33, 46, 60, 73}, which are shown in red color.
The distributed DoS attack (8) imposes link dropouts following a binomial distribution with 600 trials and a success probability of 0.4. (a)
The static overlay network G/ is 2-robust, constructed using the preferential-attachment model in [7, Thm. 5] based on the topology in [7,
Fig. 6]. Despite intermittent connections, the network G, ¢) is (2, 1)-robust and (3, 1)-vertex-connected (see Definitions II1.4 and IIL5, and
Lemma II1.2). (2, 1)-robustness, then, ensures resilience to any 1-local set A as it follows from Lemma IV.3 and Theorem IV.6. (b) Resilient

consensus using Algorithm 1 (with the threshold ef,’j =10e~* + 0.95 as shown in Fig. 7a) over the intermittent network G in (a) and in
the presence of the 1-local malicious set .A. (c) Resilient consensus using Algorithm 1 with only 1-hop information, i.e. gj,’m = (V;l7 Sj/)

in (9) and Z; = Vj/ in (7) and (27), and with the threshold €7 =30e%'* + 1.5 as shown in Fig. 7b. The results suggest that Algorithm
1’s detection capability is maintained with minimal local information, albeit with some performance degradation in resilient consensus if a
more conservative threshold is used for larger networks where the effect of the coupling term p(xz,x%) in (27) and (31) is more significant
during transient periods.
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Fig. 7: The absolute value of the observer’s residuals r%? for the 1-hop neighbors of agent 84 for the results of Fig. 6. This is used in line
6 of Algorithm 1. The results suggest that Algorithm 1’s detection capability is maintained with minimal local information, albeit with some
performance degradation in resilient consensus if a more conservative threshold is used for larger networks where the effect of the coupling

term p(xz,xx) in (27) and (31) is more significant during transient periods.

ness/connectivity properties (e.g., expander graphs), offering
resilience without excessive communication overhead.

Additionally, we note that if a malicious agent sends incor-
rect structural information about its 1-hop neighbors, it causes
model inconsistency between the receiving neighbors’ local
observers (30) and the true multi-agent dynamics (27)-(28).
This model discrepancy, causing nontrivial residuals for (30),
can be leveraged for attack detection [18], [20].

Scalability and computational complexity. We remark
that the proposed Algorithm 1 improves the scalability of the
system-theoretic frameworks relying on observers for attack
detection [6], [22], [18]. Note that, for each agent, attack
detection in Algorithm 1 (lines 4-10), requires only one
observer with a 2-hop dynamics AZ in (30) with worst-case
complexity O(|V"|?) rather than the complete model A, in
(6) with O(|V|?), ([Vi"| < |V, see (1)), which is the case in
[18]. Moreover, the local information (9) allows for detecting
a greater number of malicious agents in a given network,
compared to the prior work [6] including the graph-theoretic
MSR-like algorithms [8], [9], [29] (see Fig. 4), whose worst-
case complexity is quadratic in time O(|n|?) and linear in

space O(n), w.r.t. the size of inclusive 1-hop neighbors [39],
ie.n=|V/|] see ().

Finally, given the switching nature of the local observer
(30) with resetting initial conditions, an increased frequency of
topology switching, potentially violating Assumption 1, would
lead to significant performance degradation in attack detection
as observer’s residuals would persist in a transient convergence
phase.

VII. CONCLUSIONS

We considered the consensus and formation of multi-agent
systems over a time-varying communication network subject
to deception and DoS attacks. We showed, for a given integer
number F, the communication network requires to be at
least (F' + 1)-vertex-connected (resp. (F + 1)-robust) in an
integral sense and uniformly in time over a period of time
T for resilience to an F'-total (resp. F'-local) adversary set.
We presented theoretical guarantees and explicit bounds for
exponentially fast convergence to the consensus/formation
equilibrium. We also presented a distributed attack detection
framework with theoretical guarantees, allowing for resilient
cooperation.



APPENDIX A
PROOF OF LEMMA 1I1.2

The proof of the equivalence of the statements is achieved
by demonstrating that each ensures positive algebraic connec-
tivity in an integral sense for the graph G,y = (V, &),
that is Aa(L = £ tt+T Ly(ryd7) > p holds Vi € R>o and
Ju, T € Ry as defined in (12). We provide a sketch of the
proof herein and refer to [35] for details of derivations.

Note that 1,1,/N and QTQ = Inx — 1514/N
are  both  orthogonal  projection  matrices  with
spec(1y1%/N) = {O;fl, 1} and spec(QTQ) = {0,1]_.}.
Then spec(QLg(T Q") = spec(Lyir) \ {0} =
MQLy»QT) = Aa(Lo(r))-

(11) = (i): if (ii) holds, then (1/T) t+T(Lc,(T) +
1,514 /N)dr is positive definite, and it can be shown, similar
to 33, Thm. 1], that Ao (% [ Lo(r) d7) = ju. Also, (14)
can be rewritten as

1N11Tv<1
N T

Iy1y
N ’

4T
tmdn — / Loy dm < ppin —
t

which by pre- and post-multiplying, resp., by Q and QT,
yields

t+T

pmIn—1 < T QLo Q" dr < ppIn_1, YVt € Ry,

t
that is equivalent to (12) with p,, = pu. The existence of
the upper bound, ppsIln—1, for (12) is trivial because of
the boundedness of afjt ’s in the adjacency matrix and the
integration over a finite interval.
(i) = (ii): It is similar to the <= part and thus omitted.
(i) <= (iii): See [33, Thm. 1]. We conclude by restating
that

1 t+T
& (T/ Lo(r) dT) Eh(L) =
t

1 t+T
1 (T JRCy dr> >

APPENDIX B
PROOF OF PROPOSITION III.6

It follows from Lemma III.2 that a (u,T)-PE connected
Go(t) forms, uniformly in time, the connected static graph
Gh = (V, &) with the edge set £, in (15) and algebraic
connectivity A2(L) > p > 0. Then, from [34] and [10, Thm. 2]
we have )‘27(") < r(Gh) for 0 < r(G%) < [|V|/2], and one
can conclude from [34] and [7, Thm. 6] that »(G~) < k(G%).
It also follows from [28, Ch. 13.5] for any simple non-
complete graph G, that A2(L) < x(G%) < |V| — 1. Finally,
note that 0 = Aj(L) < A2(L) < -+ < An(L) < V] =
holds for G% and that the equality Az(L) = N holds for
complete graphs [28, Corr. 13.1.4]. Then (17) is concluded.

APPENDIX C
PROOF OF THEOREM II1.7

Recall from Proposition IIL.6 that a (u,T)-PE connected
Go (1) forms, uniformly in time, a static network G = (V, €%)
whose robustness r(G%) and vertex-connectivity k(G~) are
lower bounded by [x/2]. It then follows from [14, Thm. 1] for
an r-robust network G, where r < r(G%), that, by definition,
no F-local adversary subset 4 C V, where F' < r—1, make a
vertex cutset for G*'. Therefore, the removal of up to F' < r—1
malicious nodes (agents) and their incident edges from the
neighbors of the remaining nodes (cooperative agents) does
not render the induced subgraph G = (V' \ A, €) disconnected
(equiv., A2(L) > 0, where L is the Laplacian matrix of G).

Likewise, given the vertex-connectivity x(G%), it follows,
by definition, that no F'-total adversary subset A C V), with
F < k-1 < k(G") — 1, make a vertex cutset for G.
Therefore, the removal of up to F' < k — 1 (malicious) nodes,
in total, and their incident edges does not render the induced
subgraph G = (V\ A, €) disconnected (equivalently, \o(L) >
0).

Finally, note that the induced subgraph Go(1) = (V, €y (1))
associated with the connected graph G with 0 < \o(L) =: ﬂ
meets the conditions in Lemma IIL.2-(iii) for some T < T
(where the inequality holds because |V| < |V| and |E] <
|EL]). Moreover, it follows from [28, Thm. 13.5.1] for the
graph G* and its induced subgraph G, resp., with L and L
that Ao(L) < Aa(L) + |A|. Then, from Ao(L) > p (see (17))
and fi = A\o(L) > 0, one can conclude p < ji + | Al

APPENDIX D
PROOF OF PROPOSITION III.8

The first part of the proof has two steps similar to that in
[3, Thm. 1]. First, we consider a system of the form

. « _
X = _;Lo’(t)X) X(to) € RN 1) (34)
in which L, QLU(T)QT satisfies the (u, T)-PE condition
in (12). It follows from [40, lemma 1] that’ (34) is globally
uniformly exponentially stable (GUES) with the convergence

rate Ay, € Rsq such that
X < sy [Ix(0)| €™, Vit € R,

in which x,, = , /% and A = ne=2"T withn = — 55 In(1—
Héj‘ﬁ%), where N is obtained from HLU(t) H < N
(see [28, Corrollary 13.1.4]). Given the GUES of (34) under
condition (12), it follows from [38, Lemma 1] and [41, Thm.

4.12] that there exists a Lyapunov function v(¢,x(t)) =

(35)

x(t)TP(t)x(t) with P(t) = P(t)T € RW-Dx(N=1) 5
such that V¢ € R>( the following inequalities hold:
1
0< L1 Pt)< —1In_ 36
<2NN1_ ()_QAXNI, (36a)
: [0 «
P(t) — ;La(t)P(t) — ;P(t)LU(t)+IN_1 =0. (36b)

7We note [40, lemma 1] has defined the function of the form L, () in (34)
to be continuous. Yet, a unique solution to (34) exists (see [41, Thm. 3.2])
in the case Lc(t) is piecewise continuous and bounded with a finite set of
point-wise discontinuities, and the results hold as stated herein.



In the second step, we use the stability properties of (34)
as given in (35) and (36) in the stability analysis of (6). By
defining an intermediary state transformation as

-, £l o

v ONX(N—I) v

the system 3., in (6) with (18) can be rewritten as

}x + [Q?} wi, (38a)
A

(38b)

% = —2QLy1»Q" +2QLo)
—%La(t)QT —(vIn=%Lor)

Y =0Cx,

Associated with (37)-(38), a Lyapunov function is defined as
V(t,x(t) = £TP()E + gv—rv, with P(t) as in (36) and
B € Rso. By taking the derivative of V (¢, x(t)) along the
trajectories of (38) and using (36), ||L, () H < N, and ||Q| <
1, we obtain

V(t,x(t) < — [ fi } TM{ Hg” +max{A} ", 8}

llvll llv]

T _
(161 e o 21 = |

1 —2(B+x0) 5
—2(B+2)¥  B(-2N)

} . (39

Note that by selecting Ax < A, and a sufficiently large vy (e.g.,
v = aN, for a > 1), one can verify that (40) holds®:

o]_[a-5x) —2(A+s0%F
g} - [$(5+Qx)’§ B(viNAx)} >0. (40)

Then from (36), (39), and (40), we obtain

V(£ x(1)) < =20V (8, x(1) +V2max{A ", B} [x(8)|l[[uall

M—Z)\x['“lx
0

to which, applying the comparison lemma [41, Lemma 3.4]
and by considering (36) and V' (¢, x(t)) yields

/max{&l’ﬁ} —Asxe(t—to)
Ix(®)| < m lIx(to)l e +

max {/\_ LB }
o Juact)
Ay Min {m, 5 }
Now one can conclude from (41) that (38) is input-to-state sta-

ble (ISS) in the case uy # 0, provided sup, ;<7 [[ua(t)|| <
oo for every Ty € [0, c0). It then follows from (41) that

sup
to<t<Ty

s Vt >ty € Rzo. 41

1)zl < rxe™ =70 x(t0) || + K ll(wa)zll, o (42)

where we used (18), (37), ||V(to)]| < ||x(to0)]|, and kx and
ku as given in (19). Given (42), the finite-gain £,, stability of
(38) (equiv. ¥, ¢) in (6)) is concluded for every [|x(to)| < oo
and every L,.-bounded uy,[41, Thm. 5.1 and Corollary 5.1].
Finally, to calculate the bounds in (20), note that

13) ~ 1 _+.
=P 1Npavg7 pavg = (71Np)7

S1NP), @3)

QCEQTQp!

and let ) be partitioned as Q = [(h lg2]-- '|(IN], where
¢ € RN71 We also have QTQ = Iy — (1/N)151y =

8The determinant of (40) yields a cubic function of -y, to which applying
the Routh’s stability criterion indicates the existence of one positive root.

llgsl|* = 1 —1/N for every i € {1,..., N}. Then, using (43),
one can write for every 4,5 € V that
B:(t) = B;(1)] = |a; ¢(t) — aj CO)] < [[a — g [[ IS
S V2V < V2hxe =70 |Ix(to)]
where we used (18), ||g;" — q]TH <2|lgll €£2/(1—=1/N) <

V2, and (42) with uyq = 0. Similarly, one can obtain (20b).
This concludes the proof.

APPENDIX E
PROOF OF LEMMA 1V.3

The equivalence of (i) and (ii) follows from the definition
of state and input observability (SIO) and the invariant zeros
of the switched LTI systems: Recall that ¥, ;) in (38) is an
LTI system in each mode o € Q under Assumptions 1 and
2. Without loss of generality, let o(t;) = q € Q', for some
k € Z>p. Then, it follows from [36] that if an LTI system,
here Y, is SIO, then, any non-zero input uy (t) is observable
at the output y** in (21). It also follows from [37, Ch. 3.11]
and [36, Thm. 2] that the necessary and sufficient condition
for ¥ to be SIO (here, attack detectable) is that P(),, 0 = q)
in (26) is full column rank. Thus, in a mode q € @', for a
uy(t) # 0 to be unobservable at y;'* (stealthy in the sense of
(22) as characterized by (24) in Lemma IV.2), it is required that
P()\,,0 = q) is rank deficient, inducing an output-zeroing

ujf‘g;j)} € ker (P(\o,o = q)) holds for
some A, € C and some nontrivial initial conditions x(t;) #
0. By construction, it follows for X, ;) in (38) with finitely
many switches over any given interval [tg, to + T'), that a
non-zero input uy(t) stealthy in the sense of (22), requires
Noeor ker (P (Ao, 0)) # O for some A, € C.

The proof of statement (ii) follows from a contradiction
argument: Assume for a nontrivial output-zeroing direction
col(xg,up), where xg # 0, ug # 0, I\, € C, s.t. Vq €

subspace such that [

Q' P(\,q) {ﬂ —0. Then, from (38), (21), (26), we have
0
I, €C, s.t. Vqe Q,
V\A VA
Po _ Vo
M L)g } - [ ] (44
NI+ Aoy T+al A

QL‘\;\A.A pV\A B 0
algd MM NI T +aly | | pg | [ to, (44b)
Cy\col (pg', pgs vo's vi) =0. (440

where we used x¢ = col(po, vo), and the Laplacian matrix Lq
partitioned such that the set of cooperative agents V\ .A comes
first and the set of malicious agents .4 comes second. Under
Assumptions 1 and 2 and for an F'-total/F'-total with the given
bounds, it follows from Lemma 1.1 that (44c) results in Vq €
Q. py =vy* =0, I(A,)pg = 0, where I(A,), is given
in (53), with ker,e o/ I(A,) = 0 over [to, to+T), Vtg € R>o,
and v{' to be an arbitrary state vector. Therefore, pg = vy =0
is the only solution to (44). Noting that for any Ay € C with
a positive real part (A2] 4+ A7/ + aly) is positive definite.
It then follows from (44b) that 0 = I‘ 40 = u = 0.
This contradicts the assumption made at the beginning of this
section, thereby concluding that statement (ii) holds.



APPENDIX F
PROOF OF PROPOSITION IV.4

First, note that similar to the last part of the proof of
Proposition II1.8, from (42) and (43), one can obtain

Hﬁ - ]—Npang < ﬁxe_)\X(t_tO) ”X(tO)H +

Ku sup |lua(t)]|, Vit > to € Rxo. (45)

to<t<Ty

L29] Py
. . 7 pR ..
given in (29). Also, note that from the definition of Lapla-

cian matr1x and the matrix decomposition in (2), we have

Now, consider p = « {f } in p(x7,%x%) as

g

D_ 1 = 0 (i.e. the matrix is zero row-sum), where

- 1 pos1t1ve semi-definite, all the elements of L( are either

O or —1, and the all-ones vector 1 is of the mode-dependent
. . i(2 . .

dimension RV 1+1%i1 Then, one can write for p in (29) that

yalt, 1] Py

R

= -« [fg Lt(;23)} ([pﬁ;@)] — 1pavg) .
Pr

Using (45) and (46), we have

(46)

pcoxon <ol <€, ][] o
R

<

s)
< arxe” ) Ix(fo) | +

L[| 1P~ 1P

g

aky sup  |lua(®)], Vit > to € Rxo.
to<t<Ty
where we used H [fg Lf723)] H > 1 that holds when the matrix

is not all zero (i.e. when p exists). Additionally, if uy(t) = 0,
then we have ||p(xz, %z )| < arxe *>E=10) ||x(to)||, YVt >
to € R>¢. This concludes the proof.

APPENDIX G
PROOF OF PROPOSITION IV.5

Proof of (i): Given <I>’(t in (9) and (27), the observability
of ¥y, Vi €V directly follows from a PBH test for each
active mode of o € Q. W.Lo.g., let o(t) = q € Q denote an
active mode. It then follows after some algebraic manipulation

that rank | *° A = QlVéN| = 2|Z;|, VAo € C. We refer to

[35] for detalls.

Proof of (ii): Recall that the dynamics in (27)-(28) are
a representation of (6) from the i-th agent perspective, and
the measurements y/’s in (27) and (7) are the same set of
measurements (see (29)). Therefore, this statement directly
follows from Lemma IV.3 under Assumptions 1 and 2 and
for any F'-total (resp. F-local) set A of malicious agents with
0<F<k(GY)—1(resp. 0 < F < r(Gh) —1).

APPENDIX H
PROOF OF THEOREM 1V.6

Note that each agents’ local attack detector ZO s in (31),
have decoupled dynamics that are reinitialized based on (30b).
Therefore, without loss of generality, we consider the stability
of one ZO ,» and start off with the proof of its input-to-state
stability (ISS) in each mode o € Q. From (27), (28), (29),

and (31), we have
o - ® ]l B Sl
Xz ART A% | [Xr 0 B | |uar
Xz
A(IT'R:| |:XR:| )

p(Xz,Xr) = [A\:I,
Efw tep = Af,ez + p(XI,XR) + Bruyr.

i
o

Let each mode o(t) = q € Q, Vt € [ty, try1), k € Z>o.
Then, we have from (31), which is also appeared in last
equation above, that

AZ (t tk)

t
ez(t) = eta I(tk)—l—/ GAOII(t_T)p(XI,XR)dT—‘r
tr

t
/ eAg(t_T)BAuuAu(T) dr. (48

tr
Recall that AI in (48) is Hurwitz stable, as defined in (30),
ensuring the inequality He a(t=tr) || < gZe=Ae(t=tx) holds for
some constants k2, A2 € Rs( in each mode q € Q. Moreover,

in each mode, e; =0 is the exponentially stable equilibrium
point of the unforced system Eo .» (i.e. no attack or coupling

term perturbation). We also have from Propositions III.8 and
IV.4 that the unknown input p(xz,Xx) in (31) and (48) is Lp.-
bounded for any £,.-bounded ||x(to)|| and any bounded input
gy
ugr
A with the given upper bounds. Then, from (48), we have

lez(®)Il < g llez(te)ll e + 5 [[x(to) || e (o)

T o
(1 e tk))+(1§7;) sup |lua ()|
€ to<t<Ty

Vit > 1t > to € Ryo,

} =uy € L, that are injected by an F-local/F-total set

A (t—t)

(1— e—AeI(t—tk))7 (49)

where we used ||p(xz,xz)|| < arxe MxEt0) |x(to)|| +
Qku SUPy <i<, [WaA(@)][, VT >t > to € Ryo, with
Ty € [0, oo) from Proposition IV4, ||luar| < |ua], and
KE = arxkl. Noting that the first two terms in the right-hand
side of (49) are exponentially decreasing and that lez(tr)] <
llx(tx)|| when V! ) * Va(tk 1) or k=0 (see (31)), it can
be verified, along the same lines as in [41, Lemma 4.6], that

each E . 1s 1SS, and that an arbitrarily large w; € Rsg
exist such that ||e1(tk)|| < w; < oo holds? for all ¢’s with

o (ths1) = Vg(t )- Also, note that [[CZ[| = 1 with its j-th
row being (e),)7, where j € {1,...,|Z;| + 1} (see (29b)).
Then, along the same lines as in [41, Cor. 5.1, Thm. 5.3],

PAny [lez(ty)l| < (1/kE)w, with 0 < wI< wr — (k7 /A8) [Ix(to)l

e =10) and supy <y<r, ua(®)]] < 1+:Jz ensures [lez (tx11)| <

w + (kZ/AD) ||x(to)]| e x(tk—t0) < wy for (49).



the finite-gain £, stability of (31) with r(t) = CZe,(t)
can be concluded from (49) with the bound (32) for the j-
th component of r/ (). Finally, if us(t) = 0, Vt € Rxq, we

q
obtain from (32), the bound in (33).

APPENDIX [

The following result quantifies the inaccessible state mea-
surements for the system in (6) with the collective mea-
surements in (21) obtained under Assumptions 1 and 2. It
shows that the only states not accessible at any time for any
cooperative agent are the velocity states of the set of malicious
agents.

Lemma I.1. Consider the system in (6)-(7) over a time inter-
val [to, to+T') under Assumptions 1 and 2. Let T, = V! in (7)
and let (6) be subject to an F'-total (resp. F'-local) adversary
set with0 < F < k(GE)—1(resp. 0 < F < r(G")—1). Then,
the nullspace of the matrix CY\* in (21), defined uniformly
over [to, to +T), Vito € Rxq is given by

*bmm+Tr:ﬁaeQ4@rC§“”:sPan{{?g}’ViE'A}'(Sm
Proof. wlo.g.,, let x in (6) be partitioned as x =

ol(Pyy 4s Pas Vvias V) € RV Also, from (50) we have
Neco ker CU = {x e R¥V | CY\4x=0, Vo € Q'}, (51)

which by using (7), (21), and Z; = V(f” can be rewritten as

I 0 =
Voed, {va H(Ag)} FV\A} =0, [Ip\a) 0] {UV\A} =0,
* 0 P, Va

(52)

where x is a binary matrix whose structure is immaterial.
I(A,) is a binary matrix-valued function defined as follows

o (t)

. o (t)
HI(AX\A,A) dlag(ailjl, . aille‘)
I(A,)= | " P o , (53)
I A iag(a? ..., el
Al ] [ diag(al e 9 aga)
V\A VA, A
where AY\44, taken from A,y = A;{”&\ 4 A:(“ , indi-

. Lo et
cates the mode-dependent communication links between the

sets V\ A = {i1,...,% 4} and A = {Jj1,...,7,4,}- Under
Assumptions 1 and 2, it follows from Proposition III.6 that
in the case of an F'-local (resp. F'-total) adversary set with
F <r(G%)—1 (resp. F < k(G~) — 1), each malicious agent
j € A C V should have at least one neighbor outside of its
set, i.e. the set V \ A, over some period of time. Formally,

VieA JieV\A JoeQ st jeNOCV —

Lemma 1112 1
T

by which, one can readily show for I(A,) in (53) that

to+T
(7’7]) € (‘:U / a?j(‘r)dT > (5, Vto S RZO‘
t

0

to+T
(1/T) / IT(AI(A, ) dr > 61,4,

to
Vig € Rzo, ddeRyygy = Noecgr ker]I(Ag) ={. (54)
Then, from (54) and (520) we can conclude for (51) that Vo €
M4
Q' CV\Ax — CV\A 04
e 7| Opa
vA

=0, Vv, € RMI which

Oy

in turn implies Nyecgo ker CYM = span { |:0V\.A|:| } This
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concludes the proof. O
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