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In this tutorial, we will introduce a cybersecurity education framework for
developing polymorphic hands-on exercises. Many faculty readily acknowledge
the importance of cybersecurity in the Computer Science curriculum, but there
are still barriers to integrating it into existing courses. One of those barriers is
the fact that in most courses, the current content fills the entire term. Another
issues is that faculty don’t have time and expertise to create new content that
would fit well with their current content and style. The third problem is that
exercises created should be resistant to solution by LLMs. We have developed
cybersecurity exercises that combine two principles: environment specificity
and polymorphism. Environment specificity means that the solutions to the
exercise should depend on the local environment (LLMs don’t have access to
that information). In this context, polymorphism means that they can be
easily modified each time that the class is taught.

Overview

EDURange [2, 6, 3, 7, 5] has been developed over more than ten years, and it
continues to evolve. We have used it to integrate hands-on security exercises in
our own classrooms and will present our exercises and framework that satisfy
the two principles: environment specificity and polymorphism. The exercises
that we will describe are relevant to: introductory courses that use the Linux
command line, Operating Systems, Computer Networking, Database Systems.
We will also demonstrate the feedback system that we have added that allows
instructors to interact with students one on one [9, 4, 8, 1].
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