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Abstract—We study the vulnerability of Cyber-physical systems (CPS)
under stealthy sensor attacks in black-box scenarios. ‘“Black-box” refers
to scenarios where the attacker has minimal knowledge of the target
system. Designing a stealthy sensor attack sequence under this scenario
has two main challenges. The first one lies in ensuring the stealthiness
of the sensor attack, meaning does not trigger an alert when applying
the generated sensor attack sequence to the CPS. The second one
is maintaining stealthiness throughout the attack generation process,
indicating the limitation on the alarm frequency when generating the
attack sequence. To address the above challenges, we develop a query-
based black-box stealthy attack framework to violate the safety of the
CPS. To maintain stealthiness during training, an active learning method
has been introduced to extract the detector’s information to a time series
model. The stealthy attack sequence is then generated from that model.
Experiments on four numerical simulations and a high-fidelity simulator
demonstrate the effectiveness of the proposed framework.

Index Terms—cyber-physical systems, vulnerability, stealthy, sensor
attack, query, safety

I. INTRODUCTION

Cyber-physical systems (CPS) integrate computing, networking,
and physical systems via sensors and actuators. Widely used in
applications like autonomous vehicles, drones, and power grids, CPS
face significant security and safety challenges due to their complex
environments, high connectivity, and long working periods. Sensor
attacks are particularly severe, allowing attackers to manipulate
sensor data and mislead controllers into issuing dangerous commands,
such as manipulating the LiDAR sensor to steer a vehicle into
obstacles [1] or crushing a drone by corrupting the values of an
altitude sensor [2]. These emerging threats have spurred innovative
research into sensor attack detectors [3]-[5]. The detectors trigger an
alert by analyzing the difference between the predicted system states
and system states from sensor readings.

Despite the presence of these detectors, some well-designed
stealthy sensor attack methods can still achieve their objectives
without triggering alarms. A stealthy sensor attack refers to the suc-
cessful steering of a system into an unsafe zone while simultaneously
avoiding the activation of detector alarms. These methods [6]—[8]
often require significant knowledge of the system, such as system
dynamics. However, having a thorough knowledge of the system is
often unrealistic in practical applications. For example, attackers may
find it hard to know the system model of a specific chemical plant.
To fill this gap, we introduce the query-based method outlined in this
paper for generating effective stealthy sensor attack sequences aimed
at black-box CPS. In this context, “black-box” refers to scenarios
where the attacker has minimal knowledge of the target system.

Designing a successful black-box stealthy sensor attack is promis-
ing yet challenging. The first challenge lies in ensuring the stealthi-
ness of the sensor attack. Maintaining stealthiness of attack resides in
devising an entire attack sequence that avoids triggering any alerts.
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Due to security and privacy considerations, CPS applications often
obscure domain knowledge, including system dynamics and detector
design, from external entities. Consequently, existing stealthy attack
approaches that assume access to such knowledge are not applicable
in this black-box scenario.

The second challenge is maintaining stealthiness throughout the
attack generation process. This challenge implies that the process
of obtaining the attack generator should not excessively trigger
alarms, as system administrators may notice these additional alarms
and modify the system or detector parameters, rendering the attack
ineffective or exposing the attacker. Query is a widely used technique
in black-box vulnerability analysis and attack synthesis. However,
generating the attack through queries will inevitably trigger alarms.
Reducing the number of alarms during the query process to ensure
stealthiness during training poses a significant challenge.

To address these challenges, we propose a query-based black-box
stealthy sensor attack framework to generate an efficient stealthy
attack sequence while adhering to these constraints. We employ
an active learning approach to generate attack sequences offline
and utilize online queries to collect data. This enables the training
of a neural network to replicate the system’s detector, ultimately
producing effective and stealthy attack sequences.

Our contributions are as follows. 1) We develop a framework
to train a time series model that mimics a black-box system’s
detector behavior, capable of creating stealthy sensor attacks that
significantly alter the system state. 2) Our method, based on active
learning, efficiently gathers training data without triggering frequent
alerts, maintaining training stealth. 3) We implement and evaluate
our framework on various numerical and high-fidelity simulators,
demonstrating its efficiency and effectiveness compared to existing
methods.

II. BACKGROUND AND RELATED WORKS

In this section, we introduce some existing works on stealthy sensor
attacks. The first group is conventional model-based approaches. The
replay attack [9], a basic stealthy sensor attack, replaces real-time
sensor data with previously recorded data. It simulates disturbance
factors such as environmental noise, achieving a stealthy effect.
However, it fails to effectively guide the system into the unsafe
region. Covert attack [6], zero dynamic attack [7], and false data
injection attacks [8] are all capable of performing stealthy sensor
attacks. These methods typically generate a stealthy attack sequence
offline, relying on complete knowledge of the system dynamics.
However, such approaches necessitate an in-depth understanding of
the system model, which significantly limits their applicability in
real-world scenarios.

The second group uses data-driven methods to attack CPS. Studies
like [10] and [11] target linear time-invariant (LTI) systems by
learning the open-loop gain from control inputs, systems states, and



some other information to generate attacks. Khazraei et al. [12]
go further by designing a neural network-based attack generator
to produce effective and covert sensor attacks. This is achieved by
incorporating the detector’s residuals and system deviation values as
loss functions.

Although these learning-based methods can generate effective
stealthy sensor attacks, they are ineffective in black-box scenarios,
as they require access to internal system information such as control
inputs and detector residuals. In contrast, our approach is designed
for black-box settings, relying solely on sensor measurements and
detector alarm status. These can be obtained through external ob-
servation: for sensor measurements, attackers can leverage their own
additional sensors; for detector alarm status, the system’s abnormal
responses, such as recovery or reboot, often indicate an alarm has
been triggered.

III. PRELIMINARIES
A. System Model

The CPS model considered in the paper is a physical process gov-
erned by a discrete-time feedback controller. The controller operates
at every time step. At the beginning of the time step ¢, the controller
reads the state estimation 2, from the state estimator and uses a
control algorithm to calculate a control input u;. The control input
uy is then sent to the plant and drives the plant’s evolution. Then the
state estimator reads the sensor measurement y:41 and gives the new
state estimation Z;41;. The system can be modeled as below:

Tev1 = f(@e,ue) + we
ur =Q(&y1), Y& = h(ze) + vt

where z; € R", uy € R™ and y; € R? are the real system state,
control input, and sensor measurements. n, m and p denote the
corresponding dimensions. f : R™ — R" is the system dynamics,
Q : R" — R™ is the control algorithm, and h : R" — RP” is the
observation function.

B. Threat Model

We investigate the scenario of a black-box sensor attack, where
an attacker can only access the sensor measurement and the alarm
notifications. This assumption is valid, as attackers can measure
accurate sensor values externally. Additionally, many systems visibly
respond to detected attacks, such as by initiating recovery [13] or
restarting [14].

In real-world scenarios, attacking multiple sensors simultaneously
increases complexity and detection risk, especially in the black-box
context of this paper. Thus, our approach assumes the attacker targets
only one sensor at a time. Shown in the equation: supp(a:) =
{ilaz; # 0} C {0,1,...,p}, where the support of attack vector
a: € RP at time step ¢ is equal to 1, meaning only one sensor is
under attack.

Under these sensor attacks, the state estimator will receive yi as
the sensor reading instead, as shown below:

ys =yt +ar = h(zt) + ve + ay

where a: indicates the sensor attack at time step t. As a result,
the estimated system state Z;,_; may significantly deviate from
the actual state x;, leading to Z4;—1 # ;. Such discrepancies
can prevent the controller from generating accurate control inputs,
expressed as §2(Zy4;—1) # 2(x¢). Consequently, this may lead to the
system state deviating to the unsafe area.

C. Ordinary Detector

We assume that the system is equipped with a residual-based
detector, such as window-based [3], cumulative sum (CUSUM) [5],
and x? [4], which are three most commonly used detectors.

Regardless of the type of state estimator used in the system, the
residual r;, as shown in Equation (1), is calculated by subtracting the
real sensor readings from the inferred sensor readings calculated by
the state estimator.

Tt :|| Yt — h(iﬂt—l) || (D

1) Window-based detector: It is a short-memory detector that
focuses on accumulating residuals within an observation window
time. If the accumulated residuals r;“" exceed a predefined threshold
7, meaning ;" > 7, an alarm is triggered.

2) Cumulative sum (CUSUM): This approach enhances long-term
memory for a window-based detector. It is predicated on the observa-
tion that the residual value, typically a small quantity associated with
noise, remains low in the absence of an attack on the system. Unlike
window-based detector, CUSUM lacks a fixed observation window
w and updates s; using the equation: s¢11 = (s¢ + |r¢| — b) T, where
r¢ is the current residual, drift b counters noise to prevent s; from
growing infinitely in the absence of attacks. An alert is triggered
when s; > 7.

3) x?: This detector is also a long memory detector. x? is based
on the distribution of cardinality. It is depicted in equation: g =
ri S ry, where S; is the covariance matrix of r, thus g; is the
weighted norm of r;, with x? distribution. The detector will raise
an alert if g; exceeds the threshold 7, indicating that the residuals’
distribution has altered, possibly as a result of attacks.

D. Problem Statement

The attacker aims to perform effective and stealthy sensor attacks
in black-box scenarios. Specifically, the goal is to generate an attack
sequence targeting one sensor over a duration 7', causing significant
system deviation from reference values while avoiding detection and
alarm triggers.

1) Effectiveness: The attacker seeks to generate an attack sequence
that maximizes the impact on the target sensor, measured by state
estimation errors, defined as:

Axy = x4t — i't\tfl 2)

Before the sensor attack starts, the value of Ax; is constrained by
noise, and the real system state x; is close to the reference value.
Sensor attacks corrupt the data received by the estimator, causing
significant deviations from the system’s actual state and resulting in
estimation errors. Furthermore, this leads the system to deviate from
the reference.

2) Stealthiness: Regarding stealthiness, we require not only that
the final attack sequence generated avoids triggering system alarms,
but also that the process of creating the attack sequence through the
algorithm minimizes excessive or frequent alarm triggers.

Specifically, the problem can be formulated as the following:
Consider a CPS where the attacker has access only to sensor mea-
surements and the detector’s alarm status. The attacker generates an
attack sequence targeting a single sensor. During the attack generation
process, the attacker ensures that the detector alarm is not triggered
frequently. Once the attack is initiated, the goal is to maximize state
estimation errors while avoiding triggering the detector’s alarm.
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IV. OVERVIEW OF THE FRAMEWORK

This section provides an overview of our query-based black-box
stealth sensor attack framework, as shown in Fig. 1.

The grey box at the bottom represents the black-box CPS, whose
internal information is inaccessible to us. We can only obtain sensor
data y; and the detector’s result o;. The white box at the top
illustrates our query-based black-box stealth sensor attack framework.
The adversary model is a time series model. It takes the sensor
measurement y; as the input and output alert or not o, allowing it to
simulate the behavior of the detector. The generator is responsible for
creating attack sequences based on our specifically designed active
learning algorithm. The dataset is tasked with collecting data that is
used to train the adversary model.

The orange, green, and blue arrows represent the three phases:
active learning, querying, and model training. These phases are
executed sequentially in a loop until a stealthy attack sequence
meeting the requirements is generated. Active learning and model
training occur offline, while the querying phase involves interaction
with the CPS and operates online.

The process begins with the active learning phase, where the
generator creates an initial attack sequence a = {ao,a1,...,ar}
of length 7" by interacting with the adversary model. In the query
phase, this sequence is applied to the target system, producing
sensor measurements y° and detector alarm information o, which
are collected into the dataset. A “one-step query” stops when the
detector triggers an alarm, discontinuing any further attacks in the
sequence. In the model training phase, the updated dataset, containing
each attack sequence and corresponding alarm responses, is used to
train the time-series model. The process then cycles back to active
learning to generate a new attack sequence. This loop continues until
a sequence of length 7" is produced that avoids triggering any alarms,
resulting in the final stealthy attack sequence.

V. QUERY-BASED BLACK-BOX STEALTHY SENSOR ATTACK

This section outlines the process for generating a stealthy attack
sequence targeting a black-box CPS. The first step is selecting a
victim sensor, as the attacker in our threat model targets only one
sensor at a time. The sensor with the highest potential to deviate
the system from its reference should be chosen. A simple method is
selecting the sensor most closely tied to the attack objective, such as
targeting the distance sensor in a vehicular platooning system to cause
collisions. Alternatively, a more refined approach involves testing the
query-based attack method on each sensor and selecting the most
effective one. For simplicity, we assume the appropriate sensor is
pre-selected as the target.

A. Query
In this phase, a sensor attack sequence is applied to a stable system.
The detector then identifies whether the sensors are maliciously

perpetuated based on the ordinary detectors. The attacker collects the
post-attack sensor measurements y; = y; + a; and alarm information
o and compiles them into a set of training data.

When an alarm is triggered, the attacker halts the current attack and
ends the one-step query. The query process concludes either when
the detector raises an alarm or when the attack sequence reaches
its end at 7. For instance, if the query stops at step k, the training
data includes y¢ = {¥§,yS,...,y5}, v € R**P and the labels are
0=1{0,0,...,1}, o € R*. The attack sequence is then refined using
an active learning algorithm, which is detailed later, and the refined
sequence becomes the input for the next one-step query.

To maintain system stability, the next query is only initiated after
the system returns to a stable state, allowing the attacker to control
the interval between alarms and reduce detection risks. This flexibility
improves stealth by spacing alarms and is especially useful during
early training when initial attack sequences are more likely to trigger
alerts.

B. Model Training

In this phase, we train the time series model to mimic the detector
using the updated dataset.

Existing studies [10], [12] demonstrate that attackers can design
stealthy attack sequences when they have access to the system model,
detector parameters, and control signals. To reduce alarm triggers and
minimize queries, having an approximate replica of the detector is
crucial, as it allows for evaluating the likelihood of an alarm before
launching a query.

The detector evaluates sensor readings across multiple time steps,
forming correlated time series data, to decide whether to trigger
an alarm. To replicate this behavior, we use a time series model,
specifically a Long Short-Term Memory (LSTM) network in this
paper. The LSTM model takes the attacked sensor readings y; at
time ¢ as input and outputs the likelihood of the detector raising the
alarm, shown in the equation below:

he = We(ht—lvyf)a O = U(ht)

where h; denotes the hidden state calculated in the LSTM model at
time ¢. The function o is a mapping from h; to 6,, which is the alarm
signal predicted by the current model.

Using the updated training dataset, the LSTM model learns the
detector’s behavior under various outputs and attack sequences. Since
this is a binary classification task, the binary cross-entropy loss
(BCEloss) [15] is used to calculate the loss.

At each training step, the LSTM model is trained on the previously
collected dataset until it converges, ensuring 6; > 0.5 if o, = 1
and vice versa. This alignment ensures the model accurately reflects
the detector’s behavior in the real system. Consequently, the attack
sequences generated using the LSTM model remain stealthy while
achieving the maximum possible attack amplitude. Moreover, this
approach enhances data utilization, which is especially valuable given
the limited data available in this scenario.

C. Active Learning

In this phase, the generator generates the new attack sequence
based on the LSTM model.

Attacking a system repeatedly to gather large amounts of data for
training can significantly improve the LSTM model’s performance.
However, this is impractical under constraints on the number of
alarms during training. To address this, we propose a generator based
on an active learning algorithm to create new attack sequences using
the trained LSTM model. By analyzing confidence scores, we identify



regions where the LSTM model is uncertain, guiding us to explore
these areas to better simulate the detector’s behavior. The details of

Algorithm 1 Active Learning

Input: y, a, 8, k, Gmin, Gmaz
Output: ay
1: while 5 > 0 do
2 fort=0:k do
3 ht = Wo(ht—1,yf)
4 or = o(hx)
5: if ground(6x) == 0 then
6: Amin < Ak
7 else
8 Amax < Ak
9: ap < (amin + amaw)/Q
10: B+ p—1

the active learning are summarized in Algorithm 1, which takes as
inputs the time step & where the detector triggers an alert, sensor
measurements, the partial attack sequence from step O to k, and the
attacker-defined parameter @.min,@mas. The algorithm operates as
follows: 1) Lines 2-4 are the LSTM inference process to get the
output 0Oy, the likelihood of an alert at step k. 2) Lines 5-9 update
the aj based on the output similar to binary search. If 6, < 0.5, we
change the amin to ax; If 6 > 0.5, we set amas to ar. Then the
new ay is calculated from (@min + Gmaz)/2. 3) After 3 iterations,
the updated ar converges to a value near the boundary of the LSTM
model’s classification. This boundary value is used for subsequent
queries as it represents data points where the model is most uncertain,
making it highly valuable for refining the model.

The refined attack sequence a: is generated based on the current
LSTM model, minimizing the risk of triggering the detector during
real-system queries. The active learning method further enables
exploration near the LSTM model’s decision boundary. Since the
LSTM model is trained to approximate the system detector, the
attack sequence performs similarly on both, ensuring stealthiness by
avoiding alerts on the LSTM model. Additionally, the attack sequence
is crafted using values near the detector’s threshold at each time step,
potentially maximizing Az, under the trained LSTM model, as per
Equation (2). This aligns with our objective of pushing the system
to deviate significantly without triggering alarms.

Although this method does not guarantee optimal attack perfor-
mance, it achieves strong results in black-box scenarios, as the well-
trained LSTM model closely mimics the real system detector. The
active learning approach reduces the dataset size needed for LSTM
model training, thereby minimizing alarm occurrences during data
collection, and enhancing both the efficiency and stealth of the
generator.

To summarise, the whole method is illustrated as algorithm 2. We
first initialize a sequence of relatively large a and the LSTM model
parameter 6. The T is the total length of the attack sequence which
is defined by the attacker. The method works as follows: 1) Line 3-4:
The attacker queries the system with the current attack sequence a;
2) Lines 5-8: Collect the data from time step 0 to k if the detector
alerts at time step k; 3) Lines 9-10: Train the LSTM model until
convergence and update the aj using Algorithm 1; 4) Lines 11-13:
Reset k to O if alarms, continue if not; 5) repeat the process after
the attacker obtains a length of 7" attack sequence. By updating the
attack duration steps, our LSTM model can effectively simulate the
behavior of the detector in the actual system. The attack sequence

Algorithm 2 Query-based black-box stealthy attack algorithm

1: Initialize 0,T, a, B3, Gmin, Gmazx

2: fort =0:7T do

3: while k£ <t do

4: a — System

5 if alarm then

6: y:{yo,yl,...,yk}eRP*k

7: y° = {yo + ao,y1 + a1, ..., yx + ar} € RP**
8 0:{00,01,...,ok}€Rk

9 0 < LSTM update(0,y°, o)

10: ay < Active Learn(y, a, B, k, Gmin, Gmaz)
11: k<+ 0

12: else

13: k—k+1

updated through this process can be utilized as a stealthy attack,
causing the system to deviate from the reference without triggering
an alert.

VI. EVALUATION

We now compare the performance of our proposed stealthy attack
strategy with two baselines. We test them on four numerical simula-
tors and a high-fidelity simulator.

A. Numerical Simulation

To evaluate our algorithm and compare it with the baseline method,
we consider several numerical CPS simulations: vehicle platoon,
quadruple tank, DC motor speed, and aircraft pitch. We set 8 = 25
in all four benchmarks.

1) Simulator setting: Vehicle platoon. This system consists of
four vehicles maintaining a stable 1-meter gap, forming a platoon,
modeled after [16]. Each vehicle uses a lidar to measure the gap from
the vehicle ahead. It also monitors the velocities of all vehicles. An
attacker aims to reduce the gap between the front two vehicles and
can only manipulate the distance sensor readings between them.

Quadrotor. The system model for controlling a four-rotor quadro-
tor is described in [17]. The input of the system is the total vertical
thrust of the quadrotor, along with the three angular motions, The
output of the system consists of six variables: The first three represent
the relative position, while the last three correspond to the angles of
pitch, yaw, and roll, respectively. In our scenario, we assume that
the quadrotor is maintaining its altitude at 5 meters. An attacker
manipulates the sensor measuring the altitude, causing it to drop.

DC Motor speed. The DC motor is an actuator to provide rotary
motion and is usually coupled with wheels, drums and cables. The
input of the system is the voltage source applied to the motor’s
armature, while the output is the rotational speed of the shaft. An
attacker can manipulate the rotational speed sensor and the goal is
to decrease the speed of the shaft.

Aircraft pitch. The aircraft pitch system [18] is an autopilot
controlling the pitch angle of an aircraft. The system takes the elevator
deflection angle as input and outputs the pitch angle. Assuming the
yaw angle remains at O radians, the attacker aims to disrupt this
stability by manipulating the pitch angle to deviate from its original
value of zero.

2) Detector setting: For each benchmark, we employ both the
CUSUM and x? detectors. Process noise is modeled as zero-mean
white noise. We tune the detectors to maintain a false alarm rate
below 0.01 in the absence of attacks.
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Fig. 2: Attack on each benchmark with CUSUM (left column) and x?2
(right column) detector. The x-axis represents the time steps, while
the y-axis represents the target system states. Green, blue, and black
denote our query-based methods, the learning method, and random
search methods, respectively.

3) Baseline setting: Learning method. We use the learning-based
method [12] as a baseline. This method generates attack sequences
using sensor measurements y; and the detection function g; during
training. It also relies on N offline copies of the system, which is
impractical in real-world scenarios. To adapt the baseline to our case,
we set N = 1. Random search method. We introduce a second
baseline method that uses a modified random search strategy to select
the next attack sequence, as a purely random search is too inefficient.
This method begins with the same initial value as our query-based
approach and updates the attack sequence if it triggers an alarm, using
the equation a; = random(at % 0.8, at), where the random function
selects a value between a; * 0.8 and a;.

4) Attack effect analysis: We evaluated our query-based attack
method against the two baseline methods in terms of attack effec-
tiveness without imposing time constraints on the attacker. As shown
in Fig. 2, our method drives all four benchmark systems away from
their stable states more quickly and significantly than the baselines,
demonstrating superior effectiveness. The results also reveal that with
x? detectors, the learning-based method often fails to consistently
destabilize the system. Meanwhile, the random search method can
generate attack sequences but performs the worst, as it lacks the
capability to maximize the attack’s impact. In contrast, our query-
based black-box stealthy attack method significantly enhances the
attack’s impact compared to baselines.

5) Stealthiness analysis: In the experiments, all methods generate
stealthy final attack sequences, making a comparison of final stealth-
iness irrelevant. Instead, we analyze stealthiness during the training
process, focusing on two key aspects: 1) the number of queries
and 2) the number of alarms triggered during training. Notably, the
learning-based method leverages knowledge of the detector’s residual,

enabling it to avoid many alarm triggers during training. As a result,
this method is excluded from the comparison in this subsection.

For the first aspect, we analyze how the number of queries varies
with the length of the attack sequence. As shown in Table I, our
method substantially reduces the number of queries compared to the
random search method. This reduction highlights the effectiveness of
the trained LSTM model in capturing the dynamic changes in the
system’s sensor values, enabling fewer queries and faster generation
of the attack sequence within a shorter training period.

l\é‘:e‘r); /qél(f;g; Detector | T=50 T=100 T=150
Vehicle platoon |_CUSUM__| 707291 1027514 | 1547916
Chi-square | 1117533 | 190/988 | 29371424
Quadrotor CUSUM__| 95/373 2987671 | 5267998
Chi-square | 1727436 | 323/858 | 41071257
DC motor speed | _CUSUM__| 617251 1137488 | 165/716
Chi-square | 1037356 | 2627581 | 4897752
Aircraft pitch CUSUM | 122/255 | 235/542 | 368/780
Chi-square | 116/405 216/865 269/1286

TABLE I: The number of queries to generate a certain length of
attack sequence under different benchmarks and detectors using our
query-based method and random search method.

For the second aspect, we ensure the system manager remains
unaware of the attack by pausing the attack and loop processes when
an alarm triggers during attack generation. The overall alarm rates
for our method are shown in Table II. As can be observed, the attack
remains highly stealthy during the training process.

B. CARLA

We implement the lane-keeping autonomous driving system [1]
and on the high-fidelity simulator CARLA [19]. An attacker can
manipulate GPS sensor readings, deviating the vehicle from its path
and potentially crashing into other vehicles or obstacles. System
variable ey is used to measure the distance by which the vehicle
deviates from the reference.

The results are shown in Fig. 3. The attacker generates an attack
sequence for a duration of T=300 control steps. Prior to the start
of the attack, the vehicle remains centered within the lane, with
eq = 0, and the residual is minimal. Once the attack commences,
the vehicle progressively veers away from the lane without triggering
any alarms. Ultimately, the vehicle collides with an off-road firetruck,
but even then, the residual value fails to activate an alarm. This
stealthy behavior indicates the success of the attack. Fig. 4 illustrates
the process by which the attack impacts the vehicle. Note that the
residual changes once the attack starts, this is inevitable because the
x? detector is sensitive to the noise changes. However, our attack
does not trigger an alarm during the implementation phase.

C. Discussion

One possible solution to defend against our proposed attacks
is to block malicious users from gaining information about the
detector by the query. As we mentioned before, the query process
will inevitably generate alarms by the detector to get meaningful
information. Defenders can utilize more sophisticated detectors, such
as adaptive detector [20] and stealth attack detector [21].

The other direction to defend is protecting the system from
being steered to non-secure areas under our proposed sensor attack

\ | Vehicle platoon [ Quadrotor | DC motor speed | Aircraft pitch |
[ Alarm rate | 0.0036 [0.0034 | 0.0035 [ 0.0036 \

TABLE II: The alarm rate for each benchmark.
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Fig. 3: The query-based attack on an autonomous vehicle.
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Fig. 4: Illustrations of system states under normal and attack condi-
tions in CARLA.

sequence. The simplest way to block sensor attacks is to leverage
sensor redundancy. For example, in aircraft, there is usually more
than one pitot tube to obtain airspeed. Some other methods, such as
sensor fusion [22], well-designed state estimation [23], [24] can also
be helpful.

VII. CONCLUSION

We propose a query-based black-box sensor attack method for
CPS with a residual-based detector. Our approach ensures stealthiness
both during the training process and throughout the attack execution.
Extensive experiments have demonstrated the effectiveness of the
proposed method.
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