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Abstract—Sensor attacks on Cyber-Physical Systems (CPS) can
cause substantial damage in the physical world, which motivates
two major threads of defense works including attack detection
and attack recovery. The former aims to identify whether any
sensors are compromised while the latter seeks to restore a system
to safety once an attack is detected. Although either thread has
drawn many efforts, how to coordinate the detection and recovery
has been barely studied. Overlooking the coordination, existing
works may result in ineffective and even failed defense. For
example, if a detector raises an alarm too late, there may not be
enough time for a system to recover but reach the unsafe region
anyway, even though the detection result is accurate. By contrast,
raising an alarm earlier allows more time for recovery, but may
come with more false positives and thus unnecessarily trigger the
recovery. To fill this gap, we aim to co-design attack detection
and recovery, and propose a novel recovery-guaranteed sensor
attack detection framework. The framework dynamically adjusts
the detection sensitivity and authenticates state estimates at run
time to guarantee timely and safe recovery once an attack is
detected. The detection will always reserve sufficient time for the
recovery while minimizing unnecessary activation of recovery. We
conduct extensive simulations and real-world testbed experiments
to show the efficiency of our solution.

Index Terms—cyber-physical systems, recovery, detection, sen-
sor attack, guarantee, online verification, reachability analysis

I. INTRODUCTION

Cyber-Physical Systems (CPS) couple computing resources
with physical processes through sensors and actuation compo-
nents. CPS enables various applications such as autonomous
vehicles, manufacturing systems, and power systems. For these
life-critical CPS, security and safety are significant concerns.
Due to their long working time, complex operational environ-
ments, and high connectivity, CPS is susceptible to various
kinds of malicious attacks [1]-[3]. Among them, sensor at-
tacks are particularly damaging and can cause serious safety
issues. An attacker may manipulate sensor readings to mislead
the controller to produce dangerous control commands. For
instance, an attacker may corrupt the values of an altitude
sensor to crush a drone [4] or modify position information to
guide an autonomous vehicle to hit obstacles [5].

These potential consequences have driven many efforts to
defending against sensor attacks in CPS. Among them, there
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are two major research threads: attack detection and attack
recovery. Attack detection aims to identify if any sensors are
compromised. Existing detection works usually compare the
predicted and observed sensor values [6], [7], or leverage
sensor redundancy [8], to make the decision. Attack recovery
is triggered once an attack is detected, and aims to mitigate
the impact caused by the attack. Usually, existing works design
recovery methods that compute control demand sequences to
steer a system back to a desired and safe state [9]-[15], by
solving an optimization problem or training a recovery control
policy. These works ensure to avoid the unsafe region while
yielding a degraded control performance.

Although there are extensive efforts addressing attack de-
tection and recovery separately, the coordination of the two
parties has been barely studied. On one side, existing detection
methods mainly seek to increase the accuracy of the detection
result, while overlooking whether a system can be recovered
to a safe state after the detection [7], [8], [16], [17]. On
the other side, existing recovery methods usually assume a
detector already in place and thus are subject to the accuracy
of the detection [9]-[15]. That is, these recovery methods do
not consider how the recovery should affect the detection.
For example, for a false positive alarm by a detector, the
recovery is unnecessarily triggered, while for a false negative,
the recovery is not activated, but should be, and thus may
cause safety violation. Therefore, we deem the importance of
coordinating attack detection and recovery for an effective and
safe defense against sensor attacks.

Coordinating attack detection and recovery is, however, non-
trivial, due to both timing and functional challenges below.

i) Timing challenges. We consider two levels of timing
requirements. The first is the global timing requirement, where
after detecting an attack, it should be ensured that a system
can be recovered before a safety deadline, after which the
system may touch the unsafe region. This requires not only
the recovery to be fast enough to drive a system back to safety,
but also the detection reserves enough time to allow execution
of the recovery. If a detector raises an alarm too late, there
may not be enough time for a system to recover to a safe
state even though the detection result is accurate. By contrast,
if raising an alarm too early, much time is allowed for the
recovery. However, the detector may have many false alarms
and unnecessarily trigger the recovery, which lowers the



control performance. The other is the local timing requirement,
where the detection and recovery need to be completed and
outcome the computing result (i.e., the control demand) in
a timely manner; otherwise, the control demand cannot be
applied to the physical system in time, which will harm the
control performance and even compromise safety.

ii) Functional challenges. First, we need to address an intri-
cate interplay between detection and recovery for the coordina-
tion. On the one hand, a more sensitive detector usually comes
with more false positives and thus more frequently triggers the
recovery even though it is unnecessary [6], [18], [19]. This
can ensure safety in a more conservative way but results in
lower control performance. Note that a system operating in the
recovery mode has degraded control performance compared
to operating in the normal mode [9]-[15]. On the other hand,
a less sensitive detector usually has fewer false positives but
may incur more risk of safety violations. When such a detector
raises an alarm, a system may have been significantly drifted
off by an attack. For example, the system may have already
reached the unsafe region or is too close to the region to be
steered back. Hence, an effective coordinated defense should
ensure that a system not only can be recovered after the
detection of an attack but also trigger the recovery when truly
necessary. Second, after detection, the attacked sensors are
no longer trustworthy for estimating a system’s physical state.
However, trustworthy state estimates are needed for controlling
the physical system during the recovery. This dilemma requires
that a detector can not only identify attacks but also provide
certain trustworthy data for the recovery to rely on.

To address these challenges, we propose a novel recovery-
guaranteed sensor attack detection framework. In general, the
framework dynamically adjusts the detection sensitivity and
authenticates state estimates at run time to guarantee timely
and safe recovery once an attack is detected. To be specific,
the framework coordinates the detection and recovery by
several components as follows. The Residual Calculator first
predicts nominal sensor values and computes the difference
or residual between them and sensor measurements. If the
residual is greater than the current threshold given by the
Threshold Adjuster, an alarm is raised to signify the occurrence
of an attack. The adjuster determines the threshold based
on the assessment given by the Recoverability Calculator,
which online verifies whether a system can be timely and
safely recovered in certain future time steps. The verification
uses bounded state estimates given by the Error Estimator,
which further relies on historical trustworthy state estimates
authenticated by the Authenticator. The Authenticator only
runs every few time steps to reduce the overhead.

Our technical contributions to the key components in our
framework are as follows. 1) For the Authenticator, we pro-
pose an authentication algorithm to obtain trustworthy state
estimates combined with estimation errors, which prevents the
accumulative estimation error from becoming too large. 2)
For the Recoverability Calculator, we design an incremental
online verification algorithm to efficiently find a window of
consecutive time steps by when a system can be recovered. 3)

For the Threshold Adjuster, we develop an efficient algorithm
to determine the alarm threshold based on the size of the
window that is needed to maintain. 4) We comprehensively
compare our proposed framework with existing methods on
numerical simulations and a real-world testbed, showcasing
its superior performance across key metrics.

The remainder of the paper is organized as follows. Sec-
tion II presents the related works. Section III provides the pre-
liminaries. Section IV overviews of our recovery-guaranteed
sensor attack detection framework. Section V designs the
core components while Section VI describes the supporting
components of the framework. Section VII evaluates our
solution. Section VIII concludes the paper.

II. RELATED WORK

A significant amount of research has been dedicated to
the security of CPS, particularly in terms of defending against
sensor attacks. One primary group of methods involves pre-
venting sensor attacks through the use of sensor redundancy,
such as determining vehicle speed with both encoders and GPS
Sensors.

The second group of methods for enhancing CPS security
focuses on detecting sensor attacks through the use of physical
invariants. A physical invariant is a property that remains un-
changed under specific physical laws. Some methods [6], [11]
use system models, often expressed as differential equations, to
represent physical dynamics, while others [14], [20] leverage
neural networks to extract and establish invariants. All these
methods raise an alarm by comparing the difference (referred
to as the residual) between the current system state predicted
by the physical invariant and the system state obtained through
sensor readings. We classify detectors into three types based
on the amount of physical invariant data used. The first one is
memory-less detectors, which only checks the current residual,
and raises an alert when the residual is larger than the given
threshold. The second one is short-memory detectors, such as
window-based detectors. It monitors residuals within a certain
detection window and alerts when the sum of residuals is larger
than the given threshold. The third one is long-memory detec-
tors which takes all historical data into account, such as the
CUSUM (cumulative sum) detector and x2 detector [7]. For
example, the CUSUM detector computes the CUSUM score
of residuals over time. Neural network-based detectors can
also be categorized as long-memory detectors. While existing
detection methods vary in how they decide when to raise an
alarm, they primarily focus on accuracy and false positive
rates. However, they are not designed with consideration for
the actions to be taken after the alert.

Currently, some researches focus on system recovery after
an attack is detected, primarily categorized into three types. (1)
Restart-based response [21], [22]: This approach reboots the
system to eliminate attack impact. (2) Virtual sensors [23],
[24]: the software uses a mathematical model to simulate
sensor readings, bypassing compromised sensors. (3) Recovery
controller [10], [11]: In addition to a normal controller, the
system is equipped with a specialized recovery controller.



Upon detecting an attack, the system switches to this recovery
controller to bring the system back to its target area.

Scope of Work. As mentioned earlier, existing methods
of attack detection focus primarily on accuracy and false
positive rate. However, these methods are not perfect as they
overlook whether the system can recover when the alert is
issued. High-sensitive detectors immediately trigger an alarm
when attacked but may cause a large number of false alarms
due to environmental noise and other factors. Low-sensitive
detectors may alert when the system state has already deviated
too far to be recovered. Therefore, it is essential to develop a
detector capable of automatically adjusting sensor sensitivity
and ensuring the system’s successful recovery after raising an
alert. This work aims to develop a detector that can guarantee
recovery from sensor attacks without generating excessive
false alarms. The discussion on methods for recovering from
attacks falls outside the scope of this work.

The closest related work to this article is [6], which intro-
duces an adaptive window-based sensor attack detector. How-
ever, this approach does not consider recovery feasibility in its
design. This detector adjusts sensitivity based on the estimated
time to an unsafe state, while our approach uses the system’s
recoverable time window, ensuring successful recovery after
an alarm. Unlike their method, which relies on previous sensor
data as trusted points, our approach estimates the real state
range, avoiding reliance on potentially compromised sensor
readings during stealthy sensor attacks.

IT1I. PRELIMINARIES
A. Basic Definitions

A set of ordered variables or constants, €.g., T1,..., %y, 18
denoted as a column vector x. We use interval [a, b] where a <
b to denote the set of all reals from a to b. Multidimensional
intervals are denoted as [a,b] such that a is the vector that
consists of the lower bounds in all dimensions, while b consists
of all upper bounds. We also call multidimensional interval
boxes. We use lo(X, ) to denote the lower bound of set X in
the i-th dimension, while [o(X) represents the vector formed
by the lower bounds of set X in each dimension. Similarly,
up(X,4) and up(X) correspond to the upper bounds.

We use zonotopes to represent the reachable sets of systems.
Zonotopes are a subclass of symmetric bounded polyhe-
dra [25]. A zonotope can be viewed as the image of a unit
box under an affine mapping. We follow the generator-based
definition used by Girard [26].

Definition III.1.
An n-dimensional zonotope Z is defined by

P
Z =¢xeR" x=c+z>\igi,>\i €[-1,1]
i=1
where ¢ € R"™ is the center, and g,,...,8, € R" are the
generators. We denote Z as (c, (g1, -,8,))-

Intuitively, a zonotope Z = (c,(gy,...,8,)) is the
Minkowski sum of ¢ and the line segments defined by the

generators, i.e., the line segment defined by g, is {x € R" |x =
)\igi7 )\i € [_17 1]}

The Minkowski sum between zonotopes is easy to cal-
culate following the definition: X @ Y = {x + ylz €
X,y € Y}. Given two zonotopes Z; = (c1, (v1,...,vx)) and
Zy = (c2,{(gy,...,81)), the result of their Minkowski sum is
Zy = (c1+c2, (V1 s Vi, 815 81))-

Notation | Description
x Real system states
x Sensors measurements
x State predicted from system dynamics
6co The error of X
ucU The control inputs
veV Process and measurement noise in system
X7 Target set
Xs Safe set
Xj.d The reachable set of the system at d-th step from time j
r Residual between x and X
T Detector’s threshold
w Detector’s observation window
<) Minkowski sum, ie., X @Y ={z+ylz € X,y € Y}
e Minkowski difference, ie, X OV =, ¢y (X — {y})

TABLE I: Notations and symbols

B. System Model

The dynamics of a CPS considered in the paper is a
linear time-invariant (LTT) model governed by a discrete-time
feedback controller:

x; = Axi—1 + Bui—1 + v, (1)

such that x; and u; are the system state and control input
respectively at the time ¢ = ¢, v; is the process and envi-
ronmental disturbance at that time, characterized as a value
with range-bounded uncertainty, with v; € V. We assume that
all control inputs u are range-bounded due to their physical
constraints, with u € U. Both U and V are boxes that are
symmetric about the origin. We assume that all state variables
are visible to sensors, therefore we can use the sensor readings
to represent the state estimated based on sensor readings x. We
also assume that matrix A is invertible.

C. Threat Model

In this article, we consider a CPS and an attacker that uses
sensor attacks only. The attacker can modify the sensor read-
ings X;_1 which will then be sent to the controller. The attacker
aims to drive the system state to an unsafe set using a sequence
of sensor attacks, employing methods like bias attack [27],
replay attack [28]-[30], and some other well-designed attack
methods [31] [32]. Under these sensor attacks, the system’s
state x; estimated by sensors’ measurement may have large
deviations from the real system states x;_1, like X; 1 # x;_1.
This can make the controller unable to produce the correct
control command, that is Q(X;—1) # Q(x;—1), where {2 defines
the feedback law of the controller. Consequently, this may lead
to the system state deviating from the safe set Xg, shown as
x; = Ax;_1 + BQ(X—1) +ve.



D. Ordinary window-based detector

We use a similar idea to the window-based detector in
our proposed recovery-guaranteed detector. Here, we briefly
explain the principle of the window-based detector. It predicts
the nominal sensor values X;, using the previous sensor reading
X;_1, the equation is shown below

X = Axy_1 + Bu;_ 2

It then collects the residual r; between x; and Xx;, and accu-
mulates the previous residuals in its observation window W
time steps, shown in equation (3).

t

=) (3)

i=t—W

ry =Xy — Xy,
The detector then compares the sum of residuals r{*" in its
observation window to a threshold 7, and if it exceeds the
threshold, an alarm is triggered. In this system, the threshold
T is a vector, and the detector separately judges whether each
dimension of r{"™ exceeds the corresponding threshold.

E. Recovery controller

When a residual r{"™ breaches a threshold, the system
switches to the recovery controller immediately. Then the
recovery controller tries to solve the following problem to find
a control sequence that can safely steer the system to a target
set.

Definition II1.2 (Recovery control sequence [11]). Given an
initial state x;, a designated safe set Xg, and a target set
X1 C Xg, alongside an LTI system as defined in Equation
(1), we define the concept of a recovery control sequence for
the LTI system. At time step t, such a sequence of length d
exists if it is capable of moving the system from x; to Xr,
staying within Xg.

A recovery sequence should satisfy the following con-
straints:

t+d t+d—1
Xird © X7 A /\ x; C Xg A /\ (xi+1 = Ax;+Bu;+v;11)
i=t i=t

Hence, the recoverability at time step ¢ is defined by whether
or not such a sequence can be found.

Definition IIL.3 (Recoverability). We say that a system is
recoverable at a state x; if there exists a control sequence
that can safely steer the system to a target state.

As previously mentioned, our proposed detector considers
not just the current step’s recoverability. Recoverable time
window is used to represent the recoverability over multiple
consecutive future time steps.

F. Motivating example

We provide a motivating example in Fig. 1, where the
left and right images depict the same CPS with different
detectors. The green, yellow, and orange areas represent the
target set, safe set, and unsafe set, respectively. The x-axis

shows the time steps and the y-axis represents the system
state. Before time t(, the system operates normally. At time
tp, a sustained sensor attack begins, gradually shifting the
system state from the target set, shown by the orange curve. In
the left image, a more sensitive detector detects the attack at
to +t, and triggers recovery, allowing the recovery controller
to bring the system back to the target set without entering the
unsafe set, as shown by the blue curve. At time ¢y + t,, the
system is recoverable with a recoverable time window greater
than 1. In the right image, however, the detector triggers an
alarm at ¢y + ¢, + k, by which time the system has deviated
further, losing recoverability. During recovery, it enters the
unsafe set, resulting in failed recovery. To prevent this, we
propose a recovery-guaranteed sensor attack detector to ensure
successful recovery upon detection.

Attack detected
Recovery fail

Attack start Attack detected Attack start

_-' Recovery success \ R
TS State e

Safe set

Safe set

Target set Target set

Safe set
Time step

Safe set
0 tg to+tg to+t, +t; Timestep O

ty to+ta+k

Fig. 1: A motivating example of the recovery-guaranteed
detector

G. Problem statement

We consider a linear CPS described in Section III-B that
experiences the sensor attack as outlined in Section III-C.
Due to these attacks, the physical states deviate from their
reference states. The detector then raises an alert and a
recovery controller is activated to recover the system to the
target set. The problem is to design a recovery-guaranteed
detector that can dynamically adjust its threshold based on
the system’s recoverable time window. This guarantees that
when the detector issues an alert, the system can safely
recover to the target set. Additionally, to reduce false alarms
caused by overly sensitive detectors, it is necessary to decrease
the detector’s sensitivity when the system’s recoverable time

window exceeds our predefined value.
Specifically, the problem can be formulated as the following
optimization problem:

max T
O¢,u
s.t. @t = J(ﬁ,},u,Tt,V) (43')
(Xt ={%:}DO) A (xt € Xy) (4b)
t+K
/\ X;=AX;, . @BU&V (4c)
j=t+1
t+ K Jj+d
N (Xira ©Xr A\ Xi € Xs A (4d)
j=t+1 i=j
j+d
/\ (Xi=AX;_1 @ {Bui_1} ®V))
i=j+1



where the goal is to maximize the detector’s threshold 7
while maintain the given recoverable time window K. O,
indicates the estimation error between x; and x;. The function
J(-) in Equation (4a) represents a nonlinear process for doing
attack resilient state estimation to get O in each time step. As
shown in Equation (4b), the set X contains all possible real
system state x;. Equation (4d) indicates the sets of all possible
real states of the system from time j =t+1toj=t+ K. K
is the desired recoverable time window the system needs to
maintain. Equation (4d) states that at each time from 7 = t+1
to 7 = ¢t + K, a recovery control sequence exists, implying
that the system maintains recoverability at each of these times.
This indicates a recoverable time window of K.

This is not a simple problem since the constraints are
complex and involve nonlinear processes. Moreover, the entire
calculation must be completed within a single time step.

IV. SYSTEM DESIGN OVERVIEW

Our recovery-guaranteed sensor attack detection framework
is shown in Fig. 2. Similar to the ordinary window-based de-
tector we described in III-D, the recovery-guaranteed detector
continuously monitors the system to identify sensor attacks by
judging whether each dimension of the sum of residuals r;“™
exceeds the threshold 7:. Meanwhile, to ensure a successful
recovery after an attack is detected, the detector adjusts its
threshold 7, based on the system’s recoverable time window
K, which is computed online. The five components: residual
calculator, authenticator, error estimator, recoverability calcu-
lator, and threshold adjuster are explained as follows.

Threshold
Adjuster

Residual
Calculator

Recoverability
Calculator

Recovery Controller

Original Controller

Recovery-guaranteed
detector

Fig. 2: The overview of system design

The residual calculator predicts nominal sensor value X;
based on Equation (2), and calculates the residual r; according
to Equation (3).

The recoverable time window for the current system state is
computed in the following way. Since the current sensor data
does not indicate the actual system state due to the attack, we
compute an overapproximate range X; which is guaranteed to
contain the actual system state. The set is obtained as {*;} 90O
wherein X; is the nominal sensor value and ©; is a bloating
set containing all possible differences between the actual
state and x;. The authenticator and error estimator work
cooperatively to obtain the set of ©;. The authenticator period-
ically computes the previous ©;_,, by solving an optimization
problem, where p is a parameter set by the user and is not less
than the number of dimensions of the system’s state. Using
O:_p, the latest result from the authenticator, as a starting
point, the error estimator infers the current ©; based on the

previous time step’s ©;_; and the detector’s threshold 7; at
each time steps. Once the authenticator completes calculation,
the error estimator updates its starting point based on this data.

The recoverability calculator leverages reachability analy-
sis to estimate the system’s recoverable time window K based
on X;. It employs an incremental online verification method to
assess the recoverability of future time steps, thereby determin-
ing the recoverable time window. With this current system’s
K, the threshold adjuster changes the threshold 7; of the
detector, ensuring that the system’s recovery time tolerance
K, is not less than a user-given size K while maximizing
the threshold 7. Finally, the detector evaluates whether the
residuals breach the threshold 7 and provides this as the final
result of the recovery-guaranteed detector. By maintaining the
system’s recoverable time window, our method ensures that
the system can successfully recover when the detector alerts.

V. REACOVERABILITY CALCULATOR

This section details the recoverability calculator, the core
component of our framework.

To calculate the current system’s recoverable time window
K, we need to assess the system’s recoverability at future
time steps. The task of checking recoverability is simplified
to detecting the emptiness of the intersection between a
general zonotope and a box. Such a problem can be addressed
using linear programming (LP). However, as an alternative,
we propose a method with a time complexity of O(kn)
to approximate the results, where k represents the number
of generators the zonotope has, and n is the number of
dimensions. This approach provides a more efficient means of
handling the problem. In addition, we employ an incremental
online verification method to assess the recoverability of future
time steps. That is, the recoverability verification at a time can
be done based on the recoverability at the previous time.

At time step t, the recoverability calculator receives the
nominal sensor values X;, and the estimated error ©;, then
calculates the recoverable time window K.

To calculate the system’s recovery time tolerance at time ¢,
we need to check the system’s recoverability at future time
t+1,...,t+ K, where K is the desired length of recoverable
time window the system wants to maintain. If all these times,
the system maintains recoverability, then the system keeps a
recoverable time window of length K.

The recoverability at a specific time j, where t+1 < j < t+
K can be computed in the following way. To ensure successful
system recovery, it is essential to consider all possible values
of the system’s real states at time j. We represent the range of
values at the current time step ¢ with X3, as illustrated in the
equation X; = {X:} @ ©O;. Then all the possible values of the
system’s real states in time j can be represented as follows.
For clarity, we set ¢ = 0 for the remainder of this section.

J J

Xj = ijo + ZAjizBui71 4+ ZAJ72V¢
=1 =1

(x0 € Xo,uo,...,uj—1 € U,v1,...,v; €V)



Then, we employ a heuristic to identify all control sequences
that meet two requirements: (1) steer the system toward the
target set and (2) maintain the system’s safety from any state
within X;. To do so, we employ a method similar to the real-
time monitoring technique used in [33]. The reachable set for
all d =1,2,...t4-th step from time j is shown below. We will
discuss how to determine the deadline ¢, later.

d d
Xj’d = Adx]' -+ Z AdiiBujflJﬂ; -+ Z Adiiv]uﬂ;
i=1 i=1
(x]' € Xj,uj,..,ujrqa—1 €U,vjp1,...vj41q € V)
where the subscript of X 4 represents the d-th step from time
J-

As for steering the system toward the target set from any
state within X, the reachable set X 4 should inevitably
interact with the target set Xp with the recovery control
sequence u;, ...,u;41q—1 € U for any noise v, 1,..vj1q4 € P.
To do so, we check the emptiness of the intersection between
the control envelope

d
Eja=E A" BU )

i=1
which contains all possible control effect at the d-th step from
time j, and the Minkowski difference D; g = X7 O L, q where

d
Lia=A'X; 0 @AYV

i=1

J j+d
={A" %} o A0 0 P AT BU O P ATV
i=1 =1

(6)

which is a constrained target set by the accumulation of
uncertainties.

Proposition V.1 ([10], [33]). Given 0 < d < tg, if the
intersection E; g N D;q is not empty, then there exists a
recovery control sequence to work on all states in X;.

We want to check if Ej 4 N Dj;q # (. To do so, we
seek to find a point that lies in both E; 4 and D; 4. Such
a point exists if and only if the intersection of the two sets
is nonempty. Although D; 4 is a Minkowski difference and
computing a Minkowski difference of two sets is a difficult
task, the Minkowski difference between a box and a zonotope
is a box [33] and therefore computing D; 4 only requires to
calculate its upper and lower bounds in all dimensions. Hence,
the emptiness checking problem becomes to find a point £* in
the intersection of a zonotope and a box. Instead of locating
a random point in the intersection set F; g N D; 4, we aim
to find a point as close as possible from the zonotope Ej; 4
to the center of the box D; 4. Identifying a point as close as
possible to the center of the box will enhance the accuracy of
our subsequent incremental recoverability verification method.
The details will be given in Section 16.

Given a zonotope E = (¢, (v1,...,vx)) and a box D :
[lo(D),up(D)], we need to compute a group of scalars
aq,...,ap € [=1,1] to find a point E* = ayvy + ... + agvy,

which is as close as possible to the center of D among all
points in E. The reason to do so is to make the obtained
recoverable time window from Algorithm 2 as large as possi-
ble. This problem can also be solved using LP, however, we
propose Algorithm 1 which only requires O(kn) operations
of real arithmetic where k is the number of generators and n
is the number of dimensions. It returns an approximate point
which is as close as possible to the center of D and sufficient
to be used in checking the recoverability of the following time
steps. The algorithm starts with the center of the zonotope F
and explores toward the center of the box D until it finds the
first point in the intersection.

In line 1, E* is initialized to the center ¢; of the zonotope
E. ¢, is the target point of exploration, which is the center
of box D. flag indicates whether sets E and D intersect,
initialized to 0. The algorithm loops through each generator
to explore towards ¢. In line 3, ¢ represents the projection of
the line connecting the current exploration point E* and the
center of the box ¢, onto the generator v;. It indicates the scale
that the generator v; should take to reduce the distance to vs.
However, the scale «; should be in the range of —1 to 1. In
lines 4-10, we obtain «; € [—1, 1] from ¢. Then in line 11, the
algorithm uses «;v; to update £* and explore towards c». In
lines 12-14, Set the flag to 1 if the current £* is already in
the box D. It is important to note that the algorithm does not
stop upon finding a point E* inside D, instead, it continues to
explore towards the center of the box to find a point as close
as possible to the center. After utilizing all the generators, the
algorithm terminates and returns E'* as the approximate closest
point, the corresponding s, ..., ag, and flag which indicates
intersection or not.

Algorithm 1: Finding an as-close-as-possible point.
Data: FE = (c1, (v1,...,Vk)), D : [lo(D),up(D)]
Result: E*, oy, s, ...y, flag

1 B* + Cl, Oy ey O $— O,

¢ < (lo(D) 4+ up(D))/2, flag = 0;

2 forv=1to k do

3|t mBDv
ViVi ’
4 if t > 1 then
5 ‘ Qy < 1;
6 else if ¢t < —1 then
7 | o -1
8 else
9 | ot
10 end
11 E* <« E* 4+ ayv;;
12 if lo(D) < E* < up(D) then
13 | flag < 1;
14 end
15 end

16 return £*, aq, ..., ak, flag;

Proposition V.2. In each iteration in Algorithm 1, the update
in Line 11 makes E* closer to the center of D.



Fig. 3: Update of an as-close-as-possible point.

Proof. At the beginning of the ¢-th iteration in Algorithm 1,
the as-close-as-possible point is £* = ¢; + a1v; + -+ +
a;—1v;—1. We denote it by F;_1. Then the modification term
a;v; is computed based on tv; such that «; is the truncated
value of ¢ with respect to the range [—1, 1]. We illustrate the
relations among these terms in Fig. 3. Since vectors tv; and
¢ — E;_1 — tv; is orthogonal, we can conclude that the line
segment from F;_; to ¢ is longer than the line segment from
FE;_1+ a;v; to ¢o, and hence the update in Line 11 makes E*
closer to ¢o which is the center of D. O

Calculation of deadline. As for maintaining the system’s
safety from any state within X, the equation X; 4, C Xg
confirms that the system will not reach any unsafe state at the
d-th step from the time j.

Utilizing the work on deadline estimation given in [11],
we set uj,..ujrq—1 = [0,...,0],1 < d < t4 to calculate
the deadline t4. A departure from the safe set occurs only
if the current system state cannot be rectified through any
recovery control sequence. Therefore, the above equation can
be expressed as L; 4 C X5.

Proposition V.3 (Deadline [11]). At the time j, the system
will not reach any unsafe state at d-th step if Lj1q C Xg.

Therefore, the maximum d that ensures L; 4 C Xg is tq.
The recovery process must be completed in ¢4-th steps. To
check whether L; 4 C Xg, we first use the support function
to get the maximum and minimum values in each dimension
of the zonotope L; 4, and then compare it with the boundary
of the box Xg.

Incremental online recoverability verification. We pro-
pose an incremental online verification method for getting
the recoverable time window K;. That is, the recoverability
verification at a time can be done based on the recoverability
at the previous one.

For illustration purposes, we use the following situation as
an example to introduce our incremental online recoverability
verification method, and similarly, we set ¢ = 0. In this
example, we have already checked the recoverability at ;7 and
we are going to check the recoverability at j + 1. Compare
the cases when checking whether the control envelope E; 4
and constrained target set D; g = X7 © L; 4 are empty at d-th
step from time j and at d — 1th step from time j + 1.

We can find the following equations from (5) (6).

Lja® A" 'BU = Lj41.4-1, Eja=Ejr1a-1® A" 'BU

Since U is a box symmetric with respect to the origin,
A%=1BU is a zonotope that is also symmetric about the origin.

Then the centers of D; g4 and Dj4q g—1 are the same point,
and the center of E;4 and F;;q 4—1 are both the original
point. Assume the generators of E; g is myq,...,mgy,, then
the generators of K1 4-1 iS mq,...,Mgy_y, Where n is
the number of the system state variables. Therefore, since
algorithm 1 explores from E; i 4—1 and Ej;q towards the
same target point, we can incrementally obtain the point in
Ejy1,4-1 that is closest to the center of D; 4 4—1. It is the
point in the exploration path of E;; that has traversed all
the generators of E;iq 4—1. If the group of scalars for the
closest point in F is «j, ..., ign, then the closest point in E’
1S 1M, ..., Agn—_nMdn_rn. Therefore, we can do incremental
online verification for recoverability.

Lemma V.1. Given a zonotope E; : (¢, {my, ma,...,mg,)),
where the as-close-as-possible point to the center of box D
calculated by Algorithm 1 is ¢ +ay1mq + - - - + agnMyy. The
zonotope Es : (¢, (my,mo,....my,_y)) which is same as
FE1 except that the last n generators are removed. Then the
as-close-as-possible point in E5 to the center of D can be
calculated as ¢ + ayma, ..., Agn—_nMgn_n.

The overall process for calculating recoverability can be
represented as Algorithm 2, as shown below:

Algorithm 2: Calculate the recoverable time window

Data: xo, ©¢
Result: adjust, closest, recoverability, Ko
adjust <— False;
Calculate the deadline ¢4 for Xi;
for d =1 to tq do
Calculate F1 4 and D1 g;
E* aq, ..., ak, flag < Algorithm 1;
closest[1][d] + E*, aq, ..., au;
empty(1][d] < flag;
if flag = 1 then

| recoverability[l] - 1, Ko =1;
end

e ® N A R W N =
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end

for j =21t K+ 1do

Calculate the deadline t4 for X;;

for d =1 to tq do
Calculate Dy q4;
closest[j][d] + Get(closest[j — 1][d + 1]);
empty[j]ld] < InBox(closest[j][d], Dj,a);
if empty[j][d] = 1 then

| recoverabilitylj] < 1, Ko = Ko+ 1;

end

end
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end
if Ko # K then
| adjust < True;
end
return adjust, closest, empty, recoverability, Ko;

RN NN
A N B W N

At time step ¢ = 0, this algorithm takes the nominal sensor
values Xo and the estimation error ©( as input data. As for
the return, the value adjust indicates whether the recovery
time tolerance Ky meets the required one K. The list closest
represents the groups of scalars in set E; 4 that is as close as
possible to the center of the box D; 4. The list recoverability



indicates the recoverability status. From line 2 to line 11, we
compute the recoverability at time £+ 1. In line 5, it checks the
intersection between FE; 4, D74 by leveraging Algorithm 1.
If the intersection set is not empty, the system maintains
recoverability at time 1 and we record it in line 8. Starting
from line 12, we check the system’s recoverability from 2 to
K + 1. In line 16, the function Get(-) indicates getting the
as-close-as-possible point at d-th step from time j based on
the closest point at d + 1-th step from time 5 — 1. Then in line
17, we check whether the closest point is in the box of D; 4.
In lines 23-25, we determine whether it is necessary to adjust
the current system’s recoverable time window K.

It is important to note that our framework is based on
reachability analysis, allowing us to guarantee that when the
detector raises an alarm, at least one recovery control sequence
is capable of safely recovering the system. Therefore, our
framework is well-suited for recovery algorithms that can
compute and execute this recovery control sequence, such as
those proposed in [10], [11], [13].

VI. SUPPORTING COMPONENTS

In this section, we give a detailed explanation of three
key components of our framework: the authenticator, error
estimator, and threshold adjuster. We first describe how the
authenticator and error estimator work together to compute the
estimated error set ©, for the nominal sensor value X; at each
time step, which is the input of the recoverability calculator.

Attack-resilient state estimation, which determines the range
of a system’s real state under potential sensor attacks, has been
extensively studied [34], [35]. These studies typically involve
solving a time-consuming Mixed Integer Linear Program
(MILP) problem. The computation often spans at least several
tens of milliseconds, which fails to meet our requirement for
estimating the real system state at each time step.

We first implement an authenticator to get an accuracy
estimation range for previous real state z;,_._,, where c is
the computation time, and p is the authentication window
for data collection. It employs optimization techniques with
each calculation taking longer than one time step, specifically,
¢ > 1. In addition, we develop a low-overhead error estimator
that infers the current real state range from the previous time
step’s range. This estimator operates within each time step
and uses the latest authenticator results as its starting point.
Fig. 4 illustrates the interaction between the authenticator and
error estimator. The black line represents the actual state of
the system. Starting from time ¢ — ¢ — p, the error estimator
calculates the range of the real system state at each time
step, depicted as the yellow line. Meanwhile, the authenti-
cator determines the precise range of xy_._, by solving an
optimization problem, completing its calculation at ¢. These
results then update the error estimator’s start point, shown as
the green line, significantly reducing the estimation error for
the real system state at time t.

Time step

Fig. 4: An example of authenticator and error estimator

A. Authenticator

The authenticator uses recorded system data, including u,
X and X, to output the error © in the nominal sensor value
x. We formulate a series of MILP problems under the same
assumptions as those in [35] to determine the range of actual
system states. This enables straightforward calculation of the
error bounds for state estimation.

For demonstration purposes, we assume that the current
time step is p. The system states at time steps 0,1,...,p as
Xo,X1,...,Xp. Equation (7) is the evolution of a real linear
system from time 0 to p.

§0:x0+a0,...,fp:Axp_1+Bup_1+vp+ap (7)

Then we define X to express the effect of Z, ®(xg) to express
the effect of xo and u, F to indicate sensor attacks, and A*
to represent the actual effect of noise v.

X = (%0,%1, ..., Xp)
p—1

<I>(x0) = (xg,Axo + Buo, ceey Ap_le + ZAlBup_l_i)
i=0

P
E = (ao,ai,...,ap), A" = (0, Avg +v1,...,ZAlvp_i)
i=0

where each element, like X, is a column of the matrix X. All
subsequent (, ..., ) here means the combination of the column
vectors. By replacing the noise in the A* with the upper
bound of the noise, we get the new A = (up(V), Aup(V') +
up(V),...,Zf;ol Alup(V')). where lo(V) and up(V') repre-
sent the vector formed by the lower or upper bounds of set V
in each dimension. Then the constraint: | X —®(x¢) —E| < A
should always hold. which means the system noise cannot
exceed the upper bound. Based on the assumption that at-
tackers tend to attack fewer sensors to achieve their desired
impact, researchers [35] estimate the previous system state x
by solving the following optimization problem:

min || E |1y, st.|X — ®(x0) — E| <A ®)
E.xo

where || E ||;, represents the number of non-zero row vectors
in matrix F. This problem can be straightforwardly trans-
formed into an MILP problem. The best results are obtained
when n < p < 2n holds, where n is the dimension of system
state x. We denote the result of problem (8) as x; and E™*.
We extend this optimization problem to calculate the esti-
mation error range for x*. We set the real system value as x
and the real sensor attack as E, which are also the feasible
point of the optimization problem (8) above. Hence we have



the following optimization problem to get the error bound,
based on the same assumption.

wax o [i]—x 1], 5.4 X~ @(x0)~E| < A, || E 1,<]| B Il

»X0

where x 7] refers to the value of x; in the i-th dimension. The
object is to maximize the deviation of xj from x( in the ¢-th
dimension. Similarly, this problem can also be reduced to an
MILP problem. With x{ and the error range calculated above,
we can easily get the corresponding ©¢ for X¢. Then update
the start point of the error estimator.

B. Error estimator

Using the latest authenticator results as the starting point,
an error estimator is designed to infer the current range of the
real system state from the previous time step’s range.

We initially utilize the information from whether the detec-
tor triggers an alarm. The inequation Z’;:FW |, —%;| < T
holds when the detector is not alerted at t — W to ¢ time steps,
where W is the observation window of the detector. Then,
we can express X in terms of x and x in equation below, by
subtracting Equation (1) from Equation (2).

Xe =X+ Axt—1 — Axi_1 v, i €V

Following this, we can construct an inequality involving x;.

t-1
e+ A¥e 1 — Axe 1 v —F| <T = Y 8 —Xl, (e EV)

i=t-W

We obtain the following inequality by substituting 6 for x.

t
10 <7 = |& — Xl + A(Ra — Fu1) + Ay + v,
i=t-w

(0i-1 €O¢_1,v: €V)

(€))

One important thing to note is that when calculating the
value of AB;_1, we need to select the upper or lower bound
of ©;_; for computation according to the sign of the elements
in A, to ensure an overestimation of ©;.

From Inequation (9), it is obvious that the size of O
monotonically grows along with time. It will eventually lead to
an estimation that is trivially large. However, our authenticator
recalculates/resets the estimation ©, periodically and that
helps to prevent the explosion of the set.

C. Threshold adjuster

In this part, we present the design of the threshold adjuster.
It receives the recoverable time window K, the as-close-as-
possible points, and the recoverability status in each future
time j, where t + 1 < j < t + K + 1, calculated by the
recoverability calculator, as input. It adjusts the detector’s
threshold 7 to ensure that recoverable time window is equal
to K. The detector uses this new threshold to evaluate the
alarm condition and provides this as the final results of the
recovery-guaranteed detector.

To adjust the system’s recoverable time window Ky, we
need to determine how to modify the threshold for a possible

set of real states X, to ensure the system gains or loses
recoverability at time j.

According to the previous section, since O, is related to
Ty, by adjusting the threshold 7;, we can alter the size of
constrained target set D; 4, which may change the result of
whether the sets E; ; and D; 4 have a non-empty intersection,
thereby affecting recoverability.

According to Inequality (9), the change in ©; under the
adjustment of the threshold is illustrated by the formula below.

up(0}) = up(6:) + AT, 10(0}) = 10o(0;) — AT

where ©) indicates the ©, after threshold adjustment, 7 is the
new threshold, and A7 is the adjustment, 7 = 7+ A7. Then,
we get the new box D ;:

up(Dj q) = up(Dj,q) — ATTIAT lo(Dj 4) = lo(Dj,q) + ATTAT
(10
where Dj ; indicates the new D 4 after adjustment.

It can be easily observed that the centers of the box D},
and D, 4 are the same. Given Equation (10) and the as-close-
as-possible point from zonotope E; 4 to the center of the box
Dj 4, we can easily adjust the threshold 7 to ensure that the
intersection of the two sets is non-empty. The adjustment AT
can be calculated by AT = Aj+d_1dz'st, where dist is the
distance from the closest point to the box in each dimension,
and we already assume that A is invertible.

VII. EVALUATION

In this section, we compare the performance of our pro-
posed recovery-guaranteed sensor attack detector with other
previous works. Moreover, further analysis will be conducted.

A. Experimental settings

The experiments are tested under three numerical simula-
tions [6], [10], [36] and a 4-wheel testbed.

1) Hardware and software configurations: The experiments
for numerical simulation are conducted on a lab computer
equipped with a 12th Gen Intel(R) Core(TM) 15-12400F CPU
operating at 2.5GHz, along with 16 GB of RAM. Our code
is written in Python and utilizes the cvxpy library with CBC
solver to solve optimization problems.

2) Numerical simulations: We implement and test our
framework on three numerical simulators: vehicle platoon [36],
aircraft pitch [10], and lane keeping [6]. All these three
simulators are LTI models that get from linearization and
discretization, representing typical models used in security and
control research [10], [11], [35].

Vehicle platoon. In this system, four vehicles maintain a
stable distance and form a platoon. The system has 7 state
variables, from z( to zg, and 4 control input variables, from
ug to us. Each vehicle uses the onboard distance sensors (e.g.
lidar) to obtain the distance from the front vehicle as states
xo to xo. For example, x( reflects the distance between the
front vehicle and the one behind. The system also measures
the velocity of the four vehicles as states x3 to xg. The control
inputs ug to ug correspond to the acceleration of four vehicles.



Platoon Lane Keeping Aircraft Pitch
Target set X xo € [04, 1.2] | xo € [-0.5,0.5] | =2 € [-0.7, 0.7]
Safe set Xg zo € [0.0, 5] xg € [-0.5, 0.5] x2 € [-2, 2]
Control inputs u [-2, 2] [-0.26, 0.26] [-20, 20]
Noise v [-0.002, 0.002] [-0.005, 0.005] [-0.01, 0.01]
Control stepsize 40 40 40

TABLE II: Simluation Scenarios. Time unit: ms(millisecond).

Aircraft pitch. The object of this system is to control the
pitch angle of the aircraft. It has 3 state variables z;, o,
z3, and one control input. In this framework, x; symbolizes
the angle of attack, x5 represents the pitch rate, and xj
corresponds to the pitch angle. The control input denoted as
u, is the elevator deflection angle.

Lane keeping. This system considers the vehicle to perform
lateral control on the track with a pre-planning path. The
vehicle in this system is modeled using a kinematic bicycle
framework [37]. We conducted simulations of an autonomous
driving system that utilizes the Stanley method [5] to govern
vehicular motion. The system has 4 state variables from x
to 23 and 1 control input. The reference of the system is to
ensure that the vehicle travels along the predetermined road.

Other simulation settings are listed in Table. II.

3) 4-wheel testbed: As shown in Fig. 5a, the 4-wheel
testbed comprises an STM32 board, a Raspberry Pi Model
4B, a motor, and a servo. The STM32 board includes a
UWB positioning module, 9-axis IMU, and speed sensor to
monitor position, yaw angle, and speed. Two PID controllers
manage vehicle speed and turning. The recovery-guaranteed
detector is deployed on the same lab computer we used for
numerical simulations. We use the ROS2 framework for the
communication between the boards and the desktop. The
STM32 reads sensor data, while the Raspberry Pi manages
communication and controls.

UWB Tag .

Raspberry Pi
Model 4B

(b) Circular track

(a) Structure of the testbed

Fig. 5: 4-wheel testbed

The 4-wheel testbed performs lane-keeping on a circular
track, shown in Fig. 5b. Its control model, based on the
kinematic bicycle framework, mirrors the numerical simulation
model with different parameters. In the experiment, the testbed
is controlled to run at a constant speed of 0.3 m/s. The target
set X is defined as within a 0.1-meter range of the center of
the track, the safe set X g is set as within the boundaries of the
track, the control inputs w is in [—1,1] , and the noise v for
sensors is in [—0.2,0.2]. The control period of this testbed is
100 ms. We inject a bias attack which is -0.8 to the IMU sensor
measurement. The recovery starts upon the detector raises an
alert. We separately test our recovery-guaranteed and fixed
window-based detectors.

4) Metrics: We have two metrics. One is the recoverable
time window missing numbers (RWM), which indicates the
instances when the system, under attack, cannot maintain a
recoverable time window of size K at the time step just
before the detector alerts. This means that when the detector
triggers an alarm, there is no guarantee that the system can
recover safely. The second is the false positive rate (FP), which
represents the rate at which the detector issues alarms when
the system is not under attack.

5) Baselines: We select two commonly used detectors as
baselines for comparison: the window-based detector and
the CUSUM detector, representing short-memory and long-
memory detectors, respectively. Neither method can guarantee
the system will be able to safely recover when alert. For a fair
comparison, the baselines, derived from works [6], [11], [19],
have already been well fine-tuned.

6) Detector configurations: In the experiments, the pa-
rameter settings for our method are as follows. The desired
recoverable time window K for all three simulators and the
testbed is set to 3, the window size W of all the detectors
is set to 10, and the run interval for the authenticator is set
according to the dimensions of the system’s state.

7) Attack scenarios: In our experiments, we consider three
types of attack scenarios: bias, delay, and replay attack. A bias
attack involves replacing sensor data with arbitrary values. In
a delay attack, sensor measurements are delayed before being
sent to the controller, extending over a specified time period. A
replay attack involves substituting sensor data with previously
recorded data. These scenarios help test the robustness of our
system under different adversarial conditions.

B. Experimental results

1) Simulation results: Our detector is evaluated under all
nine cases, covering every combination of three simulators and
three attack scenarios. Fig. 6 shows part of the results using
platoon and lane keeping under bias, delay, and reply attacks.
For clarity, only the first alarm issued by each detector after
an attack is marked in the diagrams. Our recovery-guaranteed
detector triggers alarms earlier than others, as it dynamically
adjusts the threshold based on the system’s recoverable time
window. When an attack occurs, the estimated range of the
system’s real state expands, shifting the state toward the unsafe
set. This causes the detector to lower the threshold, prompting
an earlier alarm compared to baselines.

Table. IIT shows the FP and RWM across 100 simulations
for each case. Compared to the baseline detectors, our method
consistently achieves a zero RWM while maintaining a rel-
atively low FP. For example, in the platoon scenario under
bias attack, our detector achieves the lowest FP (1.31) with
0 RWM. This is because the detector dynamically adjusts
the threshold: lowering it when the recoverable time window
shrinks to maintain a size of K or triggering an alarm if the
threshold becomes too low, and increasing it to reduce FP
when the window size exceeds K.

2) Testbed results: In the 4-wheel testbed experiment, we
select a well-tuned window-based detector as the baseline to
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Fig. 6: Comparison of detector results between recovery-guaranteed detector (Ours), fixed window-based detector (Fixed), and
the CUSUM detector (CUSUM). The horizontal axis represents time steps. Blue solid line: system’s real state. Grey dashed
line: reference value. Red dashed line: attack start time. Orange circle marker: alerts raised by our detector. Purple triangle
marker: alerts raised by the window-based detector. Green triangle marker: alerts raised by the CUSUM detector.

Simulator Attack | Strategy | FP | RWM
Ours 1.31 0
Bias Fixed 7.20 59
CUSUM | 3.88 67
Ours 1.20 0
Platoon Delay Fixed 6.37 71
CUSUM | 2.63 77
Ours 1.23 0
Reply Fixed 4.80 82
CUSUM | 4.42 37
Ours 7.30 0
Bias Fixed 14.2 80
CUSUM | 16.1 54
Ours 6.80 0
Lane Keeping | Delay Fixed 17.2 75
CUSUM | 11.2 62
Ours 8.30 0
Reply Fixed 12.6 72
CUSUM | 8.59 63
Ours 5.60 0
Bias Fixed 3.55 69
CUSUM | 4.10 73
Ours 6.13 0
Aircraft Pitch | Delay Fixed 5.12 89
CUSUM | 4.15 66
Ours 3.28 0
Reply Fixed 3.95 95
CUSUM | 547 71

TABLE III: The experiment results of 3 detectors under 9
scenarios.

compare with our recovery-guaranteed detector. Fig. 7a, 7b,
and 7c show the scenes when the testbed using the recovery-
guaranteed detector is under attack, when the detector trig-
gers an alarm, and when recovery is successful, respectively.
Fig. 7d, 7e, and 7f illustrate the scenes when the testbed using
the window-based detector is under attack, when the detector
triggers an alarm, and when recovery fails, respectively. In
both experiments, the testbed is attacked at the same location,
but the testbed using our method raises an alarm earlier
and successfully recovers. In contrast, the testbed using the
window-based detector raises an alarm later. Although the

vehicle remains within the safe set (i.e., within the track) at
the time of the alarm, it inevitably enters the unsafe set and
collides with an obstacle during the recovery attempt, resulting
in a failed recovery. This experiment demonstrates that our
method can ensure that the detector raises a timely alarm and
guarantees successful recovery on an actual embedded system
following a sensor attack.
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(a) Attack start (b) Detector alert (c) Recovery
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(d) Attack start (e) Detector alert (f) Recovery failed

Fig. 7: The 4-wheel testbed results. Fig. 7a, 7b, and 7c
show the testbed using the recovery-guaranteed detector under
sensor attack and successfully recovering. Fig. 7d, 7e, and 7f
show the testbed using the window-based detector under the
same attack but failing to recover.

3) The impact of noise and target set: We use the platoon
simulator under bias attacks to demonstrate the impact of noise
boundaries and target set sizes. The detector’s FP is evaluated
across nine scenarios, combining three noise levels and three
target set sizes, as shown in Table. IV. For the target set X,
the sizes of its first three dimensions are adjusted. Results show
that as noise increases and the target set size decreases, the
FP rate rises. This occurs because higher noise and a smaller
target set reduce system recoverability, prompting the detector



Target set X7
Noise v [04, 1.2] | [0.6, 1.2] | [0.8, 1.2]
[-0.001, 0.001] 0.00 0.00 10.6
[-0.002, 0.002] 0.63 6.88 23.1
[-0.004, 0.004] 18.1 35.6 53.1

TABLE IV: The impact of the size of noise and target set on
the FP of the recovery-guaranteed detector.

Platoon | Lane Keeping | Aircraft Pitch
Authentication 244 15.5 11.7
Error estimation 0.11 0.07 0.03
Recoverability Calculation 4.31 1.06 1.01
Threshold Adjustment 0.11 0.22 0.19

TABLE V: The time cost associated with the four computa-
tional processes included in our detector. Time unit: ms.

to lower the threshold to maintain the recoverable time window
size K, which leads to a higher FP.

4) Overhead analysis: We analyze the time cost of our
recovery-guaranteed detector across three simulators, includ-
ing authentication, error estimation, recoverability calculation,
and threshold adjustment times. Table. V displays the time
taken by each component, with the times expressed in millisec-
onds (ms), with a control step size of 40 ms. The table shows
that the computations for our recovery-guaranteed detector can
be completed within one time step. Note that the authenticator
operates in parallel with other components of our detector and
does not need to be completed within a single time step.

VIII. CONCLUSION

We design a recovery-guaranteed sensor attack detection
framework for CPS, which gets the conservative range for
the system’s real state at each time step and calculates the
system’s recoverable time window using an incremental online
recoverability verification method. We develop an efficient al-
gorithm to maintain the recoverable window size by adjusting
the threshold of the detector. Implemented on three simulators
and a testbed, our framework reduces the false positive rate
while ensuring successful recovery.
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