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Abstract

Ethereum Name Service (ENS) domains allow users to map

human-readable names (such as gold.eth) to their cryptocurrency

addresses, simplifying cryptocurrency transactions. Like traditional

DNS domains, ENS domains must be periodically renewed. Failure

to renew leads to expiration, making them available for others to

register (a phenomenon known as dropcatching). This presents

a security risk where attackers can register expired domains to

leverage the residual trust associated with them and, in the context

of ENS, receive transactions intended for their previous owners. In

this paper, we conduct the �rst large-scale study on dropcatching in

ENS domains.We curate and analyze a dataset comprising 3.1M ENS

domains and 9.7M Ethereum transactions, �nding that 241K of these

domains were re-registered by new owners after expiration. Our

�ndings indicate a preference for domains linked to high-income

wallets in re-registrations. We identify 2,633 transactions that were

misdirected to newowners, averaging the equivalent of thousands of

US dollars. Lastly, we highlight the lack of countermeasures by dig-

ital wallet providers, and suggest straightforward approaches that

they can use to minimize �nancial losses due to ENS dropcatching.
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1 Introduction

The Ethereum Name Service (ENS) [1] functions analogously to the

Domain Name System (DNS), providing user-friendly, memorable

names that map to cryptocurrency addresses. This simpli�es

transactionswithin the cryptocurrency ecosystem by allowing users

to utilize easy-to-remember ENS domains instead of lengthy and

complex cryptographic addresses. The adoption of ENS domains has

expanded signi�cantly, capturing interest from both corporations

and public �gures. For instance, in 2022, the multi-national

sportswear brand Puma adopted the ENS domain puma.eth and

prominently displayed it as their Twitter/X username [2].

However, ENS domains are susceptible to the same range of

attacks as traditional DNS domains, including domain dropcatching.

This attack occurs when legitimate domain owners forget to renew

their ENS domains on time, allowing attackers to re-register the

“dropping” ENS domains either for the purpose of selling them

back to the original owner for a pro�t or potentially intercepting

future transactions intended for the original owners. The latter

vulnerability (i.e. where the funds sent to alice.eth do not go

where the sender intended them to, but to whoever re-registered

the expired domain) is of particular concern in the ENS context, as

successful attacks can result in immediate and irreversible �nancial

losses. Furthermore, even benign, non-malicious re-registrations of

dropped domain names can still result in the new owner of a domain

receiving funds intended for the previous owner. Prior research has

acknowledged this danger of expired domain names in the context

of ENS but did not empirically study this phenomenon and the

extent to which these attacks are already happening [3].

In this paper, we present the �rst large-scale study investigating

ENS domain expirations and re-registrations. Our study identi�es

characteristics of ENS domains that make them good candidates for

re-registrations (i.e. why are some expired domains more likely to

be re-registered than others) and reports on the results of a detailed

transaction analysis to quantify incidents of �nancial loss.

To perform this study, we have compiled themost comprehensive

dataset of ENS domain data to date (3.1M names), identifying

241K domains that were re-registered by a new owner following

expiration. We �nd that domains with larger amounts of income

directed toward their previous wallet addresses are signi�cantly

more likely to be targeted for re-registration. Additionally, our

analysis reveals 2,633 transactions that potentially represent cases
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of �nancial loss due to these re-registrations, with an average of

4,700 USDmistakenly sent to the new domain owners.

Availability. To encourage further research in this area, we

are making our dataset of ENS domains and code to crawl ENS

registration data and Ethereum transactions publicly available [4].

2 Background andMotivation

2.1 EthereumName Service (ENS)

In the ENS ecosystem, “domains” are non-fungible tokens (NFTs)

ownedbyusers, granting them full control over the domain’s use and

its associated records.Ownershippersists until thedomainexpires or

the owner willingly transfers it. To maintain ownership, users must

renew their domain registration before it expires, with the option to

extend formultiple years in advance. If a domain is not renewedby its

expiration date, it becomes available for others to register after a 90-

day grace period (the owner has this time to renew their registration

before they lose control of it). To re-register an expired domain, users

have to pay an additional temporary premium along with the base

price of the domain. The temporary premium starts at a 100MUSD at

the time of writing, and exponentially decays to 0 USD over 21 days

(also known as a “Dutch Auction”). We note that decaying premium

is unique to ENS (i.e. there is no equivalent mechanism for dropping

domains in DNS [5]) temporarily favoring the users who are willing

to invest themost resources to purchase a domain name vs. the users

who are the fastest to act upon a domain’s expiration.

2.2 Motivation

Traditionally, after the expiration of DNS domains, attackers

are known to re-register them immediately and then host mali-

cious content on them, capitalizing on the residual trust of the

domain [5–8]. We argue that in terms of ENS domains, the stakes

are even higher due to the nature of blockchain and cryptocurrency

transactions. Unlike DNS domains where the primary risk of

expired domain names is closely tied to the purpose of the original

domain name (and therefore may or may not lead to a high-impact

vulnerability), the re-registration of ENS domains can directly lead

to �nancial losses. When attackers register an ENS domain that was

formerly used in �nancial transactions, they do not need to host any

content; they simply wait for transactions. Due to the immutable

nature of blockchain transactions, any funds inadvertently sent

to the re-registered domain based on its previous ownership are

immediately and irreversibly lost to the attacker.

We argue that domain re-registrations in ENS can be harmful

even when they are done without mal-intent. In DNS, re-registered

domains with benign intentions may still attract tra�c; however,

users are typically not harmed as they can often discern from visible

webpage characteristics that the domain’s ownership has changed.

In contrast, ENS domain re-registrations, even with benign intent,

carry inherent risks. This is because transaction-initiating users

— barring assistance from their cryptocurrency wallets — have no

ability to immediately identify that the ENS domain that they are

about to send funds to has switched hands.

Figure 1: A schematic representation of our data collection, illustrating

the integration of third-party APIs.

3 Data Collection

In this section, we describe our data sources and an overview of the

data collected for this study (illustrated in Figure 1).

3.1 Registrations, Renewals, and Transfers

Previous research has highlighted the inherent di�culties in

extracting a comprehensive dataset of ENS domains from the

Ethereum blockchain [3, 9]. This complexity primarily stems

from the manner in which ENS domains are stored: rather than

being recorded in a human-readable format, they are stored on the

blockchain in the form of their keccak-256 hash values.When clients

wish to resolve a domain name, they �rst obtain that hash and

then call the appropriate ENS smart contract with the hashed ENS

domain as a parameter. While this makes ENS smart contracts more

e�cient because they can use �xed-length strings, it complicates

the process of comprehensively identifying all domains that have

been registered. As a result, prior work had to rely on secondary

sources and brute-forcing dictionary words into hashes in order

to build as complete a list of ENS names as possible [3].

To query ENS data from the Ethereum blockchain, we take advan-

tage of a relatively recent development in the space of blockchains

and utilize the ENS subgraph [10], a GraphQL endpoint built atop

The Graph protocol [11]. This subgraph is managed by the ENS

team itself, which ensures data correctness and completeness. This

approach enables the e�cient retrieval of information regarding

ENS domain names, encompassing ownership details, resolver

addresses, and associated records.We queried the ENS subgraph and

successfully collected registration data for 3,103,000 ENS domains

(and 846,752 subdomains), including registration, renewal, and

ownership transfer events. This dataset includes new ownership

records, expiration dates, block numbers, and transaction IDs

corresponding to these events. However, due to API limitations, 34K

ENSnames remainedunrecoverable, resulting in a data recovery rate

of 99.9%. Thismethodology o�ers a straightforward, comprehensive,

and e�cientmeans of data acquisition compared to direct extraction

from the Ethereum blockchain, a process that, as Xia et al. high-

lighted, faces signi�cant challenges in ensuring data completeness

as they were able to collect only 90.1% of all ENS domains [3].

3.2 EthereumTransactions

The public nature of prominent blockchains enables third-party

entities to index their data, subsequently o�ering access via

blockchain explorers like Etherscan [12]. To crawl transaction data

within the Ethereum blockchain [13], we leverage the Etherscan

API, submitting Ethereum addresses (of ENS domain owners) to

procure data on associated incoming and outgoing transactions.

This data includes sender and receiver addresses, the amount of

ETH transferred, transaction IDs, and timestamps. We manage to
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