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A bstr a ct — T h e e n dl ess st r e a m of v ul n e r a biliti es u r g e ntl y c alls
f o r p ri n ci pl e d miti g ati o n t o c o n fi n e t h e eff e ct of e x pl oit ati o n. H o w-
e v e r, t h e m o n olit hi c a r c hit e ct u r e of c o m m o dit y O S k e r n els, li k e t h e
Li n u x k e r n el, all o ws a n att a c k e r t o c o m p r o mis e t h e e nti r e s yst e m
b y e x pl oiti n g a v ul n e r a bilit y i n a n y k e r n el c o m p o n e nt. K e r n el
c o m p a rt m e nt ali z ati o n is a p r o misi n g a p p r o a c h t h at f oll o ws t h e
l e ast- p ri vil e g e p ri n ci pl e. H o w e v e r, e xisti n g m e c h a nis ms st r u g gl e
wit h t h e t r a d e- off o n s e c u rit y, s c al a bilit y, a n d p e rf o r m a n c e, gi v e n
t h e c h all e n g es st e m mi n g f r o m m ut u al u nt r ust w o rt hi n ess a m o n g
n u m e r o us a n d c o m pl e x c o m p o n e nts.

I n t his p a p e r, w e p r es e nt B U L K H E A D, a s e c u r e, s c al a bl e,
a n d ef fi ci e nt k e r n el c o m p a rt m e nt ali z ati o n t e c h ni q u e t h at off e rs
bi- di r e cti o n al is ol ati o n f o r u nli mit e d c o m p a rt m e nts. It l e v e r a g es
I nt el’s n e w h a r d w a r e f e at u r e P K S t o is ol at e d at a a n d c o d e i nt o
m ut u all y u nt r ust e d c o m p a rt m e nts a n d b e n e fits f r o m its f ast
c o m p a rt m e nt s wit c hi n g. Wit h u nt r ust i n mi n d, B U L K H E A D
i nt r o d u c es a li g ht w ei g ht i n- k e r n el m o nit o r t h at e nf o r c es m ulti pl e
i m p o rt a nt s e c u rit y i n v a ri a nts, i n cl u di n g d at a i nt e g rit y, e x e c ut e-
o nl y m e m o r y, a n d c o m p a rt m e nt i nt e rf a c e i nt e g rit y. I n a d diti o n,
it p r o vi d es a l o c alit y- a w a r e t w o-l e v el s c h e m e t h at s c al es t o
u nli mit e d c o m p a rt m e nts. We i m pl e m e nt a p r ot ot y p e s yst e m o n
Li n u x v 6. 1 t o c o m p a rt m e nt ali z e l o a d a bl e k e r n el m o d ul es ( L K Ms).
E xt e nsi v e e v al u ati o n c o n fi r ms t h e eff e cti v e n ess of o u r a p p r o a c h.
As t h e s yst e m- wi d e i m p a cts, B U L K H E A D i n c u rs a n a v e r a g e
p e rf o r m a n c e o v e r h e a d of 2. 4 4 % f o r r e al- w o rl d a p pli c ati o ns wit h
1 6 0 c o m p a rt m e nt ali z e d L K Ms. W hil e f o c usi n g o n a s p e ci fi c
c o m p a rt m e nt, A p a c h e B e n c h t ests o n i p v 6 s h o w a n o v e r h e a d of
l ess t h a n 2 %. M o r e o v e r, t h e p e rf o r m a n c e is al m ost u n aff e ct e d b y
t h e n u m b e r of c o m p a rt m e nts, w hi c h m a k es it hi g hl y s c al a bl e.

I. I N T R O D U C T I O N

T h e O p er ati n g S yst e m ( O S) k er n el s er v es as t h e c or n erst o n e
of s yst e m s oft w ar e, wit h e x p a n di n g f u n cti o n alit y f or a di v ers e
r a n g e of us er pr o gr a ms a n d h ar d w ar e d e vi c es. D es pit e its si g nif-
i c a n c e, t h e h u g e c o d e b as e w hi c h is writt e n i n u ns af e l a n g u a g es
f a c es a c o nti n u al i n fl u x of v ul n er a biliti es. Ill ustr ati v el y, t h e
Li n u x k er n el, a wi d el y utili z e d O S k er n el, h as wit n ess e d a
st ar k i n cr e as e i n C o m m o n V ul n er a biliti es a n d E x p os ur es ( C V E)
r e p orti n g. I n 2 0 2 3, t h e i n ci d e n c e of C V Es s ur g e d b y o v er 1 7 9 %
c o m p ar e d t o 2 0 1 3, c u m ul ati v el y a m o u nti n g t o 2, 8 1 4 C V Es o v er
t h e d e c a d e [1 ].

Gi v e n t h at c o m pl et e eli mi n ati o n of v ul n er a biliti es r e m ai ns
a n el usi v e g o al, c o n fi ni n g t h e i m p a ct of e a c h v ul n er a bilit y,
i n cl u di n g t h os e y et u n d et e ct e d, is ess e nti al f or s yst e m s e c urit y.
H o w e v er, t h e u ps etti n g f a ct is t h at m ost m ai nstr e a m O S k er n els,
li k e t h e Li n u x k er n el, ar e m o n olit hi c f or p erf or m a n c e a n d

c o m p ati bilit y r e as o ns, t h us l a c k f a ult is ol ati o n. All k er n el
c o m p o n e nts s h ar e t h e s u p er vis or pri vil e g es f or d at a a c c ess a n d
c o d e e x e c uti o n, m ost of w hi c h ar e irr el e v a nt t o t h eir i nt e n d e d
d uti es. As a r es ult, e x pl oiti n g a si n gl e v ul n er a bilit y i n a n y
c o m p o n e nt c a n p ot e nti all y c o m pr o mis e t h e e ntir e s yst e m.

A vi a bl e s ol uti o n t o t his p er v asi v e iss u e is k er n el c o m p art-
m e nt ali z ati o n [ 2 , 3 ], w hi c h off ers pri n ci pl e d a n d s yst e m ati c
pr ot e cti o n a g ai nst v ul n er a biliti es t hr o u g h t h e pri n ci pl e of l e ast
pri vil e g e [ 4 ]. I n t his a p pr o a c h, k er n el m o d ul es ar e is ol at e d
i nt o s e p ar at e c o m p art m e nts, wit h e a c h c o m p art m e nt h a vi n g
a c c ess o nl y t o t h e d at a a n d c o d e n e c ess ar y f or its f u n cti o n alit y.
C o ns e q u e ntl y, t h e i m p a ct of a n e x pl oit e d m o d ul e is c o nstr ai n e d,
pr e v e nti n g s yst e mi c d a m a g e.

I n t h e f a c e of v ari o us v ul n er a biliti es a n d p o w erf ul att a c k ers,
t h e k er n el c o m p art m e nt ali z ati o n m e c h a nis m m ust a c hi e v e t h e
trif e ct a of s e c urit y, s c al a bilit y, a n d p erf or m a n c e. P arti c ul arl y, i n
or d er t o stri ctl y c o n fi n e a n y e x pl oit ati o n wit hi n c o m p art m e nt
b o u n d ari es, t h e m e c h a nis m s h o ul d g u ar a nt e e n ot o nl y d at a
a c c ess b ut als o c o ntr ol fl o w tr a nsf er. B esi d es, c o m p art m e nt
i nt erf a c es m ust b e w ell- pr ot e ct e d a g ai nst c o nf us e d d e p ut y
att a c ks [ 5 ], w hi c h c o nf us e a c o m p art m e nt t o p erf or m s e nsiti v e
o p er ati o ns o n b e h alf of t h e u ntr ust e d c all er wit h m ali ci o us
i n p uts. S c al a bilit y is a n ot h er si g ni fi c a nt o bj e cti v e. Gi v e n t h e
h u g e c o d e b as e of t h e O S k er n el, fi n e- gr ai n e d c o m p art m e nt ali z a-
ti o n c alls f or a l ar g e n u m b er of is ol at e d c o m p art m e nts. Fi n all y,
d e v el o p ers c o nst a ntl y tr a d e off t h e b e n e fits of pr ot e cti o n a g ai nst
p erf or m a n c e o v er h e a d. O nl y ef fi ci e nt m e c h a nis ms will b olst er
wi d e a d o pti o n i n pr a cti c e.

U nf ort u n at el y, e xisti n g w or ks f ail t o f ul fill t h es e d esir a bl e
o bj e cti v es. Mi cr o k er n els [ 6 – 9 ] mi ni mi z e t h e att a c k s urf a c e
b y m o vi n g m ost k er n el c o m p o n e nts i nt o is ol at e d us er pr o-
c ess es. Alt h o u g h pr o vi di n g str o n g pr ot e cti o n, h e a v y i nt er-
pr o c ess c o m m u ni c ati o n (I P C) l e a ds t o l o w p erf or m a n c e [ 8 ].
T h e c o m pl et e r e d esi g n of t h e O S als o hi n d ers its g e n er al
a p pli c ati o n. S oft w ar e f a ult is ol ati o n ( S FI)- b as e d a p pr o a c h es [ 1 0 –
1 3 ] est a blis h a n is ol at e d d o m ai n b y i nstr u m e nti n g e a c h m e m or y
a c c ess i nstr u cti o n wit h s e c urit y c h e c ks d uri n g c o m pil ati o n
ti m e, w hi c h r es ults i n si g ni fi c a nt o v er h e a d. Virt u ali z ati o n-
b as e d a p pr o a c h es [ 1 4 – 1 9 ] e m pl o y a h y p er vis or t o pr ot e ct
e x e c uti o n d o m ai ns a n d c a n f or m diff er e nt m e m or y vi e ws wit h
t h e e xt e n d e d p a g e t a bl es ( E P Ts). H o w e v er, t h e a d diti o n al l a y er
m a k es t h e Tr ust e d C o m p uti n g B as e ( T C B) m or e c o m pl e x.
R u n ni n g s yst e ms i n virt u al m a c hi n es ( V Ms) r es ults i n e xtr a
o v er h e a d a n d n est e d virt u ali z ati o n r estri cti o ns. T h er e ar e als o
s o m e eff orts [ 2 0 – 2 3 ] t h at utili z e v ari o us h ar d w ar e f e at ur es t o
pr ot e ct t h e k er n el b ut c a n n ot s c al e t o m ulti pl e c o m p art m e nts
b e c a us e of t h e h ar d w ar e li mit ati o ns.

A m or e criti c al pr o bl e m is t h at m ost pr e vi o us w or ks n e gl e ct
t h e s u p p ort f or bi- dir e cti o n al is ol ati o n [2 5 , 2 6 ] wit hi n t h e k er n el
s p a c e. T h e y h a v e t o tr ust t h e c or e k er n el f or m a n a g e m e nt
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Fi g. 1: Distri b uti o n of Li n u x k er n el v ul n er a biliti es r e p ort e d b y
S y z k all er [ 2 4 ]. O nl y t h e t o p 1 0 s u bs yst e ms wit h t h e m ost v ul n er-
a biliti es ar e list e d f or d e m o nstr ati o n.

a n d o nl y e nf or c e o n e- w a y a c c ess c o ntr ol b et w e e n t h e c or e
k er n el a n d ot h er u ntr ust e d c o m p o n e nts. T h e u ntr ust e d p arts
ar e r estri ct e d fr o m a c c essi n g r es o ur c es of t h e c or e k er n el,
w hil e i n t h e o p p osit e dir e cti o n, t h e tr ust e d c or e k er n el c a n
ar bitr aril y a c c ess ot h er c o m p o n e nts, l e a di n g t o t h e m o n o p ol y
o v er is ol ati o n [ 2 7 ]. U nf ort u n at el y, o ur a n al ysis r e v e al e d t h at
a b o ut 5. 8 % of Li n u x v ul n er a biliti es ar e f o u n d i n t h e c or e k er n el
(Fi g ur e 1 ), w hi c h is c o m p ar a bl e t o n ot ori o us s u bs yst e ms li k e
i p v 6 a n d n e t f i l t e r .

I n a d diti o n t o dir e ct e x pl oit ati o n i n t h e c or e k er n el, o n e-
dir e cti o n al is ol ati o n l e a v es c o nf us e d d e p ut y att a c ks as t h e o p e n
pr o bl e m [ 5 , 2 8 , 2 9 ]. Si n c e t h e tr ust e d p art is u n hi n d er e d, it c a n
b e c o nf us e d b y m ali ci o us i n p uts t o br e a k c o m p art m e nt ali z ati o n
o n b e h alf of t h e u ntr ust e d c o m p art m e nt. T h er ef or e, b ot h t h e
s o ur c e a n d t h e t ar g et of cr oss- c o m p art m e nt i nt er a cti o ns s h o ul d
b e v ali d at e d bi- dir e cti o n all y.

T his p a p er i ntr o d u c es B U L K H E A D, a c o m pr e h e nsi v e
fr a m e w or k f or k er n el c o m p art m e nt ali z ati o n t h at e nf or c es
bi- dir e cti o n al is ol ati o n wit h mi ni m al p erf or m a n c e o v er h e a d.
B U L K H E A D l e v er a g es I nt el’s r e c e nt h ar d w ar e f e at ur e, Pr o-
t e cti o n K e ys f or S u p er vis or- m o d e ( P K S) [3 0 ], i n a n o v el w a y
t o is ol at e d at a a n d c o d e i nt o m ut u all y u ntr ust e d c o m p art m e nts.
We e x cl u d e t h e c or e k er n el fr o m t h e T C B a n d t a g it as w ell
as ot h er c o m p art m e nts wit h disti n ct pr ot e cti o n k e ys ( p k e y s). A
n e wl y i ntr o d u c e d li g ht w ei g ht i n- k er n el m o nit or is i n c h ar g e of
e nf or ci n g s e c urit y i n v ari a nts, i n cl u di n g d at a i nt e grit y, e x e c ut e-
o nl y m e m or y ( X O M), a n d c o m p art m e nt i nt erf a c e i nt e grit y t h at
d ef e n ds a g ai nst c o nf us e d d e p ut y att a c ks a c c or di n g t o d e v el o p er-
s p e ci fi e d p oli ci es fl e xi bl y. Wit h a s p e ci all y d esi g n e d s wit c h g at e
t a bl e ( S G T) a n d z er o- c o p y o w n ers hi p tr a nsf er, t h e c o m p art m e nt
s wit c hi n g is p erf or m e d s e c ur el y a n d ef fi ci e ntl y.

E m pl o yi n g P K S i n k er n el c o m p art m e nt ali z ati o n pr es e nts
u ni q u e c h all e n g es d u e t o t h e pri vil e g e d e n vir o n m e nt. First,
t h e m e m or y a c c ess v ali d ati o n of P K S d o es n ot w or k o n
e x e c uti o n p er missi o ns, l e a vi n g t h e c o ntr ol fl o w n ot v ali d at e d
a n d u n pr ot e ct e d [ 2 3 ]. S e c o n d, si n c e all k er n el c o d e s h ar es t h e
pri vil e g e of m o dif yi n g p a g e t a bl es ( P Ts) a n d t h e P K R S r e gist er,
P K S- b as e d is ol ati o n s uff ers fr o m pitf alls [ 3 1 – 3 3 ] t o b e b y p ass e d
t hr o u g h P T t a m p eri n g or i nstr u cti o n a b usi n g. T hir d, t h e 4- bit
p k e y s u p p orts o nl y u p t o 1 6 c o m p art m e nts, w hi c h is i n a d e q u at e.
T h e Li n u x k er n el v 6. 1 h as o v er 3 0 milli o n li n es of c o d e a n d
c o nt ai ns 6 2 9 6 L K Ms wit h t h e x 8 6 _ 6 4 g e n eri c c o n fi g ur ati o n.
T h e li mit e d n u m b er of c o m p art m e nts m a k es e a c h c o m p art m e nt
t o o c o ars e t o c o n fi n e t h e i m p a ct of v ul n er a bilit y e x pl oit ati o n.

T o a d dr ess t h es e c h all e n g es, o n t h e s e c urit y h a n d, B U L K-

H E A D i ntr o d u c es a li g ht w ei g ht i n- k er n el m o nit or t hr o u g h pri v-
il e g e s e p ar ati o n f or i n v ari a nt e nf or c e m e nt. It r estri cts all k er n el
c o d e p a g es as X O M, e n a bl es di v ersi fi c ati o n s c h e m es s u c h as
K er n el A d dr ess S p a c e L a y o ut R a n d o mi z ati o n ( K A S L R) [ 3 4 ],
is ol at es pri v at e st a c ks, a n d e nf or c es cr oss- c o m p art m e nt c o ntr ol
fl o w i nt e grit y ( C FI). T h es e t o g et h er s u bst a nti all y miti g at e
c o ntr ol fl o w hij a c ki n g. T h e p a g e t a bl e a n d s wit c h g at es
ar e e x cl usi v el y c o ntr oll e d b y t h e m o nit or t o pr e v e nt P K S-
b as e d is ol ati o n fr o m b ei n g b y p ass e d. O n t h e s c al a bilit y h a n d,
B U L K H E A D pr o p os es a l o c alit y- a w ar e t w o-l e v el s c h e m e
t o s u p p ort u nli mit e d c o m p art m e nts. Diff er e nt fr o m t h e t w o-
l e v el c o m p art m e nt ali z ati o n i n H A K C [2 ], w hi c h c o m bi n es t h e
A R M-s p e ci fi c f e at ur es: M e m or y Ta g gi n g E xt e nsi o n ( M T E) a n d
P oi nt er A ut h e nti c ati o n ( P A), w e gr o u p t h e m o d ul es a n d s plit
t h e a d dr ess s p a c e b as e d o n t h e l o c alit y of m o d ul e i nt er a cti o ns.
T h e first l e v el is P K S- b as e d i ntr a- a d dr ess s p a c e is ol ati o n, w hil e
t h e s e c o n d l e v el is l o c alit y- a w ar e i nt er- a d dr ess s p a c e is ol ati o n
wit h A d dr ess S p a c e I d e nti fi er ( A SI D).

We i m pl e m e nt a pr ot ot y p e s yst e m i n Li n u x v 6. 1 a n d
p erf or m a ut o m at e d L K M is ol ati o n as a us e c as e. I n t h e c as e
st u d y, w e s p e cif y s e c urit y p oli ci es b as e d o n t h e b o u n d ar y
a n al ysis, s h ar e d d at a a n al ysis, a n d s e c urit y c h e c k a n al ysis,
t h e n, c o m p art m e nt ali z e all 1 6 0 L K Ms wit h l o c a l m o d c o n f i g
s u p p ort e d b y o ur m a c hi n e t o s h o w t h e s c al a bilit y. S e c urit y
a n al ysis wit h p e n etr ati o n t ests c o n fir ms its c o m pr e h e nsi v e
pr ot e cti o n c a p a biliti es. E xt e nsi v e p erf or m a n c e e v al u ati o n wit h
b ot h mi cr o- b e n c h m ar ks a n d m a cr o- b e n c h m ar ks pr es e nts its ef fi-
ci e n c y. S p e ci fi c all y, B U L K H E A D i n c urs a n a v er a g e o v er h e a d
of o nl y 2. 4 4 % o n t h e w h ol e-s yst e m b e n c h m ar ks P h or o ni x [ 3 5 ]
a n d A p a c h e B e n c h [ 3 6 ] t ests o n t h e c o m p art m e nt ali z e d i p v 6
m o d ul e s h o w a n o v er h e a d of l ess t h a n 2 %.

I n s u m m ar y, t his p a p er m a k es t h e f oll o wi n g c o ntri b uti o ns:

• A s yst e m ati c a n al ysis of k er n el c o m p art m e nt ali z ati o n
o bj e cti v es a n d a s e c ur e, s c al a bl e, a n d ef fi ci e nt m e c h a nis m
b as e d o n P K S t h at f ul fills t h es e o bj e cti v es.

• A n o v el i n- k er n el m o nit or t h at s u p p orts bi- dir e cti o n al
is ol ati o n a n d e nf or c es m ulti pl e s e c urit y- criti c al i n v ari a nts,
i n cl u di n g d at a i nt e grit y, e x e c ut e- o nl y m e m or y, a n d c o m-
p art m e nt i nt erf a c e i nt e grit y.

• A l o c alit y- a w ar e t w o-l e v el c o m p art m e nt ali z ati o n s c h e m e
t h at s u p p orts u nli mit e d c o m p art m e nts.

• A n i m pl e m e nt ati o n of t h e pr ot ot y p e s yst e m 1 f or a ut o m at e d
L K M is ol ati o n a n d e xt e nsi v e e v al u ati o n t h at d e m o nstr at es
its s e c urit y, s c al a bilit y, a n d ef fi ci e n c y.

II.  O B J E C T I V E S F O R K E R N E L C O M P A R T M E N T A L I Z A T I O N

K er n el c o m p art m e nt ali z ati o n m e c h a nis ms s h o ul d b e c h ar-
a ct eri z e d b y a s p e ci fi c s et of o bj e cti v es, i n cl u di n g s e c urit y,
s c al a bilit y, p erf or m a n c e, a n d c o m p ati bilit y iss u es. Wit h a
s yst e m ati c s ur v e y ( Ta bl e I ), w e a n al y z e t h e li mit ati o ns of r el at e d
w or k a n d d e m o nstr at e h o w B U L K H E A D m e ets t h es e g o als.

A. K er n el V ul n er a bilit y A n al ysis

As i ns pir ati o n f or B U L K H E A D, w e a n al y z e d all fi x e d
v ul n er a biliti es r e p ort e d b y S y z k all er [ 2 4 ] - o n e of t h e m ost
p o p ul ar k er n el f u z zi n g t o ols d e v el o p e d b y G o o gl e, wit h 5 2 0 1
i n t ot al at t h e ti m e of writi n g. A c c or di n g t o t h e l o c ati o n of t h e

1 A v ail a bl e at htt ps:// git h u b. c o m/ g y g 1 2 8/ B U L K H E A D
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S e c u rit y S c al a bilit y P e rf o r m a n c e

M e c h a nis ms bi- dir e cti o n al
is ol ati o n

d at a
pr ot e cti o n

c o ntr ol fl o w
pr ot e cti o n

i nt erfa c e
pr ot e cti o n

d o m ai n
n u m b er

d o m ai n
s wit c h

d at a
tr a nsf er

C o m p ati bilit y

s e L 4 [7 ] Mi cr o k er n el N o Y es Y es N o U nli mit e d L o w L o w H e a v y r e d esi g n
U n d er Bri d g e [8 ] Mi cr o k er n el + P K U N o Y es Y es N o 1 6 Hi g h Hi g h H e a v y r e d esi g n
L X FI [1 3 ] S FI N o Y es Y es Y es U nli mit e d L o w L o w A n n ot ati o ns
L V D [ 1 8 ] V irt u ali z ati o n N o Y es Y es N o 5 1 2 Hi g h L o w N est e d Virt u ali z ati o n
K S plit [1 9 ] V irt u ali z ati o n N o Y es Y es N o 5 1 2 Hi g h L o w N est e d V irt u ali z ati o n
x M P [3 7 ] V irt u ali z ati o n N o Y es N o N o 5 1 2 Hi g h L o w N est e d V irt u ali z ati o n
N est e d K er n el [2 0 ] W P bit N o Y es Y es N o 2 Hi g h Hi g h x 8 6- 6 4
S K E E [3 8 ] P T s wit c hi n g N o Y es Y es N o 2 M e di u m L o w A R M
Is ki O S [2 3 ] P K U N o N o Y es N o 8 Hi g h Hi g h S M A P/ S M E P
H A K C [2 ] M T E + P A N o Y es Y es N o U nli mit e d M e di u m M e di u m A R M
C H E RI [3 9 ] N e w ar c hit e ct ur e N o Y es Y es Y es U nli mit e d M e di u m M e di u m N e w ar c hit e ct ur e
S e c ur e C ells [4 0 ] N e w ar c hit e ct ur e N o Y es Y es Y es U nli mit e d Hi g h Hi g h N e w ar c hit e ct ur e
D O P E [4 1 ] P K S N o Y es N o N o 1 6 Hi g h Hi g h I nt el
B U L K H E A D P K S Y es Y es Y es Y es u nli mit e d Hi g h Hi g h I nt el

T A B L E I: S yst e m ati c a n al ysis of k er n el c o m p art m e nt ali z ati o n o bj e cti v es.

p at c h es, w e i n v esti g at e t h e distri b uti o n of v ul n er a biliti es, as
s h o w n i n Fi g ur e 1 . F or e as e of d e m o nstr ati o n, o nl y t h e t o p 1 0
s u bs yst e ms wit h t h e hi g h est n u m b er of v ul n er a biliti es ar e list e d.
As w e c a n s e e, t h er e ar e a b o ut 5. 8 % of Li n u x v ul n er a biliti es
f o u n d i n t h e c or e k er n el, w hi c h r a n ks f o urt h. S p e ci fi c all y, t h e
n u m b er of iss u es fr o m t h e c or e k er n el is c o m p ar a bl e t o s o m e
n ot ori o us s u bs yst e ms s u c h as i p v 6 a n d n e t f i l t e r . Gi v e n t h at
a n y si n gl e v ul n er a bilit y h as t h e p ot e nti al t o d estr o y t h e e ntir e
s yst e m, si m pl y tr usti n g t h e c or e k er n el is hi g hl y q u esti o n a bl e.

B. S e c urit y O bj e cti v es

T o r e ali z e t h e s e c urit y g o al, a m e c h a nis m m ust e nf or c e
c o m pr e h e nsi v e pr ot e cti o n of t h e is ol at e d c o m p art m e nts.

1) Bi- dir e cti o n al Is ol ati o n: D es pit e t h e si g ni fi c a nt ris ks
p os e d b y v ul n er a biliti es wit hi n t h e c or e k er n el, m ost e xisti n g
eff orts i n k er n el c o m p art m e nt ali z ati o n [ 2 , 1 8 , 1 9 ] o nl y p erf or m
o n e- dir e cti o n al is ol ati o n at t h e b o u n d ari es b et w e e n t h e c or e
k er n el a n d ot h er c o m p art m e nts. T h e y gr a nt ar bitr ar y a c c ess t o
t h e c or e k er n el a n d o nl y r estri ct ot h er c o m p art m e nts d u e t o t h e
c h all e n g e of i ntr a- k er n el pri vil e g e s e p ar ati o n [ 2 0 ]. T h e r e v ers e
pr ot e cti o n is h ar d b e c a us e t h es e a p pr o a c h es h a v e t o r el y o n
t h e c or e k er n el t o m a n a g e a n d e nf or c e a c c ess c o ntr ol p oli ci es.
B esi d es dir e ct v ul n er a bilit y e x pl oit ati o n i n t h e c or e k er n el,
t h e tr ust e d p art c a n als o b e e x pl oit e d as a c o nf us e d d e p ut y,
t h er e b y n e c essit ati n g a m or e r o b ust str at e g y u n d er t h e m ut u all y
u ntr ust e d t hr e at m o d el. Eff e cti v e c o m p art m e nt ali z ati o n m ust
e ns ur e bi- dir e cti o n al is ol ati o n a m o n g all c o m p art m e nts a n d
ri g or o usl y v ali d at e b ot h t h e s o ur c e a n d t h e t ar g et f or e a c h
cr oss- c o m p art m e nt i nt er a cti o n. S e v er al w or ks h a v e e x pl or e d
bi- dir e cti o n al pr ot e cti o n at k er n el- us ers p a c e b o u n d ari es [ 2 5 ],
h y p er vis or- V M b o u n d ari es [ 4 2 , 4 3 ], a n d a p pli c ati o n- e n cl a v e
b o u n d ari es [ 2 6 , 4 4 ]. W hil e w e e nf or c e P K S- b as e d bi- dir e cti o n al
is ol ati o n wit hi n t h e k er n el s p a c e, w hi c h br e a ks t h e m o n o p ol y
of t h e c or e k er n el wit h o ut i ntr o d u ci n g a n y a d diti o n al l a y er.

2) D at a Pr ot e cti o n: S e nsiti v e d at a o bj e cts i n t h e k er n el,
es p e ci all y pri vil e g e-r el at e d o bj e cts li k e c r e d , ar e criti c al att a c k
t ar g ets [4 5 ]. K er n el c o m p art m e nt ali z ati o n m ust is ol at e d at a
i nt o s p e ci fi c c o m p art m e nts a n d bl o c k a n y ill e g al a c c ess fr o m
irr el e v a nt c o m p art m e nts. E xisti n g w or ks, s u c h as Is ki O S [2 3 ]
a n d K C o FI [ 4 6 ], l e a v e s e nsiti v e d at a pr ot e cti o n o ut of c o nsi d-
er ati o n a n d o nl y f o c us o n c o ntr ol fl o w pr ot e cti o n. H o w e v er,
d at a- ori e nt e d att a c ks c o ul d als o i n dir e ctl y c h a n g e t h e c o ntr ol

fl o w a n d e v e n es c al at e t h e pri vil e g e [ 4 7 ]. B U L K H E A D
assi g ns diff er e nt p k e y s t o o bj e cts of diff er e nt c o m p art m e nts,
w hi c h g u ar a nt e es t h e d at a i nt e grit y of e a c h c o m p art m e nt wit h
h ar d w ar e- e nf or c e d a c c ess c o ntr ol.

3) C o ntr ol Fl o w Pr ot e cti o n: C o ntr ol fl o w hij a c ki n g is
a n ot h er m aj or t hr e at t o k er n el s e c urit y. W hil e d e m a n di n g
v ali dit y c h e c ks f or c o ntr ol fl o w tr a nsf er, m a n y k er n el is ol ati o n
w or ks, s u c h as x M P [ 3 7 ] a n d D O P E [4 1 ], r el y o n a d diti o n al
c o ntr ol fl o w pr ot e cti o n m e c h a nis ms as ass u m pti o ns, s u c h
as C FI [ 4 6 ]. U nf ort u n at el y, a si m pl e c o m bi n ati o n of d at a
pr ot e cti o n a n d c o ntr ol fl o w pr ot e cti o n will l e a d t o si g ni fi c a nt
p erf or m a n c e o v er h e a d. As a c o u nt er m e as ur e, B U L K H E A D
s et all k er n el c o d e r e gi o ns as X O M t o miti g at e c o d e r e us e
att a c ks wit hi n c o m p art m e nts. W hil e cr oss- c o m p art m e nt c alls
ar e g u ar d e d b y c ar ef ull y d esi g n e d s wit c h g at es. Alt h o u g h X O M
its elf is n ot a str o n g d ef e ns e, e xisti n g di v ersi fi c ati o n s c h e m es
s u c h as K A S L R a n d d at a c o m p art m e nt ali z ati o n m a k e m e m or y
dis cl os ur e [ 4 8 ] h ar d er t o br e a k o ur pr ot e cti o n.

4) C o m p art m e nt I nt erf a c e Pr ot e cti o n: C o m p art m e nt i nt er-
f a c e s e c urit y is a l o n g- n e gl e ct e d pr o bl e m. R e c e nt w or k [5 ] h as
e m p h asi z e d t h e s eri o us n ess of i nt erf a c e-r el at e d v ul n er a biliti es,
w hi c h c o ul d b e us e d t o l a u n c h c o nf us e d d e p ut y att a c ks.
Wit h m ali ci o us i n p uts, att a c k ers ai m t o i n dir e ctl y e x pl oit t h e
pri vil e g e of t h e c o nf us e d c all e e. M ost e xisti n g w or ks c a n n ot
d ef e n d a g ai nst c o nf us e d d e p ut y att a c ks wit h o n e- dir e cti o n al
is ol ati o n. We a k i nt erf a c es s eri o usl y r e d u c e or e v e n f ull y n e g at e
t h e s e c urit y g u ar a nt e e of c o m p art m e nt ali z ati o n. L X FI [1 3 ]
pr o p os e d A PI i nt e grit y t o pr ot e ct k er n el A PI, b ut it r eli es o n
t h e pr o gr a m m er’s a n n ot ati o ns, w hi c h r e q uir e a l ot of m a n u al
eff ort a n d ar e err or- pr o n e. C H E RI [ 3 9 ] a n d S e c ur e C ells [4 0 ]
als o dis c uss e d i nt erf a c e c h e c ks. H o w e v er, as n e w h ar d w ar e
ar c hit e ct ur es, it is still f ar fr o m a ct u al a d o pti o n i n pr a cti c e.
B U L K H E A D i ntr o d u c es c o m p art m e nt i nt erf a c e i nt e grit y wit h
t h e h el p of d e v el o p er-s p e ci fi e d p oli ci es. Wit h t h e n o v el s wit c h
g at e t a bl e ( S G T) pr ot e ct e d b y t h e i n- k er n el m o nit or, w e r e c or d
a n d v ali d at e b ot h t h e s o ur c e a n d t h e t ar g et c o m p art m e nt
m et a d at a. T his bi- dir e cti o n al v ali d ati o n gr a nts B U L K H E A D
t h e a bilit y t o pr ot e ct c o m p art m e nt i nt erf a c es a c c or di n g t o
t h e p oli ci es s p e ci fi e d b y d e v el o p ers. F or e x a m pl e, w e d e fi n e
e ntr y/ e xit p oi nts f or c o m p art m e nt s wit c h es t hr o u g h b o u n d ar y
a n al ysis a n d a d d v ali d ati o ns f or d at a tr a nsf er b as e d o n s h ar e d
d at a a n d s e c urit y c h e c k a n al ysis.
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C. S c al a bilit y O bj e cti v es

1) S c al a bl e f or U nli mit e d C o m p art m e nts: T h e s e c urit y
b e n e fits of c o m p art m e nt ali z ati o n d e p e n d o n t h e gr a n ul arit y of
t h e c o m p art m e nts, w hi c h is li mit e d b y t h e n u m b er of s u p p ort e d
d o m ai ns. N est e d K er n el [ 2 0 ] o nl y c o nstr u cts t w o d o m ai ns
b as e d o n t h e Writ e Pr ot e cti o n ( W P) bit. S K E E [ 3 8 ] cr e at es
a s e p ar at e s e c ur e e x e c uti o n e n vir o n m e nt wit hi n t h e k er n el
t hr o u g h P T s wit c hi n g. M e m or y Pr ot e cti o n K e y ( M P K)- b as e d
a p pr o a c h es s uff er fr o m t h e h ar d w ar e li mit ati o n of 1 6 p k e y s.
R es er vi n g p k e y f or ot h er p ur p os es will f urt h er mi ni mi z e t h e
d o m ai ns a v ail a bl e t o t h e k er n el [ 2 3 ]. T h e virt u ali z ati o n- b as e d
s ol uti o ns [ 1 8 , 1 9 , 3 7 ] s u p p ort u p t o 5 1 2 E P Ts r e pr es e nti n g
5 1 2 diff er e nt m e m or y vi e ws. H A K C [ 2 ] pr o p os e d a t w o-l e v el
c o m p art m e nt ali z ati o n s c h e m e c o m bi ni n g t h e A R M-s p e ci fi c f e a-
t ur es M T E a n d P A. Alt h o u g h it t h e or eti c all y s u p p orts u nli mit e d
c o m p art m e nts, H A K C e v al u at e d o nl y t w o c o m p art m e nts a n d
g ot a li n e ar gr o wt h of 1 4 %- 1 9 % p er c o m p art m e nt i n o v er h e a d,
attri b ut e d t o t h e e x p e nsi v e cr y pt o gr a p hi c o p er ati o ns of P A. As a
c o m p aris o n, B U L K H E A D pr o p os es a l o c alit y- a w ar e t w o-l e v el
c o m p art m e nt ali z ati o n s c h e m e c o m bi ni n g P K S a n d m ulti pl e
a d dr ess s p a c es. I n a d diti o n t o P K S- b as e d i ntr a- a d dr ess s p a c e
is ol ati o n, w e als o l e v er a g e l o c alit y- a w ar e i nt er- a d dr ess s p a c e
is ol ati o n wit h A SI D. T his s e c o n d l e v el is m or e c o m p ati bl e
a n d ef fi ci e nt t h a n H A K C. Si n c e e a c h a d dr ess s p a c e h as its
o w n 1 6 c o m p art m e nts, w e c a n a c hi e v e s u p p ort f or u nli mit e d
c o m p art m e nts b y a d dr ess s p a c e s wit c hi n g.

D. Perf or m a n c e O bj e cti v es

1) F ast C o m p art m e nt S wit c h es: Si n c e t h e k er n el s er v es
a c e ntr al r ol e i n t h e s yst e m, it is e xtr e m el y s e nsiti v e t o
p erf or m a n c e o v er h e a d. C o m p art m e nt s wit c h es ar e ess e nti al
a n d fr e q u e nt f or i nt er a cti o ns, w hi c h d o mi n at e t h e p erf or m a n c e.
Mi cr o k er n els [ 7 , 8 ] s uff er fr o m ti m e- c o ns u mi n g I P C. T h e
i ns ert e d s e c urit y c h e c ks f or e v er y m e m or y a c c ess sl o w d o w n
t h e p erf or m a n c e of S FI- b as e d a p pr o a c h es [1 3 ]. Alt h o u g h t h e
v m f u n c i nstr u cti o n a c c el er at es E P T s wit c hi n g [1 8 , 1 9 , 3 7 ], d u e
t o n est e d p a gi n g a n d I/ O virt u ali z ati o n, r u n ni n g s yst e ms i n
V Ms a d diti o n all y i n c urs e xtr a o v er h e a d [ 4 9 , 5 0 ]. B U L K H E A D
b e n e fits fr o m ef fi ci e nt p er missi o n v ali d ati o ns a n d s wit c h es wit h
P K S. T h e h ar d w ar e- b as e d c o m p art m e nt s wit c h o nl y i n v ol v es a
s p e ci fi c r e gist er u p d at e.

2) Z er o- c o p y D at a Tr a nsf er: D at a c o p yi n g a cr oss c o m-
p art m e nts c a n o v er w h el m t h e p erf or m a n c e- criti c al O S k er n el.
U nf ort u n at el y, P T/ E P T s wit c hi n g- b as e d a p pr o a c h es c a n n ot
s u p p ort s e c ur e z er o- c o p y c o m m u ni c ati o n a cr oss diff er e nt
m e m or y m a p pi n g a n d r e q uir e c o m pl e x s y n c hr o ni z ati o n of
s h ar e d st at es [ 1 8 , 1 9 , 3 8 ]. I n c o ntr ast, t a g- b as e d a p pr o a c h es
i n h er e ntl y s u p p ort z er o- c o p y d at a tr a nsf er. B U L K H E A D t a gs
d at a wit h a s p e ci fi c p k e y , w hi c h e nf or c es si n gl e o w n ers hi p
of o bj e cts. As a r es p o ns e t o c o m p art m e nt s wit c hi n g, a c c ess
fr o m t h e t ar g et c o m p art m e nt will tri g g er a p a g e f a ult. T h e n, t h e
m o nit or v ali d at es t h e s h ar e d d at a a n d j ust u p d at es its p k e y i n t h e
d e di c at e d h a n dl er, wit h o ut c o p yi n g d at a a cr oss c o m p art m e nts.

E. C o m p ati bilit y O bj e cti v es

1) C o m p ati bilit y Iss u es: B esi d es s e c urit y, s c al a bilit y, a n d
p erf or m a n c e, i d e al k er n el c o m p art m e nt ali z ati o n m e c h a nis ms
als o s h o ul d b e c o m p ati bl e wit h r e al- w orl d m a c hi n es a n d
c o m pl e x pr o d u cti o n e n vir o n m e nts. Diff er e nt fr o m r el at e d w or k,

P K E Y P E R M

0 R/ W

1 R/ W

2 W D

… …

1 5 A D

P K E Y P E R M

0 R/ W

1 A D

2 R/ W

… …

1 5 A D

0 1 … 1 0 0 0 0 0

A DW D

P K R S
( P E R M)

0 1 … 0 0 0 1 0 0

0 0 0 0 …

0 0 0 1 …

0 0 1 0 …

...

1 1 1 1 …

6 2 n d 5 9t h

C R 3

D O M 1 D O M 2

p k e y

P a g e T a bl es

A d dr ess S p a c e

D ef a ult:

p k e y 0p k e y 2p k e y 1 5 p k e y 1

Fi g. 2: W or ki n g pri n ci pl e of M P K, w h er e W D a n d A D st a n d f or
writ e- dis a bl e a n d a c c ess- dis a bl e p er missi o ns, r es p e cti v el y.

B U L K H E A D utili z es t h e e m er gi n g h ar d w ar e f e at ur e of t h e
wi d el y- us e d I nt el ar c hit e ct ur e. It r e q uir es n eit h er h e a v y c o d e
r e d esi g n li k e t h e mi cr o k er n el [7 , 8 ] n or e xt e nsi v e a n n ot ati o ns
li k e L X FI [1 3 ]. M or e o v er, t h e c o m p art m e nt ali z e d k er n el b as e d
o n P K S c o ul d b e dir e ctl y us e d i n t h e cl o u d e n vir o n m e nt wit h o ut
n est e d virt u ali z ati o n r estri cti o ns [ 1 8 , 1 9 , 3 7 ].

III.  BA C K G R O U N D

A. M e m or y Pr ot e cti o n K e ys

M P K [ 3 0 ] is a n I nt el h ar d w ar e f e at ur e t h at e nf or c es p er-
t hr e a d a c c ess c o ntr ol b ut wit h o ut r e q uiri n g P T m o di fi c ati o n
f or d o m ai n s wit c hi n g (Fi g ur e 2 ). I n a d diti o n t o t h e p er missi o n
bits ( R/ W bit a n d N X bit) i n t h e p a g e t a bl e e ntri es ( P T E), it
t a gs p a g es wit h a 4- bit p k e y ( bits [ 5 9: 6 2]), w hi c h p artiti o ns
t h e a d dr ess s p a c e i nt o at m ost 1 6 m e m or y d o m ai ns. T h e
p er missi o ns of p a g es wit h a s p e ci fi c p k e y ar e st or e d i n a
d e di c at e d p er-t hr e a d r e gist er as a 2- bit n ot ati o n ( W D, A D),
w h er e W D m e a ns writ e- dis a bl e a n d A D m e a ns a c c ess- dis a bl e.
T h e h ar d w ar e- b as e d a c c ess c h e c ks i n c ur n e arl y z er o r u nti m e
o v er h e a d [ 8 ], w hil e p er missi o n c h a n g e is si m pl y d o n e b y
u p d ati n g t h e r e gist er. Si n c e n o P T w al k or T L B fl us h is r e q uir e d,
M P K is k n o w n f or t h e f ast d o m ai n s wit c hi n g [ 5 1 , 5 2 ].

A c c or di n g t o t h e Us er/ S u p er vis or ( U/ S) bit i n t h e P T E, M P K
h as t w o v ari a nts, n a m el y Pr ot e cti o n K e ys f or Us er- m o d e ( P K U)
a n d Pr ot e cti o n K e ys f or S u p er vis or- m o d e ( P K S), usi n g pr ot e c-
ti o n k e y ri g hts r e gist er f or us er p a g es (P K R U ) a n d pr ot e cti o n
k e y ri g hts r e gist er f or s u p er vis or p a g es ( P K R S , i. e., M S R 0 x 6 E 1 )
r es p e cti v el y. P K U h as b e e n e x pl or e d i n d e pt h f or i ntr a- pr o c ess
is ol ati o n a n d h as s h o w n o utst a n di n g r es ults [5 1 , 5 2 ]. B ef or e
P K S w as a v ail a bl e, s e v er al w or ks att e m pt e d t o utili z e P K U
f or k er n el is ol ati o n b y s etti n g t h e Us er bit of k er n el p a g es,
s u c h as U n d er Bri d g e [ 8 ] a n d Is ki O S [2 3 ]. T his u n c o n v e nti o n al
a p pli c ati o n r e q uir es a d diti o n al c o nsi d er ati o n f or k er n el- us er
is ol ati o n a n d is i n c o m p ati bl e wit h ot h er s e c urit y f e at ur es
b as e d o n t h e U/ S bit, s u c h as S u p er vis or M o d e A c c ess
Pr e v e nti o n ( S M A P) a n d S u p er vis or M o d e E x e c uti o n Pr e v e nti o n
( S M E P). M ulti pl e u ntr ust e d c o m p art m e nts a n d t h e pri vil e g e d
e n vir o n m e nt als o p os e c h all e n g es t o P K U- b as e d k er n el is ol ati o n,
es p e ci all y t h e s wit c h g at e d esi g n.

T h e l o n g- a w ait e d f e at ur e P K S h as r e c e ntl y b e c o m e a v ail a bl e
o n 1 2t h C or e a n d 4t h X e o n C P Us [ 3 0 ], y et it r e m ai ns
u n d er e x pl or e d i n e xisti n g w or ks. T h er e ar e s o m e P K S- b as e d
st u di es c o n c urr e nt t o B U L K H E A D. A m o n g t h e m, K D P M [ 5 3 ]
a n d D O P E [ 4 1 ] o nl y t ar g et k er n el d at a pr ot e cti o n, n e gl e cti n g
ot h er s e c urit y o bj e cti v es. M O A T [ 5 4 ] a n d e B P F-s a n d b o x [5 5 ]
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P K R S

... 1 0 1 0 1 0 0 1 0 0

... 1 0 1 0 0 0 0 1 1 0

... 0 1 0 0 1 0 0 1 1 0

... 0 0 0 1 1 0 0 1 1 0

C or e

M o nit or

L K M 1

L K M 2

W D A D

p k e y 0p k e y 1p k e y 2p k e y 3p k e y 4

C or eC o d eM o nit orL K M 1L K M 2

...

C o d e

C or e K er n el

L K M 2

M o nit or
P T

S G T

L K M 1

Fi g. 3: T h e o v er vi e w of B U L K H E A D.

ar e s p e ci fi c t o e B P F pr o gr a m is ol ati o n a n d c a n n ot g e n er ali z e d
t o ot h er k er n el c o m p o n e nts. T o t h e b est of o ur k n o wl e d g e,
B U L K H E A D is t h e first w or k t h at a c hi e v es c o m pr e h e nsi v e
k er n el c o m p art m e nt ali z ati o n wit h P K S, a d dr essi n g b ot h s e c urit y
a n d s c al a bilit y c h all e n g es s yst e m ati c all y as d et ail e d i n § V .

I V.  T H R E A T M O D E L

We ass u m e t h at v ul n er a biliti es ar e pr es e nt t hr o u g h o ut t h e
k er n el, e n c o m p assi n g b ot h t h e c or e k er n el a n d L K Ms. A n o n-
r o ot a d v ers ar y c a n e x pl oit t h es e t o l a u n c h v ari o us att a c ks, s u c h
as d at a- ori e nt e d att a c ks, c o ntr ol fl o w hij a c ki n g, a n d c o nf us e d
d e p ut y att a c ks. T h e ulti m at e g o al of t his p ot e nti al att a c k er
is t o s pr e a d t h e i m p a ct of v ul n er a biliti es a n d fi n all y t a k e
c o ntr ol of t h e e ntir e s yst e m. C o ns e q u e ntl y, k er n el c o m p o n e nts
ar e m ut u all y u ntr ust e d a n d t h e c or e k er n el is als o e x cl u d e d
fr o m t h e T C B. We tr ust t h e li g ht w ei g ht i n- k er n el m o nit or
f or s e c urit y i n v ari a nt e nf or c e m e nt, a n d its c orr e ct n ess c a n
b e f or m all y v eri fi e d. We tr ust t h e s yst e m d e v el o p er w h o
s p e ci fi es pri or c o m p art m e nt ali z ati o n p oli ci es. H o w e v er, us ers
w h o l o a d c o m p art m e nts a n d r e gist er g at es at r u nti m e c o ul d
b e m ali ci o us a n d t h eir b e h a vi ors ar e v ali d at e d b y t h e m o nit or
a g ai nst t h e pr e d e fi n e d p oli ci es. We als o ass u m e t h e s e c ur e b o ot
m e c h a nis m [ 5 6 , 5 7 ] a n d tr ust t h e u n d erl yi n g h ar d w ar e.

We f o c us o n s oft w ar e att a c ks a n d d o n ot c o nsi d er p h ysi c al
att a c ks s u c h as c ol d b o ot att a c ks [ 5 8 ] a n d R a w H a m m er
att a c ks [ 5 9 ]. D e ni al- of-s er vi c e ( D o S) a n d si d e- c h a n n el att a c ks
li k e S p e ctr e [6 0 ] a n d M elt d o w n [6 1 ] ar e als o e x cl u d e d fr o m o ur
c o nsi d er ati o n. T h e d ef e ns e m e c h a nis ms a g ai nst t h es e att a c ks ar e
ort h o g o n al t o k er n el c o m p art m e nt ali z ati o n a n d c a n b e a p pli e d
t o pr ot e ct t h e s yst e m f urt h er.

V.  B U L K H E A D D E S I G N

A. O v er vi e w

B U L K H E A D pr o vi d es str o n g pr ot e cti o n b y a d h eri n g t o
t h e pri n ci pl e of l e ast pri vil e g e. As s h o w n i n Fi g ur e 3 , t h e
k er n el m e m or y is p artiti o n e d a n d t a g g e d wit h diff er e nt p k e y s,
a n d t h e p er-t hr e a d P K R S i n di c at es t h e a c c ess p er missi o ns f or
e a c h c o m p art m e nt. Cr oss- c o m p art m e nt a c c ess is c o ntr oll e d
bi- dir e cti o n all y, t h us all c o m p art m e nts, i n cl u di n g t h e c or e
k er n el a n d t h e m o nit or ar e r estri ct e d t o a c c essi n g o nl y w h at
is n e c ess ar y f or t h eir o p er ati o ns (§ V- B ). T h e d at a of e a c h
c o m p art m e nt c a n o nl y b e m o di fi e d b y its elf. All k er n el
c o d e p a g es ar e t a g g e d as X O M. It is h ar d t o r e us e g a d g ets
wit h o ut a r e a d a bl e c o d e l a y o ut. W hil e t h e li g ht w ei g ht i n- k er n el
m o nit or ( § V- C ) s er v es as a s p e ci al c o m p art m e nt f or s e c urit y
i n v ari a nt e nf or c e m e nt (§ V- D ). S p e ci fi c all y, t h e p a g e t a bl e ( P T)
a n d a n o v el s wit c h g at e t a bl e ( S G T) ar e writ e- pr ot e ct e d b y t h e
m o nit or, a n d c o m p art m e nt s wit c h es ar e p erf or m e d s e c ur el y
a n d ef fi ci e ntl y b as e d o n t h e S G T. Alt h o u g h w e t a k e t w o

L K Ms as a n e x a m pl e i n Fi g ur e 3 , B U L K H E A D i n c or p or at es
a l o c alit y- a w ar e t w o-l e v el c o m p art m e nt ali z ati o n s c h e m e t o
s u p p ort u nli mit e d c o m p art m e nts ( § V- E ).

B. P K S- b as e d Bi- dir e cti o n al Is ol ati o n

Bi- dir e cti o n al is ol ati o n h a n dl es m ut u al distr ust t hr o u g h
cr oss- c o m p art m e nt a c c ess c o ntr ol. E a c h c o m p art m e nt is r e-
stri ct e d t o a c c essi n g o nl y n e c ess ar y r es o ur c es, e v e n f or t h e
c or e k er n el a n d t h e m o nit or. As Fi g ur e 3 s h o ws, t h e m e m or y
of e a c h c o m p art m e nt is t a g g e d wit h a disti n ct p k e y . All k er n el
c o d e p a g es ar e att a c h e d wit h p k e y 1 t o r e ali z e X O M. T h e d ef a ult
p k e y 0 r e pr es e nts t h e c or e k er n el’s d at a, w hil e p k e y 2 is assi g n e d
t o t h e m o nit or. T h e P T a n d S G T ar e e x cl usi v el y o w n e d b y t h e
m o nit or a n d r e a d- o nl y f or ot h er c o m p art m e nts. B U L K H E A D
c o n fi g ur es t h e ( W D, A D) n ot ati o ns i n t h e p er-t hr e a d P K R S f or bi-
dir e cti o n al a c c ess c o ntr ol. T h e P K R S v al u e u ni q u el y i d e nti fi es t h e
c urr e nt c o m p art m e nt b y o nl y o n e ( 0, 0) n ot ati o n w hi c h m e a ns
f ull a c c ess t o m e m or y wit h t h e r es p e cti v e p k e y . N ot ati o ns
of ot h er p k e y s all h a v e t h e W D or A D bits s et t o e nf or c e
t h e c o m p art m e nt ali z ati o n p oli c y. As a r es ult, c o m p art m e nts,
i n cl u di n g t h e c or e k er n el, ar e m ut u all y u ntr ust e d, a n d n o o n e
c a n ar bitr aril y a c c ess e a c h ot h er’s m e m or y. A n y att e m pt t o
br e a k t h e a c c ess p er missi o ns will r es ult i n a pr ot e cti o n k e y
vi ol ati o n f a ult. C o m p art m e nt s wit c h es c a n o nl y b e p erf or m e d
b y s wit c h g at es r e gist er e d i n t h e S G T t h at alt er t h e P K R S t o
dis a bl e a c c ess t o t h e s o ur c e c o m p art m e nt a n d gr a nt a c c ess t o t h e
t ar g et c o m p art m e nt. B ot h t h e s o ur c e a n d t h e t ar g et ar e v ali d at e d
a c c or di n g t o t h e m et a d at a r e c or d e d i n t h e writ e- pr ot e ct e d S G T,
t h us miti g ati n g c o nf us e d d e p ut y att a c ks.

C. I n- k er n el M o nit or

T h e li g ht w ei g ht m o nit or is a s p e ci al c o m p art m e nt r es p o n-
si bl e f or g u ar a nt e ei n g bi- dir e cti o n al is ol ati o n. It m a n a g es
criti c al m et a d at a s u c h as t h e P T f or p er missi o n r estri cti o n
a n d t h e S G T f or s e c ur e s wit c hi n g. U nli k e virt u ali z ati o n-
b as e d m o nit ors[ 1 8 , 1 9 ], B U L K H E A D d o es n ot r el y o n a n
a d diti o n al l a y er a n d t h us br e a ks t h e "t urtl es all t h e w a y
d o w n " p ar a di g m. T h e m o nit or is c o nstr u ct e d t hr o u g h pri vil e g e
s e p ar ati o n wit hi n t h e s a m e l e v el of t h e k er n el. We pr ot e ct t h e
m e m or y r es o ur c es of t h e m o nit or b y P K S- b as e d is ol ati o n w hil e
s e c uri n g t h e i nstr u cti o n a n d r e gist er r es o ur c es b y d e pri vi n g
ot h er c o m p art m e nts’ pri vil e g es.

1) M e m or y Is ol ati o n f or I n- K er n el M o nit or: Wit h t h e h el p
of P K S, t h e m o nit or m e m or y is is ol at e d fr o m t h e r est of t h e
k er n el. T o b e s p e ci fi c, t h e d at a p art es p e ci all y t h e P T a n d t h e
S G T is t a g g e d wit h p k e y 2 , t h us writ e- pr ot e ct e d a g ai nst ot h er
c o m p art m e nts b y t h e W D bit i n P K R S . O nl y t h e m o nit or h as
t h e pri vil e g e t o u p d at e t h es e m et a d at a r el at e d t o a c c ess c o ntr ol.
O n t h e ot h er h a n d, t h e c o d e p art is t a g g e d wit h p k e y 1 as X O M
s o t h at att a c k ers c a n n ot r e us e t h e pri vil e g e d c o d e m ali ci o usl y.
N ot e t h at alt h o u g h t h e m o nit or is tr ust e d, it als o c a n n ot a c c ess
ot h er c o m p art m e nts dir e ctl y d u e t o bi- dir e cti o n al is ol ati o n.

2) I nstr u cti o n D e pri v ati o n: B esi d es m e m or y r es o ur c es,
i nstr u cti o n a n d r e gist er r es o ur c es c a n als o b e a b us e d t o br e a k
t h e c o m p art m e nt ali z ati o n [6 2 ], s u c h as m ali ci o us P K R S u p d at es.
M or e o v er, si n c e x 8 6 d o es n ot r e q uir e i nstr u cti o n ali g n m e nt,
t h e u ni nt e nti o n al o c c urr e n c es of pri vil e g e d i nstr u cti o ns, s u c h
as p art of a l o n g er i nstr u cti o n or s p a n ni n g t w o c o ns e c uti v e
i nstr u cti o ns, ar e als o h a z ar d o us. B U L K H E A D s h o ul d r estri ct
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I nstr u cti o n
Pr efi x es

O p c o d e M o d R/ M SI B Dis pl a c e m e nt I m m e di at e

Pr efi x es of  
1 b yt e e a c h
( o pti o n al)

1-, 2-, or 3-
b yt e o p c o d e

1 b yt e
(if r e q uir e d)

1 b yt e
(if r e q uir e d)

A d dr ess  
dis pl a c e m e nt
of 1, 2, or 4
b yt es or n o n e

I m m e di at e
d at a of
1, 2, or 4
b yt es or n o n e

Fi g. 4: I nt el 6 4 a n d I A- 3 2 ar c hit e ct ur es i nstr u cti o n f or m at.

7 5 0f                     j n e 0 xf( %ri p)
3 0 c 0                    x or % al, % al

7 5 0f                    j n e 0 xf( %ri p)
9 0                       n o p
3 0 c 0                   x or % al, % al

4 1 b d 0f 3 0 0 0 0 0     m o v $ 0 x 3 0 0f, %r 1 3 d
4 1 b d 0 0 3 0 0 0 0 0      m o v $ 0 x 3 0 0 0, %r 1 3 d
4 1 8 3 c 5 0f               a d d $ 0 xf, %r 1 3 d

4 8 8 b 4 4 0f 3 0      m o v 0 x 3 0( %r di, %r c x, 1), %r a x

5 2                     p us h %r d x
4 8 8 9 c a             m o v %r c x, %r d x
4 8 8 b 4 4 1 7 3 0     m o v 0 x 3 0( %r di, %r d x, 1), %r a x
5 a                     p o p %r d x

( a) n o p i ns erti o n

( c) D at a a dj ust m e nt

( b) R e gist er r e assi g n m e nt

Fi g. 5: S o m e e x a m pl es of eli mi n ati n g u ni nt e n d e d w r m s r (0 x 0 f 3 0 ).

ot h er c o m p art m e nts’ b e h a vi ors t h at r u n wit h t h e m o nit or i n t h e
s a m e pri vil e g e l e v el ( Ri n g- 0) b y i nstr u cti o n d e pri v ati o n.

B e n e fiti n g n e w a d v a n c es i n bi n ar y r e writi n g [ 5 1 , 6 3 ],
w e eli mi n at e pri vil e g e d i nstr u cti o ns i n c o m p art m e nts ot h er
t h a n t h e m o nit or. At a hi g h l e v el, u ni nt e n d e d o c c urr e n c es
ar e r e pl a c e d wit h f u n cti o n all y e q ui v al e nt i nstr u cti o ns, w hil e
i nt e n d e d o c c urr e n c es ar e r e pl a c e d wit h s wit c h g at es t o t h e
m o nit or. As a r es ult, o nl y t h e li g ht w ei g ht m o nit or h as t h e
c a p a bilit y t o e x e c ut e t h e s e c urit y- criti c al i nstr u cti o ns aft er
v ali d ati o n. E v e n if att a c k ers att e m pt t o r e us e t h es e o c c urr e n c es
i n t h e m o nit or, t h e y c a n n ot l o c at e t h e us ef ul g a d g ets b e c a us e
of t h e r e a d- dis a bl e pr ot e cti o n of X O M. S p e ci fi c all y, w e f o c us
o n t hr e e c at e g ori es of i nstr u cti o ns i n o ur pr ot ot y p e. First, t h e
i nstr u cti o n t h at c h a n g es t h e v al u e of P K R S , i. e., w r m s r . S e c o n d,
i nstr u cti o ns t h at writ e c o ntr ol r e gist ers, i. e., m o v - t o - C R n . F or
e x a m pl e, att a c k ers c a n f or g e t h e p a g e t a bl e wit h a m ali ci o us
v al u e of C R 3 or dis a bl e P K S b y cl e ari n g t h e P K S bit i n C R 4 .
T hir d, i nstr u cti o ns t h at st or e s yst e m r e gist ers li k e I D T R , G D T R ,
L D T R , et c. It is n ot a bl e t h at m ali ci o us i nt err u pts ar e d ef e n d e d
b y t h e at o mi c s wit c h g at e d es cri b e d i n § V- D 3 i nst e a d of
eli mi n ati n g t h e 1- b yt e i nt err u pt e n a bli n g/ dis a bli n g i nstr u cti o n.

F or u ni nt e n d e d i nstr u cti o ns, w e a p pl y diff er e nt bi n ar y
r e writi n g str at e gi es a c c or di n g t o t h e fi el ds wit h w hi c h t h e
u ni nt e n d e d s u bs e q u e n c e o v erl a ps. T h e I nt el 6 4 a n d I A- 3 2
ar c hit e ct ur es i nstr u cti o n e n c o di n gs ar e s u bs ets of t h e f or m at
s h o w n i n Fi g ur e 4 [3 0 ]. A n i nstr u cti o n c o nsists of: ( 1) a n
o pti o n al i nstr u cti o n pr e fi x, ( 2) a pri m ar y o p c o d e fi el d ( u p t o
t hr e e b yt es), ( 3) a M o d R/ M fi el d t h at d et er mi n es t h e a d dr essi n g
f or m a n d i n cl u d es a r e gist er o p er a n d, ( 4) a SI B ( S c al e-
I n d e x- B as e) fi el d t h at s p e ci fi es r e gist ers f or i n dir e ct m e m or y
a d dr essi n g, ( 5) a dis pl a c e m e nt a n d/ or ( 6) a n i m m e di at e d at a
fi el d t h at s p e cif y c o nst a nt offs ets. If a n u ni nt e n d e d s e q u e n c e
s p a ns t w o or m or e i nstr u cti o ns, it c o ul d b e br o k e n b y i ns erti n g
a 1- b yt e n o p (0 x 9 0 ) or r e or d eri n g i nstr u cti o ns. Ot h er wis e,
u ni nt e n d e d i nstr u cti o ns m a y a p p e ar e ntir el y wit hi n a l o n g er
i nstr u cti o n. F or t h es e c as es, w e eli mi n at e t h e m b y r e gist er
r e assi g n m e nt, d at a a dj ust m e nt, or r e pl a c e m e nt wit h ot h er
f u n cti o n all y e q ui v al e nt i nstr u cti o ns. T h es e str at e gi es ar e a p pli e d
it er ati v el y u ntil t h er e ar e n o u ni nt e n d e d i nstr u cti o ns. Fi g ur e 5

s h o ws s o m e c o n cr et e e x a m pl es of eli mi n ati n g u ni nt e n d e d
o c c urr e n c es of w r m s r (0 x 0 f 3 0 ).

F or i nt e n d e d i nstr u cti o ns, w e r e pl a c e e a c h o c c urr e n c e wit h
a s wit c h g at e t o t h e m o nit or a n d d el e g at e t h e m o nit or t o e x e c ut e
t h e i nstr u cti o n aft er s e c urit y v ali d ati o n. T h e v ali d ati o n of t h e
s wit c h g at e r eli es o n d e v el o p er-s p e ci fi e d p oli ci es a n d is fl e xi bl e
t o p erf or m v ari o us c h e c ks. I n p arti c ul ar, w e r e c or d ri c h m et a d at a
o n t h e s o ur c e a n d t h e t ar g et as d es cri b e d i n § V- D 3 . T h us, e x c e pt
f or t h e li g ht w ei g ht m o nit or pr ot e ct e d b y X O M, ot h er d o m ai ns
ar e d e pri v e d of t h e c a p a bilit y t o b y p ass is ol ati o n t hr o u g h
pri vil e g e d i nstr u cti o ns. Alt h o u g h B U L K H E A D c o ul d b e n e fit
fr o m h ar d w ar e e xt e nsi o ns [6 2 ] f or i nstr u cti o n d e pri v ati o n,
bi n ar y r e writi n g off ers c o m p ati bilit y wit h e xisti n g h ar d w ar e.

D. I n v ari a nt E nf or c e m e nt

Wit h i ntr a- k er n el pri vil e g e s e p ar ati o n, t h e m o nit or e nf or c es
a s eri es of i n v ari a nts t o f ul fill t h e s e c urit y o bj e cti v es: ( 1) d at a
i nt e grit y t h at d ef e n ds d at a- ori e nt e d att a c ks, ( 2) e x e c ut e- o nl y
m e m or y t h at miti g at es c o ntr ol fl o w hij a c ki n g, a n d ( 3) c o m p art-
m e nt i nt erf a c e i nt e grit y t ar g ets c o nf us e d d e p ut y att a c ks.

1) D at a I nt e grit y: D at a of e a c h c o m p art m e nt c a n o nl y b e
m o di fi e d b y its elf. (I 1)

B U L K H E A D d et er mi n es t h e o w n ers hi p of d at a a c c or di n g
t o t h e p k e y . B y assi g ni n g diff er e nt p k e y s t o diff er e nt c o m-
p art m e nts i n P T Es, t h e m o nit or g u ar a nt e es n o c o m p art m e nts
s h ar e t h e s a m e p k e y . Si n c e t h e P T Es c o nt ai n p k e y s as w ell as
ot h er p er missi o n c o ntr ol bits, t h e p a g e t a bl e is a n at ur al pri m e
t ar g et of att a c k ers. T o pr e v e nt ar bitr ar y t a m p eri n g, t h e p a g e
t a bl e is r e a d- o nl y f or ot h er c o m p art m e nts. All P T u p d at es ar e
e x cl usi v el y d el e g at e d t o t h e m o nit or, a n d o nl y t h os e a d h eri n g
t o t h e c o m p art m e nt ali z ati o n p oli c y c a n b e p erf or m e d. Wit h
i nstr u cti o n d e pri v ati o n, att a c k ers als o c a n n ot f or g e p a g e t a bl es
b y m ali ci o us C R 3 v al u e. As a r es ult, B U L K H E A D e nf or c es
P T i nt e grit y t o s u p p ort d at a i nt e grit y: t h e p a g e t a bl e c a n o nl y
b e m o di fi e d b y t h e m o nit or. (I 1. 1)

B U L K H E A D c o m pr e h e nsi v el y pr ot e cts t h e c o m p art m e nt’s
m e m or y, i n cl u di n g h e a p, st a c k, p h ys m a p, a n d M MI O r e gi o ns.
F or t h e o bj e cts all o c at e d d y n a mi c all y at r u nti m e, w e cr e at e
a pri v at e h e a p f or e a c h c o m p art m e nt. A n i nt uiti v e w a y is t o
m o dif y t h e p k e y i n t h e P T E aft er all o c ati o n. H o w e v er, t his
d y n a mi c u p d ati n g t hr o u g h p a g e w al k is e x p e nsi v e. I nst e a d,
d uri n g t h e i niti ali z ati o n of a s p e ci fi c c o m p art m e nt, w e r e-
s er v e a t a g g e d m e m or y p o ol f or it. T h e n, t h e all o c at ors ar e
m o di fi e d t o us e t h e r es er v e d c a c h e wit h o ut t h e o v er h e a d of
d y n a mi c t a g gi n g. Wit h t h e pri v at e h e a p, cr oss- c o m p art m e nt
h e a p c orr u pti o n b e c o m es i m p ossi bl e. Si mil arl y, w e als o pr o vi d e
pri v at e st a c ks f or c o m p art m e nts a n d s wit c h t h e st a c k d uri n g
c o m p art m e nt s wit c hi n g. As a r es ult, att a c k ers c a n n ot dist ur b
ot h er c o m p art m e nts’ st a c ks t o hij a c k t h e c o ntr ol fl o w. B esi d es,
t h e dir e ct m a p of p h ysi c al m e m or y ( p h ys m a p) a n d t h e m e m or y-
m a p p e d I/ O ( M MI O) r e gi o ns ar e als o t a g g e d wit h p k e y . A c c ess
t o t h es e ar e as g o es t hr o u g h P K S h ar d w ar e v ali d ati o n as w ell.

2) e X e c ut e- O nl y M e m or y ( X O M): All k er n el c o d e c a n n ot
b e r e a d or writt e n b y a n y o n e. (I 2)

X O M is a li g ht w ei g ht b ut eff e cti v e c o ntr ol fl o w pr ot e c-
ti o n [6 4 ]. Alt h o u g h P K S d o es n ot p erf or m h ar d w ar e- e nf or c e d
c h e c ks o n e x e c uti o n p er missi o n, w e s et t h e A D bit i n P K R S
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1 g e t _ m e t a d a t a ( g a t e _ i d ) ;

2 v e r i f y ( s o u r c e _ a d d r ) ;

3 i f ( t a r g e t _ p g d i r ! = s o u r c e _ p g d i r )

4 l o a d _ n e w _ m m _ c r 3 ( t a r g e t _ p g d i r , t a r g e t _ a s i d ) ;

5 i f ( t a r g e t _ p k r s ! = c u r r e n t _ p k r s )

6 l o o p :

7 w r i t e _ p k r s ( t a r g e t _ p k r s ) ;

8 i f ( c u r r e n t _ p k r s ! = t a r g e t _ p k r s )

9 g o t o l o o p ;

1 0 s w i t c h _ s t a c k ( t a r g e t _ s t a c k ) ;

1 1 j u m p ( t a r g e t _ a d d r ) ;

g at e i d

s o ur c e t ar g et

a d dr ess

p g dir

asi d

p krs

st a c k

Fi g. 6: T h e s wit c h g at e ps e u d o c o d e (l eft) a n d t h e m et a d at a f or m at
of a S G T e ntr y (ri g ht).

f or all k er n el c o d e r e gi o ns t o dis a bl e a n y writ e or r e a d a c c ess,
w hi c h is r e q uir e d b y c o d e i nj e cti o n or c o d e r e usi n g.

Wit h t h e W X p oli c y i n t h e k er n el, all e x e c ut a bl e r e gi o ns
ar e n ot writ a bl e, w hi c h pr e v e nts c o d e i nj e cti o n att a c ks. W hil e
c o d e r e us e att a c ks ( e. g., R O P [ 6 5 ]) hi g hl y r el y o n i nf or m ati o n
a b o ut w h er e a n d h o w c o d e h as b e e n pl a c e d i n m e m or y.
C o m bi n e d wit h di v ersi fi c ati o n s c h e m es li k e K A S L R, r e a d-
dis a bli n g hi n d ers t h e att a c k er fr o m fi n di n g us ef ul g a d g ets. As a
s p e ci al c as e, a f e w c o d e p a g es n e e d d y n a mi c u p d at es at r u nti m e.
F or e x a m pl e, t h e c o d e g e n er at e d b y t h e B P F J ust-I n- Ti m e (JI T)
c o m pil er. T h es e u p d at e r e q u ests ar e als o dir e ct e d t o t h e m o nit or.
Aft er v ali d ati o n, B U L K H E A D will t e m p or aril y gr a nt t h e
m o nit or a c c ess t o t h es e p a g es. Al b eit w h ol e k er n el C FI pr o vi d es
str o n g er s e c urit y, it c o m es at t h e c ost of p erf or m a n c e [ 4 6 , 6 6 ].
B esi d es, c o nstr u cti n g a pr e cis e gl o b al c o ntr ol fl o w gr a p h ( C F G)
f or t h e h u g e k er n el is still c h all e n gi n g [6 7 , 6 8 ]. As a tr a d e-
off, w e e nf or c e c o m p art m e nt i nt erf a c e i nt e grit y f or t h e cr oss-
c o m p art m e nt c all. Cr oss- c o m p art m e nt C FI a n d pri v at e st a c k
m a k e X O M off er b ett er s e c urit y t h a n its elf.

3) C o m p art m e nt I nt erf a c e I nt e grit y ( CII): C o m p art m e nt
s wit c h es m ust o c c ur at t h e pr e d e fi n e d e ntr y/ e xit p oi nts a n d
p ass d at a a c c or di n g t o s e c urit y p oli ci es. (I 3)

Pr e vi o us w or k [ 5 , 2 8 , 2 9 ] h as ass ess e d t h e s eri o us i m-
p a ct of c o m p art m e nt i nt erf a c e v ul n er a biliti es ( CI Vs), w h er e
a c o m p art m e nt c a n b e e x pl oit e d as a c o nf us e d d e p ut y t o
c o ntr ol t h e e x e c uti o n or c orr u pt d at a of ot h er c o m p art m e nts.
A c c or di n gl y, w e pr o p os e CII a g ai nst t h es e t hr e ats o n t h e b asis
of bi- dir e cti o n al is ol ati o n. First, t h e c o ntr ol fl o w is c o nstr ai n e d
b y t h e pr e d e fi n e d e ntr y/ e xit p oi nts. S e c o n d, t h e s h ar e d d at a is
v ali d at e d a c c or di n g t o s e c urit y p oli ci es.

S e c ur e S wit c hi n g. B U L K H E A D’s m o nit or m ai nt ai ns a
s oft w ar e S G T i ns pir e d b y s o m e h ar d w ar e e xt e nsi o ns f or s e c ur e
d o m ai n s wit c hi n g [ 4 0 , 6 2 ]. Diff er e nt fr o m ot h er us er- m o d e
s wit c h g at e d esi g ns, s u c h as E RI M [ 5 1 ] a n d H o d or [5 2 ],
t h e u ni q u e c h all e n g es of k er n el c o m p art m e nt ali z ati o n c o m e
fr o m m ulti pl e u ntr ust e d c o m p art m e nts a n d t h e pri vil e g e d
e n vir o n m e nt. As s h o w n i n Fi g ur e 6 , t h e n o v el S G T c o nt ai ns
i nf or m ati v e m et a d at a of all r e gist er e d g at es a n d dir e cts e a c h
s wit c h t o t h e t ar g et a d dr ess of t h e l e g al c o m p art m e nt. S e c ur e
s wit c hi n g i m pli es t h at all s wit c h g at es s atisf y t h e pr o p erti es
of at o mi cit y, d et er mi nis m, a n d e x cl usi vit y, w hi c h pr e v e nt
m ali ci o us e x pl oit ati o n of i nt erf a c es a n d t h us s u p p ort CII.

P 1. At o mi cit y: C o m p art m e nt s wit c h es t hr o u g h s wit c h g at es
ar e e x e c ut e d at o mi c all y.

At o mi cit y m e a ns t h at t h e s eri es of o p er ati o ns s h o w n i n
Fi g ur e 6 c a n n ot b e e x pl oit e d s e p ar at el y. T h e s wit c h g at e first

A S 2

C or e
K er n el

M o nit or

L K M 3 L K M 4 L K M 5

L K M 1 L K M 2
All o w e d L K M Tr a n siti o n s

g at e i d s o ur c e t ar g et

... ... ...

2 2 L K M 1 L K M 3

2 4 L K M 2 L K M 1

2 6 L K M 3 L K M 4

2 7 L K M 4 L K M 3

2 8 L K M 5 L K M 4

A S 1

Fi g. 7: A n e x a m pl e of c o m p art m e nt tr a nsiti o n p oli ci es. T h e c or e
k er n el a n d t h e m o nit or ar e s h ar e d b y all a d dr ess s p a c es. A S 1 c o nt ai ns
L K M 1 a n d L K M 2, w hil e A S 2 c o nt ai ns L K M 3- 5. E d g es b et w e e n
c o m p art m e nts ar e all o w a bl e tr a nsiti o ns. Tr a nsiti o ns wit h t h e c or e
k er n el a n d t h e m o nit or ar e o mitt e d fr o m t h e t a bl e.

us es a r e gist er e d g at e i d t o r etri e v e t h e g at e m et a d at a fr o m t h e
writ e- pr ot e ct e d S G T. A c c or di n g t o t h e m et a d at a, it v eri fi es t h e
s o ur c e a d dr ess a n d u p d at es C R 3 if t h e s o ur c e a n d t h e t ar g et
c o m p art m e nt ar e i n diff er e nt a d dr ess s p a c es (i. e., t w o-l e v el
c o m p art m e nt ali z ati o n d es cri b e d i n § V- E ). T h e n, it c h a n g es
P K R S t o t h e t ar g et v al u e o n d e m a n d b y w r m s r , s wit c h es t o t h e
pri v at e st a c k of t h e t ar g et c o m p art m e nt, a n d fi n all y j u m ps t o
t h e t ar g et a d dr ess r e c or d e d i n t h e S G T. H er e t h e m ost cr u ci al
st e p is t h e P K R S u p d at e, w hi c h i m pli es t h e p er missi o n tr a nsf er.

Att a c k ers c a n hij a c k t h e e x e c uti o n of t h e s wit c h g at e i n
t w o w a ys: ( 1) i nt err u pti n g t h e s e q u e n c e, ( 2) j u m pi n g t o t h e
mi d dl e of t h e s e q u e n c e. First, m ali ci o us i nt err u pts aft er P K R S
u p d at es c a n m a k e t h e att a c k er g ai n t h e pri vil e g e of t h e ori gi n al
t ar g et c o m p art m e nt. T o pr e v e nt t his, w e u p d at e P K R S t o t h e
d ef a ult r estri ct e d v al u e as t h e c or e k er n el’s pri vil e g e at e a c h
i nt err u pt e ntr y s o t h at p ot e nti all y ill e g al P K R S will n ot w or k
f or t h e i nt err u pt c o nt e xt. S e c o n d, si n c e t h e v al u e of P K R S is
n ot u p d at e d dir e ctl y b y a n i m m e di at e o p er a n d b ut t a k e n fr o m
t h e e a x r e gist er, att a c k ers m a y j u m p t o j ust b ef or e t h e w r m s r
i nstr u cti o n wit h f or g e d e a x v al u e. As a c o u nt er m e as ur e, w e
a d d a s e c urit y c h e c k aft er w r m s r t o g u ar a nt e e t h e u p d at e d v al u e
is t h e s a m e as t h e m et a d at a i n t h e S G T. If n ot, w e l o o p b a c k
a n d u p d at e P K R S a g ai n, t h us m a ki n g s ur e t h e p er missi o n c a n
o nl y b e tr a nsf err e d t o t h e a p p oi nt e d c o m p art m e nt.

P 2. D et er mi nis m: T h e s wit c h g at e b e h a vi or is u ni q u el y
d et er mi n e d b y t h e g at e i d.

Alt h o u g h t h e s wit c h g at e c a n b e c all e d fr o m a n y c o m-
p art m e nt, its b e h a vi or c a n n ot b e i n fl u e n c e d b y att a c k ers. T o
p erf or m a c o m p art m e nt s wit c h, t h e o nl y a c c e pt e d p ar a m et er
is t h e g at e i d, a n d its b e h a vi or stri ctl y f oll o ws t h e r etri e v e d
m et a d at a. All g at es m ust b e r e gist er e d first b as e d o n tr a nsiti o n
p oli ci es a n d d o n ot tr ust t h e s o ur c e or t h e t ar g et c o m p art m e nt.
We als o pr o vi d e a n A PI t o r e gist er s wit c h g at es at r u nti m e
w h e n l o a di n g n e w c o m p art m e nts. T h e r e gistr ati o n r e q u ests t h e
m o nit or t o st or e m et a d at a i n t h e writ e- pr ot e ct e d S G T. E a c h
g at e e ntr y c o nt ai ns b ot h t h e s o ur c e a n d t h e t ar g et i nf or m ati o n
as s h o w n i n Fi g ur e 6 , i n cl u di n g t h e a d dr ess s p a c e ( p g dir a n d
A SI D), t h e e ntr y/ e xit a d dr ess, t h e P K R S v al u e, a n d t h e pri v at e
st a c k p oi nt er. T h e e ntr y i n d e x is us e d as a u ni q u e g at e i d. E a c h
s wit c h g at e v ali d at es t h e s o ur c e c o m p art m e nt i nf or m ati o n a n d
at o mi c all y s wit c h es t o t h e t ar g et c o m p art m e nt d et er mi n e d b y
t h e m et a d at a. As a r es ult, t h er e is n o c h a n c e f or att a c k ers t o
dist ur b t h e s wit c h wit h c o m pr o mis e d i n p ut, e v e n p a yl o a ds o n
t h e st a c k. T h e i nf or m ati v e m et a d at a g u ar a nt e es t h e i nt e grit y of
p er missi o n tr a nsf er a n d c o ntr ol fl o w tr a nsf er.
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Fi g ur e 7 d e m o nstr at es a n e x a m pl e of c o m p art m e nt tr a nsiti o n
p oli ci es. B U L K H E A D e x p e cts d e v el o p ers t o s p e cif y fl e xi bl e
p oli ci es a c c or di n g t o t h eir r e q uir e m e nts. T h e n all o w e d s wit c h
g at es will b e r e gist er e d i nt o t h e S G T. F or i nst a n c e, g at e 2 2
all o ws t h e tr a nsiti o n fr o m L K M 1 t o L K M 3, w hil e t h e o p p osit e
dir e cti o n ( g at e 2 3) is n ot all o w e d. If L K M 5 is l o a d e d at r u nti m e
a n d t h e us er r e q u ests t h e m o nit or t o r e gist er s wit c h g at es f or
it t hr o u g h o ur A PI. T h e m o nit or will c h e c k t h e g at e t o b e
r e gist er e d a g ai nst pr e d e fi n e d p oli ci es a n d r ej e ct ill e g al r e q u ests.
It g u ar a nt e es t h at s wit c h g at es fr o m L K M 5 t o m o d ul es ot h er
t h a n L K M 4 c a n n ot b e r e gist er e d. As a r es ult, a n a d v ers ar y
c a n n ot a b us e t h e pr o vi d e d A PI t o m o dif y t h e p oli c y m ali ci o usl y.

P 3. E x cl usi vit y: C o m p art m e nt s wit c h es ar e e x cl usi v el y
p ossi bl e vi a s wit c h g at es.

Wit h bi- dir e cti o n al is ol ati o n, t h e o nl y w a y t o a c c ess
r es o ur c es of ot h er c o m p art m e nts is t hr o u g h s e c ur e c o m p art m e nt
s wit c h es. Si n c e s wit c h g at es ar e stri ctl y b as e d o n t h e S G T
c o ntr oll e d b y t h e m o nit or, att a c k ers m a y att e m pt t o p erf or m
s wit c h es i n ot h er w a ys, s u c h as a b usi n g i nstr u cti o ns f or
P K R S u p d at es. H o w e v er, t h a n ks t o i nstr u cti o n d e pri v ati o n, all
i nstr u cti o ns t h at c a n b e us e d t o br e a k a c c ess c o ntr ol ar e
v ali d at e d b y t h e m o nit or. As a r es ult, s wit c h g at es e x cl usi v el y
g u ar d c o m p art m e nt s wit c h es t o s u p p ort CII.

Z er o- C o p y O w n ers hi p Tr a nsf er. T o a c hi e v e s e c ur e a n d
f ast c o m m u ni c ati o n, B U L K H E A D i n c or p or at es z er o- c o p y
o w n ers hi p tr a nsf er f or s h ari n g d at a a cr oss c o m p art m e nts. T h e
v ali d ati o n b as e d o n p oli ci es d uri n g o w n ers hi p tr a nsf er t h w arts
c o nf us e d d e p ut y att a c ks, w hil e z er o- c o p y i m pr o v es ef fi ci e n c y.

D at a c o p yi n g a cr oss c o m p art m e nts is a h e a d a c h e fr o m
m ulti pl e as p e cts. First, si m pl y tr usti n g s h ar e d d at a vi ol at es bi-
dir e cti o n al is ol ati o n a n d l e a ds t o CI Vs. S e c o n d, si n c e t h e Li n u x
k er n el utili z es m a n y tri c k y pr o gr a m mi n g i di o ms li k e s e nti n el
arr a ys a n d r e c ursi v e str u ct ur es, t h e s y n c hr o ni z ati o n b et w e e n
c o m p art m e nts r e q uir es c o m pl e x a n d err or- pr o n e a n al ysis a n d
m ars h ali n g [ 1 9 ]. L astl y, p assi n g l ar g e b uff ers will c a us e si g-
ni fi c a nt p erf or m a n c e o v er h e a d [ 4 0 ]. U nli k e P T/ E P T s wit c hi n g-
b as e d a p pr o a c h es, P K S- b as e d c o m p art m e nt ali z ati o n s u p p orts
z er o- c o p y c o m m u ni c ati o n d u e t o its t a g gi n g m e c h a nis m.

B U L K H E A D e nf or c es si n gl e o w n ers hi p of o bj e cts. As
d es cri b e d i n I 1 (§ V- D 1 ), all k er n el d at a is t a g g e d wit h a p k e y .
B esi d es, e a c h c o m p art m e nt h as its o w n pri v at e h e a p. At a n y
ti m e, a n o bj e ct is o w n e d a n d c a n b e a c c ess e d b y e x a ctl y o n e
c o m p art m e nt. T h er e ar e t hr e e t y pi c al w a ys t o s h ar e d at a: gl o b al
v ari a bl es, cr oss- c o m p art m e nt f u n cti o n c all ar g u m e nts a n d r et ur n
v al u es. Eit h er w a y, a c c ess fr o m t h e t ar g et c o m p art m e nt will
tri g g er a p a g e f a ult first. T h e d e di c at e d p a g e f a ult h a n dl er all o ws
t h e m o nit or t o v ali d at e t h e s h ar e d d at a t o a v oi d c o nf us e d d e p ut y
att a c ks. If t h e s h ar e d d at a c o nf or ms t o t h e d e v el o p er- d e fi n e d
p oli c y, its p k e y will b e u p d at e d t o t h e t ar g et’s, w hi c h m e a ns
t h e o w n ers hi p tr a nsf er wit h o ut d at a c o p y. We pr o vi d e a n A PI
t o d e fi n e t h e d at a tr a nsf er p oli c y, i n cl u di n g t h e s o ur c e a n d
t ar g et of s h ar e d d at a a n d its l e g al v al u e r a n g es. S o d e v el o p ers
c a n d e pl o y diff er e nt c o m p art m e nt ali z ati o n p oli ci es fl e xi bl y a n d
p erf or m s e c urit y c h e c ks i n t h e p a g e f a ult h a n dl er o n d e m a n d.

Ta ki n g C V E- 2 0 2 2- 1 0 1 5 i n Listi n g 1 as a n e x a m pl e,
a t t r is d at a s h ar e d b et w e e n n f _ t a b l e s a n d ot h er c o m p art-
m e nts. n f t _ p a r s e _ r e g i s t e r p ars es a r e gist er v al u e fr o m t h e
n etli n k attri b ut e a t t r . H o w e v er, i m pr o p er r e g v ali d ati o n i n

1 s t a t i c i n t n f t _ v a l i d a t e _ r e g i s t e r _ l o a d ( e n u m n f t _ r e g i s t e r s
r e g , u n s i g n e d i n t l e n )→

2 {
3 i f ( r e g < N F T _ R E G _ 1 * N F T _ R E G _ S I Z E /

N F T _ R E G 3 2 _ S I Z E )→

4 r e t u r n - E I N V A L ;
5 i f ( l e n = = 0 )
6 r e t u r n - E I N V A L ;
7 i f ( r e g * N F T _ R E G 3 2 _ S I Z E + l e n >

s i z e o f _ f i e l d ( s t r u c t n f t _ r e g s , d a t a ) )→

8 / * A l a r g e v a l u e o f r e g c o u l d o v e r f l o w t h e i n t e g e r
a n d b y p a s s t h e c h e c k * /→

9 r e t u r n - E R A N G E ;
1 0 r e t u r n 0 ;
1 1 }
1 2

1 3 i n t n f t _ p a r s e _ r e g i s t e r _ l o a d ( c o n s t s t r u c t n l a t t r * a t t r , u 8
* s r e g , u 3 2 l e n )→

1 4 {
1 5 u 3 2 r e g ;
1 6 i n t e r r ;
1 7 r e g = n f t _ p a r s e _ r e g i s t e r ( a t t r ) ;
1 8 e r r = n f t _ v a l i d a t e _ r e g i s t e r _ l o a d ( r e g , l e n ) ;
1 9 . . .
2 0 }
2 1 E X P O R T _ S Y M B O L _ G P L ( n f t _ p a r s e _ r e g i s t e r _ l o a d ) ;

Listi n g 1: C V E- 2 0 2 2- 1 0 1 5: i m pr o p er r e g v ali d ati o n c o ul d l e a d t o
i nt e g er o v er fl o w i n n et/ n et filt er/ nf _t a bl es _ a pi. c.

n f t _ v a l i d a t e _ r e g i s t e r _ l o a d c o ul d l e a d t o i nt e g er o v er fl o w
a n d t h us o ut- of- b o u n ds writ e iss u es. B as e d o n c o nstr ai nts o n
r e g i n n f t _ p a r s e _ r e g i s t e r a n d t h e p at c h f or t his v ul n er a bilit y,
w e a d d s e c urit y c h e c ks d uri n g a t t r tr a nsf er. T h e d e di c at e d
p a g e f a ult h a n dl er g u ar a nt e es t h e r e gist er v al u e i n cl u d e d i n
a t t r is wit hi n l e g al r a n g es: N F T _ R E G _ V E R D I C T . . . N F T _ R E G _ 4 or
N F T _ R E G 3 2 _ 0 0 . . . N F T _ R E G 3 2 _ 1 5 .

E. T w o-l e v el C o m p art m e nt aliz ati o n

T h e Li n u x k er n el c o nt ai ns t h o us a n ds of L K Ms d e v el o p e d
b y pr o gr a m m ers wit h v ar yi n g l e v els of e x p ertis e, r e q uiri n g fi n e-
gr ai n e d c o m p art m e nt ali z ati o n t o c o nstr ai n p ot e nti al v ul n er a bili-
ti es. H o w e v er, t h e 4- bit p k e y li mits t h e a v ail a bl e c o m p art m e nts
t o a m a xi m u m of 1 6. C o nsi d eri n g t h at w e r es er v e p k e y 0 f or
t h e c or e k er n el, p k e y 1 f or X O M, a n d p k e y 2 f or t h e m o nit or,
t h e n u m b er of c o m p art m e nts a v ail a bl e f or ot h er k er n el m o d ul es
is f urt h er r e d u c e d t o 1 3, w hi c h c a n n ot s atisf y t h e c o m p elli n g
n e e d f or m or e is ol at e d c o m p art m e nts.

T o f ul fill t h e s c al a bilit y o bj e cti v e ( § II- C), w e utili z e a t w o-
l e v el c o m p art m e nt ali z ati o n s c h e m e. T h e first l e v el is P K S-
b as e d i ntr a- a d dr ess s p a c e is ol ati o n d es cri b e d i n § V- B , w hil e
t h e s e c o n d l e v el is l o c alit y- a w ar e a d dr ess s p a c e s wit c hi n g
wit h A SI D. We gr o u p m o d ul es i nt o m ulti pl e a d dr ess s p a c es
a c c or di n g t o t h e l o c alit y of m o d ul e i nt er a cti o ns. Wit h diff er e nt
m e m or y m a p pi n g, e a c h a d dr ess s p a c e h as its o w n 1 6 p k e y s,
t h us s u p p orti n g 1 6 n e w c o m p art m e nts.

H A K C [ 2 ] pr o p os e d a f u n d a m e nt all y diff er e nt t w o-l e v el
c o m p art m e nt ali z ati o n a p pr o a c h f or A R M, w hi c h d o es n ot w or k
f or B U L K H E A D. Its first l e v el is a d dr ess s p a c e c ol ori n g vi a
M T E, w hil e t h e s e c o n d l e v el r e c y cl es c ol ors t hr o u g h cr y pt o-
gr a p hi c h as h es b as e d o n P A. T h e I nt el ar c hit e ct ur e d o es n ot
f e at ur e h ar d w ar e pri miti v es li k e P A. I n a d diti o n, cr y pt o gr a p hi c
o p er ati o ns ar e t o o e x p e nsi v e f or fr e q u e nt c o m p art m e nt s wit c h es.
T h er ef or e, w e h a v e t o d esi g n a m or e c o m p ati bl e a n d ef fi ci e nt
w a y t o o v er c o m e t h e li mit ati o n of f e w t a g bits.
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C R 3
p g dir 0

A SI D 0

p g dir 1

A SI D 1

L K M 4

L K M 3

L K M 2

L K M 1

...

M o nit or

C or e K er n el

L K M 4

L K M 3

L K M 2

L K M 1

...

M o nit or

C or e K er n el

P T E s wit h

p k e y 0

P T E s wit h

p k e y 2

P T E s wit h

p k e y 3

P T E s wit h

p k e y 4

P T E s wit h

p k e y 3

P T E s wit h

p k e y 4

P a g e Gl o b al Dir e ct or y P a g e Gl o b al Dir e ct or y

P a g e T a bl e

P a g e T a bl e P a g e T a bl e
S h ar e d Pri v at e U n m a p p e d

Fi g. 8: T h e ill ustr ati o n of t w o-l e v el c o m p art m e nt ali z ati o n. F or
e x a m pl e, L K M 1 a n d L K M 2 ar e is ol at e d wit hi n t h e s a m e a d dr ess
s p a c e t hr o u g h diff er e nt p k e y s, w hil e L K M 1 a n d L K M 3 ar e is ol at e d
i n diff er e nt a d dr ess s p a c es a n d r e us e t h e s a m e p k e y .

B U L K H E A D t a k es l ess o ns fr o m e xisti n g s ol uti o ns o n t h e
us ers p a c e P K U s c al a bilit y. B esi d es h ar d w ar e e xt e nsi o ns [ 6 9 ,
7 0 ], t h es e a p pr o a c h es r o u g hl y f all i nt o t w o c at e g ori es: d y n a mi c
P T m o di fi c ati o n [ 7 1 ] a n d m ulti pl e a d dr ess s p a c es [7 2 , 7 3 ]. B y
m o dif yi n g t h e P T E, t h e c orr es p o n di n g p k e y c a n b e e vi ct e d
a n d t h e n all o c at e d t o a n ot h er d o m ai n. It is ess e nti all y a
ki n d of m ulti pl e xi n g a n d s uff ers fr o m si g ni fi c a nt p erf or m a n c e
d e gr a d ati o n wit h i n cr e asi n g d o m ai ns d u e t o T L B fl us h es
a n d b us y w aiti n g. I n c o ntr ast, a d dr ess s p a c e s wit c hi n g is a n
ef fi ci e nt w a y t o s u p p ort u nli mit e d d o m ai ns. N e v ert h el ess, P K U
virt u ali z ati o n a p pr o a c h es [ 7 2 , 7 3 ] all r el y o n t h e u n d erl yi n g
k er n el f or s c h e d uli n g a n d m a n a g e m e nt, a n d t h us c a n n ot mi gr at e
t o t h e k er n el s p a c e dir e ctl y. M O A T [5 4 ] is ol at e d B P F pr o gr a ms
i nt o diff er e nt a d dr ess s p a c es, b ut u ni v ers all y s plitti n g t h e
m o n olit hi c k er n el is still a c h all e n g e.

H o w e v er, w e f o u n d t h at s c al a bl e k er n el c o m p art m e nt ali z a-
ti o n d o es n ot r e q uir e c o m pl e x a d dr ess s p a c e s plitti n g, b as e d o n
t w o o bs er v ati o ns. First, i nt er a cti o ns b et w e e n k er n el m o d ul es
s h o w a p att er n of l o c alit y. Alt h o u g h t h er e ar e t h o us a n ds of
L K Ms i n Li n u x, e a c h m o d ul e o nl y n e e ds t o i nt er a ct wit h a
li mit e d n u m b er of m o d ul es f or its f u n cti o n alit y. F or e x a m pl e,
i n Li n u x k er n el v 6. 1 wit h x 8 6 _ 6 4 g e n eri c K c o n fi g, o nl y 5 4 of
6 2 9 6 L K Ms d e p e n d o n m or e t h a n 1 2 m o d ul es, w hi c h i n cl u d e
i n dir e ct d e p e n d e n ci es. T h us w e c a n s plit t h e a d dr ess s p a c e
b as e d o n m o d ul e d e p e n d e n ci es s p e ci fi e d b y m o d u l e s . d e p t o
r e d u c e a d dr ess s p a c e s wit c h es. N ot a bl y, t h e d e p e n d e n ci es d o
n ot m e a n r u n ni n g all d e p e n d e nt m o d ul es stri ctl y at t h e s a m e
ti m e. Wit h m or e a d dr ess s p a c e s wit c hi n g, w e c a n s u p p ort
u nli mit e d c o m p art m e nts as a ki n d of m ulti pl e xi n g, e v e n f or
t h e 5 4 c as es. I n Fi g ur e 8 , w e ass u m e t h at L K M 2 d e p e n ds o n
L K M 1 a n d m a p t h e m i n t h e s a m e a d dr ess s p a c e, w hil e t h e
u nr el at e d m o d ul es li k e L K M 3 a n d L K M 4 c a n b e is ol at e d i n
a n ot h er a d dr ess s p a c e t o r e us e p k e y s.

S e c o n d, t h e Li n u x k er n el e m pl o ys hi er ar c hi c al P Ts f or
m e m or y m a p pi n g a n d w e d o n ot h a v e t o d u pli c at e all t h e P Ts
f or m ulti pl e a d dr ess s p a c es. Fi g ur e 8 s h o ws a n e x a m pl e wit h
t w o-l e v el P Ts. We di vi d e t h e P Ts i nt o t h e s h ar e d a n d pri v at e
p arts. Si n c e all m o d ul es n e e d t o i nt er a ct wit h t h e c or e k er n el
a n d t h e m o nit or, all a d dr ess s p a c es s h ar e t h e s a m e m a p pi n g of
t h e m. O n t h e ot h er h a n d, t h e m e m or y r e usi n g t h e s a m e p k e y s
wit h ot h er a d dr ess s p a c es is pri v at e t o pr e v e nt c ollisi o n. D uri n g
a d dr ess s p a c e s wit c hi n g, w e u n m a p t h e s o ur c e s p a c e’s pri v at e
p art a n d r e m a p t h e pri v at e p art of t h e t ar g et. T h a n ks t o t h e
hi er ar c hi c al str u ct ur e, P T u p d at es m ai nl y o c c ur at t h e l o w-l e v el

P Ts. T h us w e c a n a dj ust t h e m e m or y m a p pi n g ef fi ci e ntl y t o
m ai nt ai n diff er e nt vi e ws. B esi d es, w e att a c h e a c h a d dr ess s p a c e
wit h a n a d dr ess s p a c e i d e nti fi er ( A SI D), als o c all e d pr o c ess
c o nt e xt i d e nti fi er ( P CI D) f or x 8 6, t o a v oi d T L B fl us h es as
o pti mi z ati o n. T h e a d dr ess tr a nsl ati o n o nl y us es T L B e ntri es
wit h t h e s a m e A SI D as t h e c urr e nt p a g e t a bl e b as e r e gist er
(C R 3 ). S p e ci fi c all y, a d dr ess s p a c e s wit c h es ar e als o a d vis e d b y
t h e m o nit or b as e d o n t h e S G T. T h e r e gist er e d g at e e ntr y r e c or ds
t h e s o ur c e a n d t ar g et p a g e gl o b al dir e ct or y a d dr ess es (p g d i r ) as
w ell as A SI Ds ( Fi g ur e 6 ). D u e t o t h e s e c ur e pr o p erti es of g at es,
att a c k ers c a n n ot f or g e a m ali ci o us a d dr ess s p a c e t o b y p ass
is ol ati o n. T h us, w e r e ali z e s e c ur e a n d l o c alit y- a w ar e t w o-l e v el
c o m p art m e nt ali z ati o n t h at s u p p orts u nli mit e d c o m p art m e nts.

VI. I M P L E M E N T A T I O N

T o t est t h e eff e cti v e n ess of o ur d esi g n, w e h a v e i m pl e m e nt e d
a pr ot ot y p e b as e d o n t h e Li n u x k er n el v 6. 1, t h e n e w est l o n g-
t er m s u p p ort ( L T S) v ersi o n w h e n w e st art e d t his w or k, a n d
L L V M v ersi o n 1 4. 0. 0. T h e B U L K H E A D s yst e m c o nsists of
a s et of k er n el p at c h es, a li g ht w ei g ht m o nit or m o d ul e, a n d
L L V M p ass es f or i nstr u cti o n d e pri v ati o n a n d a ut o m at e d g at e
i nstr u m e nt ati o n. Si n c e t h e Li n u x k er n el di d n ot h a v e s u p p ort
f or I nt el P K S at t h e ti m e of writi n g, w e i m pl e m e nt e d a s eri es of
p at c h es t o pr o vi d e P K S-r el at e d A PI li k e e xisti n g A PI f or P K U,
s u c h as p k e y all o c ati o n a n d P K R S u p d at es. T his p art i n cl u d es
8 6 9 li n es of a d diti o n a n d 9 0 li n es of d el eti o n. O n t h e b asis of
t h es e A PIs, w e i m pl e m e nt e d t h e i n- k er n el m o nit or as a s e p ar at e
L K M f or p ort a bilit y, w hi c h o nl y c o nt ai ns 2 7 5 9 li n es of c o d e.
T h e s m all c o d e b as e m a k es f or m al m o d eli n g a n d v eri fi c ati o n
p ossi bl e [ 7 4 ], w hi c h is o n e of o ur o n g oi n g w or ks.

Alt h o u g h B U L K H E A D is i m pl e m e nt e d o v er Li n u x f or
its o p e n-s o ur c e n at ur e, w e e x p e ct t h e m ai n d esi g n pri n ci pl es
li k e bi- dir e cti o n al is ol ati o n a n d t w o-l e v el c o m p art m e nt ali z ati o n
c o ul d als o b e e xt e n d e d t o ot h er c o m m o dit y O Ss wit h P K S
s u p p ort. H er e w e hi g hli g ht s o m e k e y p oi nts.

P K R S St at e. B U L K H E A D m a n a g es t h e P K R S st at e b y
t h e m o nit or. U nli k e P K R U , t h e p er-t hr e a d P K R S r e gist er is
n ot X S A V E-s u p p ort e d b y h ar d w ar e. T h er ef or e, o ur s oft w ar e
i m pl e m e nt ati o n n e e ds t o s a v e a n d r est or e its st at e o n c o nt e xt
s wit c h es a n d e x c e pti o ns. H o w e v er, att a c k ers c o ul d o v er writ e
t h e st or e d P K R S i n m e m or y t o g ai n c o ntr ol o v er t h e r e gist er
i n di c ati n g a c c ess p er missi o ns. As a c o u nt er m e as ur e, w e st or e
t h e P K R S st at e i n a s p e ci fi c r e gi o n writ e- pr ot e ct e d b y t h e m o nit or,
w hi c h e ns ur es t h at att a c k ers c a n n ot t a m p er wit h its v al u e.

M ulti-t hr e a di n g S u p p ort. B U L K H E A D s u p p orts m ulti-
t hr e a di n g s e c ur el y. Si n c e P K R S is p er-t hr e a d a n d its st at e is writ e-
pr ot e ct e d, t h e a c c ess c o ntr ol i n h er e ntl y s u p p orts m ulti-t hr e a di n g.
C o n c urr e nt a c c ess t o s h ar e d d at a m a y l e a d t o v ul n er a biliti es,
s u c h as ti m e- of- c h e c k t o ti m e- of- us e ( T O C T T O U) att a c ks. I n
r es p o ns e, w e e nf or c e e x cl usi v e a c c ess t o s h ar e d d at a t hr o u g h
si n gl e o w n ers hi p, w hi c h m e a ns t h at c o n c urr e nt c o m p art m e nts
ot h er t h a n t h e o w n er c a n n ot m o dif y t h e d at a.

Writ e- Pr ot e ct e d P a g e T a bl es. We r es er v e a p a g e p o ol t a g g e d
wit h t h e m o nit or’s p k e y f or P Ts. T o s ol v e t h e p a g e s plit iss u e
of t h e dir e ct m a p r e gi o n, t h e p o ol r e m ai ns e n o u g h p a g es t o
br e a k d o w n h u g e p a g es i nt o t h e 4 K B si z e. T h e n w e i d e ntif y all
k er n el f u n cti o ns t h at all o c at e or u p d at e P Ts. F or P T all o c ati o n,
a wr a p p er f u n cti o n is a d d e d t o all o c at e fr o m t h e r es er v e d p a g e
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p o ol. F or P T u p d at es, w e i ns ert s wit c h g at es t o t h e m o nit or t o
a c c ess t h e P T s e c ur el y. I n or d er t o pr e v e nt o missi o ns, w e a p pl y
a c h e c k er t h at s c a ns f or u n pr ot e ct e d P T p a g es. P Ts t h at ar e
all o c at e d b ef or e B U L K H E A D i niti ali z ati o n ar e als o c a u g ht
b y t h e c h e c k er a n d t h e n t a g g e d wit h t h e p k e y . As a r es ult, w e
g u ar a nt e e all P Ts ar e writ e- pr ot e ct e d b y t h e m o nit or.

Pri v at e H e a p. We i m pl e m e nt pri v at e h e a ps t o pr ot e ct
d y n a mi c all y all o c at e d o bj e cts of c o m p art m e nts. Si mil arl y t o t h e
P T, d e di c at e d m e m or y c a c h es wit h s p e ci fi c p k e y ar e pr o vi d e d
f or pri v at e o bj e ct all o c ati o n. We e xt e n d b ot h t h e b u d d y all o c at or
a n d t h e S L A B/ S L U B all o c at or t o r et ur n o bj e cts t a g g e d wit h
t h e d esir e d p k e y fr o m t h e c a c h es.

P a g e Ali g n m e nt. Si n c e p k e y s ar e ass o ci at e d wit h P T Es,
B U L K H E A D c a n o nl y pr ot e ct m e m or y at t h e p a g e gr a n ul arit y,
w hi c h is g e n er all y 4 K B. O bj e cts m a y i nt erl e a v e wit h ot h er
c o m p art m e nts a cr oss t h e p a g e b o u n d ari es a n d l e a d t o i m pr e cis e
a c c ess c o ntr ol. T o pr e v e nt t his, w e f or c e all c o m p art m e nts t o
all o c at e o bj e cts fr o m t h eir pri v at e h e a ps. T h e r es er v e d p a g e
p o ol e ns ur es t h e c o m p art m e nt m e m or y is p a g e- ali g n e d.

D at a s h ari n g a cr oss c o m p art m e nts als o p os es a c h all e n g e.
As d es cri b e d i n § V- D 3 , z er o- c o p y d at a tr a nsf er p erf or ms at t h e
gr a n ul arit y of a p a g e, w hi c h m e a ns t h at p ot e nti all y m or e d at a
g ets s h ar e d a n d t h us i n cr e as es att a c k s urf a c es. O n e s ol uti o n is
t o i n cl u d e o nl y t h e o bj e cts t o b e s h ar e d o n t h e tr a nsf err e d p a g e.
H o w e v er, it m a y w ast e a l ot of m e m or y. As a tr a d e- off b et w e e n
s e c urit y a n d m e m or y o v er h e a d, w e gr o u p s h ar e d o bj e cts i nt o
diff er e nt pri vil e g e cl ass es a c c or di n g t o t h e s o ur c e a n d t h e t ar g et
c o m p art m e nts, t h e n p ut o bj e cts wit h t h e s a m e pri vil e g e o n a
p a g e. F or i nst a n c e, all o bj e cts s h ar e d b et w e e n L K M 1 a n d
L K M 2 c o ul d b e g at h er e d o n t h e s a m e p a g e, w hil e o bj e cts
s h ar e d b et w e e n L K M 1 a n d L K M 3 ar e l o c at e d o n a n ot h er p a g e.
Wit h t his ki n d of o bj e ct gr o u pi n g, e v e n o v er-s h ari n g d o es n ot
gi v e a c o m p art m e nt a c c ess t o r es o ur c es it s h o ul d n ot h a v e.

S wit c h G at e R e gistr ati o n a n d I nstr u m e nt ati o n. S wit c h g at es
ar e r e gist er e d i n p airs f or bi- dir e cti o n al is ol ati o n. If a g at e i d
x r e pr es e nts t h e e ntr y t o a s p e ci fi c c o m p art m e nt, t h e n x + 1
r e pr es e nts t h e r et ur n, a n d c orr es p o n di n g S G T e ntri es c o nt ai n
t h e e x a ct o p p osit e of s o ur c e a n d t ar g et i nf or m ati o n. T h us, t h e
p air e d g at es e nf or c e CII a n d t h w art R O P-li k e att a c ks o n cr oss-
c o m p art m e nt c alls. B U L K H E A D r e q uir es t h e tr ust e d p oli c y
d e v el o p ers t o d e fi n e a s et of l e g al tr a nsiti o ns li k e Fi g ur e 7 .
D uri n g t h e i niti ali z ati o n, w e r e gist er t w o s p e ci al g at es as t h e
e ntr y a n d e xit of t h e m o nit or. Aft er t h at, t h e S G T is e x cl usi v el y
o w n e d b y t h e m o nit or a n d all r e gistr ati o ns s h o ul d tr a nsf er t o it
first. T h e n, t h e m o nit or will c h e c k t h e g at e m et a d at a a g ai nst
t h e p oli c y a n d a d d t h e v ali d at e d o n e t o t h e S G T. Alt h o u g h
us ers m a y att e m pt t o r e gist er g at es at r u nti m e vi a a n A PI f or
n e wl y l o a d e d c o m p art m e nts, t h es e r e q u ests ar e als o g u ar d e d
b y t h e m o nit or fr o m vi ol ati n g t h e pri or p oli c y. T o p erf or m
r e gist er e d s wit c h es, t h e i ns erti o n of s wit c h g at e c alls wit h t h e
g at e i d is n e e d e d. F or us a bilit y, w e i m pl e m e nt a n L L V M p ass
t h at a ut o m ati c all y i ns erts s wit c h g at e r e gistr ati o ns a n d s wit c h
g at e c alls at a list of i nt erf a c es b as e d o n t h e b o u n d ar y a n al ysis.

A. Us e C as e

We c h o os e L K M is ol ati o n as t h e us e c as e of B U L K H E A D
f or s e c urit y a n d pr a cti c a bilit y r e as o ns. First, L K Ms c a us e t h e
m aj orit y of v ul n er a biliti es as s h o w n i n Fi g ur e 1 . S e c o n d, di v ers e

L K Ms pr o vi d e s p e ci ali z e d f u n cti o n alit y, w hi c h is s uit a bl e f or
pri vil e g e s e p ar ati o n. T hir d, t h e d e v el o p m e nt c o n v e nti o ns m a k e
L K M b o u n d ari es r el ati v el y cl e ar, a n d w e c a n b e n e fit fr o m
e xisti n g st ati c a n al ysis m et h o ds t o p erf or m a ut o m at e d is ol ati o n
vi a L L V M p ass es.

F or c o m p art m e nt ali z ati o n p oli c y g e n er ati o n, w e a p pl y
s e v er al a n al ys es o n t h e L L V M i nt er m e di at e r e pr es e nt ati o n
(I R) of t h e k er n el. T h e L K M’s i nt erf a c es a n d s h ar e d d at a
ar e i d e nti fi e d b y K S plit [ 1 9 ] st ati c a n al ysis, w hil e s e c urit y
c h e c ks ar e s p e ci fi e d b y a c o nstr ai nt a n al ysis [ 7 5 ]. S p e ci fi c all y,
a b o u n d ar y a n al ysis will c oll e ct all i nt erf a c e f u n cti o ns b et w e e n
t h e L K M a n d ot h er k er n el c o m p art m e nts, i n cl u di n g e x p ort e d
s y m b ols, r e gist er e d f u n cti o n p oi nt ers, a n d i nt err u pt h a n dl ers. It
is a bi- dir e cti o n al a n al ysis a n d t h e i nt erf a c es will b e cl assi fi e d
as e ntri es or e xits. T h e n w e i d e ntif y t h e d at a a c c essi bl e fr o m
b ot h si d es of t h e is ol ati o n b o u n d ari es. T his s h ar e d d at a a n al ysis
is p erf or m e d o n t h e pr o gr a m d e p e n d e n c e gr a p h ( P D G) b uilt b y
S V F [ 7 6 ]. F or d at a v ali d ati o n, w e c oll e ct c o nstr ai nts o n s h ar e d
d at a al o n g t h e us e- d e fi n e c h ai ns fr o m i nt erf a c es a n d g e n er at e
s e c urit y c h e c ks f or t h e m. Wit h t h es e b o u n d ari es, s h ar e d d at a,
a n d s e c urit y c h e c ks, w e c a n i ns ert s wit c h g at es f or s e c ur e
s wit c hi n g a n d cr oss- c o m p art m e nt c o m m u ni c ati o n.

Gi v e n a s p e ci fi c L K M t h at n e e ds t o b e is ol at e d, w e first
all o c at e a p k e y a n d t a g its m e m or y wit h t h e p k e y d uri n g t h e
m o d ul e i niti ali z ati o n. T h e n w e r e gist er a n d i ns ert t h e L K M
e ntr y/ e xit g at es a c c or di n g t o p oli ci es b ef or e l o a di n g it i nt o
t h e k er n el. Diff er e nt fr o m K S plit, B U L K H E A D e m pl o ys
z er o- c o p y o w n ers hi p tr a nsf er a n d t h us d o es n ot n e e d c o m pl e x
s y n c hr o ni z ati o n f or d at a s h ari n g. As a r es ult, w e writ e a si m pl e
L L V M p ass i nst e a d of a s p e ci fi c i nt erf a c e d e fi niti o n l a n g u a g e
(I D L) c o m pil er t o r e ali z e a ut o m at e d L K M is ol ati o n wit h P K S.

VII.  E V A L U A T I O N

T his s e cti o n a ns w ers t h e f oll o wi n g q u esti o ns t hr o u g h
c o m pr e h e nsi v e e v al u ati o ns of B U L K H E A D f or s e c urit y, p er-
f or m a n c e, a n d s c al a bilit y:

R Q 1: C a n B U L K H E A D d ef e n d a g ai nst p ot e nti al att a c ks u n d er
t h e pr o p os e d t hr e at m o d el (§ VII- A ) ?

R Q 2: H o w m u c h o v er h e a d d o es B U L K H E A D i ntr o d u c e t o
mi cr o- b e n c h m ar ks ( § VII- B 1 ) ?

R Q 3: W h at p erf or m a n c e o v er h e a d d o es B U L K H E A D i m p os e
o n r e al- w orl d a p pli c ati o ns ( § VII- B 2 ) ?

R Q 4: Is t h e p erf or m a n c e of B U L K H E A D s c al a bl e f or m ulti pl e
c o m p art m e nts ( § VII- B 3 ) ?

R Q 5: W h at’s t h e m e m or y o v er h e a d of B U L K H E A D ( § VII- C ) ?

A. S e c urit y A n al ysis

We ass ess h o w B U L K H E A D e nf or c es s e c urit y i n v ari a nts
I 1 -I 3 (§ V- D ) a g ai nst att a c k v e ct ors u n d er o ur t hr e at m o d el
f or R Q 1 . F urt h er m or e, t o e v al u at e t h e eff e cti v e n ess of B U L K-
H E A D i n r e al- w orl d sit u ati o ns, w e p erf or m e d s o m e p e n etr ati o n
t ests a n d i n v esti g at e d r e al v ul n er a biliti es as c as e st u di es.

1) D at a- ori e nt e d Att a c ks: Att a c k ers e x pl oiti n g v ul n er a bili-
ti es wit hi n a c o m p art m e nt m a y att e m pt t o g et ar bitr ar y r e a d- a n d-
writ e pri miti v e a n d c orr u pt d at a of ot h er c o m p art m e nts. B U L K-
H E A D t h w arts t his t hr e at b y t a g gi n g c o m p art m e nts’ m e m or y
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wit h diff er e nt p k e y s a n d t h us e nf or c es d at a i nt e grit y ( I 1). T h e
P K R S i n di c at es t h e c urr e nt c o m p art m e nt’s p er missi o n a n d o nl y
all o ws a c c ess t o its o w n d at a, a d h eri n g t o t h e pri n ci pl e of
l e ast pri vil e g e. Si n c e t h e a c c ess c o ntr ol b y P K R S is t hr e a d-l o c al,
B U L K H E A D als o pr e v e nts cr oss-t hr e a d att a c ks i n h er e ntl y. We
c o m pr e h e nsi v el y is ol at e all t y p es of k er n el m e m or y r e gi o ns,
i n cl u di n g t h e h e a p, st a c k, p h ys m a p, a n d M MI O r e gi o ns. T h e
pri v at e h e a p g u ar a nt e es t h e si n gl e o w n ers hi p of h e a p o bj e cts,
w hil e t h e pri v at e st a c k hi d es t h e e x e c uti o n c o nt e xt fr o m ot h er
c o m p art m e nts. P K S h ar d w ar e v ali d ati o n als o w or ks o n t h e
p h ys m a p a n d M MI O r e gi o ns, w hil e m ali ci o us dir e ct m e m or y
a c c ess ( D M A) a cti o ns [ 7 7 ] ar e g u ar d e d b y I O M M U [2 0 ]. Wit h
bi- dir e cti o n al is ol ati o n, e v e n v ul n er a biliti es i n t h e c or e k er n el
c a n n ot b e e x pl oit e d t o c o m pr o mis e ot h er s u bs yst e ms.

Att a c k ers m a y als o s e e k w a ys t o b y p ass or dis a bl e t h e P K S-
b as e d pr ot e cti o n, eit h er t a m p eri n g wit h t h e p er missi o n bits i n
P Ts, or a b usi n g c o ntr ol r e gist ers. We bl o c k t h es e att e m pts b y
writ e- pr ot e ct e d P Ts a n d i nstr u cti o n d e pri v ati o n. P T u p d at es a n d
s e nsiti v e i nstr u cti o ns c a n o nl y b e p erf or m e d b y t h e m o nit or
wit h v ali d ati o n. B esi d es, t h e P K R S st at e is als o e x cl usi v el y
m a n a g e d b y t h e m o nit or. N ot a bl y, P K U pitf alls [ 3 1 – 3 3 ] li k e
s ys c all a b us es ar e u n d er a w e a k er t hr e at m o d el f o c usi n g o n
t h e us ers p a c e. T h e l o w-l e v el c o u nt er m e as ur es w e t a k e f or t h e
pri vil e g e d k er n el will m a k e t h es e att a c ks n o s e ns e.

2) C o ntr ol Fl o w Hij a c ki n g: I n a d diti o n t o d at a- ori e nt e d
att a c ks, c o ntr ol fl o w hij a c ki n g is a n ot h er tr a diti o n al t hr e at t o
k er n el s e c urit y. B esi d es t h e pri v at e st a c k m e nti o n e d a b o v e, w e
miti g at e it br o a dl y i n a li g ht w ei g ht b ut eff e cti v e w a y, X O M ( I 2 ).
O n t h e b asis of t h e W X p oli c y, all k er n el c o d e r e gi o ns ar e
u n writ a bl e a n d u nr e a d a bl e. T h er ef or e, att a c k ers c a n n ot i nj e ct
m ali ci o us c o d e dir e ctl y, a n d r e usi n g t h e e xisti n g c o d e als o
b e c o m es dif fi c ult wit h o ut l a y o ut i nf or m ati o n. Wit h e xisti n g
di v ersi fi c ati o n s c h e m es li k e K A S L R a n d d at a c o m p art m e nt al-
i z ati o n, it is h ar d t o br e a k X O M t hr o u g h m e m or y dis cl os ur e.
I nst e a d of e x p e nsi v e w h ol e k er n el C FI, w e f o c us o n t h e cr oss-
c o m p art m e nt c alls a n d e nf or c e CII ( I 3). T h e i n- k er n el m o nit or
m a n a g es t h e S G T t o m a k e s wit c h es at o mi c, d et er mi nisti c, a n d
e x cl usi v e, w hi c h pr e v e nts att a c k ers fr o m a b usi n g t h e g at es t o
j u m p t o ill e g al c o m p art m e nts a n d g ai n el e v at e d p er missi o ns.

3) C o nf us e d D e p ut y Att a c ks: C o m p art m e nt ali z ati o n f a c es
a s p e ci al c h all e n g e of c o nf us e d d e p ut y att a c ks at t h e c o m-
p art m e nt i nt erf a c es. T o a d dr ess t his pr o bl e m, w e hi g hli g ht
bi- dir e cti o n al is ol ati o n u n d er t h e m ut u all y u ntr ust e d t hr e at
m o d el a n d e nf or c e CII ( I 3) wit h t h e h el p of d e v el o p er-s p e ci fi e d
p oli ci es. S p e ci fi c all y, wit h distr ust i n mi n d, t h e m o nit or will
c h e c k b ot h t h e s o ur c e a n d t h e t ar g et m et a d at a at i nt erf a c es.
Cr oss- c o m p art m e nt c o m m u ni c ati o n is p erf or m e d i n t h e w a y of
z er o- c o p y o w n ers hi p tr a nsf er. A n y c o m p art m e nt ali z ati o n p oli c y
vi ol ati o n will b e d et e ct e d i n t h e p a g e f a ult h a n dl er.

We tr ust t h e s yst e m d e v el o p er w h o s p e ci fi es pri or p oli ci es.
Alt h o u g h a n a d v ers ar y m a y att e m pt t o r e gist er m ali ci o us s wit c h
g at es at r u nti m e f or n e wl y l o a d e d c o m p art m e nts, t h es e r e q u ests
ar e als o g u ar d e d b y t h e m o nit or fr o m vi ol ati n g t h e p oli c y.

4) Pe n etr ati o n Tests: We i nst a nti at e d t h e a b o v e att a c k
v e ct ors o n t h e L K M is ol ati o n us e c as e t o t est t h e s e c urit y
of B U L K H E A D. We si m ul at e a n att a c k er t o ( 1) m o dif y t h e
h e a p o bj e ct of ot h er c o m p art m e nts, ( 2) t a m p er t h e P T dir e ctl y,
( 3) f or g e P Ts b y m o v - t o - C R 3 , ( 4) u p d at e P K R S dir e ctl y, ( 5) a b us e
t h e s wit c h g at e t o hij a c k c o ntr ol fl o w, a n d ( 6) p ass m ali ci o us

C V E I D R o ot C a us e C o m p a rt m e nt C o u nt e r m e as u r es

2 0 2 3- 4 1 4 7
us e- aft er -fr e e i n
n et/ n et filt er/ nf _t a bl es _ a pi. c

nf _t a bl es

T h e pri v at e h e a p pr e v e nts
t h e c o m p art m e nt fr o m
c orr u pti n g ot h er k er n el
o bj e cts.

2 0 2 2- 2 4 1 2 2
us e- aft er -fr e e i n
k er n el/ u c o u nt. c

c or e k er n el

2 0 2 2- 2 7 6 6 6
h e a p o ut- of- b o u n ds writ e i n
n et/i p v 6/ es p 6. c

es p 6

2 0 2 2- 2 5 6 3 6
h e a p o ut- of- b o u n ds writ e i n
n et/ n et filt er/ nf _ d u p _ n et d e v. c

nf _ d u p _ n et d e v

2 0 2 1- 2 2 5 5 5
h e a p o ut- of- b o u n ds writ e i n
n et/ n et filt er/ x _t a bl es. c

x _t a bl es

2 0 1 8- 5 7 0 3
h e a p o ut- of- b o u n ds writ e i n
n et/i p v 6/t c p _i p v 6. c

i p v 6

2 0 2 3- 0 1 7 9
st a c k b uf f er o v er fl o w i n
n et/ n et filt er/ nft _ p a yl o a d. c

nf _t a bl es T h e pri v at e st a c k bl o c ks
cr oss- c o m p art m e nt st a c k
c orr u pti o n.2 0 1 8- 1 3 0 5 3

i nt eg er o v er fl o w i n
k er n el/ti m e/ al ar mti m er. c

c or e k er n el

2 0 2 2- 1 0 1 5
i m pr o p er i n p ut v ali d ati o n i n
n et/ n et filt er/ nf _t a bl es _ a pi. c

nf _t a bl es
T h e m o nit or - e nf or c e d
i nt erfa c e c h e c ks t h w art
c o nf us e d d e p ut y att a c ks.

2 0 2 2- 0 4 9 2
missi n g a ut h ori z ati o n i n
k er n el/ c gr o u p/ c gr o u p- v 1. c

c or e k er n el

2 0 1 7- 1 8 5 0 9
i m pr o p er i n p ut v ali d ati o n
i n n et/i p v 6/i p 6 mr. c

i p v 6

T A B L E II: R e pr es e nt ati v e Li n u x k er n el C V Es, t h eir r o ot c a us es, t h e
l o c at e d c o m p art m e nt, a n d t h e c o u nt er m e as ur es of B U L K H E A D.

d at a t hr o u g h i nt erf a c es. All att e m pts ar e d et e ct e d b y pr ot e cti o n
k e y vi ol ati o n or r ej e ct e d b y t h e m o nit or, w hi c h s h o ws t h at
B U L K H E A D is i m m u n e t o t h es e att a c ks.

5) R e al- w orl d V ul n er a biliti es: T o e v al u at e h o w B U L K-
H E A D miti g at es r e al- w orl d v ul n er a biliti es, w e s el e ct 1 1 r e pr e-
s e nt ati v e Li n u x k er n el C V Es a c c or di n g t o t h e f oll o wi n g crit eri a:
( 1) t h e y s h o ul d c o nt ai n m ulti pl e err or t y p es a n d c o v er att a c k
v e ct ors w e c o nsi d er e d i n § VII- A 1 - § VII- A 3 ; ( 2) t h e y s h o ul d b e
distri b ut e d i n di v ers e c o m p art m e nts, i n cl u di n g t h e c or e k er n el
a n d ot h er L K Ms; ( 3) t h eir Pr o of- of- C o n c e pt ( P o C) pr o gr a ms
or e x pl oits ar e a v ail a bl e; ( 4) w e pr ef er r e c e nt v ul n er a biliti es
wit h hi g h s e v erit y, i. e., C V S S 3. x r ati n g 7. 8 or hi g h er e x c e pt
f or C V E- 2 0 1 8- 1 3 0 5 3 (3. 3 ) a n d C V E- 2 0 2 2- 1 0 1 5 (6. 6 ). Ta bl e II
ill ustr at es t h e C V E s et wit h t h eir r o ot c a us es, t h e l o c at e d
c o m p art m e nt, a n d t h e c o u nt er m e as ur es.

Si n c e t h e c o m p art m e nt c a n o nl y a c c ess its o w n o bj e cts
t a g g e d wit h t h e c orr es p o n di n g p k e y , t h e pri v at e h e a p c o n fi n es
t h e d a m a g e of b ot h h e a p us e- aft er-fr e e ( U A F) v ul n er a biliti es
li k e C V E- 2 0 2 3- 4 1 4 7 a n d h e a p o ut- of- b o u n ds ( O O B) v ul n er-
a biliti es li k e C V E- 2 0 2 2- 2 7 6 6 6. St a c k b uff er o v er fl o w ( C V E-
2 0 2 3- 0 1 7 9) or i nt e g er o v er fl o w ( C V E- 2 0 1 8- 1 3 0 5 3) c a n b e
e x pl oit e d t o c orr u pt st a c k v ari a bl es or t a m p er wit h t h e r et ur n
a d dr ess es. B U L K H E A D miti g at es t h es e t hr e ats b y m ai nt ai ni n g
a pri v at e st a c k f or e a c h c o m p art m e nt. I n g e n er al, t h e d at a
i nt e grit y (I 1 ) bl o c ks a n y att e m pts of m e m or y c orr u pti o n, w hi c h
is t h e d o mi n a nt t hr e at t o t h e Li n u x k er n el. V ul n er a biliti es
wit h i ns uf fi ci e nt p ar a m et er v ali d ati o n l e a d t o c o nf us e d d e p ut y
att a c ks, w hi c h is a c h all e n g e f or tr a diti o n al d at a pr ot e cti o n
t e c h ni q u es [7 8 ]. We a d dr ess t his pr o bl e m t hr o u g h bi- dir e cti o n al
is ol ati o n. T h e i n- k er n el m o nit or c h e c ks b ot h t h e s o ur c e a n d
t h e t ar g et i nf or m ati o n d uri n g s wit c hi n g t o e nf or c e CII (I 3).
T h us, o nl y l e g al p ar a m et ers c a n b e tr a nsf err e d a cr oss c o m-
p art m e nts. F or e x a m pl e, B U L K H E A D will stri ctl y v ali d at e
t h e i n p ut r e gist er v al u es of n f t _ p a r s e _ r e g i s t e r _ l o a d f u n cti o n
t o miti g at e C V E- 2 0 2 2- 1 0 1 5 (Listi n g 1 ). B esi d es, m a n y list e d
v ul n er a biliti es, s u c h as C V E- 2 0 2 1- 2 2 5 5 5, C V E- 2 0 2 2- 1 0 1 5, a n d
C V E- 2 0 2 2- 2 5 6 3 6, m a y b e f urt h er e x pl oit e d t o l a u n c h R O P
att a c ks. As a pri n ci pl e d c o u nt er m e as ur e, X O M ( I 2) m a k es it
e xtr e m el y h ar d t o fi n d us a bl e g a d g ets. O v er all, B U L K H E A D
pr o vi d es c o m pr e h e nsi v e pr ot e cti o n a g ai nst v ari o us ki n ds of
r e al- w orl d v ul n er a biliti es t o f ul fill s e c urit y o bj e cti v es (§II- B ).
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B. Perf or m a n c e E v al u ati o n

We first d es cri b e o ur e x p eri m e nt s et u p. All e v al u ati o ns
w er e c o n d u ct e d o n a m a c hi n e wit h I nt el C or e i 7- 1 2 7 0 0 H C P U,
1 6 G B m e m or y, a n d 5 0 0 G B dis k, r u n ni n g U b u nt u- 2 2. 0 4 wit h
Li n u x k er n el v 6. 1. F urt h er, w e s et t h e k er n el t o p erf or m a n c e
m o d e a n d l o c k e d t h e C P U fr e q u e n c y t o a v oi d r a n d o m n ess.

T h er e ar e fi v e t y p es of c o n fi g ur ati o n: ( 1) m o nit or , w hi c h
o nl y e n a bl es B U L K H E A D i n- k er n el m o nit or f or t h e P T a n d
S G T pr ot e cti o n; ( 2) i p v 6 wit h t h e c o m p art m e nt ali z e d i p v 6
m o d ul e; ( 3) i p v 6- nft, w hi c h is ol at es i p v 6 a n d n f _ t a b l e s i nt o
s e p ar at e c o m p art m e nts; ( 4) l k m- 2 0, w hi c h is ol at es 2 0 L K Ms
i nt o diff er e nt a d dr ess s p a c es d et ail e d i n § VII- B 3 ; ( 5) l k m- 1 6 0,
w hi c h c o m p art m e nt ali z es all 1 6 0 L K Ms wit h l o c a l m o d c o n f i g
o n t h e e x p eri m e nt al m a c hi n e. We s p e cif y c o m p art m e nt ali z ati o n
p oli ci es f or e a c h s etti n g b as e d o n t h e b o u n d ar y a n al ysis, s h ar e d
d at a a n al ysis, a n d s e c urit y c h e c k a n al ysis d es cri b e d i n § VI- A .

1) Mi cr o- b e n c h m ar ks: F or R Q 2 , w e m e as ur e t h e C P U
c y cl es of t h e c o m p art m e nt s wit c h a n d t h e n us e L M b e n c h [ 7 9 ] t o
e v al u at e t h e l at e n c y a n d b a n d wi dt h o v er h e a d of B U L K H E A D
o n mi cr o- o p er ati o ns.

O p e r ati o n C ost ( c y cl es)

P K R S u p d at e b y w r m s r 1 8 5. 3 1
c o m p art m e nt s wit c h 2 2 4. 3 1
c o m-s wit c h wit h o ut st a c k s wit c h 2 0 3. 9 6
c o m-s wit c h wit h a d dr ess s p a c e s wit c h 5 2 3. 6 9
s ys c all n ull 2 9 3. 8 6
h y p er c all n ull 2 8 9 4. 0 6
v m f u n c ( E P T s wit c h) 1 9 8. 8 2

T A B L E III: C ost c o m p aris o n of B U L K H E A D mi cr o- o p er ati o ns.

We list t h e c ost of t h e c o m p art m e nt s wit c h o p er ati o ns
i n Ta bl e III . T h e C P U c y cl es ar e m e as ur e d b y t h e r d t s c p
i nstr u cti o n, a n d w e a v er a g e t e n r u ns of 1 0 0 0 0 i n v o c ati o ns. A
si n gl e P K R S u p d at e b y w r m s r t a k es a b o ut 1 8 5. 3 1 c y cl es, w hil e a
s e c ur e c o m p art m e nt s wit c h t hr o u g h t h e g at e t a k es 2 2 4. 3 1 c y cl es.
As a r ef er e n c e, t h e n ull s ys c all o n t h e e x p eri m e nt al m a c hi n e
c osts 2 9 3. 8 6 c y cl es, a n d a si m pl e h y p er c all i nt o t h e h y p er vis or
c osts 2 8 9 4. 0 6 c y cl es. B esi d es, t h e P K R S u p d at e is e v e n f ast er
t h a n t h e v m f u n c i nstr u cti o n, w hi c h is w ell- k n o w n f or its ef fi ci e nt
E P T s wit c h. C o nsi d eri n g t h e s e c urit y g u ar a nt e es, virt u ali z ati o n-
b as e d a p pr o a c h es will s uff er w ors e p erf or m a n c e o v er h e a d d u e
t o n est e d p a gi n g a n d I/ O virt u ali z ati o n. Alt h o u g h t h e a d diti o n al
a d dr ess s p a c e s wit c h i n cr e as es t h e c ost t o 5 2 3. 6 9 c y cl es, t h e
l o c alit y- a w ar e t w o-l e v el c o m p art m e nt ali z ati o n s c h e m e m a k es
t his c as e r ar el y h a p p e n a n d al m ost d o es n ot aff e ct p erf or m a n c e,
w hi c h is s h o w n i n t h e f oll o wi n g e v al u ati o n.

Ta bl e I V ill ustr at es t h e L M b e n c h e v al u ati o n r es ults, wit h
v a nill a k er n el v 6. 1 as t h e b as eli n e. T o a c hi e v e st a bl e r es ults,
w e r u n e a c h b e n c h m ar k 1 0 0 ti m es a n d t a k e t h e a v er a g e.

T h e t a bl e r e v e als t w o m ai n o bs er v ati o ns. F o c usi n g o n
t h e c ol u m ns, B U L K H E A D i ntr o d u c es n e gli gi bl e o v er h e a d
of l ess t h a n 1 % i n m ost b e n c h m ar ks, e x c e pt f or t h e pr o c ess
o p er ati o ns a n d p a g e f a ults. T h e i n cr e as e d r u nti m e o v er h e a d
st e ms fr o m c o m p art m e nt s wit c h es wit h t h e m o nit or d u e t o
t h e P T pr ot e cti o n. H o w e v er, as w e will s e e fr o m t h e m a cr o-
b e n c h m ar ks, it d o es n ot h a v e a n oti c e a bl e i m p a ct o n r e al-
w orl d a p pli c ati o ns. W hil e l o o ki n g at t h e t a bl e b y r o ws, w e
c a n o bs er v e t h at t h e s yst e m- wi d e mi cr o- b e n c h m ar k is al m ost

B e n c h m a r ks m o nit o r i p v 6 i p v 6- nft l k m- 2 0 l k m- 1 6 0

L at e n c y
s ys c all n ull - 0. 3 7 - 0. 2 8 - 0. 3 0 0. 0 9 ( 4) 0. 3 6 ( 1 2)
si m pl e r e a d - 2. 6 5 - 1. 6 8 - 1. 4 2 - 1. 9 2 ( 4) - 1. 9 0 ( 1 2)
si m pl e writ e - 2. 3 0 - 2. 3 4 - 2. 0 8 - 2. 0 0 ( 4) - 1. 5 8 ( 1 2)
si m pl e st at - 0. 0 3 0. 5 8 0. 0 5 - 0. 1 7 ( 4) 0. 8 0 ( 1 2)
si m pl e fst at 0. 2 2 - 0. 7 4 - 1. 2 0 - 0. 7 4 ( 4) - 0. 5 1 ( 1 2)
o p e n/ cl os e 0. 8 5 0. 8 7 0. 7 9 0. 0 7 ( 4) 1. 2 4 ( 1 2)
s el e ct o n f d’s - 1. 2 6 - 1. 2 0 - 1. 3 8 - 0. 8 3 ( 4) - 1. 1 8 ( 1 2)
s el e ct o n t c p f d’s - 0. 6 4 - 0. 4 1 - 0. 5 7 - 0. 3 0 ( 4) - 0. 5 3 ( 1 2)
si g n al i nst all - 0. 0 1 - 0. 1 9 0. 3 9 0. 5 0 ( 4) 0. 4 3 ( 9)
si g n al h a n dl er - 0. 2 1 - 0. 2 6 1. 5 3 - 1. 9 6 ( 4) - 0. 1 4 ( 9)
pr o c f or k + e xit 2 6. 8 8 2 7. 1 0 2 7. 7 9 2 7. 8 4 ( 4) 2 8. 3 0 ( 9)
pr o c f or k + e x e c 1 5. 8 6 1 5. 8 0 1 6. 0 6 1 5. 8 6 ( 4) 1 6. 2 6 ( 9)
pr o c s h ell 1 4. 5 9 1 4. 4 7 1 4. 7 7 1 4. 6 3 ( 4) 1 5. 2 5 ( 9)
p a g e f a ult 3 9. 7 1 3 9. 6 7 3 9. 7 6 3 9. 8 9 ( 6) 3 8. 6 4 ( 9)
pi p e l at e n c y 0. 6 8 1. 0 9 1. 7 7 1. 0 2 ( 4) 1. 8 9 ( 1 1)
U D P l at e n c y 0. 9 6 0. 7 8 1. 4 1 2. 5 0 ( 4) 3. 0 9 ( 1 1)
T C P l at e n c y 0. 3 5 0. 6 2 1. 3 1 1. 5 7 ( 6) 3. 5 4 ( 1 1)

B a n d wi dt h
fil e writ e b a n d wi dt h - 1. 7 5 - 3. 9 9 - 3. 5 7 - 2. 7 8 ( 6) - 3. 0 5 ( 9)
pi p e b a n d wi dt h 1. 4 2 - 0. 3 5 0. 7 7 - 0. 1 1 ( 4) 0. 1 8 ( 1 1)
A F _ U NI X b a n d wi dt h 0. 3 4 0. 5 8 0. 2 3 0. 3 5 ( 4) 0. 2 3 ( 1 1)

T A B L E I V: B U L K H E A D p erf or m a n c e o v er h e a d (i n % o v er t h e
v a nill a k er n el) o n L M b e n c h. T h e n u m b ers i n p ar e nt h es es r e pr es e nt
t h e n u m b er of c o m p art m e nts tr a v ers e d f or e a c h b e n c h m ar k.

u n aff e ct e d b y L K M is ol ati o n, r e g ar dl ess of t h e n u m b er of
i n v ol v e d c o m p art m e nts. T his is b e c a us e t h e s wit c h es b et w e e n
L K Ms o c c ur r ar el y o n L M b e n c h. Es p e ci all y, t h e r es ults of l k m-
2 0 a n d l k m- 1 6 0 s h o w t h e s c al a bilit y of B U L K H E A D ( R Q 4 ). A
f e w b e n c h m ar ks p erf or m sli g htl y b ett er t h a n t h e v a nill a k er n el
wit hi n a r e as o n a bl e m ar gi n of fl u ct u ati o n. It c o m es d o w n t o
t h e s yst e m n ois e li k e i m pr o v e d c a c h e hit r at es, w hi c h is h ar d
t o a v oi d as pri or w or ks [2 3 , 4 1 , 8 0 ] s h o w.

2) M a cr o- b e n c h m ar ks: We p erf or m e d t w o s ets of e v al u a-
ti o ns t o a ns w er R Q 3 . First, w e d e m o nstr at e t h e s yst e m- wi d e
i m p a ct of B U L K H E A D b y r u n ni n g a c oll e cti o n of P h or o ni x
Test S uit es [ 3 5 ]. T h e n, w e z o o m i n o n t h e p erf or m a n c e o v er h e a d
of a s p e ci fi c c o m p art m e nt. We s el e ct t h e v ul n er a bl e i p v 6
m o d ul e as t h e t ar g et a n d t est it o n A p a c h e B e n c h [ 3 6 ] s o t h at w e
c a n dr a w a c o m p aris o n wit h H A K C - o n e of t h e st at e- of-t h e- art
k er n el c o m p art m e nt ali z ati o n a p pr o a c h es.

T h e P h or o ni x s uit es pr o vi d e a l ar g e n u m b er of s yst e m-
wi d e t ests, fr o m w hi c h w e s el e ct s o m e r e pr es e nt ati v e o n es
t o c o m pr e h e nsi v el y c h ar a ct eri z e t h e p erf or m a n c e of B U L K-
H E A D. O ur b e n c h m ar ks ar e s plit i nt o a p pli c ati o n t ests a n d
str ess t ests f or s p e ci fi c s u bs yst e ms. T h e a p pli c ati o n b e n c h m ar ks
i n cl u d e n gi n x ( m e as ur es s ust ai n e d r e q u ests/s e c o n d, v ar yi n g
t h e n u m b er of c o n c urr e nt c o n n e cti o ns); p h p b e n c h (t ests t h e
P H P i nt er pr et er); p y b e n c h (t ests b asi c, l o w-l e v el f u n cti o ns of
P yt h o n); p o vr a y ( 3 D r a y tr a ci n g); g n u p g ( e n cr y pti o n ti m e
wit h G n u P G). Str ess t ests i n cl u d e d b e n c h ( m e as ur es dis k
p erf or m a n c e vi a fil e s yst e m c alls, v ar yi n g t h e n u m b er of cli e nts);
p ost m ar k (tr a ns a cti o ns o n 5 0 0 s m all fil es si m ult a n e o usl y);
s ys b e n c h ( p erf or ms C P U a n d m e m or y t ests). Ta bl e V s h o ws
t h e p erf or m a n c e o v er h e a d c o m p ar e d t o t h e v a nill a k er n el v 6. 1.
N gi n x i n c urs 3. 5 7 %- 7. 2 9 % sl o w d o w n si n c e t h e c o nti n u o us
n et w or k p a c k et pr o c essi n g r es ults i n fr e q u e nt c o m p art m e nt
s wit c h es. All ot h er b e n c h m ar ks pr es e nt n e gli gi bl e o v er h e a d
a n d t h e a v er a g e p erf or m a n c e o v er h e a d wit h t h e i p v 6 m o d ul e
c o m p art m e nt ali z e d is 1. 2 8 %.

T o f urt h er m e as ur e t h e o v er h e a d o n t h e is ol at e d i p v 6
m o d ul e. We us e A p a c h e B e n c h t o r etri e v e a 1 0 0 K B, 1 M B,

1 2



B e n c h m a r ks m o nit o r i p v 6 i p v 6- nft l k m- 2 0 l k m- 1 6 0

n gi n x- 1 0 0 4. 8 8 5. 0 3 6. 0 1 5. 7 0 ( 7) 7. 2 9 ( 1 9)
n gi n x- 2 0 0 4. 4 7 4. 5 5 5. 5 4 5. 3 8 ( 7) 6. 5 4 ( 1 9)
n gi n x- 5 0 0 3. 5 7 3. 6 8 4. 4 0 4. 5 1 ( 7) 5. 7 4 ( 1 9)
p h p b e n c h - 0. 2 4 - 0. 1 2 - 0. 4 4 - 0. 2 8 ( 7) 0. 3 3 ( 1 8)
p y b e n c h 0. 3 5 0. 1 7 0. 4 3 0. 5 2 ( 7) 1. 3 7 ( 1 8)
p o vr a y 0. 1 6 0. 5 7 0. 2 2 0. 3 9 ( 7) 0. 2 ( 1 7)
g n u p g 0. 1 0 0. 0 1 0. 3 5 0. 0 8 ( 7) 1. 0 3 ( 1 8)
d b e n c h- 1 0. 1 9 0. 2 0 0. 1 9 0. 0 4 ( 7) 0. 4 7 ( 1 9)
d b e n c h- 4 8 0. 5 2 1. 0 5 1. 7 3 3. 7 4 ( 7) 5. 6 1 ( 1 9)
d b e n c h- 2 5 6 0. 2 2 1. 2 2 2. 3 8 1. 6 4 ( 7) 2. 1 1 ( 1 9)
p ost m ar k 1. 8 4 0. 0 0 1. 1 4 1. 1 4 ( 7) 0. 3 9 ( 1 8)
s ys b e n c h- c p u - 0. 0 5 - 0. 0 3 - 0. 0 4 - 0. 0 1 ( 7) 0. 0 1 ( 1 9)
s ys b e n c h- m e m 0. 0 2 0. 2 6 - 0. 5 3 0. 5 3 ( 7) 0. 6 9 ( 1 8)
A v e r a g e 1. 2 3 1. 2 8 1. 6 4 1. 8 0 ( 7) 2. 4 4 ( 1 8. 4 6)

T A B L E V: B U L K H E A D p erf or m a n c e o v er h e a d (i n % o v er t h e
v a nill a k er n el) o n P h or o ni x Test S uit es. T h e n u m b ers i n p ar e nt h es es
r e pr es e nt t h e n u m b er of c o m p art m e nts tr a v ers e d f or e a c h b e n c h m ar k.

n et fs us b

nf n etli n k nf _ c o n ntr a c k i p _t a bl es o v erl a y t y p e c
nf _ d efr a g _i p v 4 nf _ n at i p 6 _t a bl es pst or e _ z o n e t ps 6 5 9 8 x
nf _ d efr a g _i p v 6 nf _t a bl es nft _ c o m p at r a m o o ps x h ci _ p ci _r e n es as
i p v 6 x _t a bl es nft _ n at pst or e _ bl k x h ci _ p ci

T A B L E VI: T h e 2 0 c o m p art m e nt ali z e d L K Ms fr o m t h e 3 m ost
v ul n er a bl e s u bs yst e ms.

a n d 1 0 M B fil e 1 0 0 0 ti m es fr o m a l o c al A p a c h e s er v er t hr o u g h
a n i p v 6 a d dr ess. T h e n f _ t a b l e s m o d ul e i m pl e m e nts a p a c k et
filt eri n g m e c h a nis m wit hi n t h e k er n el. E a c h e x p eri m e nt is
r e p e at e d 1 0 ti m es t o a v oi d r a n d o m n ess. T h e r es ults n or m ali z e d
t o t h e v a nill a k er n el ar e list e d i n Fi g ur e 9 , a n d t h e m etri c of
tr a nsf er r at e r e v e als a si mil ar tr e n d t o r e q u ests/s e c o n d. We
als o s h o w t h e o v er h e a d r e p ort e d i n H A K C f or c o m p aris o n.
T h e o v er h e a d of m ost s etti n gs is ar o u n d 2 %, w hi c h is m u c h
b ett er t h a n H A K C. E v e n wit h m or e c o m p art m e nts tr a v ers e d,
t h e p erf or m a n c e d o es n ot s h o w a si g ni fi c a nt d e gr a d ati o n.
S p e ci fi c all y, t h e l k m- 2 0 s etti n g e x e c ut es 4 c o m p art m e nts, w hil e
t h e l k m- 1 6 0 s etti n g e x e c ut es 1 4 c o m p art m e nts. I n c o ntr ast,
H A K C o nl y e v al u at e d t h e i p v 6 a n d n f _ t a b l e s m o d ul es.

3) S c al a bilit y: O n e of t h e m aj or dr a w b a c ks of t h e pr e vi o us
w or k is t h e si g ni fi c a nt d e gr a d ati o n of p erf or m a n c e as t h e
n u m b er of is ol at e d d o m ai ns i n cr e as es. I n p arti c ul ar, H A K C
s uff ers fr o m a li n e ar gr o wt h of 1 4 %- 1 9 % p er c o m p art m e nt i n-
v ol v e d i n o v er h e a d, w hi c h m a k es it i m pr a cti c al. T o i n di c at e t h e
eff e cti v e n ess of l o c alit y- a w ar e t w o-l e v el c o m p art m e nt ali z ati o n
a n d a ns w er R Q 4 , w e p erf or m t w o s ets of e x p eri m e nts.

l k m- 2 0 s el e cts L K Ms list e d i n Ta bl e VI fr o m t h e 3 m ost
v ul n er a bl e s u bs yst e ms a c c or di n g t o t h e v ul n er a bilit y a n al ysis
i n § II- A. T h er e ar e 1 2 L K Ms fr o m n e t , 4 L K Ms fr o m f s , a n d
4 L K Ms fr o m u s b . T h e n e t L K Ms b el o n g t o o n e a d dr ess s p a c e,
w hil e ot h er L K Ms b el o n g t o t h e ot h er. l k m- 1 6 0 e xt e nsi v el y
is ol at e all L K Ms s u p p ort e d b y t h e e x p eri m e nt al m a c hi n e
wit h l o c a l m o d c o n f i g , 1 6 0 c o m p art m e nts i n t ot al. We p artiti o n
t h es e L K Ms i nt o diff er e nt a d dr ess s p a c es a c c or di n g t o m o d-
ul e d e p e n d e n ci es, s p e cif y c o m p art m e nt ali z ati o n p oli ci es, a n d
c o m pr e h e nsi v el y is ol at e t h e m wit h B U L K H E A D. If a m o d ul e
d e p e n ds o n m or e t h a n 1 2 m o d ul es, t h e d e p e n d e nt m o d ul es will
o c c u p y m or e t h a n o n e a d dr ess s p a c e a n d B U L K H E A D will
p erf or m a d dr ess s p a c e s wit c hi n g o n d e m a n d. T h e e v al u ati o n
r es ults i n Ta bl e I V , Ta bl e V , a n d Fi g ur e 9 s h o w t h at t h e i n cr e as e
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Fi g. 9: B U L K H E A D p erf or m a n c e o v er h e a d n or m ali z e d t o t h e v a nill a
k er n el w h e n tr a nsf erri n g v ari o us si z e d p a yl o a ds o n A p a c h e B e n c h
(r e q u ests/s e c), c o m p ar e d wit h t h e o v er h e a d of H A K C [2 ].
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l k m- 1 6 0- p h o r o ni x

v a nill a- p h o r o ni x

l k m- 1 6 0-l m b e n c h

v a nill a-l m b e n c h

Fi g. 1 0: M e m or y us a g e of B U L K H E A D w h e n r u n ni n g L M b e n c h
a n d P h or o ni x wit h l k m- 1 6 0 a n d t h e v a nill a k er n el.

i n t h e n u m b er of c o m p art m e nts a n d a d dr ess s p a c es d o es n ot
si g ni fi c a ntl y i n cr e as e o v er h e a d, b e n e fiti n g fr o m o ur li g ht w ei g ht
s wit c h g at es a n d l o c alit y- a w ar e d esi g n.

Si n c e n ot all c o m p art m e nts pr es e nt ar e e x e c ut e d, w e
r e c or d e d t h e n u m b er of c o m p art m e nts a ct u all y tr a v ers e d f or
e a c h b e n c h m ar k t o r e fl e ct s c al a bilit y f ait hf ull y. T h e r es ults
r e v e al s e v er al fi n di n gs. First, e a c h b e n c h m ar k i n v ol v es o nl y a
f e w c o m p art m e nts, w hi c h als o c orr o b or at es o ur l o c alit y- a w ar e
d esi g n. Ta k e P h or o ni x t est s uit es f or e x a m pl e, t h e l k m- 2 0 s etti n g
e x e c ut es 7 c o m p art m e nts, a n d t h e l k m- 1 6 0 s etti n g e x e c ut es
1 8. 4 6 c o m p art m e nts o n a v er a g e. N e v ert h el ess, w e h a v e t o
pr e p ar e a l ar g e n u m b er of c o m p art m e nts f or c o m pl e x w or kl o a ds
s o as t o c o n fi n e all p ossi bl e v ul n er a biliti es. S e c o n d, t h e pr es e n c e
of c o m p art m e nts n ot i n v ol v e d d o es n ot aff e ct p erf or m a n c e.
T hir d, l o o ki n g at Ta bl e I V a n d Ta bl e V b y r o ws, t h e i n cr e as e i n
t h e n u m b er of tr a v ers e d c o m p art m e nts o nl y sli g htl y a d ds t o t h e
o v er h e a d. L astl y, t h e v ast m aj orit y of c o m p art m e nt tr a nsiti o ns
ar e m o nit or e ntri es/ e xits f or pri vil e g e d i nstr u cti o n or criti c al
o bj e cts ( e. g., P T) u p d at es, w hi c h e x pl ai ns t h e sli g ht o v er h e a d
c a us e d b y ot h er tr a v ers e d c o m p art m e nts. F or L M b e n c h, 9 9. 9 9 %
of l k m- 2 0 tr a nsiti o ns a n d 9 9. 7 5 % of l k m- 1 6 0 tr a nsiti o ns ar e
m o nit or e ntri es/ e xits, w hil e f or P h or o ni x, t h e p er c e nt a g es ar e
9 9. 8 2 % of l k m- 2 0 tr a nsiti o ns a n d 9 3. 4 0 % of l k m- 1 6 0 tr a nsiti o ns.
O v er all, wit h t w o-l e v el c o m p art m e nt ali z ati o n, w e c a n s u p p ort
u nli mit e d c o m p art m e nts wit h o ut s a cri fi ci n g p erf or m a n c e.

C. M e m or y O v er h e a d

As m e nti o n e d i n § VI , B U L K H E A D gr o u ps s h ar e d o bj e cts
b as e d o n pri vil e g e, a n d m a k es t h e m p a g e- ali g n e d t o a v oi d
o v er-s h ari n g b et w e e n c o m p art m e nts. F or R Q 5 , w e m e as ur e t h e
m e m or y o v er h e a d c a us e d b y p a g e ali g n m e nt. Fi g ur e 1 0 pr es e nts

1 3



t h e m e m or y us a g e w h e n r u n ni n g L M b e n c h a n d P h or o ni x
wit h l k m- 1 6 0 a n d t h e v a nill a k er n el. O n a v er a g e, t h e m e m or y
o v er h e a d is 1. 6 6 % f or L M b e n c h a n d 0. 6 3 % f or P h or o ni x, w hi c h
is n e gli gi bl e f or m o d er n s yst e ms.

VIII.  D I S C U S S I O N

P K S Gr a n ul arit y. B U L K H E A D l e v er a g es P K S f or c o m-
p art m e nt ali z ati o n, w hi c h o nl y s u p p orts p a g e-si z e gr a n ul arit y.
T o pr e v e nt pri vil e g e es c al ati o n c a us e d b y o v er-s h ari n g a n d
i m pr e cis e a c c ess c o ntr ol, w e gr o u p s h ar e d o bj e cts i nt o diff er e nt
pri vil e g e cl ass es a c c or di n g t o t h e s o ur c e-t ar g et c o m p art m e nts
a n d m a k e all c o m p art m e nt m e m or y p a g e- ali g n e d. We ar g u e
t h at t h e p a g e gr a n ul arit y is alr e a d y c o nsi d er e d fi n e- gr ai n e d
f or m o n olit hi c k er n el c o m p art m e nt ali z ati o n a n d is c o m p ar a bl e
t o ot h er P T/ E P T- b as e d eff orts [1 8 , 3 7 , 3 8 ]. F urt h er m or e,
B U L K H E A D all o ws d e v el o p ers t o s el e ct s p e ci fi c o bj e cts f or
a d diti o n al b o u n d c h e c ki n g d uri n g d at a tr a nsf er. C o m bi ni n g S FI
o n t h e b asis of P K S- b as e d pr ot e cti o n will r e ali z e fi n er is ol ati o n
gr a n ul arit y at t h e c ost of p erf or m a n c e.

P oli c y G e n er ati o n. As a f u n d a m e nt al c o m p art m e nt ali z ati o n
m e c h a nis m, B U L K H E A D c a n s u p p ort d e v el o p er- d e fi n e d p ol-
i c y fl e xi bl y. T h e L K M is ol ati o n us e c as e d e pl o ys a r el ati v el y
si m pl e p oli c y b as e d o n b o u n d ar y a n al ysis, s h ar e d d at a a n al ysis,
a n d s e c urit y c h e c k a n al ysis. M or e c o m pl e x p oli ci es m a y f urt h er
i m pr o v e k er n el s e c urit y, b ut it is still a n o p e n pr o bl e m t o
g e n er at e c o m p art m e nt ali z ati o n p oli c y a ut o m ati c all y. B asi c all y,
e x pl ori n g t h e o pti m al p oli c y c a n b e r e d u c e d t o t h e P artiti o n
Pr o bl e m, w hi c h is N P- C o m pl et e [ 8 1 ]. S o m e att e m pts h a v e b e e n
m a d e o n b ar e- m et al s yst e ms [ 8 2 , 8 3 ]. H o w e v er, s c ali n g t h e
c o m pl e x st ati c a n al ysis t o a h u g e k er n el li k e Li n u x is e xtr e m el y
h ar d. µ S C O P E [ 3 ] pr o p os e d a n ot h er w a y b as e d o n d y n a mi c
a n al ysis b ut c a n n ot g u ar a nt e e t h e s o u n d n ess of t h e r es ult.
C o m bi ni n g st ati c a n d d y n a mi c a n al ysis f or p oli c y g e n er ati o n
is pr o misi n g [8 4 ], a n d w e e x p e ct t y p e- b as e d d e p e n d e n c e
a n al ysis [ 7 8 ] c a n pr o vi d e a pr a cti c al s ol uti o n, w hi c h is o n e of
o ur o n g oi n g w or ks.

Perf or m a n c e O pti miz ati o n. T h o u g h B U L K H E A D s h o ws
a c c e pt a bl e o v er h e a d e v e n f or m ulti pl e k er n el c o m p art m e nts. Its
p erf or m a n c e c a n b e f urt h er o pti mi z e d t hr o u g h s o m e e n gi n e eri n g
eff orts. O n e p ossi bl e o pti o n is t o eli mi n at e r e d u n d a nt c h e c ks
d uri n g c o m p art m e nt c o m m u ni c ati o n. F or e x a m pl e, w e c a n
cr e at e a f ast p at h f or s wit c h es t h at o c c urs fr e q u e ntl y i n a
s h ort t er m o n c e t h e t w o c o m p art m e nts p ass t h e first c h e c k a n d
est a blis h tr ust f or c o m m u ni c ati o n t e m p or aril y.

I X.  R E L A T E D W O R K

Mi cr o k er n els. As o p p os e d t o t h e m o n olit hi c ar c hit e ct ur e,
mi cr o k er n els [ 6 – 9 ] m ai nt ai n o nl y t h e c or e f u n cti o n alit y i n
t h e k er n el s p a c e t o mi ni mi z e t h e att a c k s urf a c e. T h e r e d u c e d
c o d e b as e f a cilit at es f or m al v eri fi c ati o n [ 7 ]. M or e r e c e ntl y,
s o m e eff orts e v e n e x pl or e d t h e d e v el o p m e nt of mi cr o k er n els
i n s af e l a n g u a g es, s u c h as R e d L e af [9 ] writt e n i n R ust.
H o w e v er, a c ost c o mi n g wit h t h es e s e c urit y b e n e fits is its
l o w p erf or m a n c e, es p e ci all y t h e I P C o v er h e a d b et w e e n is ol at e d
c o m p o n e nts [ 8 ]. B esi d es, t h e s hift fr o m tr a diti o n al m o n olit hi c
k er n els t o mi cr o k er n els r e q uir es c o m pl et e s yst e m r e d esi g n,
w hil e B U L K H E A D e n h a n c es t h e m o n olit hi c k er n el s e c urit y
wit h mi n or e n gi n e eri n g eff ort t hr o u g h c o m p art m e nt ali z ati o n.

S FI- b as e d A p pr o a c h es. S oft w ar e f a ult is ol ati o n ( S FI) [ 1 0 ]
i ns erts s e c urit y c h e c ks d uri n g c o m pil ati o n ti m e t o r e g ul at e
all a c c ess es wit hi n s p e ci fi c d o m ai n b o u n d ari es. F oll o wi n g
t his b asi c i d e a, B GI [1 2 ] m a n a g es a n a c c ess c o ntr ol list t o
is ol at e Wi n d o ws dri v ers. L X FI [1 3 ] f urt h er e nf or c es k er n el
A PI i nt e grit y b as e d o n pr o gr a m m ers’ a n n ot ati o ns. N e v ert h el ess,
t h e h e a v y c h e c ks i m p os e a si g ni fi c a nt p erf or m a n c e o v er h e a d.
W h at’s w ors e, as t h e n u m b er of d o m ai ns i n cr e as es a n d cr oss-
d o m ai n i nt er a cti o ns b e c o m e m or e fr e q u e nt, t h e p erf or m a n c e of
S FI- b as e d a p pr o a c h es d e gr a d es s h ar pl y [ 8 5 ]. F or e x a m pl e, B GI
i n d u c es o v er 3 0 % t hr o u g h p ut l oss f or is ol ati n g m a n y m e m or y
bl o c ks. B e n e fiti n g fr o m P K S- b as e d p er missi o n v ali d ati o n,
B U L K H E A D a v oi ds t h e si g ni fi c a nt o v er h e a d c a us e d b y
s oft w ar e c h e c ks.

P T S wit c hi n g a n d Virt u aliz ati o n- b as e d Is ol ati o n. Si n c e
t h e p a g e t a bl e ( P T) is a criti c al str u ct ur e i n c h ar g e of a d dr ess
tr a nsl ati o n a n d p er missi o n v ali d ati o n, P T s wit c hi n g is a n ot h er
w ell- e x pl or e d m e c h a nis m f or is ol ati o n. T h er e ar e s e v er al w or ks
usi n g diff er e nt P Ts t o c o nstr u ct diff er e nt m e m or y vi e ws f or
us ers p a c e a p pli c ati o ns, s u c h as l w C [ 8 6 ] a n d S M V [8 7 ]. W hil e
r e pr es e nt ati v e st u di es f or k er n el is ol ati o n ar e N o o ks [8 8 ],
SI D E [ 8 9 ], a n d S K E E [3 8 ], all s uff er fr o m si g ni fi c a nt o v er h e a d
c a us e d b y u p d ati n g P T a n d fl us hi n g T L B. Wit h t h e d e v el o p m e nt
of virt u ali z ati o n t e c h n ol o g y, r es e ar c h ers f urt h er i ntr o d u c e d t h e
h y p er vis or t o f a cilit at e E P T s wit c hi n g a n d e n h a n c e s e c urit y [ 1 4 –
1 9 ]. I n c o ntr ast, B U L K H E A D d o es n ot n e e d t h e a d diti o n al
pri vil e g e l a y er as T C B, i nst e a d a li g ht w ei g ht i n- k er n el m o nit or
e nf or c es c o m pr e h e nsi v e s e c urit y i n v ari a nts.

H ar d w ar e- b as e d Is ol ati o n. B esi d es I nt el P K S, r es e ar c h ers
h a v e e x pl or e d v ari o us h ar d w ar e f e at ur es f or is ol ati o n [ 2 , 2 0 –
2 2 , 9 0 , 9 1 ]. N est e d K er n el [2 0 ] utili z es t h e W P ( Writ e- Pr ot e ct
bit) m e c h a nis m of t h e x 8 6- 6 4 h ar d w ar e f or i ntr a- k er n el pri vil e g e
s e p ar ati o n. Hil ps [ 2 1 ] l e v er a g es t h e T x S Z m e c h a nis m of
A Ar c h 6 4 t o b uil d a s e c ur e k er n el d o m ai n b y d y n a mi c virt u al
a d dr ess r a n g e a dj ust m e nt. H o w e v er, b ot h a p pr o a c h es o nl y
s u p p ort is ol ati o n b et w e e n t w o d o m ai ns. DI K er n el [ 2 2 ] e nf or c es
is ol ati o n b et w e e n t h e c or e k er n el a n d e xt e nsi o ns wit h t h e A R M
M e m or y D o m ai n A c c ess C o ntr ol m e c h a nis m, w hi c h h as b e e n
d e pr e c at e d r e c e ntl y. M e m or y Ta g gi n g E xt e nsi o n ( M T E) a n d
P oi nt er A ut h e nti c ati o n ( P A) ar e r e c e nt f e at ur es o n A R M, w hi c h
h a v e b e e n us e d f or i n- pr o c ess c o m p art m e nt ali z ati o n [ 9 1 ] a n d
k er n el c o m p art m e nt ali z ati o n [ 2 ] b ut s h o w si g ni fi c a nt p erf or-
m a n c e o v er h e a d. W or ks li k e M o n dri x [ 9 2 ], C O D O Ms [9 3 ],
C H E RI [ 3 9 ], a n d S e c ur e C ells [4 0 ] f a cilit at e c o m p art m e nt ali z a-
ti o n t hr o u g h n e wl y d esi g n e d h ar d w ar e ar c hit e ct ur e. C o m p ar e d
t o t h es e eff orts, B U L K H E A D is b as e d o n t h e r e al a v ail a bl e
c o m m o dit y h ar d w ar e f e at ur e, w hi c h is m or e c o m p ati bl e a n d
pr a cti c al. M or e o v er, it br e a ks t h e h ar d w ar e li mit ati o n of P K S
t o s u p p ort u nli mit e d c o m p art m e nts.

Ot h er S yst e m C o m p art m e nt aliz ati o n. C o m p art m e nt ali z ati o n
h as b e e n e x pl or e d as a pri n ci pl e d d ef e ns e a g ai nst t h e m yri a d
p ossi bl e f a ults i n s oft w ar e ot h er t h a n t h e m o n olit hi c k er n el.
We d g e [ 9 4 ] s plits c o m pl e x a p pli c ati o ns i nt o fi n e- gr ai n e d, l e ast-
pri vil e g e c o m p art m e nts. S O A A P [ 9 5 ] all o ws pr o gr a m m ers t o
r e as o n a b o ut a p pli c ati o n c o m p art m e nt ali z ati o n usi n g s o ur c e
c o d e a n n ot ati o ns. Gl a m dri n g [ 9 6 ] us es a n n ot ati o ns a n d st ati c
a n al ysis t o p artiti o n a p pli c ati o ns f or S G X. I n a d diti o n t o
us er-s p a c e a p pli c ati o ns, t h er e is als o a s eri es of w or ks o n
c o m p art m e nt ali zi n g e m b e d d e d s yst e ms [ 8 2 , 8 3 , 9 7 , 9 8 ] a n d
li b O S [9 9 – 1 0 1 ]. F or i nst a n c e, A C E S [8 2 ] e nf or c es d e v el o p er-

1 4



s p e ci fi e d p oli ci es wit h t h e M P U h ar d w ar e f e at ur e f or e m b e d d e d
s yst e m c o m p art m e nt ali z ati o n. E C [ 8 3 ] f urt h er pr o vi d es a
c o m pr e h e nsi v e a n d a ut o m ati c c o m p art m e nt ali z ati o n t o ol c h ai n
f or R e al- Ti m e O p er ati n g S yst e ms ( R T O Ss) a n d b ar e- m et al
fir m w ar e. Fl e x O S [ 9 9 ] s p e ci ali z es i n t h e is ol ati o n str at e g y of a
li b O S at c o m pil ati o n/ d e pl o y m e nt ti m e i nst e a d of d esi g n ti m e,
a n d e nf or c es str at e gi es wit h m ulti pl e h ar d w ar e a n d s oft w ar e
pr ot e cti o n m e c h a nis ms. I n c o ntr ast, B U L K H E A D t ar g ets t h e
m o n olit hi c k er n el, w hi c h is m or e c h all e n gi n g d u e t o its l ar g e
c o d e b as e a n d pri vil e g e d e n vir o n m e nt.

X.  C O N C L U S I O N

I n t his p a p er, w e pr es e nt B U L K H E A D, a s e c ur e, s c al a bl e,
a n d ef fi ci e nt k er n el c o m p art m e nt ali z ati o n a p pr o a c h usi n g a
n o v el a p pli c ati o n of P K S. It g u ar a nt e es bi- dir e cti o n al is ol ati o n
b et w e e n c o m p art m e nts a n d i ntr o d u c es a li g ht w ei g ht i n- k er n el
m o nit or t o e nf or c e s e c urit y- criti c al i n v ari a nts, es p e ci all y c o m-
p art m e nt i nt erf a c e i nt e grit y a g ai nst c o nf us e d d e p ut y att a c ks. B e-
si d es, a l o c alit y- a w ar e t w o-l e v el s c h e m e c a n pr o vi d e u nli mit e d
c o m p art m e nts f or s c al a bilit y. We i m pl e m e nt a pr ot ot y p e s yst e m
f or a ut o m at e d L K M is ol ati o n a n d e xt e nsi v e e v al u ati o ns s h o w
t h at B U L K H E A D i n c urs n e gli gi bl e p erf or m a n c e o v er h e a d o n
r e al- w orl d a p pli c ati o ns.

A C K N O W L E D G M E N T

We si n c er el y a p pr e ci at e t h e a n o n y m o us r e vi e w ers f or t h eir
i nsi g htf ul c o m m e nts. A ut h ors fr o m N a nji n g U ni v ersit y w er e
s u p p ort e d i n p art b y N S F C u n d er Gr a nt N os. 6 1 7 7 2 2 6 6,
6 1 4 3 1 0 0 8. Yi n g g a n g G u o w as als o p artl y s u p p ort e d b y a
s c h ol ars hi p fr o m t h e Gr a d u at e S c h o ol of N a nji n g U ni v ersit y
a n d b y t h e f u n di n g fr o m t h e U ni v ersit y of Mi n n es ot a. Wei h e n g
B ai a n d K a n gji e L u w er e s u p p ort e d i n p art b y N S F a w ar ds
C N S- 1 8 1 5 6 2 1, C N S 1 9 3 1 2 0 8, C N S 2 0 4 5 4 7 8, C N S- 2 1 0 6 7 7 1,
a n d C N S- 2 1 5 4 9 8 9. A n y o pi ni o ns, fi n di n gs, c o n cl usi o ns or
r e c o m m e n d ati o ns e x pr ess e d i n t his m at eri al ar e t h os e of t h e
a ut h ors a n d d o n ot n e c ess aril y r e fl e ct t h e vi e ws of N S F.
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[ 9 9] H. L ef e u vr e, V.- A. B ă d oi u, A. J u n g, S. L. Te o d or es c u, S. R a u c h,
F. H ui ci, C. R ai ci u, a n d P. Oli vi er, “ Fl e x os: T o w ar ds fl e xi bl e os
is ol ati o n,” i n Pr o c e e di n gs of t h e 2 7t h A C M I nt er n ati o n al C o nf er e n c e
o n Ar c hit e ct ur al S u p p ort f or Pr o gr a m mi n g L a n g u a g es a n d O p er ati n g
S yst e ms , s er. A S P L O S ’ 2 2.  N e w Y or k, N Y, U S A: Ass o ci ati o n
f or C o m p uti n g M a c hi n er y, 2 0 2 2, p. 4 6 7 – 4 8 2. [ O nli n e]. A v ail a bl e:
htt ps:// d oi. or g/ 1 0. 1 1 4 5/ 3 5 0 3 2 2 2. 3 5 0 7 7 5 9

[ 1 0 0] M. S u n g, P. Oli vi er, S. L a n k es, a n d B. R a vi n dr a n, “I ntr a- u ni k er n el
is ol ati o n wit h i nt el m e m or y pr ot e cti o n k e ys,” i n Pr o c e e di n gs of t h e
1 6t h A C M SI G P L A N/ SI G O P S I nt er n ati o n al C o nf er e n c e o n Virt u al
E x e c uti o n E n vir o n m e nts , 2 0 2 0, p p. 1 4 3 – 1 5 6. [ O nli n e]. A v ail a bl e:
htt ps:// d oi. or g/ 1 0. 1 1 4 5/ 3 3 8 1 0 5 2. 3 3 8 1 3 2 6

[ 1 0 1] V. A. S art a k o v, L. Vil a n o v a, a n d P. Pi et z u c h, “ C u bi cl e os: a li br ar y os
wit h s oft w ar e c o m p o n e ntis ati o n f or pr a cti c al is ol ati o n,” i n Pr o c e e di n gs
of t h e 2 6t h A C M I nt er n ati o n al C o nf er e n c e o n Ar c hit e ct ur al S u p p ort f or
Pr o gr a m mi n g L a n g u a g es a n d O p er ati n g S yst e ms , s er. A S P L O S ’ 2 1.
N e w Yor k, N Y, U S A: Ass o ci ati o n f or C o m p uti n g M a c hi n er y, 2 0 2 1, p.
5 4 6 – 5 5 8. [ O nli n e]. A v ail a bl e: htt ps:// d oi. or g/ 1 0. 1 1 4 5/ 3 4 4 5 8 1 4. 3 4 4 6 7 3 1

1 8

https://doi.org/10.1145/2892208.2892235
https://www.usenix.org/conference/usenixsecurity21/presentation/bai
https://www.usenix.org/conference/usenixsecurity21/presentation/bai
https://doi.ieeecomputersociety.org/10.1109/SP46215.2023.00092
https://doi.ieeecomputersociety.org/10.1109/SP46215.2023.00092
https://www.usenix.org/conference/usenix-1996-annual-technical-conference/lmbench-portable-tools-performance-analysis
https://www.usenix.org/conference/usenix-1996-annual-technical-conference/lmbench-portable-tools-performance-analysis
https://ieeexplore.ieee.org/abstract/document/8806739
https://ieeexplore.ieee.org/abstract/document/8806739
https://erikdemaine.org/papers/Tetris_TR2002/
https://erikdemaine.org/papers/Tetris_TR2002/
https://www.usenix.org/conference/usenixsecurity18/presentation/clements
https://www.usenix.org/conference/usenixsecurity18/presentation/clements
https://ieeexplore.ieee.org/document/10179285
https://dspace.mit.edu/bitstream/handle/1721.1/144506/Ortega-cortegap-meng-eecs-2022-thesis.pdf?sequence=1
https://dspace.mit.edu/bitstream/handle/1721.1/144506/Ortega-cortegap-meng-eecs-2022-thesis.pdf?sequence=1
https://www.usenix.org/conference/usenixsecurity10/adapting-software-fault-isolation-contemporary-cpu-architectures
https://www.usenix.org/conference/usenixsecurity10/adapting-software-fault-isolation-contemporary-cpu-architectures
https://www.usenix.org/conference/osdi16/technical-sessions/presentation/litton
https://www.usenix.org/conference/osdi16/technical-sessions/presentation/litton
https://doi.org/10.1145/2976749.2978327
https://doi.org/10.1145/1165389.945466
https://doi.org/10.1109/DSN.2013.6575348
https://doi.org/10.1109/DSN.2013.6575348
https://doi.org/10.1145/3579856.3590341
https://doi.org/10.1145/3576915.3623079
https://doi.org/10.1145/1095810.1095814
https://dl.acm.org/doi/abs/10.1145/2678373.2665741
https://www.usenix.org/conference/nsdi-08/wedge-splitting-applications-reduced-privilege-compartments
https://www.usenix.org/conference/nsdi-08/wedge-splitting-applications-reduced-privilege-compartments
https://doi.org/10.1145/2810103.2813611
https://www.usenix.org/conference/atc17/technical-sessions/presentation/lind
https://www.usenix.org/conference/atc17/technical-sessions/presentation/lind
https://doi.org/10.1145/3492321.3519573
https://doi.org/10.1109/SP46215.2023.10179388
https://doi.org/10.1145/3503222.3507759
https://doi.org/10.1145/3381052.3381326
https://doi.org/10.1145/3445814.3446731

	Introduction
	Objectives For Kernel Compartmentalization
	Kernel Vulnerability Analysis
	Security Objectives
	Bi-directional Isolation
	Data Protection
	Control Flow Protection
	Compartment Interface Protection

	Scalability Objectives
	Scalable for Unlimited Compartments

	Performance Objectives
	Fast Compartment Switches
	Zero-copy Data Transfer

	Compatibility Objectives
	Compatibility Issues


	Background
	Memory Protection Keys

	Threat Model
	BULKHEAD Design
	Overview
	PKS-based Bi-directional Isolation
	In-kernel Monitor
	Memory Isolation for In-Kernel Monitor
	Instruction Deprivation

	Invariant Enforcement
	Data Integrity
	eXecute-Only Memory (XOM)
	Compartment Interface Integrity (CII)

	Two-level Compartmentalization

	Implementation
	Use Case

	Evaluation
	Security Analysis
	Data-oriented Attacks
	Control Flow Hijacking
	Confused Deputy Attacks
	Penetration Tests
	Real-world Vulnerabilities

	Performance Evaluation
	Micro-benchmarks
	Macro-benchmarks
	Scalability

	Memory Overhead

	Discussion
	Related Work
	Conclusion

