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An Experience Report on Using a Cyberlearning Environment
for Cybersecurity Courses

Abstract

The increasing cyber threats to online systems have resulted in the need for a more inclusive ap-
proach to educating the broader population on preventative measures to reduce the impact of these
threats. It is estimated that the cybercrime cost to the world will be $10.5 trillion annually by
2025. No longer can cybersecurity courses be specialized courses in university curricula, but some
of these courses need to become core courses for all students. These courses should not only be
tailored for university and college students but also be required to thread the curricula, starting in
elementary schools.

This paper describes our experiences conducting a collaborative cybersecurity project to increase
access to undergraduate cybersecurity education. The project was funded by the NSF and Cyber
Florida. The project was a collaboration between two Florida public universities. One univer-
sity is a large urban Hispanic-Serving Institution. We describe how the Software Engineering and
Programming Cyberlearning Environment (SEP-CyLE), in conjunction with other cybersecurity
systems, was used to develop basic cybersecurity materials, labs, and activities for undergradu-
ate students and instructors. SEP-CyLE motivates students to learn in an interactive environment
where they can provide feedback to their peers while employing three learning and engagement
strategies (LESs). These LESs include collaborative learning, gamification, and social interac-
tion.

We present the objectives of the project, describe how the objectives were met, briefly describe
SEP-CyLE, and provide data showing students’ interactions with SEP-CyLE. The data retrieved
from SEP-CyLE provides insight into how the learning environment was used, students’ perfor-
mance on the learning objects, and the impact of the LESs on students’ overall performance in an
introductory cybersecurity course.

Keywords: Cybersecurity Education, Cyberlearning Environment, Learning and Engagement Strate-
gies, Learning Objects.

1 Introduction

The ubiquitous nature of information and communication technology (ICT) in the 21st century
has resulted in an upsurge in cyberattacks. This upsurge is expected to increase in frequency and
severity every year. Cybersecurity attacks are a growing problem for private sector businesses and
government agencies that rely on or use software and computer technology to perform their core
responsibilities. However, most software and computer technologies are vulnerable to a variety
of cyberattacks if they are misused, misconfigured, or accessed by unauthorized entities. Various
users utilize these software and computer technologies daily to perform their work but are not
well-trained or educated to avoid inevitable common cyberattacks. Cybersecurity Ventures [1]
estimated that the worldwide cybercrime costs will hit about $10.5 trillion yearly by 2025. Cybint
[2] reported that about 95% of all data breaches occurred because of human error. Human error



includes clicking on dangerous links or falling prey to phishing scams, using weak passwords, data
mishandling, failure to update software, and misconfiguration. IBM [3] reported that the global
average data breach cost is about $4.88 million in 2024, which is a 10% increase compared to
2023. Because the human factor in driving and supporting cybercrimes is exceptionally high due
to human ignorance or negligence, these weaknesses and deficiencies can be addressed through
education, training, and awareness.

The reality is that businesses and government systems are constantly under attack by malicious
entities globally, and the consequences and cost of addressing these breaches are expensive. To
tackle this pervasive problem, the goal is to reduce cybersecurity breaches by educating the work-
force on how to avoid aiding or participating in cybersecurity attacks. We present a collaborative
educational initiative to educate undergraduate software engineering students in a software engi-
neering degree program. The collaboration is between two Florida Universities with grant support
from the Cyber Florida [4] and the National Science Foundation [5]. They provide cybersecurity
education and training to undergraduate students and support faculty members using the Software
Engineering and Programming Cyberlearning Environment (SEP-CyLE) [6, 7, 8], an instance of
STEM-CyLE?, to teach cybersecurity concepts.

The main goals of the Cyber Florida project are to create new cybersecurity learning materials
and develop faculty expertise to significantly increase the number of students who are exposed to
cybersecurity attacks and defensive techniques and tools to protect ICT. The project’s first objec-
tive is to create new cybersecurity digital learning objects, referred to simply as learning objects
(LOs), and tool tutorials to be hosted in SEP-CyLE that improve the students (i) conceptual un-
derstanding of cybersecurity concepts and (ii) practical skills in applying cybersecurity techniques
to real applications. The second objective is to conduct a workshop for Florida college faculty
to develop faculty expertise in cybersecurity and form a learning community that can contribute
learning materials to a cyberlearning platform to support pedagogy.

We conducted a cybersecurity study in the spring of 2019 and 2020 with 76 software engineering
undergraduate students. The students learned various cybersecurity topics and tools using SEP-
CyLE. We evaluated the students’ proficiency based on the total time they spent engaging with
the material, their performance on assessments, the virtual points they earned as a team, their
feedback, their perception of SEP-CyLE, and the quality of the material and instruction. Overall,
the results show that in both years, students spent the most time learning the LO content; however,
on average, the students spent twice the amount of time on the LO recorded assessment when
compared to the LO practice assessment. The overall combined average assessment scores for
both groups is approximately 85.18%. There was a slight decrease in average performance from
2019 to 2020, but the distribution of scores was broader in 2020. Similarly, for each year, only
30% of the teams employed a strategy to earn the maximum virtual points to earn first, second,
and third place status in the course. Overall, students shared that they found cybersecurity material
helpful but experienced technical challenges when using SEP-CyLE.

The remainder of the paper is structured as follows. Section 2 provides related work about various
cybersecurity educational approaches and initiatives. Section 3 presents an introduction to the SEP-
CyLE learning content and Learning and Engagement Strategies (LESs) used in the environment.

https://stem-cyle.cis.fiu.edu/



Section 4 summarizes the cybersecurity workshop held for faculty members. Section 5 describes
the study conducted with students and the results obtained. Section 6 concludes the paper.

2 Related Work

Software and technology are used in every domain, including education, health care, financial
systems, government agencies, and education systems. Humans cannot avoid using software or
technology in their daily lives. With human error playing a key part in 95% of cybersecurity
breaches, most cybercrimes exploit weaknesses and ignorance limitations in software, technology,
and humans. As a result, cybersecurity principles and concepts span a wide cross-section of do-
mains, sectors, and devices. Cybersecurity topics and training include education around phishing
attacks, removable media, passwords and authentication, physical security, mobile device security,
viruses, malware, data security, cryptography, network security, Cloud Security, Social Media Use,
Privacy, and Internet and Email Use, Social Engineering, among other specialized topics [9]. Be-
low, we present some cybersecurity training studies on different cybersecurity topics or delivery
format and their impact.

Buckley et al.[10] used buggy code that was transformed into flowchart format to teach under-
graduate students how bad programming habits or confusing code can lead to vulnerabilities and
defects that are exploitable. A total of sixty-five (65) students completed this project - twenty-nine
(29) juniors and thirty-six (36) seniors. All students completed a pretest and posttest, evaluating
code and identifying bugs. In the end, the seniors and juniors obtained the same posttest score,
roughly 72%, even though the juniors had lower pretest scores at the beginning of the project. This
project showed that students are more focused on quickly writing code or reusing code that will
compile and do what they want. However, most students were not careful in inspecting the code
for logic errors, ensuring it is bug-free, and following best practices to reduce vulnerabilities and
bugs that can be exploited and lead to unnecessary cybersecurity breaches in the future.

Priimmer et al. [11] conducted an extensive study by reviewing 142 articles on cybersecurity
training initiatives to educate a wide cross-section of participants. The cybersecurity training top-
ics ranged from general cybersecurity education to more specific topics such as phishing, insider
threat, WIFI safety, malware protection, and password safety. The studies include various train-
ing methods, delivery methods, platforms, approaches, and creative techniques such as extreme
gaming. Overall, the cybersecurity training yielded positive results. However, the authors found
that many aspects of the cybersecurity training and design process were unclear and ad-hoc, and
restructuring was required to increase the effect. The authors noted that the outcome measures for
the effectiveness of cybersecurity training in the studies did not consider cybersecurity behavior
and only focused on other factors, such as attitudes and intentions, which impacted the effective-
ness of cybersecurity training. As a result, a participant might have a positive attitude and the right
intention towards cybersecurity but not always follow through with secure behavior to mitigate and
avoid a cybersecurity threat or potential attack.

Loffler et al. [12] reported positive feedback, especially when employing game-based or simulation-
based cybersecurity training techniques. They used a virtual prototype to simulate an escape room
game addressing various cybersecurity challenges. In the escape room game setup, participants
form a team to solve puzzles with the help of clues and strategies to escape from a confined area
within a predefined timespan. Escape room challenges involve activities that require teamwork,



critical thinking, and problem-solving.

Abawajy [13] provided phishing cybersecurity training using video-based, text-based, and gaming-
based formats. He found that participants rated video-based training as their favorite, followed by
text-based training. While only 5% of participants selected game-based training as their favorite,
overall, 60% of participants stated that they enjoyed the experience of undergoing game-based
training in Cybersecurity even though it was not their first preference. The participants in this
training were a general group; this could mean that most participants were mature learners, as
opposed to younger learners who typically enjoy and are more enthusiastic about gaming.

Most cybersecurity breaches occur because victims fail to take basic but well-known steps in re-
sponse to cybersecurity attacks and threats, and this causes a significant knowing-doing gap [14].
Workman et al. [14] conducted a study with 320 undergraduate computer science students at one
university to address the knowing-doing gap. They used various modes of instruction, including
class instruction, labs, gamified simulations, live activities such as hackathons and capture the flag
competitions, and a combination of live activities and gamified simulations to teach Cybersecurity.
The students were exposed to a misconfigured firewall that allowed too many access rights and
permissions, as well as a server-side request forgery (SSRF) attack, and using tools to identify
vulnerabilities attacks and take the appropriate corrective actions. Their study showed that Cyber-
security gamified simulations increased practical performance over classroom and lab instruction.
Additionally, when live activities, such as capture-the-flag and hackathons, were added to class-
room and lab instructions, it added a small benefit to the learning outcome. However, when live
activities were combined with gamified simulations, that combination yielded the most significant
gains in the student’s applied learning performance.

3 Software Engineering and Programming Cyberlearning Environment (SEP-CyLE)

In this section, we describe the cyberlearning environment (SEP-CyLE) [6, 7, 8] used to collect
the data for the study presented in the paper. The description includes the structure of SEP-CyLE,
how active learning approaches (Learning and Engagement Strategies) are embedded, and the data
collected.

3.1 Structure

SEP-CyLE is a platform developed to provide vetted learning content to students and faculty
through learning objects (LOs)[15] and tutorials. The learning content is provided to students
using three learning and engagement strategies (LESs), collaborative learning, gamification, and
social interaction. The structure of SEP-CyLE contains many of the components that are in other
learning management systems (LMSs), such as Canvas [16]. These components include user man-
agement, course management, discussion boards/forums, a learning content creator, and data ana-
lytics. What makes SEP-CyLE different from other LMSs is that it embeds the LESs previously
mentioned into many of the components students use in their classes. Additional details of the
LESs will be provided in the next subsection. SEP-CyLE does not provide a grade book and cur-
rently cannot be connected to other third-party learning applications. Additional details on the
structure of SEP-CyLE may be found in [7, 8].

3.2 Learning Content
Smith [15] defines an LO as any grouping of materials that is structured in a meaningful way
and is tied to an educational objective. Each LO in SEP-CyLE consists of a learning objective,



content on a specific topic, practice assessment, recorded assessment, and a list of references. The
materials or learning content in an LO may consist of different media, including text, pictures,
movies, and animations. SEP-CyLE currently has 40 LOs in areas such as the introduction to
programming (CS1), cybersecurity (CSY), software engineering (SWE), software testing (SWT),
and programming IDEs (IDE). The development of each LO is guided by the learning objective,
which has the ABCD structure [17], where Audience - the targeted learner, Behavior - what the
learner is expected to do, Condition - setting or circumstance under which the behavior occurs,
and Degree - the acceptable standard of performance of the behavior.

The learning objectives for four of the cybersecurity LOs in SEP-CyLE used in the study presented
in Section 5 are shown below.

Introduction to Security : CSY-001 - Given no prior knowledge of security concepts, under-
graduates will be able to identify core security concepts with 80% accuracy.

Introduction to Cybersecurity : CSY-002 - Given no prior knowledge of cybersecurity con-
cepts, undergraduates will be able to identify core security concepts with 80% accuracy.

Introduction to Cryptography : CSY-BC-001 - Given no prior knowledge of cryptography,
undergraduates will be able to describe symmetric key cryptography, including the basic
concepts of stream and block ciphers, with 80% accuracy.

Introduction to Zenmap : CSY-STH-002 - Given knowledge from the Introduction to Nmap
Learning Object, undergraduates will be able to identify and use the Zenmap tool to complete
a full scan on scanme.nmap.org with complete accuracy.

3.3 Learning and Engagement Strategies

The learning and engagement strategies (LESs) in SEP-CyLE include collaborative learning, gam-
ification, and social interaction [18]. Collaborative learning is where two or more people work
in groups mutually searching for understanding, solutions, meanings, or creating a product [19].
Gamification uses game design elements and game mechanics to improve user experience and
engagement with a system, which may be applied to an educational context [20]. Social interac-
tion is an approach that enhances knowledge acquisition through social activities, such as students
establishing meaningful dialogue within student groups and with teachers [21, 22]. Unlike the col-
laborative learning defined by Smith et al., [19], a lightweight version of collaborative learning is
implemented in SEP-CyLE, where team members encourage each other to complete LOs to gain
extra virtual points, as described in the next subsection.

3.4 Data Collected

Data is collected based on the activities performed by the students registered for the class in SEP-
CyLE. The data that is most important to the students are the virtual points computed based on
the allocation of the points by the instructor and the student’s completion of tasks. In the course
management section on SEP-CyLE, the instructor can set the number of virtual points allocated
for each activity. The categories used for virtual points allocations are as follows:

» Assessment Completion - student completes the LO assessment with the minimal required
percentage set by the instructor.

» Team Completion - all team members complete the LO assessment with the minimal required
percentage as set by the instructor.



* First Team Completion - first team where all team members completed the LO assessment
with the minimal required percentage as set by the instructor.

» Second Team Completion - second team where all team members completed the LO assess-
ment with the minimal required percentage as set by the instructor.

* Third Team Completion - third team where all team members completed the LO assessment
with the minimal required percentage as set by the instructor.

* Course Thread Post - posting a thread to the class forum. These points are allocated for the
first post only.

* Profile Picture Upload - uploading a picture to the student’s profile.

SEP-CyLE also collects data for each student on the time spent completing various activities as-
signed by the class instructor. The time is recorded for the LO content, LO practice assessment, and
LO recorded assessment. The instructor can generate a report comprising the student’s name, email
address, assignment (LO) name, recorded assessment score, time spent on the LO, and recorded
total virtual points. It is worth noting that the SEP-CyLE database may be queried for additional
information on students’ detailed activities. These details may include which team placed first on
each LO or if all team members completed the LO assignment.

4 CyberSecurity Workshop

We hosted a workshop for instructors in Florida titled the First Workshop on Critical Cybersecurity
Education (WCCE-2018) [23]. Twenty-nine (29) faculty and students attended the workshop from
ten (10) academic institutions, including one (1) institution from outside of Florida. The funding
was appropriated to help instructors at Florida colleges teach cybersecurity in their courses. The
objectives of the workshop were to:

* Identify the cybersecurity concepts, skills, and toolsets that are considered to be critical for
a large cross-section of students;

* Develop learning content for the critical cybersecurity knowledge identified;

* Form a learning community that can contribute additional learning materials to a cyberlearn-
ing environment (SEP-CyLE) to support pedagogy.

4.1 Sessions

The workshop consisted of ten (10) sessions over 2 days [23]. These sessions included a keynote
talk by Mr. Benjamin Scribner Director of Outreach, Cybersecurity Education and Awareness
Branch Office of Cybersecurity and Communications, Department of Homeland Security DHS
Representative. The workshop started with a session identifying the critical cybersecurity areas for
which learning objects (LOs) should be created. The subsequent workshop sessions focused on
how to develop cybersecurity learning objects and develop learning objects for the cybersecurity
areas identified. Attendees were then introduced to using SEP-CyLE in a learning environment.
During the workshop, participants were allowed to present any novel ideas or projects they were
doing at their universities in cybersecurity education.

4.2 Evaluation Summary

The participants evaluated each session at the end of each workshop day. Each session was evalu-
ated using a 5-point Likert scale, where 1- Very Dissatisfied, 2- Dissatisfied, 3-Neutral, 4 - Satis-
fied, 5 - Very Satisfied, and O - No Response. Additionally, each session was evaluated based on
the following criteria:



Table 1: Average evaluation score for workshop presenters.

H Day ‘ Session ‘ Title of Session Avg. Score H

1 Keynote Speaker 4.37

2 Identification of Critical Cybersecurity Areas Organization of Work Team 4.10

1 3 Introduction to Learning Objects 4.44
4 Development of Cybersecurity LOs 4.55

5 Introduction to Cyberlearning Environment 4.76

Daily Average 4.44

1 Upload LOs into SEP-CyLE 4.84

) 2 Cybersecurity Project Presentations by Participants (Novel Ideas) 4.89
3 Cyberlearning Environment in-Class Assignment 4.73

4 Review Session 4.81

Daily Average 4.82

Presenter’s knowledge of the subject.

Presentation of material.

Ability to explain the subject matter.

Clarity regarding integrating testing into programming development.
Provided adequate time for questions.

Satisfactory responses to questions.

7. Overall satisfaction with the presenter.

S

Table 1 shows the average evaluation score for the 7 criteria listed above for each session, on Day
1 and Day 2 of the workshop, and the total average per day. The total average evaluation scores
for all sessions on Day 1 and Day 2 are 4.44 and 4.82, respectively. The total average evaluation
score for all sessions on Day 1 and Day 2 combined is 4.32.

On Day 2, the last day of the workshop, all participants were asked to evaluate the organization of
the workshop. The overall workshop evaluation was rated based on the categories: (1) Workshop
Content, (2) Workshop Design, (3) Facilities/Arrangements and (4) General. Each of the four areas
was evaluated using a 5-point Likert scale, where 1- very Dissatisfied, 2- Dissatisfied, 3-Neutral, 4
- Satisfied, 5 - Very Satisfied, and O - No Response.

The average overall workshop scores were as follows.

» Workshop content - focuses on communication of the workshop objectives and expectations
relevant to classes taught and will improve the classes taught. Average score 4.57.

» Workshop Design - clarity of workshop objectives, activities stimulated learning, time allo-
cation, and the variety of topics covered. Average score 4.71.

* Workshop Facilities - local arrangements, refreshments served, meeting rooms, and trans-
portation to/from the venue. Average score 4.36.

S Student Study

This section presents the details of the undergraduate cybersecurity study conducted in 2019 and
2020. The details of the study include the method - learning content, classes, and the use of SEP-



CyLE; results obtained during the study; and a discussion of the results, including the limitations
of the study. The research questions we investigated during the study are as follows:

RQ1 How engaged were students using the SEP-CyLE in the classroom?
RQ2 How did students perform on the LOs in SEP-CyLE?

RQ3 Did teams use a strategy to maximize points in SEP-CyLE?

RQ4 What were students’ perceptions of the LOs in SEP-CyLE?

5.1 Method

Courses Offered: An introductory cybersecurity course called Introduction to Cybersecurity (CIS4930)
was developed to teach undergraduates the fundamentals of cybersecurity principles and concepts,

as well as cybersecurity tools. The course was offered in Spring 2019 and Spring 2020. The cy-
bersecurity L.Os were integrated into the coursework and contributed to students’ overall grades.
The student learning outcomes for the course are as follows. The students should be able to:

* Describe the fundamental cybersecurity principles, protocols, and standards;

Identify some of the common problems and solutions in the cybersecurity domain;

Use cybersecurity tools and operations to implement cybersecurity principles and protocols;
Analyze cybersecurity breaches and provide appropriate solutions;

* Describe cybersecurity hygiene, ethics, auditing, and management of software systems.

The textbook by Kim et al. [9] and companion hands-on lab environment [24] were used to teach
the course in Spring 2019 and Spring 2020.

The first time the course was offered in Spring 2019, students completed 3 exams. However, the
instructor changed the number of exams in Spring 2020, where students completed three quizzes
and two exams. Table 2 shows a breakdown of grades in Spring 2019 and Spring 2020 in the
cybersecurity course.

COVID-19 Impact. During the Spring 2020 semester, the course modality changed from in-person
to online delivery because of the COVID-19 pandemic. As a result of this disruption, we transi-
tioned from in-person to online teaching; thus, students were not able to complete the same amount
of coursework when compared to Spring 2019 due to technology issues, working in a virtual space
instead of in person, stress, illnesses, and other factors. In Spring 2020, students completed four
learning objects, which is 50% less when compared to Spring 2019. Additionally, students did
10 assignments, which is 37.5% fewer assignments when compared to the number of assignments
completed in Spring 2019.

Assignments in SEP-CyLE. Students worked in teams on SEP-CyLE during the course and were
awarded virtual points individually and as part of their team. The allocations of the virtual points
are as follows:

* 10 virtual points if they correctly completed all the recorded assessment questions on an LO
with a score of 70% or higher.

1 virtual point if every member of the team completed the LO with a score of 70% or higher
2 virtual points for the first team to complete the LO with all members scoring 70% or higher
1 virtual point for the second team to complete the LO with all members scoring 70% or
higher

1 virtual point if a student posts a comment



Table 2: Grade breakdown in Spring 2019 and Spring 2020.

| Course Data & Deliverables | Spring 2019 (% weight) | Spring 2020 (% weight) ||

Number of students 45 31

Number of teams 11 10

LOs Assigned 8 (8.28%) 4 (6.74%)

Number of Assignments 16 (6.72%) 10 (2.53%)
Number of Handson Cybersecurity Labs 5 (25%) 4 (6.74%)

Quizzes 0 (0%) 3 (20%)

Exams 3 (60%) 2 (64%)

Total (100%) (100%)

* 1 virtual point if a student uploads their photo on their profile

5.2 Results

Table 3 presents the study data collected in 2019 and 2020, which includes the number of student
comments, total student activity entries on SEP-CyLE, overall course grades, team placements -
first, second, and third place, as well as the total, average, maximum, and standard deviation for
virtual points earned, time spent on learning objects (LOs).

In 2019 and 2020, students spent 512,284 and 82,682 seconds, respectively, on learning objects.
The average time students spent to complete all the assigned learning objects in 2019 and 2020 was
1,526 and 667 seconds, respectively. The standard deviation of the time spent on learning objects
is 2,211 and 1,131 seconds. The maximum time students spent to complete the learning objects in
2019 and 2020 was 25,473 and 7,327 seconds, respectively.

The average, maximum, and standard deviation for recorded assessment scores in 2019 were 86.63,
100, and 21.94, respectively. The average, maximum, and standard deviation for virtual points in
2020 were 82.96, 100, and 29.14, respectively.

The total number of student comments posted on SEP-CyLE in 2019 was 35, while no comments
were posted in 2020. The total number of student activities on SEP-CyLE in 2019 and 2020 was
743 and 256, respectively. The overall course grade in 2019 and 2020 is 88.33% and 79.71%. The
average scores on learning objects on SEP-CyLE in 2019 and 2020 are 87% and 83%, respec-
tively.

In 2019, there were 11 teams in the Introduction to Cybersecurity course. Teams 1, 6, and 7
consistently earned virtual points for teamwork. Team 1 earned first place on three LO assignments
- Introduction to Cybersecurity, Introduction to Security, Introduction to Passwords, and PGP:
Pretty Good Privacy learning objects. Team 6 and 7 earned second place on two LO assignments -
Introduction to Cybersecurity and Introduction to Security learning objectives, while team 5 earned
third place on these LOs.

In 2020, there were 10 teams in the cybersecurity course. Similarly, three teams - teams 5, 7, and
8, consistently earned virtual points for teamwork. Team 7 earned first place in Introduction to
Cybersecurity and Introduction to Cryptography learning objects. Team 5 earned first place on
the Introduction to Zenmap tutorial. Team 8 earned first place on the Introduction to Passwords



Table 3: Team performance in Spring 2019 and Spring 2020.

H Teams Data Spring 2019 | Spring 2020 H
Number of 1st Place Teams 4 4
Number of 2nd Place Teams 2 2
Number of 3rd Place Teams 2 1
Total Virtual Points 7,126 2,380
Total Student Comments Posted 35 0
Average Virtual Points on LOs 158.36 76.77
Maximum Virtual Points on LOs 249 125
Std. Deviation Virtual Points on LOs 64.86 45
Average Time Spent (seconds) on LOs 1,526 667
Std. Deviation Time Spent (seconds) on LOs 2,211 1,131
Maximum Time Spent (seconds) on LOs 25,473 7,327
Total Time Spent (seconds) on LOs 512,284 82,682
Total Student Activity Entries 743 256
Average Assessment Scores on LOs 86.63% 82.96%
Maximum Assessment Scores on LOs 100% 100%

Std. Deviation of Assessment Scores on LOs 21.94 29.14
H Overall Course Grade 88.33% 79.71% H

learning object, while Team 7 earned third.

In 2019, students posted various comments on SEP-CyLE to earn points and rate their experience
using SEP-CyLE. We include three positive and three negative comments posted by students on
SEP-CyLE. Their feedback is listed below:

Positive Student Comment 1: Some students felt that the LO assignments were useful for learning
the material in class, as described in the following comment.

“This assignment was straightforward and fairly easy to complete. I did learn some useful infor-
mation from it, particularly in regard to PGP. I was completely unfamiliar with it; being able to
easily encrypt and decrypt e-mails seems very useful.”

Positive Student Comment 2: Some students stated that it helped them when topics were re-
peated, as this reinforced previous topics covered in the class, as described in the following com-
ment.

“This assignment had the same requirements as a previous one for Introduction to Cybersecurity.
It was not particularly difficult and was a helpful review for several important concepts discussed
in class.”

Positive Student Comment 3: As described in the following comments, some students appreciated
that relatable examples were used to explain key concepts covered in the class.

“Some of the content was general knowledge, but there were some excellent points for review from



our Software Security class. It was also good that the LO content provided examples related to the
key concepts.”

Negative Student Comment 1: Some students had issues submitting their recorded assessments on
SEP-CyLE and indicated that some correct answers were marked as incorrect, as described in the
following comment.

“ I learned a lot throughout the LO’s; the only problems I came across were that sometimes |
would have a problem submitting the LO and that some of the answers were marked as incorrect
when the correct answer had been provided.”

Negative Student Comment 2: Some students complained that some recorded assessments contra-
dicted information given in LOs and included questions that were not taught, as described in the
following comment.

“The content given was fine overall, but the quizzes sometimes contradicted it or had things simply
not covered.”

Negative Student Comment 3: Some students complained that LO content was not being displayed
correctly in the SEP-CyLE environment, as described in the following comment.

“ Good information that was easy to absorb. There are significant issues with how SEP-CyLE is
delivering content.”

5.3 Discussion
We present a discussion of the results obtained in 2019 and 2020 to answer the research questions
in our study below.

RQ1. How engaged were students using the SEP-CyLE in the classroom? The data in Table
3 shows the amount of time students spent on different sections of an LO on SEP-CyLE. Each
learning object (LO) is comprised of three units: information about a given topic (LO content),
a practice assessment, and a recorded assessment. In 2019, the average time students spent on
content, practice assessment, and recorded assessment was 1,026.34 seconds, 123.58 seconds,
and 375.93 seconds, respectively; this indicates that students spent 1.9 more time (185.5% more
time) working on the recorded assessment than on the practice assessment. In 2020, the average
time students spent on content, practice assessment, and recorded assessment was 361.02 seconds,
79.3 seconds, and 226.47 seconds, respectively; this indicates that students spent more than two
times the time (204.9% more time) working on the recorded assessment compared to the practice
assessment.

The overall results show that in both years, students spent the most time learning the content,
but they spent more time on the recorded assessment and less time on the practice assessment.
In general, students spend more time on the recorded assessment than the practice assessment
because the recorded assessment decides their final grade for the LO. Moreover, the students got
three attempts to retake the recorded assessment in 2019 and two attempts to retake the recorded
assessment in 2020; their final grade is the average of all attempts, hence why most of their efforts
went into learning the content and working on the recorded assessment.

RQ2. How did students perform on the LOs in SEP-CyLE?. Overall, the students completed 50%
more learning objects in 2019 when compared to 2020. Students in spring 2019 overall course



grade was 9.76% higher than students overall course grade in 2020; this shows a notable difference
in performance between the two groups. Student grades were higher in 2020 because they did not
experience any significant displacement during the course. As a result, students in 2019 spent
much more time on learning objects on average, with more variation in the time spent because
there were more students in the course, and all learning objects were completed.

The overall recorded assessment scores indicate a slight decrease in average performance from
2019 to 2020, but more importantly, it highlights that the distribution of scores was broader in
2020, indicating more varied performances among students. The disparity in student performance
and activity on SEP-CyLE was due to two factors in 2020: (1) fewer students enrolled in the
course, and (2) they did not complete all the assigned learning objectives because of the disruption
and stress caused by COVID-19. In 2019, students performed better on LOs and course material,
as shown in 3. The results highlighted in course grades and LO scores show that the COVID-19
pandemic significantly impacted students, which reduced their average performance in 2020.

RQ3. Did teams use a strategy to maximize points in SEP-CyLE? In 2019, the data for team
performance shows that Team 1 was the first-place team overall; they formulated a strategy to earn
as many virtual points as possible in the course. The data shows that the top 3 teams assimilated and
understood the cybersecurity principles taught in Introduction to Cybersecurity and Introduction
to Security compared to other LOs completed. In 2020, there were 10 teams in the cybersecurity
course. Similarly, in 2020, Team 7 came first overall; they displayed good team synergy and
devised a strategy to consistently earn points as a team, as the data shows that they earned first
and second place on multiple LOs. Overall, the 3 top teams performed well on the Introduction to
Zenmap tutorial and Introduction to Passwords, indicating that students understood the principles
taught in those learning objects compared to other LOs they completed.

In 2019 and 2020, the maximum overall time spent on LOs shows that there were instances of
students (teams) spending a significant amount of time working on learning objects, indicating
that they worked hard to obtain high scores and more virtual points. The data shows that the high-
performing teams performed well on the Introduction to Passwords learning object in 2019 and
2020, respectively.

RQA4. What were students’ perceptions of the LOs in SEP-CyLE? The positive and negative student
comments shared gave helpful feedback to address student needs. Many students shared that they
benefited from the information and examples taught in the learning objects and tutorials. They
expressed that the LOs provided a good review of the topics covered in the lectures. Other stu-
dents said they had issues with incorrect recorded assessment answers and experienced technical
difficulties using the SEP-CyLE environment. In 2020, students did not post comments or com-
plete reviews about the four learning objects they completed on SEP-CyLE. We assume that the
COVID-19 pandemic provoked this, the disruption in modality, and the overall stress students ex-
perienced, so they did not take the extra time to post comments or leave a review to earn additional
points.

To address the negative student comments, we took several corrective actions. We created a user
manual to show students step-by-step how to navigate SEP-CyLE. We conducted comprehensive
reviews of the LOs and quizzes. We corrected the LOs and quizzes that had incorrect answers.
The corrected LOs and quizzes were later imported into Canvas LMS [16] at Florida Gulf Coast



University, and students in successive years completed them as homework material. However,
they were not part of a study when administered on Canvas LMS; the LOs and quizzes were
still valuable in courses that introduced cybersecurity principles. Additionally, should we obtain
funding in the future, we plan to enhance the material in the LOs to include different learning
styles, for example, (1) auditory - some students prefer to listen, (2) Visual - using diagrams and
videos appeal to some students, and (3) Verbal - some students prefer to read. These changes
would create a learning environment that is more inclusive and appeals to a wider variety of student
learning styles.

6 Conclusion

In this paper, we present an overview of a cybersecurity educational project using the Software
Engineering and Programming Cyberlearning Environment (SEP-CyLE) to teach cybersecurity to
software engineering undergraduate students. The cybersecurity educational project was supported
by a grant from the Florida Center for Cybersecurity, and SEP-CyLE was created as part of an NSF
project. In this project, we hosted a cybersecurity workshop to provide professional development to
Florida college instructors by introducing them to SEP-CyLE, educating them about cybersecurity,
and how they could easily integrate cybersecurity learning objects (LOs) in their courses. The
workshop attendees gave positive feedback and ratings of 4.32/5 for presenters, SEP-CyLE, and
topics covered at the workshop. In sum, the project’s goals and objectives were met based on the
outcome of the study, workshop, and development of cybersecurity LOs.

In 2019 and 2020, we conducted a study using SEP-CyLE and cybersecurity LOs to help 76 under-
graduates learn cybersecurity principles. The students completed various learning objects covering
multiple cybersecurity topics and tools using SEP-CyLE. Overall, the study’s results highlight that
students assimilated what they learned on SEP-CyLE; their combined average for both groups on
the SEP-CyLE LO assignments was approximately 85.18%. Students in both groups performed
well on the LO recorded assessments and earned virtual points as a team despite the disruption of
the COVID-19 pandemic. In our future work, we plan to conduct a longitudinal study using the
LOs on SEP-CyLE over several semesters and perform a corresponding comparative analysis of
student performance in cybersecurity education.
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