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Abstract

In this paper, we establish anti-concentration inequalities for additive noise mechanisms which
achieve f-differential privacy (f-DP), a notion of privacy phrased in terms of a tradeoff function f
which limits the ability of an adversary to determine which individuals were in the database. We
show that canonical noise distributions (CNDs), proposed by Awan and Vadhan (2023), match the
anti-concentration bounds at half-integer values, indicating that their tail behavior is near-optimal.
We also show that all CNDs are sub-exponential, regardless of the f-DP guarantee. In the case of
log-concave CNDs, we show that they are the stochastically smallest noise compared to any other
noise distributions with the same privacy guarantee. In terms of integer-valued noise, we propose
a new notion of discrete CND and prove that a discrete CND always exists, can be constructed
by rounding a continuous CND, and that the discrete CND is unique when designed for a statistic
with sensitivity 1. We further show that the discrete CND at sensitivity 1 is stochastically smallest
compared to other integer-valued noises. Our theoretical results shed light on the different types
of privacy guarantees possible in the f-DP framework and can be incorporated in more complex
mechanisms to optimize performance.

Keywords: canonical noise distribution, total variation, discrete noise, log-concave distribution,
sub-exponential distribution

1 Introduction

Differential privacy (DP), introduced by Dwork et al. (2006b), is the state-of-the-art framework
for formal privacy protection. DP methods require the introduction of noise into data analyses,
which obscures the contribution of any particular individual. Since its inception, DP has grown
in popularity and is now employed by leading tech giants like Google (Erlingsson et al., 2014) and
Apple (Tang et al., 2017), as well as by the US Census Bureau (Abowd, 2018).

While there have been several variants of DP proposed, they all quantify the privacy risk in
terms of a similarity measure between the distributions of outputs, when the mechanism is run on
two databases differing in a single individual’s contribution. The differences between these variants
are primarily in how the “similarity” is measured. Recently, Dong et al. (2022) proposed f-DP,
which is rooted in hypothesis testing. The f parameter in f-DP is a function which offers a more
expressive quantification of the privacy risk compared to other notions of DP. The f-DP framework
has the benefit of lossless conversions to the popular (¢, §)-DP, as well as divergence-based notions
of DP (Bun and Steinke, 2016; Mironov, 2017).
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The most basic technique for achieving DP is independent noise addition to a statistic of in-
terest. Popular examples of such noise distributions are Laplace and Gaussian. In this paper,
we investigate the limitation of what noise can be used to satisfy f-DP, and optimize the noise
distributions in various settings.

Our Contributions: To understand the limits on the magnitude of noise required to satisfy f-DP,
we develop an anti-concentration inequality, which gives an upper limit on the concentration of the
noise distribution about its center. This upper bound is determined by the total variation distance
between the noise distribution and a shifted version of itself, which can be bounded in terms of the
f-DP guarantee.

We show that canonical noise distributions (CNDs), proposed by Awan and Vadhan (2023)
match our anti-concentration bound, which implies that their tail behavior is near-optimal. We
also show that all CNDs are sub-exponential, indicating that it is never necessary to use heavier-
tailed distributions to achieve f-DP. In the special case of log-concave CNDs, a subclass previously
investigated by Awan and Dong (2022), we show that the log-concave CND is stochastically smaller
than any other additive noise with the same privacy guarantee.

Lastly, we propose a new concept of discrete CND, which generalizes CNDs to integer-valued
noises. Unlike continuous CNDs, which are solely defined in terms of a tradeoff function f, a dis-
crete CND is also defined for a specific sensitivity. We show that a discrete CND always exists
for any f and any sensitivity, and that one can be constructed by rounding a continuous CND to
integer values. In the case that the sensitivity is 1, we prove that there is a unique discrete CND
for each tradeoff function and that this noise mechanism is stochastically smaller than any other
integer-centered discrete noise satisfying f-DP.

Related Work: Various ways to optimize noise for differential privacy have been previously
explored. Ghosh et al. (2012) show that for a wide variety of loss functions, the geometric mechanism
(discrete Laplace) minimizes the expected Bayesian loss under e-DP, regardless of what prior is
used. Gupte and Sundararajan (2010) prove a similar result, showing that the geometric mechanism
optimizes the minimax loss under e-DP. Qin et al. (2022b) consider necessary conditions for general
discrete distributions to satisfy either (¢,0)-DP or (e, d)-DP. In the extended version of their paper,
they optimize the Wasserstein distance between the mechanism’s input and output distributions,
and show that a discrete staircase distribution is optimal (Qin et al., 2022a).

Geng and Viswanath (2015b) focus on the minimization of loss functions in (e, 0)-DP, with
particular emphasis on the mean absolute error and mean squared error losses. They established
an optimal noise-adding mechanism which they call the staircase mechanism. Geng and Viswanath
(2015a) consider optimizing the same loss functions in (e, §)-DP, and found that in the high privacy
regime, the discrete Laplace and uniform noise were nearly optimal for the mean absolute error and
mean squared error losses. Soria-Comas and Domingo-Ferrer (2013) construct an optimal data-
independent noise-adding mechanism under e-DP, where the optimality is measured by moving the
most probability mass towards zero. Their solution results in a staircase distribution, similar to
Geng and Viswanath (2015b). In the setting of e-local-DP, a stronger form of differential privacy
than the one considered in this paper, Kairouz et al. (2016) showed that for any sub-linear utility
function, there exists a staircase mechanism which maximizes this utility.

The literature above is focused on finding the optimal noise under either (¢,0)-DP or (e, )-DP.
f-Differential Privacy (Dong et al., 2022) is a more generalized privacy framework. Awan and Vad-
han (2023) was the first work to build a noise-adding mechanism for arbitrary f-DP, which they
called a canonical noise distribution (CND). CNDs were designed to tightly match the f-DP privacy
bound and were shown to lead to the most powerful hypothesis tests on binary data (Awan and
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Vadhan, 2023); They have also seen applications in other DP testing problems (Awan and Wang,
2022; Kazan et al., 2023). Awan and Dong (2022) extended the results on CNDs by establishing
the existence and construction of both log-concave CNDs and multivariate CNDs.

Organization: In Section 2, we review the basics of f-differential privacy and define the notion
of optimality considered in this paper. In Section 3, we develop our general anti-concentration
inequality for additive noise. In Section 4, we consider the case of continuous noise. We review
background on CNDs in Section 4.1, show that CNDs are near-optimal in Section 4.2, establish
that CNDs are sub-exponential in Section 4.3, and derive optimality results for log-concave CNDs
in Section 4.4. In Section 5, we introduce the concept of discrete CNDs. In Section 5.1, we estab-
lish existence and construction of discrete CNDs, as well as the uniqueness of the discrete CND
at sensitivity 1. In Section 5.2, we prove the optimality of the discrete CND at sensitivity 1. We
conclude with discussion in Section 6. Technical details and proofs are postponed to the appendix.

2 Differential Privacy Background

Differential privacy is a framework that ensures that an adversary cannot accurately determine
whether an individual’s data is present in a database, based on the output of a privacy mechanism.
A privacy mechanism M is a randomized algorithm that takes as input a database D and outputs
a random variable M (D). We write M : 9 — % to indicate that it takes in a database D € &
and the random variable M (D) takes values in %', where Z is the space of possible databases. A
mechanism M satisfies differential privacy if for two databases D and D’, differing in one entry,
formalized in terms of an adjacency metric d(D, D) < 1, the distributions of M (D) and M (D') are
similar. While the similarity of M (D) and M (D’) was previously formalized in terms of divergences
on probability measures, Dong et al. (2022) established that it is most natural to use the language
of hypothesis testing, using the concept of a tradeoff function.

For two distributions P and @, the tradeoff function between P and Q is T'(P, Q) : [0,1] — [0, 1],
where T'(P,Q)(a) = inf{l — Eg(¢) | Ep(¢) < 1 — a}, where the infimum is over all measurable
tests ¢. The tradeoff function returns the smallest type II error for testing Hy = P versus H; = @)
at specificity > « (i.e., 1 — a is an upper bound on the type I error), and captures the difficulty of
distinguishing between P and ). The tradeoff function is closely related to the receiver operator
characteristic curve (ROC curve), which evaluates sensitivity /power (one minus type II error) as
a function of type I error.!

We say that a function f : [0,1] — [0,1] is a tradeoff function if there exist distributions P
and @ such that f(a) = T(P,Q)(«) for all « € [0,1]. A function f : [0,1] — [0,1] is a tradeoff
function if and only if f is convex, continuous, non-decreasing, and f(x) < z for all z € [0, 1] (Dong
et al., 2022, Proposition 2.2). We say that a tradeoff function f is nontrivial if f(a) < a for some
ac(0,1).

Definition 1 (f-DP: Dong et al., 2022) Let f be a tradeoff function. A mechanism M satisfies
f-DP if T(M (D), M(D")) > f, for all D, D" € & such that d(D,D’) < 1.

If M satisfies f-DP, where f = T(P,Q), then intuitively determining whether the database is
D or D' is at least as hard as distinguishing between P and . Thus, if P and @ are difficult to

1. In Dong et al. (2022), the tradeoff function was originally defined as the smallest type II error as a function of
type I error. Our choice to flip the tradeoff function along the z-axis follows that of Awan and Dong (2022)
and is for mathematical convenience. There is a typo in Awan and Dong (2022) where they mistakenly have the
inequality in the wrong direction in the definition of T'(P, Q).
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distinguish, then the individual’s private data is unlikely to be compromised. Since the differential
privacy guarantee is symmetric (i.e., both T (M (D), M(D")) and T (M (D"), M (D)) must be greater
than f), it suffices to restrict the f-DP guarantee to symmetric tradeoff functions, meaning that if
f=T(P,Q), then f =T(Q, P). Due to this, we limit the scope of the paper to symmetric tradeoff
functions.

While f-DP consists of a wide variety of privacy guarantees, depending on the tradeoff function
chosen, two important sub-families are worth pointing out. The common (e, d)-DP version of
differential privacy is a special case of f-DP: let € € [0,00) and 0 € [0, 1], then M satisfies (¢, §)-DP
if and only if it satisfies f, s-DP, where

fes(a) = max{0,1 — 6 — exp(e) + exp(€)a, exp(—e) (o — I)}.

When § = 0, we call (¢,0)-DP pure DP, which was the original definition of differential privacy.
When € = 0, then fy s-DP can be thought of as §-Total Variation DP, as it is equivalent to bounding
the total variation distance between M (D) and M (D’) by §; recall that for two distributions P and
@, the total variation distance is TV (P, Q) = supy |[P(A) — Q(A4)|.

Another sub-family of f-DP is Gaussian-DP (GDP). We say that M satisfies u-GDP if it
satisfies G,,-DP, where G, = T(N(0,1), N(u,1)). Besides offering the intuitive appeal of being
defined in terms of shifted Gaussians, GDP also has a number of useful technical properties: the
family G,-DP is closed under group privacy and composition, and these operations commute under
G,-DP. Furthermore, Dong et al. (2022) established a “central limit theorem for composition,”
which shows that under mild conditions the composition of many DP mechanisms asymptotically
satisfies u-GDP for some pu.

For a symmetric tradeoff function f, denote by cs the unique value such that f(1 —cf) = ¢y,
which can be visualized as the intersection of f with the line 1 —«. The value ¢y is a central concept
to many of the results in this paper; we highlight a few basic properties here.

Lemma 2 Let f be a symmetric tradeoff function. Then,
1. ¢; €1(0,1/2] and if f is nontrivial then cy € [0,1/2),
2. 4if f =T(P,Q), then TV(P,Q) =1 — 2cy,

1—
3. foa-2c;) < [ < fep0, where ef = log< Cfcf>.

Property 2 of Lemma 2 makes an explicit connection between the tradeoff function and the
total variation distance, which will be heavily used throughout the paper. By property 3 of Lemma
2, for a given symmetric tradeoff function f, we can construct nontrivial upper and lower bounds
for f using only the value cy. In particular, it shows that for any f, there is a pure-DP guarantee
that implies f-DP, namely (ef,0)-DP where e; = log((1 — cy)/cy).

Similar to other notions of differential privacy, f-DP has a number of important properties:

Group Privacy: The guarantee of f-DP is implicitly for groups of size 1, since the adjacent
databases differ in one entry. However, if M satisfies f-DP, then it also satisfies f°*-DP for groups
of size k (where d(D, D') < k), where f := fo--.o f and f appears k times. Note that while this
guarantee is tight in general, for a specific f-DP mechanism there may exist a stronger guarantee
for groups.

Composition: Another property of f-DP is that it can quantify the cumulative privacy cost of
multiple privacy mechanisms. Specifically, if M,. .., My each satisfy f1-DP,..., fr-DP, respectively,
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and (M;(D)); are mutually independent given D, then the joint release of (Mi(D),..., My(D))
satisfies f1 ® -+ ® fi-DP, where “®” is the tensor product of tradeoff functions: if f = T(P, Q1)
and g = T'(P,,Q2), then f®g =T (P X Py,Q1 X Q2). See Dong et al. (2022) for a more complex se-
quential composition result, where each M;(D) may depend on the results of M1(D), ..., M;_1(D).

Invariance to Postprocessing: If M : 9 — % satisfies f-DP and T : & — % is a (possibly
randomized) function, then 7o M : & — Z also satisfies f-DP. This property is important to
ensure that the privacy guarantee cannot be “undone” by a data-independent attack.

Additive Noise Mechanisms: The class of privacy mechanisms that we study in this paper
are additive noise mechanisms, which add noise scaled to the sensitivity of a statistic. A statistic
S : 2 — R has sensitivity A > 0 if [S(D) — S(D’)| < A for all d(D,D’) < 1. An additive f-DP
mechanism at sensitivity A is a random variable N ~ F which satisfies T(S(D)+N,S(D')+N) > f
for all d(D,D’) < 1 and all statistics S with sensitivity A. More succinctly, this is equivalent to
T(N,N +m) > f for all m € [-A, A] N Range(S). If N is a continuous noise, then we can rescale
both S and N by A.

Two of the most common additive noise mechanisms are the Laplace and Gaussian mechanisms:
adding Laplace(0, A/e) to a real-valued statistic S with sensitivity A satisfies (¢, 0)-DP, and adding
N(0,A?/u?) to the same statistic satisfies u-GDP.

While elementary, additive noise mechanisms are widely used in DP, either by themselves or as
part of more complex mechanisms. For example, a count statistic has sensitivity 1, the sample mean
of n data points lying in [a, b] has sensitivity (b — a)/n, and the sample variance of n data points
lying in [a, b] has sensitivity (b — a)?/n (Du et al., 2020); all of these statistics can be privatized to
achieve f-DP by using an additive noise mechanism scaled to the sensitivity.

Stochastic Dominance and Optimal Noise Mechanisms: Let X and Y be two random
variables. Stochastic dominance of random variables is a partial order, which asserts that one
variable takes larger values compared to another. The following are equivalent definitions of (first
order) stochastic dominance (Levy, 1992): 1) X stochastically dominates Y, 2) Fx(t) < Fy(t) for
all t € R, 3) for every non-decreasing function ¢, E¢(X) > E¢(Y), 4) there exists a random variable

W (not necessarily independent of Y') such that X Ly +w.

If N and N’ are two additive noise mechanisms, we say that N is stochastically smaller than
N’ if [N'| stochastically dominates |[N|: P(|N| <t) > P(|N'| <t) for all t € R=Y. If we have that
P(IN| <t) > P(|N’'| <t) for all N in some class of noise distributions <7, we say that N is the
stochastically smallest noise distribution in 7 or simply that N is optimal in <.

3 A General Anti-Concentration Inequality

Concentration inequalities such as Markov, Chebyshev, and Bernstein, give upper bounds on the
amount of mass in the tails of a distribution. In this section, we establish anti-concentration
inequalities for additive f-DP mechanisms, which instead give upper bounds on how much mass
is near the center of the distribution. Our inequalities establish these bounds in terms of total
variation distance and f-DP tradeoff functions. The most basic version of our anti-concentration
inequality is in Lemma 3, which bounds the amount of mass in the center of the distribution in
terms of the total variation distance between the random variable and a shifted version of itself.

Lemma 3 [Anti-Concentration Inequality] Let N be a real-valued random variable. Then for all
t € R70, sup,ep P(—t/2 < N —a <t/2) <TV(N,N +1).
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Figure 1: Hlustration of Lemma 3, and the connection to hypothesis testing. When testing Hy : N
versus Hy : N +t, and using the rejection region (a+1t/2,00), the type I error probability
is illustrated by the vertically shaded red region and the type II error probability is given
by the horizontally shaded blue region.

Proof [Proof Sketch] We consider a hypothesis test of Hy : N versus H; : N +t, using the rejection
region (a + t/2,00). The type I and type II errors of this test correspond to the tail probabil-
ities P(N —a > t/2) and P(N — a < t/2); see Figure 1. Combining this with the inequality
(type I) + (type II) <1 — TV(N, N +t) gives the result. [ |

Remark 4 Since total variation is a symmetric and translation-invariant relation, it follows that
TV(N,N+t)=TV(N+t,N)=TV(N,N —t), which are alternative expressions for the right side
of Lemma 3.

If a random variable N is an additive noise mechanism at sensitivity 1 for f-DP, then T'(N, N +
1) > f. The following theorem establishes that in this case, we can express the upper bound
TV(N, N +t) from Lemma 3 in terms of evaluations of f.

Theorem 5 [Anti-Concentration for Additive Noise] Let N be a random variable such that T(N, N+
1) > f for a symmetric nontrivial tradeoff function f. Then fort € Z>°,

1—2f%(cp) ift=2k+1,

1—2f°%(1/2) ift =2k,

sup P(—t/2 < N —a <t/2) < {
a€R

where k € ZZ° and the notation f°F represents fo---o f, where f appears k times.

Proof [Proof Sketch] By Lemma 29, we have that T(N, N +t) > f°'. Then we apply the formula
TV(N,N +t) < 1—2cper to the result of Lemma 3. Finally, Lemma 27 gives the more explicit
formula for cyot, which depends on the parity of ¢. The dependence on the parity comes from the
expression cjot = Fy(—t/2), where Fy is the CND for f from Proposition 9 below, which has a
different recursive expression depending on whether ¢/2 is an integer or half-integer. Note that
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Lemmas 27 and 29 appear in the appendix. |

Theorem 5 establishes that at all half-integer values, an additive noise distribution can only be
so concentrated around zero. This result provides a minimum on the magnitude of noise that must
be added to achieve f-DP. Lemma 3 and Theorem 5 are similar to anti-concentration inequalities of
Lévy’s concentration function (Krishnapur, 2016), which are of the form sup,cp P(|X —a| <t) <
g(t) for some function of ¢. Note that when N is continuous, the results of Lemma 3 and Theorem
5 simplify to this form.

Remark 6 In Lemma 3 and Theorem 5, we could have written the probabilities as P(—t/2 <
N —a <t/2). In fact, a more general version of these anti-concentration inequalities is as follows:
for any c € [0,1] and any a € R,

¢cP(N—-a=—-t/2)+ P(—t/2< N —-a<t/2)+ (1 —-c¢)P(N —a=1t/2) <TV(N,N +1),

where the “c” corresponds to the randomized test ¢(z) = I(x > a+1t/2)+cl(x =a+1/2) of Hy: N
versus Hy : N +t.

In the following sections, we will see that different canonical noise distributions match the
bounds of Lemma 3 and Theorem 5, indicating that they are near-optimal to achieve f-DP.

4 Continuous Canonical Noise Distributions

While f-DP was introduced by Dong et al. (2022), the first method of constructing a privacy
mechanism for an arbitrary f-DP guarantee was proposed by Awan and Vadhan (2023). Awan and
Vadhan (2023) proposed the concept of a canonical noise distribution (CND), which captured the
idea that the noise distribution satisfies f-DP and the privacy guarantee is tight. They also gave a
construction for a CND for an arbitrary tradeoff function, and showed that CNDs are connected to
certain optimal hypothesis tests. In this section, we review background on CNDs, show that they
match the inequality of Theorem 5, prove that CNDs are sub-exponential, and establish optimality
properties of log-concave CNDs.

4.1 Background on Canonical Noise Distributions

In this section, we review some of the key results of Awan and Vadhan (2023). A canonical
noise distribution is an additive mechanism, which tightly matches the f-DP bound and has other
desirable properties such as symmetry and a monotone likelihood ratio for testing T'(N, N + 1).
Awan and Vadhan (2023) proposed the following definition to capture these desirable properties:

Definition 7 (Canonical Noise Distribution: Awan and Vadhan (2023)) Let f be a sym-
metric tradeoff function, and let N be a continuous random variable with cumulative distribution
function (cdf) F. Then, F is a canonical noise distribution (CND) for f if

1. For any m € [0,1], T(N,N +m) > f,
2. fla) =T(N,N + 1)(«) for all « € (0,1),
3. T(N,N +1)(a) = F(FYa) — 1) for all a« € (0,1),

4. F(z) =1— F(—x) for all x € R; that is, N is symmetric about zero.
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In Definition 7, the four properties can be interpreted as follows: 1) adding AN to a statistic
of sensitivity A satisfies f-DP, 2) if S(D) and S(D’) differ by exactly the sensitivity A, then the
tradeoff function T'(S(D) + AN, S(D’) + AN) = f showing that the privacy guarantee is tight, 3)
for S(D) and S(D’) that differ by exactly the sensitivity A, an optimal rejection region is of the
form [z, 00), which implies a monotone likelihood ratio property, and 4) since the privacy guarantee
f-DP is symmetric, it is sensible to restrict attention to symmetric distributions.

The following recurrence is an important technical property of CNDs:

Lemma 8 (Awan and Vadhan (2023)) Let f be a symmetric nontrivial tradeoff function and
let F be a CND for f. Then F(z) =1— f(1—F(x—1)) when F(x—1) > 0 and F(z) = f(F(z+1))
when F(x +1) < 1.

Lemma 8 implies that if a CND is specified on an interval of length 1, then it is fully determined
by the recurrence. Awan and Vadhan (2023) showed that the above recurrence relation can be
used to construct a CND for any nontrivial symmetric tradeoff function, by starting with the linear
function ¢f(1/2 — z) + (1 — ¢f)(x + 1/2) on the interval [—1/2,1/2]. This linear function is chosen
to ensure that the resulting distribution is symmetric about zero and has a continuous cdf.

Proposition 9 (CND construction: Awan and Vadhan (2023)) Let f be a symmetric non-
trivial tradeoff function. We define Fy : R — R as

f(Fpla+1)) < —1/2,
Fy() = ep(1/2—a) + (1 —cp)e +1/2) —1/2<x<1/2,
1— f(1— Fp(z — 1)) x> 1/2.

Then N ~ Fy is a canonical noise distribution for f.

Proposition 9 demonstrates that CNDs exist for any symmetric nontrivial tradeoff function, and
gives an explicit construction. Furthermore, Awan and Vadhan (2023) give an algorithm to sample
from the constructed CND, enabling it to be employed in practice, which we have implemented in
R code for this paper.

4.2 Near-Optimality of CNDs

While Awan and Vadhan (2023) demonstrated that CNDs are essential to constructing optimal
hypothesis testing procedures, they did not give any direct results to show that CNDs add a
minimal amount of noise. In this section, we show the concentration of a CND about zero is equal
to the upper bound given in Theorem 5 at all ¢t € Z=°. This implies that at half-integer values, the
CND is more concentrated than any alternative additive noise satisfying f-DP. We also show that
the mass of any other f-DP noise distribution is no more than a radius of 1/2 closer to its center
than a CND.

Lemma 10 gives an explicit formula for the concentration of a CND, which we see matches the
bound in Theorem 5.

Lemma 10 Let f be a symmetric, nontrivial tradeoff function, and let N ~ Fx be a CND for f.
Then for all t € 729,

1—2f%(cp)  ift=2k+1,

P(IN| <t/2) = {1 —2f°%(1/2) ift =2k,

where k € 729
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Figure 2: Comparison of central probabilities for Tulap and Laplace distributions, as € varies. Left:
P(]-]<1/2), Right: P(]-| <1/4). See Example 1 for details.

Combining Lemma 10 with Theorem 5, we get the following corollary, indicating that at half-
integer values, CNDs are more concentrated than any alternative f-DP noise mechanism.

Corollary 11 Let f be a symmetric, nontrivial tradeoff function. Let N ~ F be a CND for f, and
let N’ be a random variable such that T(N', N' +1) > f. Then for every t € Z=°,

P(|N| <t/2) >sup P(—t/2 < N' —a < t/2).
a€R

It is important to acknowledge the limitations of Corollary 11, as the inequality need not hold
at values which are not half-integers. See Example 1 below:

Example 1 Recall from Awan and Dong (2022) that Tulap(0, exp(—¢),0) is the unique CND for
(e,0)-DP, which can be constructed using Proposition 9 (Awan and Vadhan, 2023) ( the name is
an abbreviation of truncated-uniform-Laplace, which references an alternative construction of the
distribution). It is also common knowledge that Laplace(0,1/¢€) is another additive noise that can
be used to satisfy (¢,0)-DP. Let N ~ Tulap(0,exp(—e¢),0) and let L ~ Laplace(0,1/¢). We see in
the left plot of Figure 2 that P(|N| < 1/2) > P(|L| < 1/2) for all values of . On the other hand,
the right plot of Figure 2 shows that while P(|N| < 1/4) > P(|L| < 1/4) for small values of e,
when € > 2, P(|N| <1/4) < P(|L| < 1/4). This indicates that the result of Corollary 11 cannot be
extended for non-integer values of t.

A consequence of Corollary 11 is that CNDs are nearly optimal compared to another f-DP
noise distribution N’; in the sense that at half-integer values, the cdf of |N| dominates the cdf of
IN" — a|]. Corollary 12 provides another perspective, demonstrating that [N’ — a| stochastically
dominates |N| — 1/2. This result can also be interpreted as saying that the mass of a competing
f-DP noise distribution is no more than a radius of 1/2 closer to its center than a CND.
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Corollary 12 Let f be a symmetric, nontrivial tradeoff function. Let N ~ F be a CND for f, and
let N’ be a random variable such that T(N',N' 4+ 1) > f. Then for every t € RZ,

P(IN|<t+1/2) >supP(—t < N' —a <t).
a€R

If N is a continuous random variable, this simplifies to P(|N| < t+1/2) > sup,cr P(IN'—a| <1t).

Remark 13 While Lemma 10 establishes that the CND for a tradeoff function f matches the anti-
concentration bounds of Theorem 5, these are not the only distributions that can do so. For example,
we see in Theorem 5 that the bounds only depend on the values f°*(cs) and f°%(1/2), which often
do not fully determine the tradeoff function f. Thus, if g > f satisfies cq = cy, gOk(Cf) = fOk(Cf)
and g°¢(1/2) = f°k(1/2) for all k > 0, then a CND for g satisfies f-DP and also matches the
anti-concentration bounds of Theorem 5.

4.3 CNDs are Sub-Exponential

In addition to comparing CNDs with other distributions, we can also directly analyze the tail
behavior of CNDs. In the following result, we establish that all CNDs are sub-exponential, implying
that their tail behavior has at slowest an exponential decay. As demonstrated in Example 2 this
result indicates that even if the target f-DP guarantee is designed in terms of a heavier tailed
distribution (such as Cauchy), a CND only requires sub-exponential tails.

Tail behavior of a noise mechanism is important to understand the dispersion, the probability
of obtaining extreme values, and whether moments exist. With heavy-tailed distributions, such
as the Cauchy distribution, it is possible that the moments do not exist. On the other hand, for
sub-exponential random variables, all moments are guaranteed to be finite.

A random variable X with mean p is (02, a)-sub-exponential if Eexp(A(X — p)) < exp(A\202/2)
for all [A\| < 1/a. The bound on the moment generating function, implies an exponential decaying
bound on the tails of the distribution by the Chernoff bound. In the following theorem, [t]| :=
max{n € Z|n < t} is the floor function.

Theorem 14 Let f be a symmetric nontrivial tradeoff function and let N ~ F be a CND for f.
Set ep =log ((1 —cf)/cy). Then the following hold:

1. P(|N|>t) < exp(—ef|t]) < exp(—ef(t —1)) fort >0,
2. EIN|" < e;"exp(es)n! forn € 79,
3. Nis (4 exp(q)/e?, 2/€y)-sub-exponential.

Proof [Proof Sketch] Using part 3 of Lemma 2, we upper bound f with a piece-wise linear tradeoff
function fe, 0. Using this along with the recurrence in Lemma 8 we obtain the inequality in part 1.
Part 2 is obtained by integrating the result of part 1, and part 3 is obtained from part 2 by using
the Bernstein condition for sub-exponential random variables. |

An interesting consequence of Theorem 14 is that there is no privacy-relevant reason to add noise
with tails heavier than exponential. We explore this in terms of “Cauchy-DP.”

Example 2 (Cauchy-DP) For m > 0, let C,,, = T(Cauchy(0, 1), Cauchy(m, 1)). Intuition sug-
gests that C,,-DP is a stronger notion of DP than (€,0)-DP, since Cauchy noise has heavier tails
than Laplace or Tulap noise. However in this example, we establish that C,,-DP is equivalent to
(¢,0)-DP, up to a change of variables.

10
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Reimherr and Awan (2019, Example 6) previously proved that adding Cauchy noise to a statistic
of sensitivity m satisfies (e (m),0)-DP, where

4+<m+m)2>

eL(m) = log <4 + (m—vm?2+4)2
(while their result is stated for multivariate t-distributions with degrees of freedom v > 1, the
argument also works for the Cauchy distribution, which is a univariate t-distribution with 1 degree
of freedom). This implies that Cyy, > fe, (m)0- This means that “Cauchy-DP” is a stronger notion
of privacy than (€,0)-DP, which agrees with our intuition.

On the other hand, using part 3 of Lemma 2, we have that Cp < fe (m)0, where ey(m) =
log ((1 — ¢m)/cm). We know that 1 — 2¢,, = TV(Cauchy(0, 1), Cauchy(m, 1)) = (2/) arctan (%
(Nielsen and Okamura, 2022), where ¢y, is shorthand for cc,,. It follows that

co(m) = log <3w — arctan(m/2) > |

2arctan(m/2) — 7

In Figure 3, we plot Cy as well as fe, 0 and fe, 0. Theorem 14 tells us that any CND for C, will
have sub-exponential tails, indicating that a CND can obtain the same privacy guarantee as the
Cauchy distribution, but with less noise.

In the right plot of Figure 3 we compare P(|N;| < t) where Ny ~ Cauchy(0,1) and Ni is
drawn from the CND for Cy constructed in Proposition 9. Empirically, for t > 1/2, P(|Ni| >
t) > P(|Na| > t) and the difference is at most ~ .00425 for t < 1/2. Thus, the CND would
be preferred over the Cauchy distribution in most applications. To illustrate the difference in the
tails, we simulated 100 random variables from both distributions®. The mazimum absolute value of
the CND wariables was 4.28 whereas the mazximum absolute value of the Cauchy random variables
was 118.43. We see that the suberponential tails of the CND significantly reduce the chances of
observing extreme events.

4.4 Optimality of Log-Concave CNDs

Among the additive noise distributions log-concave distributions form an important subclass. Log-
concave CNDs are also continuous CNDs and because of this they inherit all of the properties of
Sections 4.2 and 4.3. In this section, we give a new construction for the (unique) log-concave CND,
when it exists, and we also show that log-concave CNDs are stochastically smallest among additive
noises with the same privacy guarantee.

A continuous random variable is log-concave if its density can be expressed in the form g(z)
exp(C(x)), where C is a concave function. Log-concave distributions have many nice properties. In
particular, a random variable N with cdf F satisfies T(N, N +t)(a) = F(F~!(a)—t) for every t > 0
if and only if it is log-concave (Dong et al., 2022). This is equivalent to stating that log-concave
distributions have the monotone likelihood ratio property when testing between any two shifted
versions of N.

Awan and Vadhan (2023) established conditions for the existence and construction of log-
concave CNDs in terms of whether a tradeoff function is infinitely divisible. A collection of tradeoff
functions {f;|t > 0} is infinitely divisible if it has the following properties: 1) fso f; = fsyt for
all s,t > 0, 2) fs is nontrivial for all s > 0, and 3) fs — fo = Id as s | 0, where Id(a) =

2. The code for this paper, available at https://github.com/JordanAwan/OptimizingNoiseForFDP, gives an imple-
mentation to simulate from the CND constructed in Proposition 9.

11
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Figure 3: Left: Tradeoff function C; = T'(Cauchy(0,1), Cauchy(1,1)) as well as fe, 0 and fe, o,
from Example 2. Right: Comparison of P(|N| < t) where N ~ Cauchy(0,1) or N is a
CND for C. Vertical line is at t = 1/2 and horizontal line is at 1.

«. Infinite divisibility formalizes whether the tradeoff functions in the collection can be achieved
by group privacy. Awan and Dong (2022) showed that a symmetric nontrivial tradeoff function
has a log-concave CND if and only if it belongs to an infinitely divisible collection of tradeoff
functions. Furthermore, Awan and Dong (2022) gave a construction for the unique log-concave
CND of an infinitely divisible collection of tradeoff functions, which was expressed as a limit of
CNDs constructed via Proposition 9. In the following lemma, we give a more explicit construction
of the same log-concave distribution. Interestingly, the log-concave CND only depends on a single
value from each of the fi’s: fi(1/2) = ¢y,,. Lemma 15 also offers another way of understanding
why the log-concave CND for f; is unique.

Lemma 15 Let {fi|t > 0} be an infinitely divisible collection of tradeoff functions, and let F' be
the log-concave CND for fi. Then, fort € R0, F(—t) = f,(1/2) = cyp,,.

Most importantly, Lemma 15 can be used to construct the log-concave CND F' from the family
of tradeoff functions, but it can also be used to compute the value cy,, when f; is log-concave:

Example 3 (Laplace cy) Let fi(«) = T(Laplace(0, 1), Laplace(t, 1)), which is infinitely divisible,
with log-concave CND Laplace(0,1) for fi. Then, we can calculate cy, = F(—t/2) = (1/2) exp(—t/2),
which is simply an evaluation of the Laplace cdf.

In Theorem 16, we establish that the log-concave CND N is stochastically smallest, compared
to any other noise distribution which satisfies T(N', N' +t) > f; for all ¢ > 0.

Theorem 16 Let {f;|t > 0} be an infinitely divisible collection of tradeoff functions, and let F' be
the log-concave CND for fi. Let N ~ F and let N’ be any random variable such that T(N', N'+t) >
ft for allt > 0. Then |[N' — a| stochastically dominates |[N| for all a € R. It follows that

12
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e P(IN|<t)>P(|N'"—a| <t) for alla € R and all t € RZ?,

e For any non-decreasing function ¢, En¢(|N|) < Eni@(|N' —al) for all a € R,

e There exists a non-negative, random variable W such that |N'| g |N|+W. If N' is symmetric
about zero, then N' % N + sign(NV) - W.

While the condition T'(N', N’ +t) > f; for all ¢ > 0 is not required to achieve f-DP (it
is only required that T(N', N’ +t¢) > f for t € [—1,1]), this stronger condition is related to
individual privacy accounting (Rogers et al., 2016; Feldman and Zrnic, 2021; Koskela et al., 2023),
which tracks each individual’s privacy budget along several sequential compositions, such as in DP
stochastic gradient descent. By using infinitely divisible tradeoff functions along with the condition
T(N',N'+t)> f; for all t > 0, we can use f; as a lower bound for privacy accounting within the
{ft|t > 0} family. Theorem 16 shows that among these types of noise distributions, the log-concave
CND is optimal.

Stochastic dominance is a very strong ordering of random variables. While most prior works
focus on a specific objective criterion to optimize (e.g., mean absolute and mean squared error
(Geng and Viswanath, 2015a), optimal hypothesis testing Awan and Slavkovié¢ (2018), Wasser-
stein distance (Qin et al., 2022b)), stochastic dominance implies that the mechanism optimizes all
symmetric objectives centered at the non-private value, which are non-decreasing away from the
center.

Example 4 Ezamples of log-concave distributions include Gaussian, Laplace, Logistic, Uniform,
and Beta, as well as truncated versions of these distributions. Of these, the Gaussian distribution is
the log-concave CND for GDP, Laplace is the log-concave CND for Laplace-DP (Awan and Dong,
2022), and uniform is the log-concave CND for (0,6)-DP (Awan and Dong, 2022). Dong (2020)
showed that the logistic tradeoff function is a lower bound on the privacy guarantee for exponential
mechanisms (McSherry and Talwar, 2007).

5 Discrete Canonical Noise Distributions

In Section 4, the canonical noise distributions we considered were all continuous, as were those
considered in the previous literature (Awan and Vadhan, 2023; Awan and Dong, 2022). However,
there are also important use-cases where integer-valued noise is preferable. For example, the US
Census Bureau used the discrete Gaussian mechanism (Canonne et al., 2020) to privatize the 2020
US Census products. Other papers have advocated for discrete noise such as the Skellam distri-
bution (Agarwal et al., 2021), binomial distribution (Dwork et al., 2006a; Agarwal et al., 2018),
and discrete Laplace/geometric mechanism (Ghosh et al., 2012). Even when one may theoretically
prefer a continuous noise distribution, there may still be a benefit of using a discrete noise distri-
bution, to ensure that an implementation on finite computers has guaranteed privacy properties
(e.g., floating point calculations are vulnerable to privacy attacks (Mironov, 2012)).

In this section, we propose a definition for a “discrete CND,” which captures the idea that 1)
it is an integer-valued distribution, 2) for integer-valued statistics with finite sensitivity, it can be
used to achieve f-DP, 3) the privacy guarantee is “tight,” and 4) it satisfies a monotone-likelihood
ratio property analogous to property 3 in Definition 7.

Definition 17 Let A € Z7°, let f be a symmetric tradeoff function, and let N be a random variable
with cdf F. Then F is a discrete CND for f at sensitivity A if

13
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Figure 4: Tradeoff function of 1-GDP as well as the tradeoff function T'(N, N + 1), where N is the
unique discrete CND for 1-GDP at sensitivity 1.

1. T(N,N +t) > f, for allt € {-A,... A},
2. f(F(t+ A)) = F(t) for allt € Z, such that F(t+ A) < 1,

3. N takes values in Z, and is symmetric about zero.

Property 1 of Definition 17 implies that for an integer-valued statistic S(D), with sensitivity A,
T(S(D)+N,S(D")+N) > f for any adjacent databases D, and D’. Property 2 implies a monotone
likelihood ratio property for N, and that the tradeoff function for the discrete CND is “tight” for
f. Essentially using the rejection set (¢,00), where t € Z, the type I error for T(N — A, N) is
1 — F(t+ A) and type II error is F(t).

Note that in property 2) of Definition 17, the tradeoff function T'(N, N + A) only matches f at
rejection regions of the form (¢, 00), where t € Z. In general, this means that the tradeoff function
T(N,N + A) agrees with f at the “sharp points,” but may be greater than f at other values of a.
See Figure 4 for an illustrative example.

Remark 18 One key difference between Definition 17 for discrete CNDs and Definition 7 for
continuous CNDs is the dependence on the sensitivity. For continuous CNDs, the sensitivity was not
included in the definition, as the noise can simply be scaled up or down according to the sensitivity.
Howewver, in the discrete case, scaling affects the support of the distribution. For example, if N
takes values on the integers and we try to scale it by 2 to adjust for statistics of sensitivity 2, then
2N takes values on the even mumbers. In this case, when shifting by a smaller amount, we fail to
guarantee f-DP: T(2N,2N + 1) = 0. Instead, the discrete CND must be designed for a specific
sensitivity, as indicated in Definition 17.

14
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5.1 Existence, Construction, and Uniqueness of Discrete CNDs

In Proposition 19, we demonstrate that a discrete CND exists for any nontrivial symmetric tradeoff
function and any sensitivity, and that we can construct a discrete CND by rounding a re-scaled
continuous CND. In the case of sensitivity 1, we show in Proposition 20 that the discrete CND is
unique.

In the following proposition, the round function is formally defined as round(t) = |t + 1/2].

Proposition 19 (Existence and Construction via Rounding) Let N, be a (continuous) CND
for f with cdf F, and let A € Z>°. Then N = round(AN,.), which has cdf Fy(t) = Fn, (|t +
1/2]/A), is a discrete CND for f at sensitivity A.

In particular, combining Proposition 19 with Proposition 9, we have an explicit construction for
a discrete CND, and by using Proposition F.6 from Awan and Vadhan (2023) (reprinted as Lemma
31 in the appendix), we also have a sampling algorithm for this discrete CND.

Example 5 (Staircase Distribution) In the case of (¢,0)-DP, the discrete CND constructed by
rounding the constructed CND of Proposition 9 has a staircase shape, which has been identified in
other DP literature as a near-optimal distribution (Geng and Viswanath, 2015b; Qin et al., 2022a).
The pmf of this distribution is illustrated in Figure 5.

Example 6 (Discrete CNDs Not by Rounding) While Proposition 19 tells us that we can
construct a discrete CND by rounding a continuous CND, there are also discrete CNDs that do
not arise in this manner. Recall that for (e,0)-DP, the unique (continuous) CND is the Tulap
distribution (Awan and Dong, 2022). It follows that for each € and A, there is a unique discrete
CND for (¢,0)-DP generated by rounding the continuous CND. However, in the case of e =1 and
A =2, we demonstrate that there is an infinite family of discrete CNDs:

In the case of A = 2, constraints 2 and 3 of Definition 17 leave only one degree of freedom: the
choice of F(0); this is because symmetry enforces that F'(—1) = 1 — F(0) and the recurrence of 2
fizes all other values of F'. One can then verify that for

exp(e) + 1

0.5938455 ~
exp(e) + 3

2
xpl)  _ pio) < ~ 0.6502446,

3exp(e)+1 —

one obtains a discrete CND for (1,0)-DP. Since there is more than one discrete CND for (1,0)-DP
at A = 2, and there is only one continuous CND for (1,0)-DP, it follows that not all discrete CNDs
are a rounding of continuous CNDs.

Interestingly, for the special case of A = 1, Proposition 20 below establishes that there is a
unique discrete CND for a nontrivial symmetric tradeoff function.

Proposition 20 (Uniqueness) If A = 1, then there is a unique discrete CND for a symmetric
nontrivial tradeoff function f. Furthermore, it can be realized by rounding any (continuous) CND

for f, and has pmf P(N =) = fl#l(1 —¢;) — folol(cy), 2€Z.

This result follows from the observation that once F'(0) is chosen, the recurrence of property 2
of Definition 17 fully determines the cdf, and the symmetry via property 3 of Definition 17 removes
the freedom in the choice of F(0). Note further that combining Propositions 19 and 20 tells us
that rounding any CND (including the one constructed in Proposition 9) will result in the unique
discrete CND at sensitivity 1.
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Figure 5: Discrete staircase distribution, which is a discrete CND for (1,.05)-DP at A = 6.

Example 7 (Discrete Laplace) The unique discrete CND for f. o, at sensitivity 1 is the discrete
Laplace / geometric mechanism, with pmf

exp(e) — 1
P(N=zx)=—F—7F—— — , e Z.
(V=) = VS fexp(—elal). =
This distribution is well-known in the differential privacy literature, and has been identified as the
optimal noise-adding mechanism in pure differential privacy (Ghosh et al., 2012) for count statistics
(which have sensitivity 1).

Example 8 (Rounded Gaussian versus Discrete Gaussian) Proposition 19 tells us that round-
ing a Gaussian distribution results in a discrete CND for Gaussian-DP (since Gaussian noise is

a CND). Furthermore, by Proposition 20, the rounded Gaussian is the unique discrete CND at
sensitivity 1. The rounded Gaussian has been referred to as the discrete Normal distribution, and
has been independently studied in the statistics literature (Roy, 2003); it has pmf P(N = z) =
O((z+1/2)/0)—®((x—1/2)/0). On the other hand, the Discrete Gaussian distribution (Canonne
et al., 2020) (also sometimes called the discrete Normal distribution (Kemp, 1997)) has gained
popularity as a privacy mechanism, and has been employed in the 2020 Decennial Census. The
Discrete Gaussian with parameter = 0 and scale parameter o has pmf

py— _exp(=a?/(20%)
3300, exp(—1/(20%))’

P(N =

where 93(0,q) = > 70 ¢*" is a Jacobi theta function (Szabtowski, 2001).

In this example, we demonstrate that while the Discrete Gaussian distribution with parameter
o? = 2/p satisfies p-2CDP for integer-valued statistics of sensitivity 1 (the same zCDP guarantee
as the continuous Gaussian mechanism with the same scale parameter, Canonne et al., 2020), the
discrete Gaussian with o = 1/u does not satisfy p-GDP. For example, with p = o = 1, and setting
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Figure 6: Tradeoff function for T'(N, N + 1), where N is a discrete Gaussian distribution with
p =0 and o = 1, against the tradeoff function G1, as well as the discrete CND for G
at sensitivity 1. Note that T(N, N + 1) is below G at some values, violating the GDP
guarantee.

fpe =T(N,N+1), where N is a discrete Gaussian with o = 1, we have by the monotone likelihood
ratio property of the discrete Gaussian that

¢roe = (1/2)(1 = P(N = 0)) = (1/2)(1 — [95(0, exp(~1/2(c*)))] ") ~ 0.301,
which is smaller than cq, = ®(—1/2) ~ 0.309, which implies that fpc ? Gi; see Figure 6.

Remark 21 While a tradeoff function has a unique discrete CND for sensitivity 1, there may
be multiple tradeoff functions with the same discrete CND for sensitivity 1. In particular, we
see from Proposition 19 that the discrete CND only depends on {f°"(1 — cf)}>2 or equivalently
{f(cp)}o_1. So, if two tradeoff functions agree on these points, then they will have the same

discrete CND for sensitivity 1.

5.2 Optimality of Discrete CND at Sensitivity 1

In this section, we establish a special case of Theorem 5 for integer-valued noise, and show that the
unique discrete CND at A = 1 matches the bound. Using this result, we establish that the discrete
CND at A =1 is stochastically smaller than any other integer-centered discrete noise.

While Theorem 5 offers an anti-concentration inequality for any additive noise, the inequality
is not enforced at all values of the support. For integer-valued noises for statistics with sensitivity
1, Theorem 5 can give an inequality at every integer.

Corollary 22 Let N be an integer-valued random variable such that T(N,N + 1) > f, where f is
a nontrivial symmetric tradeoff function. Then for all t € 729,

sup P(|N —a| <t) <1—2f(cy).
a€Z
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Similar to Lemma 10, Lemma 23 shows that the unique discrete CND at sensitivity 1 matches
the bound of Corollary 22.

Lemma 23 Let N be the unique discrete CND for a symmetric nontrivial tradeoff function f at
sensitivity A = 1. Then for t € Z=°, P(|N| < t) =1 —2f°(cy).

It follows from Lemma 23 that the unique discrete CND is stochastically smaller than any
alternative DP noise, a similar result to Theorem 16.

Theorem 24 [Stochastic Optimality of Discrete CND for Sensitivity 1] Let N be the unique dis-
crete CND for a symmetric nontrivial tradeoff function [ at sensitivity A = 1, and let N' be any
integer-valued random variable such that T(N', N'+1) > f. Then, |N'—a| stochastically dominates
|N| for all a € Z. This implies that,

e P(IN|<t)>P(|N'—a|<t) for alla € Z and all t € Z2°,

e For any non-decreasing function ¢, Eno(|N|) < En¢(|N' —a|) for all a € Z,

o There exists a non-negative, integer-valued, random variable W such that |N'| 4 IN|+W. If
N' is symmetric about zero, then N’ N+ sign(N) - W.

Theorem 24 is similar to the results of Ghosh et al. (2012). The key differences are 1) our results
are for general f-DP instead of only (¢,0)-DP, and 2) our results are phrased in terms of stochastic
dominance rather than universal utility maximizers. In the case of (e,0)-DP both our Theorem 24
and the results of Ghosh et al. (2012) suggest that the discrete Laplace mechanism, discussed in
Example 7 is the optimal discrete noise for count statistics.

Example 9 Let S be an integer-valued statistic with sensitivity 1. Suppose that we are considering
two privacy mechanisms My(D) = S(D) + N and Ms(D) = S(D) + N’, where N is the discrete
CND for f at sensitivity 1 and N’ is another noise distribution satisfying T(N',N' +1) > f.

o Let ¢ be a symmetric loss function, which is increasing away from zero (e.g., Y(x) = |z| or
Y(x) = 22). Then by Theorem 24, Ep(My(D) — S(D)) < Ep(My(D) — S(D)). This is a
similar result to those in Ghosh et al. (2012) and Geng and Viswanath (2015b), indicating
that the discrete CND at sensitivity 1 is a universal utility optimizer.

e IfE(N’) =0, then Var(N) < Var(N'), by taking ¢(x) = 2* in Theorem 24.

Example 10 (Rounded Gaussian versus Discrete Gaussian, continued) In Example 8, we
saw that the discrete Gaussian with o = 1/u does not satisfy pu-GDP for sensitivity 1 statistics.
Even if there were a different scale parameter o(u), for which the discrete Gaussian does satisfy
u-GDP, Theorem 2/ tells us that the rounded Gaussian — the discrete CND at sensitivity 1 for
u-GDP — will be stochastically smaller than the discrete Gaussian.

Example 11 (Non-Integer-Valued Center) If the noise N’ in Theorem 24 does not have an
integer-valued mean, then the results of Theorem 24 no longer imply that Var(N) < Var(N'). Recall
that U(—1,1) is a CND for fy1/2 (Awan and Dong, 2022). Then N = round(U) is the discrete CND
for fos at sensitivity 1 and N' = U] is another integer-valued noise distribution which satisfies
T(N',N'+ 1) > f by postprocessing. We can calculate that P(N = —1) = P(N = 1) = 1/4,
P(N =0) = 1/2 and P(N' = 0) = P(N' = —1) = 1/2. From this, we see that Var(N) =
1/2 > 1/4 = Var(N'). This counter-example demonstrates that the result of Theorem 2. cannot
be extended to permit non-integer values of a, and that the variance may not be minimized by the
discrete CND at sensitivity 1 if a competing discrete noise has a non-integer mean.
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Example 12 (Non-Optimality for Continuous CNDs) While Theorem 24 may seem intu-
itive, it is worth pointing out that the analogous result does not hold for continuous CNDs. Re-
call that Tulap(0,e7¢,0) is the unique CND for f.o (Awan and Dong, 2022). Recall further that
L ~ Laplace(1/e) is an additive mechanism that can be used to satisfy feo-DP. However, there
1s no stochastic dominance relationship between Tulap and Laplace. For example, at ¢ = 5, the
variance of the Tulap is = 0.097, whereas the variance of the Laplace is = 0.08. On the other hand,
P(|N| <1/2) is equal to (exp(e) — 1)/(exp(e) + 1) = .987 for Tulap and 1 — exp(—e/2) ~ 918 for
Laplace. Furthermore, Geng and Viswanath (2015b) derived the minimum variance and minimum
mean absolute error additive (continuous) mechanisms for (e,0)-DP, which are not canonical noise
distributions. So, while a (continuous) CND optimizes the privacy budget, and matches the anti-
concentration inequality (Lemma 10) at half-integer values, it does not necessarily optimize other
objectives.

6 Discussion

Additive noise is a fundamental technique to achieve differential privacy, often either being employed
by itself, or as part of a more complex privacy mechanism. Due to this, it is essential to understand
the limits of what types of noise can be used to satisfy DP, and to optimize the noise.

In this paper, we have explored the constraints of noise distributions under differential privacy,
establishing upper bounds on the amount of mass that can be concentrated near the center of the
distribution. We showed that canonical noise distributions (CNDs) match these bounds, which
leads to their near-optimality. We also showed that log-concave CNDs are optimal compared to
other noise distributions with the same privacy property. To address integer-valued statistics, we
proposed a definition of a discrete CND which extended the original canonical noise distribution
definition. We showed that discrete CNDs always exist and give an explicit construction. In the
case that they are being added to a statistic of sensitivity 1, we showed that the discrete CND is
unique and the smallest of any other integer-centered discrete noise.

In addition to our theoretical contributions, the R code for this paper includes a general method
to sample from the CND constructed in Proposition 9 as well as functions to evaluate its cdf and
quantile functions. These methods can enable researchers to implement and study CNDs in future
works.

Limitations and Future Work: For continuous additive noise, the upper bounds on anti-
concentration hold only at half-integer values. It would be worth exploring whether other bounds
can be derived at other values. Alternatively, it would be interesting to investigate specific objective
criteria, such as mean squared error, or mean absolute error, which have not been studied in the
f-DP framework.

In terms of discrete noise, our definition of a discrete CND imposed that the distribution be
symmetric about zero. The optimality result of Theorem 24 also only compared against other
noise distributions centered at an integer value. Future research could weaken the discrete CND
definition to not require symmetry about zero. While introducing a bias, this would allow for a
wider range of noise mechanisms to be considered.

We also point out that the optimality of the discrete CND, Theorem 24, only applies in the
sensitivity 1 case. Near-optimality results similar to Corollaries 11 and 12 can likely be derived for
the discrete CND when when sensitivity is greater than 1.

While this paper focused on additive noise mechanisms, our results can be used to optimize the
performance of more complex mechanisms which use noise addition as an intermediate step (e.g.,
stochastic gradient descent (Abadi et al., 2016), objective perturbation (Chaudhuri et al., 2011;
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Kifer et al., 2012)). Future researchers may investigate these privacy mechanisms to determine
whether optimizing the additive noise distributions results in improved performance of the complete
privacy mechanism.

This paper focused on the central DP model, where a mechanism is applied to the whole dataset
D which is held by a single curator. As Dong et al. (2022) discussed, there is a natural version of
f-local DP, where a mechanism is applied to a single entry at a time; this offers a stronger privacy
protection because the mechanism can be applied to each individual’s data before sending the re-
sults to the curator. With this formulation, all of our results still apply in the local DP setting.
We leave it to future researchers to investigate any particular nuances that arise in the local DP
setting, such as the design of iterative mechanisms.

Multivariate Extension: The results of this paper are limited to univariate noise distributions.
Future researchers may develop a multivariate extension to Lemma 3, and explore whether there
are optimality properties of the multivariate CNDs proposed by Awan and Dong (2022).

While our techniques can be applied to multivariate distributions by restricting to 1-dimensional
projections, as demonstrated below, this has limited utility. Let N € R¢ be a continuous f-DP
additive noise distribution with respect to the norm ||-||; that is, (N, N +v) > f for all ||v]| < 1
(Awan and Dong, 2022). Then,

PNl <t/2) < HiﬁlflP(lProij\ <t/2) (1)
< HiﬁfITV(Proij, Proj, N +t) (2)
< Hi]HaflTV(N, N + tv) (3)

- 1—2f%(cp) ift=2k+1
Tl 1—2f°k(1/2) ift = 2k,

where Proj, is the orthogonal projection onto the subspace spanned by the vector v, (2) applies
Lemma 3, (3) applies the data processing inequality for total variation, and (4) uses the same argu-
ment as in the proof of Theorem 5. While this result does give some indication of the concentration
of the distribution of N, it is generally not tight as the bound does not involve the dimension. The
following example illustrates this gap in the case of Gaussian noise.

Example 13 The distribution N(0,I) is a multivariate CND with respect to ||| for G -DP
(Awan and Dong, 2022). We can directly calculate P(||Nl|loo < t/2) = [1 — 20(—t/2)]%. On the
other hand, the bound (3) simplifies to P(||N|jc < t/2) <1—2®(—t/2), and we see that the bound
1s tight only in the case that d = 1.

We believe that the reason our method does not produce a tight bound in multivariate settings
is because it is based on a two-point hypothesis test, similar in spirit to the Le Cam method for
minimax lower bounds. It is possible that using a packing argument, similar to the Fano or Assouad
methods, could produce a tighter bound that incorporates the dimension.
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Appendix A. Proofs and Technical Details
In this section, we include the proofs and technical details for the results in the paper.
Lemma 2 Let f be a symmetric tradeoff function. Then,

1. ¢y €10,1/2] and if f is nontrivial then cy € [0,1/2),

2. if f =T(P,Q), then TV(P,Q) =1 — 2cy,

1—c
8. fo,1—2¢;) < f < fep0, where ef = log( Cff>.

Proof

1. Since f(0) =0, f(1) > 0, and f is an increasing convex function, it follows that there is a
unique solution f(1 —c¢f) = c¢f. Since f(a) < a, it follows that ¢y € [0,1/2]. Furthermore,
if ¢y = 1/2, then by convexity, it follows that f(a) = «a for all «, implying that it is not
nontrivial.

2. Recall the equivalence between total variation and fys: if § is the smallest value such that
fos < f, then TV(P,Q) = 0. Recall that the fy; curves have slope 1 and have value 1 —§
at = 1. Since f is symmetric, we see that the tightest fos curve supports f at the point
(1 —c¢f,cr). We calculate that the line with point (1 — ¢, c¢) with slope 1 has value 2cy at
a = 1. We conclude that TV(P, Q) = 1 — 2¢y.

3. As discussed in the proof of part 2, f071_gcf < f. For feco, we call ¢, := ¢f. o as shorthand.

Ce

We can calculate that c. = (1 + e)~!, which implies that ¢ = log (i> Note that fe, o is

the continuous, piece-wise linear tradeoff function with break points (0,0), (1 — ¢f,cy), and
(1,1). Since f is a tradeoff function, we have f(0) =0 = fc, 0(0), f(1 —cs) = ¢y = fe; 0, and
f(1) <1 = fc, 0. Thus, since f is convex, it follows that f(a) < fc, o(a) for all a € [0,1].

Lemma 25 Let F' be a CND for a symmetric nontrivial tradeoff function f. Then F(—1/2) = cs.

Proof Let N ~ F.

e (Case 1) If F(—1/2) = 0, then by symmetry we have that F'(1/2) = 1. Consider the rejection
region [1/2,00) to test T'(N, N + 1), which has type I error P(N > 1/2) =1— F(1/2) =0
and type II error P(N +1 < 1/2) = P(N < —1/2) = F(—1/2) = 0. We see that the tradeoff
function includes the point (1 — 0,0), implying that T(N,N + 1) = 0. This implies that
¢y =0=F(-1/2).

e (Case 2) Suppose that F(—1/2) > 0, which implies that F'(1/2) < 1. Then, by Lemma 8, we
have that F/(—1/2) = f(F(1/2)) = f(1—-F(—1/2)) by symmetry. We see that F'(—1/2) = cy,
since this is the unique solution to ¢y = f(1 — ¢y).
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Lemma 26 [Lemma A.5: Awan and Dong, 2022] Let F' be a CND for a nontrivial symmetric
tradeoff function f. Then F(k-) is a CND for f°% for any k € Z>°.

Lemma 27 Let f be a nontrivial tradeoff function, and let t € Z>°. Then

P fE(ep)  ift=2k+1,
k) it =2k,

where k € Z2° and the notation f° represents fo---o f, where f appears k times.

Proof Let Fy be the constructed CND for f, by Proposition 9. Then by Lemma 26, we know
that Fy(t-) is a CND for f'. By Lemma 25, we have that Fjy(—t/2) = cgor. Using the recursive
definition in Proposition 9, we can also write

Cfot = Ff(—t/Q)

| Fp(-k—1/2) ift=2k+1,
| Fr(=k) if ¢ = 2k,

| RF(=1/2)) it =2k 41,
—EE0) if ¢ = 2k,
ey it =2k+1,

o fok(1/2) ift = 2k,

where we substituted F(—1/2) = ¢ and F¢(0) = 1/2 by Proposition 9. [ |

Lemma 3 [Anti-Concentration Inequality] Let N be a real-valued random variable. Then for all
t € R7Y, sup,ep P(—t/2 < N —a <t/2) <TV(N,N +1).

Proof Let a € R be given. Let N’ 2 N —a. For the hypothesis Hy : N’ versus Hy : N + t,
consider the following rejection region (¢/2,00). The type I and type II errors are P(N' > t/2) and
P(N' 4+t <t/2) = P(N' < —t/2) respectively. Then

P(—t/2< N —a<t/2)=P(-t/2< N' <t/2)
=1-P(N'>1t/2) — P(N' < —t/2)
=1—type I —type Il
< TV(N',N' +1t)
=TV(N,N +1t),

~~ N /N~
~— — ~— ~— ~—

where (8) uses the inequality: type I + type II > 1 — TV(N’, N’ 4+ ¢), and (9) uses the fact that
total variation is translation-invariant. |

Lemma 28 (Lemma A.5: Dong et al., 2022) Let f and g be tradeoff functions. If T(P,Q) >
fand T(Q,R) > g, then T(P,R) > go f.
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Lemma 29 Let N be a real-valued random variable, and call f = T(N,N + 1) (not necessarily
symmetric). Then fort € Z7°, T(N,N +t) > f°i.

Proof We consider the sequence of tradeoff functions T(N, N +1), T(N+1,N+2),...T(N +t—
1, N + t), which all have the tradeoff function T'(N, N + 1) > f. By Dong et al. (2022, Lemma
A5), T(N,N +t) > f°. ]

Theorem 5 [Anti-Concentration for Additive Noise] Let N be a random variable such that T(N, N+
1) > f for a symmetric nontrivial tradeoff function f. Then for t € Z>°,

{1—2f°k(cf) ift=2k+1,

supP(—t/2<N—a§t/2)§ 172!}00]9(1/2) ’Lft:2k,

a€R
where k € ZZ° and the notation f°F represents fo---o f, where f appears k times.

Proof We begin with Lemma 3:

sup P(—t/2 < N —a <t/2) <TV(N,N +1) (10)
acR

<1 =250 (11)

B {1—2f°’f(cf) if ¢ = 2k + 1,

o 1—2r%k(1)/2)  ift = 2k, (12)

where (11) uses Lemma 29 to lower bound T(N, N +t) > f°' and property 2 of Lemma 2 to get
TV(N,N +t) <1—2cgo. Finally, (12) applies Lemma 27. |

Lemma 10 Let f be a symmetric, nontrivial tradeoff function, and let N ~ Fy be a CND for f.
Then for all t € 729,

1 —2fck ft=2k+1
PN| < /2y = 1720 o) =2k,
1—2f°%(1/2) ift =2k,
where k € 729
Proof We calculate

P(IN| < t/2) = P(~t/2 < N < t/2)

=1-2Fy(-t/2)

1o fRFN(-1/2)) ift=2k+1,
B foF(Fn(0)) if t = 2k,

1 =2p% () ift=2k+1,

Sl 1—2f°k(1/2)  ift =2k,

where in the last line we used Lemma 25 to replace Fiy(—1/2) = ¢y, and symmetry to justify that
Fn(0) =1/2. |
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Corollary 11 Let f be a symmetric, nontrivial tradeoff function. Let N ~ F be a CND for f, and
let N’ be a random variable such that T(N', N' 4+ 1) > f. Then for every t € Z2°,

P(IN| <t/2) >sup P(-t/2 < N' —a < t/2).
a€R

Proof The result follows by combining Lemma 10 with Theorem 5. |

Corollary 12 Let f be a symmetric, nontrivial tradeoff function. Let N ~ F be a CND for f, and
let N' be a random variable such that T(N',N' 4+ 1) > f. Then for every t € RZ0,

P(IN| <t+1/2) >supP(-t < N' —a < t).
a€R

If N' is a continuous random variable, this simplifies to P(|N| < t+1/2) > sup,cg P(|N'—a| <1t).

Proof We reparametrize the problem in terms of s = 2¢ and consider the supremum of the ratio:
. <supaeR P(=s/2 < N' < s/2>) . (supaeR P(~[s]/2 < N' < M/2>>
P(IN| < (s +1)/2) sER20 P(IN| < [s]/2)

(supaeR P(—n/2 < N' < n/2)>
P(IN| < n/2)

s€R=0

< sup
neZ=20
<1,
where we used the facts that s < [s| and s +1 > [s], we reparametrized the supremum in terms

of n = [s], and the final inequality follows from Corollary 11. [ |

Recall that a random variable X is called (02, b)-sub-exponential with mean p if Eexp(A\(X —
u)) < exp(02X?/2) for all |\| < 1/b. Lemma 30 is a sufficient condition to to establish that a
random variable is sub-exponential.

Lemma 30 (Bernstein Condition) If E|X — ul* < 2020F=2k!, for all k > 2, then

20.2
1. Eexp(AM(X — p)) < exp <m

) for all |\| < 1/b, and
2. X is (202, 2b)-sub-exponential.

Proof Part 1 is proved in Zhang and Chen (2021, Corollary 5.2). For part 2, let |[A\| < 1/(2b).
Then, 1/(1 — bJA|) < 2. With part 1, we have Eexp(A(X — p)) < exp (62A?). ]

Theorem 14 Let f be a symmetric nontrivial tradeoff function and let N ~ F be a CND for f.
Set ey =log ((1 —cy)/cy). Then the following hold:

1. P(IN| > t) < exp(—ey|t]) < exp(—er(t—1)) fort >0,
2. E|N|" < e;"exp(ef)n! forn € 79,

3. N is (4 exp(Ef)/e?c, 2/ey)-sub-exponential.
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Proof

1. Recall, by part 3 of Lemma 2, that f < fe, 0, where ey = log (%) Then, f(1/2) <
fep0(1/2) = (1/2) exp(—ey), since ¢y < 1/2. Recall that by Lemma 8 and symmetry, all
CNDs satisfy Fy(—z) = f°*(F(0)) = f°*(1/2) for z € Z”°. So,

Fn(=2) = f7(1/2) < f&0(1/2) = (1/2)(exp(—€f))” = (1/2) exp(—€;2).
Now let ¢ > 0 (not necessarily an integer). Then,

P(IN|>t) < P(IN| > [t])
= 2Fn(=[t))
< 2(1/2) exp(—es[t])
< exp(—¢(t = 1)),

—~~ ~ —~
—_
ot

where (14) used symmetry of CNDs and (15) used our earlier result.

2. Next, we calculate for n € Z>9,

EIN|" :/ na" ' P(IN| > z) da (17)
0

< / nz"exp(—es(z — 1)) do (18)
0

= 6]71 exp(ef)nEX™ !, where X ~ Exp(ey) (19)

= et explep)n - (n—1)le; "7V (20)

=€, " exp(ef)nl, (21)

where (17) uses Ross (2019, Self-Test Exercise 7.20) and (18) uses the result from part 1.

3. Recall that the Bernstein condition for mean-zero sub-exponential random variables states
that if E|N|"® < (1/2)nlo?b"2, then N is (202, 2b)-sub-exponential. Comparing our result
with this, we identify o2 = Qexp(ejc)/efc and b = 1/e; and we have that the CND N is
(4 exp(ef)/ei, 2/€s)-sub-exponential.

Lemma 15 Let {f;|t > 0} be an infinitely divisible collection of tradeoff functions, and let F be
the log-concave CND for fi. Then, fort € R>0, F(—t) = f(1/2) = cy,,.

Proof Because F is a log-concave CND for fi, we have that Fy(-) := F(¢-) is a CND for f; (Awan
and Dong, 2022). Since F'(0) = 1/2, we have that F(—t) = Fi(—1) = f:(1/2). It remains to
establish the connection with cy,,.

Case 1: If f;(1/2) = 0, then by symmetry of f;, we have that f;(1) < 1/2. This is because
if f =T(PQ) = T(Q,P), then the type I error o and type II error 5 can be interchanged:
B = f(1l —«)if and only if « = f(1 — ). It follows that

fa(1—0) = f22(1) < fi(1/2) = 0.
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Since tradeoff functions are non-negative, we have that fy;(1 —0) = 0 and conclude cf,, = 0 =
fi(1/2).
Case 2: If f;(1/2) > 0, then consider the following:

far(1 = fe(1/2)) = t02(1_Ft(_1)) (22)

= fP2(Fy(1)) (23)

= Fi(-1) (24)

= F(-t) (25)

= fi(1/2), (26)

where in (24), we use the fact that Fy(1) =1 — Fi(—1) =1— F(—t) =1 — f¢(1/2) < 1 and apply
the second recursion formula from Lemma 8. |

Theorem 16 Let {f;|t > 0} be an infinitely divisible collection of tradeoff functions, and let F be
the log-concave CND for fi. Let N ~ F and let N’ be any random variable such that T(N', N'+t) >
ft for allt > 0. Then |N' — a| stochastically dominates |N| for all a € R. It follows that

e P(IN|<t)>P(|N'—a| <t) for alla € R and all t € RZ°,

e For any non-decreasing function ¢, ENo(|N|) < En¢(|N' — a|) for all a € R,

e There exists a non-negative, random variable W such that | N'| g |IN|+W. If N' is symmetric
about zero, then N' %+ N + sign(NV) - W.

Proof Let t € RZ0 and let @ € R. Then,

P(IN'—a| <t) < P(-t<N' —a<t) (27)
< TV(N',N' +2t) (28)
<1-—2cy, (29)
=1-2FN(—t) (30)
=—F(—t)+ F(t) (31)
= P(|N| < t), (32)

where in (28) we apply Lemma 3, in (29) we use the assumption that T'(N’, N’ 4 2t) > fy; which
implies that TV(N', N’ + 2t) < 1 — 2¢y,,, in (30) we use Lemma 15, and (31) and (32) use the
symmetry and continuity of Fiy. Finally, we have that

P(N' ~a| < 1) =lim P(N' ~a| < 5) <lim P(N| < 5) = P(IN| <1).
S. S.

The other statements follow as standard properties of stochastic dominance. |

Proposition 19 (Existence and Construction via Rounding) Let N, be a (continuous) CND
for f with cdf F, and let A € Z7°. Then N = round(AN,.), which has cdf Fy(t) = Fn.(|t +
1/2]/A), is a discrete CND for f at sensitivity A.
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Proof Property 1 of Definition 17 follows from fact that T(AN., AN, + A) > f and the postpro-
cessing property of tradeoff functions. For property 2 of Definition 17, note that

P(N=z)=Plx—1/2<AN.<z+1/2)
= FANC(.%' +1/2) — FANC(ZL‘ — 1/2),
since N is a continuous random variable. It follows that Fy(t) = P(N < t) = Fan,(t+1/2) for all
integers t. By Lemma 8, we know that f(Fn,(t+1)) = Fn.(t) for all t € R such that F, (t+1) <1,

or equivalently, f(Fan,.(t + A)) = Fan.(t) for all ¢ € R such that Fan,(t + A) < 1. Property 3
follows immediately from the symmetry of N.. |

Proposition 20 (Uniqueness) If A = 1, then there is a unique discrete CND for a symmetric
nontrivial tradeoff function f. Furthermore, it can be realized by rounding any (continuous) CND
for f, and has pmf P(N = ) = fl#l(1 —¢;) — folol(cy), 2 €Z.

Proof First we will show that properties 2 and 3 of Definition 17 uniquely determine the cdf, so
there is at most one discrete CND. Notice that given F(0), the recursion in property 2 of Definition
17 fully determines the cdf. Property 3 of Definition 17 implies that F'(—1) = P(N <0) = P(N >
0) = 1 — F(0). Combining this with f(F(0)) = F(—1), which is from property 2, we have that
f(F(0)) =1 — F(0), which implies that F'(0) = 1 — ¢;. We see that there is at most one discrete
CND at sensitivity one. Since Proposition 19 established that the rounding of any continuous
CND gives a discrete CND, it follows that this construction results in the unique discrete CND at
sensitivity 1.

Let N, be any CND for f. Note that Fy,(1/2) =1 —¢f and Fn,(—1/2) = ¢, by Lemma 25.
By the recursion in Lemma 8 it follows that for an integer x <=0, Fy,(x+1/2) = f°*(1 —¢f) and
Fn,(x —1/2) = f°*(cf). Using the expression from the proof of Proposition 19, we have that for
an integer x < 0,

P(N=2—-1)=Fn,(x —14+1/2) = Fy,(x —1—-1/2) = f**(1 — ¢y) — f*(cy).
Finally, we have that P(N = z) is symmetric with the desired formula:
P(N = —:L“) = FNC(—I‘+ 1/2) — FNC(—az— 1/2)
=1—-Fn(r—1/2) =1+ Fn_ (x+1/2)
:FNC(.T+1/2)—FNC(.T—1/2)
= P(N ==z),

where we used the fact that Fly, is symmetric (i.e., F(—z) =1 — F(z)). [ ]

Corollary 22 Let N be an integer-valued random variable such that T(N, N + 1) > f, where f is
a nontrivial symmetric tradeoff function. Then for all t € Z29,

sup P(|N —a| <t) <1—2f(cy).
a€Z

Proof Since N takes integer values, we can write

sup P(IN —a| <t) = supP< —(2t+1)/2<N—a< 2+ 1)/2) <1-2/%%cy),
a€Z a€”Z
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where the inquality uses Theorem 5. |

Lemma 23 Let N be the unique discrete CND for a symmetric nontrivial tradeoff function f at
sensitivity A = 1. Then for t € Z=°, P(|N| < t) =1 —2f°(cy).

Proof Let F; be the CND constructed in Proposition 9, and recall that Fn(t) = Fy(t + 1/2) for
t € Z, by Proposition 20. Then,

P(|IN|<t)=P(-t< N <)
=1-2F(-t—-1/2)
=1-2f"(F(-1/2))
=1-2f%cy),

where in (34), we use the fact that Fy is the cdf of a symmetric continuous random variable, in

(35) we use the recurrence in Proposition 9, and in (36) we use the construction in Proposition 9
that Ff(—1/2) = cyf. |

(
(
(
(

Theorem 24 [Stochastic Optimality of Discrete CND for Sensitivity 1] Let N be the unique dis-
crete CND for a symmetric nontrivial tradeoff function f at sensitivity A = 1, and let N' be any
integer-valued random variable such that T(N',N'+1) > f. Then, |N'—a| stochastically dominates
|N| for all a € Z. This implies that,

e P(IN|<t)>P(|N'"—a| <t) for alla € Z and all t € Z2°,
e For any non-decreasing function ¢, Eno(|N|) < En¢(|N' —a|) for all a € Z,

e There exists a non-negative, integer-valued, random variable W such that |N'| < IN|+W. If
N’ is symmetric about zero, then N’ LN+ sign(N) - W.
Proof Let t € Z=°. Then, sup,cz P(IN'—a| <t) <1-2f°(cf) = P(|N| < t), where the inequality

used Corollary 22 and the equality used Lemma 23. The first two bullets follow from properties of
stochastic dominance. Using a = 0, we get the third bullet. |

A.1 Derivation of the Cauchy-DP tradeoff function

In Example 2, we implement the CND via Proposition 9 for C; = T(Cauchy(0, 1), Cauchy(1, 1)).
Sampling from this distribution is straightforward provided that we can evaluate C; and have
c1 = c¢,, using Lemma 31 below:

Lemma 31 (Proposition F.6: Awan and Vadhan, 2023) Let f be a symmetric nontrivial
tradeoff function and let Fy be as in Proposition 9. Then the quantile function Ff_1 :(0,1) = R
for Fy can be expressed as

Ff_l(l —f(l—w)) u<cy,

Fil(w) = { 452 cp<u<l—cy,
Ff_l(f(u))—i-l u>1—cy.
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Furthermore, for any u € (0,1), the Ff_l(u) takes a finite number of recursive steps to evaluate.

Thus, if U ~ U(0,1) then F;'(U) ~ Fy.

Recall that in Example 2, we calculated that ¢; = 1/2 — (1/7) arctan(1/2), so it only remains
to numerically evaluate C'y. By the Neyman-Pearson Lemma, we know that the family of optimal
hypothesis tests reject when the likelihood ratio is above a given threshold. Given an observation
x € R from either Cauchy(0,1) or Cauchy(1, 1), the likelihood ratio statistic is
m(1+ 2?) 2z — 1

et
71+ (z—1)?) +:U2—2:U—|—2’

LRT (z) =

For rejection threshold ¢ +1 > 1, we have the corresponding rejection region [x1(t), z2(t)], where

ot IVt 4t 41

x1(t) ; ,
t+1+vV_E2+t+1
xa(t) = ; .

The type I error is 1 — a(t) = Fo(z2(t)) — Fo(xi(t)), where F¢ is the cdf of Cauchy(0,1), and the
type II error is Cy(a(t)) = 1 — Fo(aa(t) — 1) + Fe(x1(t) — 1). Since «(t) is a monotone function,
given « € [1 — ¢, 1] we can numerically solve for ¢ such that «(t) = « and then evaluate Cy(«(t)).

So far, we have a method of evaluating C («) for a € [1—¢, 1]. Since LRT(1—xz) = 1/LRT(z), we
have that for a € [0,1—¢], the rejection region is of the form (—oo, 1 —zo(¢)|U[1—z1(t), 00), where ¢
is chosen to satisfy 1—a = Fo(1—x2(t))+1—Fo(1—21(t)). Then Ci(a) = Fo(—x1(t))—Fo(—x2(t)).

Code to evaluate this tradeoff function is provided, along with code to implement Lemma 31
above, enabling us to sample from the CND of Proposition 9.
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