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Abstract. Existing decentralized access control solutions primarily
cater to off-chain systems and adopt static policy evaluation mechanisms
that fall short in addressing the unique requirements of on-chain environ-
ments. Challenges such as granularity, upgradability, and cost-efficiency
in access control for on-chain systems remain unresolved. To address
these challenges, we propose and formalize On-Chain Dynamic Policy
Evaluation (OnDPE), a novel policy evaluation mechanism serving as
an infrastructure for decentralized access control with flexible granular-
ity and upgradability. Furthermore, we formulate an OnDPE-integrated
Decentralized Access Control (OnDAC) framework tailored for decen-
tralized applications on EVM-compatible blockchains.

Keywords: Decentralized access control · Smart contract ·
Decentralized applications · Blockchain · Decentralized computing

1 Introduction

Decentralized access control for on-chain systems, particularly Decentralized
Applications (DApps), remains understudied. Recent investigation reveals that
over $300 million in losses have been attributed to vulnerable access control
flaws of DApps [5,12]. More broadly, attacks exploiting business logic, reen-
trancy, and input validation vulnerabilities leading to unauthorized access have
indirectly resulted in losses exceeding $1.1 billion [5]. Such breaches have signifi-
cantly undermined the health of the cryptocurrency market and have generated
adverse effects on various secondary markets.
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Existing solutions for DApps fall short in addressing challenges such as flex-
ible granularity, upgradability, and cost-efficiency due to their reliance on static
policy evaluation. For example, OpenZeppelin1, the most widely used on-chain
access control library safeguarding over $15 billion in assets for DApps, provides
only coarse-grained access control. Although its proxy upgrade pattern supports
smart contract upgrades, the gas consumption is comparable to redeploying an
entire smart contract, even when slight modifications pertain only to access con-
trol logic. Consequently, managing access control, such as updating access priv-
ileges and subject roles, remains highly costly. Additionally, customized access
control mechanisms may offer flexible granularity by introducing modifiers in
function signatures, embedding conditional or require statements in function
bodies. Nevertheless, customization may also introduce potential risks and still
faces challenges related to upgradability and cost-efficiency.

Motivated by tackling the challenges inherent in existing solutions, we pro-
pose On-Chain Dynamic Policy Evaluation (OnDPE), a novel policy evaluation
mechanism fully operating on blockchains to provide flexible granularity and
upgradability. Unlike traditional methods that rely on static policy evaluation
mechanisms hardcoded into smart contracts and necessitate costly redeployment
for administrative operations such as policy management, OnDPE allows for
cost-efficient modifications to on-chain state variables without the need for rede-
ployment. Moreover, OnDPE can function as a universal policy evaluation infras-
tructure for all on-chain access control frameworks with only a single deployed
instance. Building on OnDPE, we formulate OnDAC, a decentralized access
control framework that adheres to standardized terminology to define core com-
ponents with an authentication layer leveraging a decentralized identity model
and a multi-signature paradigm. OnDAC serves as a template for replication
and further refinement in various access control scenarios.

2 Related Work

We have surveyed the recent decentralized access control frameworks and found
that most are designed to secure off-chain systems, such as the Internet of Things
(IoT) [4,8], smart health [6,15], and data sharing [10,11,16].

In the realm of IoT, the Decentralized Lightweight Group Key Management
for Access Control (DLGKM-AC) [4] was proposed to address scalability and
computational overhead challenges via a hierarchical architecture. DLGKM-AC
mitigates the rekeying burden on core networks and supports scalable and flexi-
ble access control across multiple IoT groups. However, it lacks support for fine-
grained access control, which is critical for addressing diverse security require-
ments within IoT environments. Later, Bloccess [8] was proposed as a sophis-
ticated fine-grained access control framework for IoT. Bloccess implements a
hybrid blockchain structure to enforce access policies with high granularity and
security. Additionally, it incorporates robust identification and administration
mechanisms to facilitate access control management.
1 https://www.openzeppelin.com/.

https://www.openzeppelin.com/
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In the context of smart health, decentralized access control frameworks are
pivotal for protecting data privacy. Recent studies [6,15] explore fine-grained
access control frameworks to safeguard electronic health records through decen-
tralized mechanisms. These frameworks enable secure collaboration with data
centers while ensuring the privacy and integrity of health data. For a broader
application, Droplet [16] was proposed as a user-centric architecture that autho-
rizes data sharing and allows users to define fine-grained stream-specific access
control policies. Additionally, decentralized access control [2,10,11] incorporat-
ing self-sovereign identity [7] has been explored for decentralized data aggrega-
tion.

Furthermore, efforts to develop general-purpose decentralized access control
frameworks are exemplified by works [3,13]. In [13], the authors proposed an on-
chain static policy evaluation mechanism that translates XACML policies into
smart contracts through a policy translation point. Each policy is embedded
within a smart contract containing hardcoded policy evaluation logic. However,
this method is not scalable for administrative operations such as updating poli-
cies. Each policy update necessitates redeploying new contracts and reconfigur-
ing protected resources, resulting in low cost-efficiency and scalability. On the
contrary, a dynamic policy evaluation mechanism was formulated in [3], which
maintains a fixed cost for policy updates where policies are limited to role infor-
mation. Consequently, this work allows only simplistic logic in policies and lacks
the granularity required for more complex access control scenarios.

To the best of our knowledge, no existing study on on-chain dynamic policy
evaluation comprehensively addresses the issues of granularity, cost-efficiency,
and scalability. Our work aims to fill this gap by introducing a novel mechanism
that dynamically interprets ACPs during smart contract execution, thereby over-
coming the limitations of static policy evaluation mechanisms and improving the
flexibility and cost-efficiency of decentralized access control frameworks.

3 On-Chain Dynamic Policy Evaluation

3.1 Access Control Policy

An ACP is a set of rules associated with a set of protected smart contract func-
tions. These functions are managed by a context manager, which interacts with
an evaluation engine to determine whether the invocation of these protected
functions is permissible. The evaluation engine implements the OnDPE mecha-
nism, while context managers control the authorization processes.

Given that OnDPE operates entirely on blockchains, we first formalize a
blockchain as a distributed state machine. In this formalization, the blockchain
transitions from one state to another through transactions that are validated and
accepted by peer nodes within the decentralized network. Each peer node main-
tains an independent record of local states, necessitating a consensus mechanism
to ensure that the network converges on a consistent record of global states. The
concept of global states is formally defined in Definition 1.



340 Y. Ding et al.

Definition 1 (Global State). The set of global states S of a distributed ledger
consists of total functions σ : V �→ R, where V is a set of typed state variables
and R is a set of ranges for variable types. Here, V consists of four subsets:

– V b for Boolean state variables, such that ∀v ∈ V b : σ(v) ∈ Cb = {�,⊥},
– V n for numeric state variables, such that ∀v ∈ V n : σ(v) ∈ Cn = N,
– V s for string state variables, such that ∀v ∈ V s : σ(v) ∈ Cs =

{0x20, . . . , 0x7E}∗, and
– V d for address state variables, such that ∀v ∈ V d : v ∈ Cd is a valid address.

The rules of ACPs are described in propositional logic about the global states
of a blockchain. We formally define ACPs in Definition 2.

Definition 2 (Access Control Policy). An access control policy is a propo-
sitional formula over the set Ea of atomic propositions about the global state of
a distributed ledger L, where the formation rule for Ea is defined by

a ::= b | n0 = n1 | n0 ≤ n1 | s0 = s1, a ∈ Ea

where

– Boolean expression b ::= cb | vb | vb,md

f | mb with cb ∈ Cb, vb, vb,md

f ∈
V b,md ∈ Md,mb ∈ M b, b ∈ Eb,

– Numeric expression n ::= cn | vn | vn,md

f | mn | n0 + n1 | n0 − n1 |
n0 × n1 | n0 ÷ n1 | n0 mod n1 with cn ∈ Cn, vn, vn,md

f ∈ V n,md ∈ Md,mn |
Mn, n, n0, n1 ∈ En, and

– String expression s ::= cs | vs | vs,md

f | ms | s0⊕s1 with cs ∈ Cs, vs, vs,md

f ∈
V s,md ∈ Md,ms ∈ Ms, s, s0, s1 ∈ Es.

M = M b 
 Mn 
 Ms 
 Md is a typed policy parameter set that functions as
placeholders for the unknown values at the point of policy initialization.

A state variable represented by vt,d
f with t ∈ {b, n, s}, d ∈ Md stores the

returning value of type t of the pure function f associated with the address d.
An atomic proposition can be categorized as Boolean, numeric, or string based

on its composition of Eb, En, Es, respectively.

ACPs are managed by an ACC in an access control system. An ACC consists
of a global state, a set of protected smart contract functions, a set of ACPs, and
a binding function mapping actions to ACPs, such that under the global state,
a protected smart contract function can only be triggered if its bound ACP is
satisfied. In this manner, OnDPE is independent of ACCs and can adapt to
various access control systems. Formally, we define ACCs in Definition 3.

Definition 3 (Access Control Context). An access control context Γ of a
distributed ledger L is a quintuple 〈ε, F, P, ω, ρ〉 where

– ε is the address of a deployed evaluation engine,
– F is a set of protected smart contract functions of L,
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– P is a set of ACPs stored on L,
– ω : P �→ E is an argument binding function, and
– ρ : F �→ P is a policy binding function.

Here, for any p ∈ P, ω(p) : Mp �→ Cb 
 Cn 
 Cs 
 Cd evaluates the policy
parameters Mp of p to concrete values in their corresponding ranges.

Policy parameters enhance the flexibility of decision-making and policy
control. For decision making, policy parameters can serve as placeholders for
subjects and environmental factors, allowing the same ACP to yield different
outcomes for different subjects and under varying conditions over time. This
dynamic evaluation capability enables the system to adapt to changing circum-
stances and user contexts seamlessly. For policy control, policy parameters facil-
itate the setting of dynamic values, enabling ACPs to be updated and refined
without the need for deploying entirely new policies. This capability ensures that
ACPs can be fine-tuned to meet evolving security requirements and operational
needs and enhance the agility and responsiveness of access control.

3.2 Mechanism

OnDPE involves two distinct roles: access control administrator and subject.
Administrators manage decentralized access control systems enabling OnDPE
via context managers, while subjects invoke protected smart contract functions
after being authorized by context managers.

Context Manager. A context manager refers to a smart contract that imple-
ments an ACC Γ = 〈ε, F, P, ω, ρ〉 defined in Definition 3 and allocates a set of
state variables to store ε, P , ω, and ρ.

Management. The administrator manages a decentralized access control system
via a context manager controlling an ACC Γ. Administrators deploy ACPs P
into the state variables of the context manager by default. Also, administrators
can maintain references to ACPs deployed on any accessible smart contracts by
storing their addresses. Similarly, administrators register the addresses of pro-
tected smart contract functions F and associate them with specific ACPs P
within the state variables of the context manager. Additionally, the administra-
tor determines the address of an evaluation engine responsible for enforcing the
evaluation processes under Γ.

Administrators can modify the rules governing the administrated access con-
trol system by updating elements of Γ. For instance, they can reassign an ACP
p ∈ P to a protected function f ∈ F by updating the mapping function ρ(f) = p.
This flexibility allows administrators to dynamically adjust ACCs to meet chang-
ing requirements.
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Dynamic Argument Binding. A context manager dynamically updates the argu-
ment binding function ω of its controlled ACC Γ to ensure ACPs are parameter-
free while processing access requests. Each access request under Γ carries a target
protected function f ∈ F and an argument function η. The dynamic argument
binding procedure is shown in Algorithm 1.

A context manager dynamically updates the argument binding function ω of
its controlled ACC Γ to ensure that ACPs are parameter-free while processing
access requests. Each access request under Γ includes a target protected function
f ∈ F and an argument function η. The procedure for dynamic argument binding
is detailed in Algorithm 1.

Algorithm 1. Dynamic argument binding
Require: ω ∈ Γ, f ∈ F, η
Ensure: Parameter-free p or exception

p ← ρ(f)
for m ∈ Keys(ω(p)) do � For each policy parameter m of p

if η(m) = ∅ then
Throw exception Argument m is missing

else
p ← Replace(p, m, η(m)) � Replace the occurrences of m in p with η(m)

end if
end for
return p

Evaluation Engine. An evaluation engine is a smart contract that interprets
ACPs and can serve multiple context managers.

As shown in Fig. 1, the evaluation engine cooperates with an ACC to evaluate
ACPs. The evaluation engine exposes Evaluate function for context managers to
enforce evaluation processes and return a Boolean value as the evaluation result.

Specifically, an evaluation engine first evaluates primary forms of the
ACPs normalized by the Tseytin transformation [17] and parameter-free check.
Notably, an ACP is parameter-free if all its policy parameters are assigned spe-
cific values. Then the evaluation engine interprets the semantics of each clause in
an ACP using short-circuit evaluation, i.e., the algorithm terminates and returns
⊥ if any clause evaluates to ⊥. As detailed in Definition 2, an ACP is constructed
from three types of atomic propositions on the global state set S. Consequently,
we can establish the semantics of these three types of atomic propositions and
evaluate ACPs to Boolean values concerning logical connectives.
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Fig. 1. Overview of the evaluation engine. Bold blue arrows indicate the input and
output flow. (Color figure online)

4 Decentralized Access Control with OnDPE

We have developed an OnDPE-integrated Decentralized Access Control
(OnDAC) framework that adheres to the terminology defined in the eXtensible
Access Control Markup Language (XACML) [1]. OnDAC is designed to operate
on EVM-compatible blockchains [18] that support smart contract functionalities
and utilize gas mechanisms to manage computational resources and incentivize
network participation.

4.1 Architecture

OnDAC adopts a decentralized identity model to uniquely identify adminis-
trators and subjects. Administrators and subjects are authenticated based on
Decentralized Identifiers (DIDs) [14]. Besides, OnDAC uses a multi-signature
paradigm [7,9] to authenticate administrative operations, such as managing
ACCs, attributes, and administrative parameters.

The core components of OnDAC include a Policy Administration Point
(PAP), a Policy Information Point (PIP), a Policy Enforcement Point (PEP),
and a Policy Decision Point (PDP), each serving a specific role in the authoriza-
tion process.

As illustrated in Fig. 2, subjects interact directly with the PEP to submit
access requests for a protected function. The PEP then queries the PDP for
access decisions. The PDP, utilizing its integrated evaluation engine and subject
attributes obtained from the PIP, makes an access decision and returns it to
the PEP. If the decision is positive, the PEP proceeds to invoke the requested
function that performs coded read and write operations on the global state. If the
decision is negative, the PEP denies the access request and records the request
information for auditing purposes. Administrators manage subject attributes
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Fig. 2. The architecture of OnDAC.

through the PIP and control ACCs via the PAP. Notably, ACCs are a subset of
global states.

4.2 Enforcement Patterns

The PEP provides two enforcement patterns to accommodate various access
scenarios and requirements: injection pattern and delegation pattern.

Injection Pattern. In the injection pattern, the PEP is embedded into the pro-
tected function as an assertion statement that calls the PDP for an access deci-
sion. If the PDP returns a negative decision, the function execution is reverted to
prevent unauthorized access. This pattern is particularly useful for ensuring that
access control checks are performed consistently within the function’s execution
flow.

Programming languages like Solidity, commonly used for smart contract
development on EVM-compatible blockchains, support the use of function mod-
ifiers. Function modifiers allow for encapsulating assertion statements into
reusable components that can be applied to multiple functions. For instance,
in Solidity, an assertion for access control using ACP1 can be encapsulated into
a modifier and applied to a protected function f .

Delegation Pattern. In the delegation pattern, the PEP is explicitly deployed
as an independent smart contract. It makes a delegate call to the protected
function if the decision from the PDP is positive. The protected functions must
be configured such that they can only be called by the PEP to ensure that access
control is strictly enforced. The delegation procedure is detailed in Algorithm 2,
which takes an ACC Γ, policy arguments η, a protected function f , and its
arguments χ as inputs.
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Algorithm 2. Delegation procedure
Require: ε ∈ Γ, ω ∈ Γ, d ∈ Md, f ∈ F, ω
Ensure: Function call result R or exception

p ← Binding(ω, f, η) � Dynamic argument binding (Algorithm 1)
if Call(ε.Evaluate(p)) = � then

R ← Call(f(χ))
else

Throw exception Unauthorized
end if
return R

Notably, the protected functions F in Γ are invoked exclusively by PEPs.
Thus, each f ∈ F must be designed to distinguish between subjects and function
callers, i.e., the PEPs. For example, in Solidity, the variable msg.sender within
f actually refers to the address of the PEP, not the requesting subject. This
distinction is crucial for maintaining accurate and secure access control logic
within the protected functions.

5 Conclusion

In this paper, we introduced OnDPE, a pioneering policy evaluation mecha-
nism offering flexible granularity and upgradability and poised to function as
the infrastructure for all types of on-chain access control systems. OnDPE facil-
itates the dynamic interpretation of ACPs during runtime to eliminate the need
for additional contract deployments for administrative operations such as policy
management. Concurrently, we developed OnDAC, a decentralized access control
framework integrating OnDPE as its PDP. OnDAC also features an authenti-
cation layer grounded in a decentralized identity model and adopts a multi-
signature paradigm. The design of OnDAC follows standardized terminology to
bolster reproducibility and refinement efforts. Moving forward, our focus will
center on optimizing the implementation of OnDPE to reduce gas consumption
stemming from the evaluation engine. Additionally, we aim to introduce formal
verification techniques to certify the implementation based on its semantics and
ensure its correctness and robustness in practice.
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