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Abstract

The rise of foundation models fine-tuned on
human feedback from potentially untrusted
users has increased the risk of adversarial
data poisoning, necessitating the study of
robustness of learning algorithms against
such attacks. Existing research on provable
certified robustness against data poisoning
attacks primarily focuses on certifying ro-
bustness for static adversaries who modify
a fraction of the dataset used to train the
model before the training algorithm is ap-
plied. In practice, particularly when learning
from human feedback in an online sense,
adversaries can observe and react to the
learning process and inject poisoned samples
that optimize adversarial objectives better
than when they are restricted to poisoning a
static dataset once, before the learning algo-
rithm is applied. Indeed, it has been shown
in prior work that online dynamic adversaries
can be significantly more powerful than static
ones. We present a novel framework for
computing certified bounds on the impact of
dynamic poisoning, and use these certificates
to design robust learning algorithms. We
give an illustration of the framework for
the mean estimation and binary classifi-
cation problems and outline directions for
extending this in further work. The code to
implement our certificates and replicate our
results is available at https://github.com/
Avinandan22/Certified-Robustness.
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1 INTRODUCTION

With the advent of foundation models fine tuned using
human feedback gathered from potentially untrusted
users (for example, users of a publicly available lan-
guage model) [Christiano et al., [2017, |Ouyang et al.,
2022, Bose et al., [2024c|, the potential for adversarial
or malicious data entering the training data of a model
increases substantially. This motivates the study of
robustness of learning algorithms to poisoning attacks
[Biggio et al., 2012]. More recently, there have been
works that attempt to achieve “certified robustness“
to data poisoning, i.e., proving that the worst case
impact of poisoning is below a certain bound that de-
pends on parameters of the learning algorithm. All
the work in this space, to the best of our knowledge,
focuses on the static poisoning adversary [Steinhardt
et al., [2017, [Zhang et al.| 2022]. Even in [Wang and
Feizi, |2024] which is the closest setting to our work,
the poisoning adversary acts over offline datasets in a
temporally extended fashion which are poisoned in one
shot, and thus is not dynamic. There has been work on
dynamic attack algorithms [Zhang et al., 2020, [Wang
and Chaudhuri, [2018] showing that these attacks can
indeed be more powerful than static attacks. This mo-
tivates the question we study: can we obtain certifi-
cates of robustness for a broad class of learning algo-
rithms against dynamic poisoning adversaries?

In this paper, we study learning algorithms corrupted
by a dynamic poisoning adversary who can observe the
behavior of the algorithm and adapt the poisoning in
response. This is relevant in scenarios where models
are continuously/periodically updated in the face of
new feedback, as is common in RLHF /fine tuning ap-
plications (see Figure [I). We provide (to the best of
our knowledge) the first general framework for com-
puting certified bounds on the worst case impact of a
dynamic data poisoning attacker, and further, use this
certificate to design robust learning algorithms (see
Section. We give an illustration of the framework for
the mean estimation problem (see Section |3)) and bi-
nary classification problem (see Section and suggest
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dataset dynamically as learning proceeds in an online fashion.

Figure 1: A schematic diagram to highlight the differences between static and dynamic poisoning.

directions for future work to apply the framework to
other practical learning scenarios. Our contributions
are as follows:

1. We develop a framework for computing certified
bounds on the worst case impact of a dynamic on-
line poisoning adversary on a learning algorithm
as a finite dimensional optimization problem. The
framework applies to an arbitrary learning algo-
rithm and a general adversarial formulation de-
scribed in Section However, instantiating the
framework in a computationally tractable way re-
quires additional work, and we show that this in-
stantiation can be done for certain cases.

2. We demonstrate that for learning algorithms
designed for mean estimation (Section [3)) and bi-
nary classification problems with linear classifiers
(Section , we can tractably compute bounds
(via dual certificates) for learning algorithms that
use either regularization or noise addition as a de-
fense against data poisoning. We leave extensions
to broader learning algorithms to future work.

3. We use these certificates to choose parameters
of a learning algorithm so as to trade off perfor-
mance and robustness, and thereby derive robust
learning algorithms (Section [2.2)).

4. We conduct experiments on real and synthetic
datasets to empirically validate our certificates
of robustness, as well as using the meta-learning
setup to design defenses (Section [p]).

1.1 Related Work

Data  Poisoning. Modern machine learning
pipelines involve training on massive, uncurated
datasets that are potentially untrustworthy and of
such scale that conducting rigorous quality checks
becomes impractical. Poisoning attacks |Biggio
et al.| 2012, [Newsome et al.| 2006] Biggio and Roli|
2018] pose big security concerns upon deployment of

ML models. Depending on which stage (training /
deployment) the poisoning takes place, they can be
characterised as follows: 1. Static attacks: The model
is trained on an offline dataset with poisoned data.
Attacks could be untargeted, which aim to prevent
training convergence rendering an unusable model and
thus denial of service [Tian et all [2022], or targeted,
which are more task-specific and instead of simply
increasing loss, attacks of this kind seeks to make the
model output wrong predictions on specific tasks. 2.
Backdoor attacks: In this setting, the test / deploy-
ment time data can be altered [Chen et al.| [2017
\Gu et al., 2017, [Han et all [2022 [Zhu et al., [2019)].
Attackers manipulate a small proportion of the data
such that, when a specific pattern / trigger is seen
at test-time, the model returns a specific, erroneous
prediction. 3. Dynamic (and adaptive) attacks: In
scenarios where models are continuously/periodically
updated in the face of new feedback, as is common in
RLHF /fine tuning applications [Bose et al., [2024a], a
dynamic poisoning adversary [Wang and Chaudhuril
[2018], Zhang et al,|[2020] can observe the behavior
of the learning algorithm and adapt the poisoning in
response.

Certified Poisoning Defense. Recently, there
have been works that attempt to achieve “certified
robustness” to data poisoning, i.e., proving that the
worst case impact of any poisoning strategy is below
a certain bound that depends on parameters of the
learning algorithm. All the work in this space, to the
best of our knowledge, focuses on the static or back-
door attack adversary. [Steinhardt et al., |2017] pro-
vide certificates for linear models trained with gradient
descent, |Rosenfeld et al.| [2020] present a statistical
upper-bound on the effectiveness of ¢ perturbations
on training labels for linear models using randomized
smoothing, [Zhang et al. 2022, Sosnin et al., 2024]
present a model-agnostic certified approach that can
effectively defend against both trigger-less and back-
door attacks, observe that differential
privacy, which usually covers addition or removal of
data points, can also provide statistical guarantees in
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Adversary adapts poisoning

Adversary can

Attack Type strategy upon observing poison data Certified
model behavior for deployed model robustness
Static / One-shot X X v
Backdoor X v v
Dynamic attack only v v X
Dynamic attack & defense (Ours) v v v

Table 1: A comparison with lines of work closest to ours. Static/One-shot (|Tian et al., 2022 [Steinhardt et al.,
2017, Rosenfeld et al., 2020]), Backdoor([Chen et al., [2017, |Gu et al., 2017, [Han et al., 2022, |Zhu et al., 2019,
Zhang et al., 2022 [Sosnin et al.,|2024]), Dynamic attack only (Wang and Chaudhuri|[2018], Zhang et al.| [2020].A

detailed description is provided in Section

some limited poisoning settings. Even in [Wang and
Feizi, [2024] which is the closest setting to our work,
the poisoning adversary acts over offline datasets in
a temporally extended fashion which are poisoned in
one shot, and thus is not dynamic.

2 PROBLEM SETUP

Notation Interpretation Belongs to

0 Model Parameters ()

(0] Hyper-parameters P

z Data point Z

Fy Update rule OxZ—0O
22V Adversarial data point A

Ladv Adversarial objective fn. © +— R

[pdata Benign Data Dist. P(Z]

I1(-|@, 2*¥¥)  State Transition Kernel ~©x Z — P[O]

Table 2: Notation.

We now develop the exact problem setup that we study
in the paper. We consider a learning algorithm aimed
at estimating parameters 8 € O, and each step of the
learning algorithm updates the estimates of these pa-
rameters based on potentially poisoned data. The fol-
lowing components fully define the problem setup.

Online learning algorithm. We consider online
learning algorithms that operate by receiving a new
datapoint at each step and making an update to model
parameters being estimated. In particular, we consider
learning algorithms that can be written as

).

where Fy : © x Z — © is a parameterized function
that maps the current model parameters 6; to new
model parameters 6,1, based on the received data-
point z;, where ¢ € ® is a hyperparameter, for ex-
ample, learning rate in a gradient based learning algo-
rithm, or strength of regularization used in the objec-
tive function.

0t+1 <— F¢< Ot N Zt

Parameter Datapoint

(1)

Example To illustrate the setup we consider a simple
toy example where we try to estimate the mean of the
datapoints via gradient descent on the {5 regularized
squared Euclidean loss. Given a current estimate 6y,
upon receiving a datapoint z;, the update step can be
written as:

041 =0, — V(32 — 6,113 + 5116:13)
=(1—-n—n0)8; +nz
= F¢(9t, Zt).

Here ¢ = {n, o} denotes the learning rate and regular-
ization parameter, and are the hyperparameters of the
learning algorithm. Note that Fy is a general update
rule and we do not make any assumptions about Fy.

Poisoned learning algorithm. We consider a set-
ting where some of the data points received by the
learning algorithm are corrupted by an adversary, who
is allowed to choose corruptions as a function of the
entire trajectory of the learning algorithm up to that
point. We refer to such an adversary, who can observe
the full trajectory and decide on the next corruption
accordingly, as a dynamic adaptive adversary. While
this may seem unrealistic, since our goal here is to com-
pute certified bounds on the worst case adversary, we
refrain from placing informational constraints on the
adversary, as an adversary with sufficient side knowl-
edge can still infer hidden parameters of the model
from even from just a prediction API [Tramer et al.
[2016].

The adversary is restricted to select a corrupted data
point 224V € A, which reflects constraints such as
input feature normalization or the adversary trying
to avoid outlier detection mechanisms used by the
learner. We make no additional assumptions about
the specific poisoning strategy employed by the adver-
sary. Thus, our certificates of robustness to poisoning
apply to any dynamic adaptive adversary who chooses
poisoned data points from the set A.

We assume that with a fixed probability, the data
point the algorithm receives at each time step is poi-
soned. In practice, this could reflect the situation
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that out of a large population of human users pro-
viding feedback to a learning system, a small frac-
tion are adversarial and will provide poisoned feed-
back. Let P42*2 denote the benign distribution of data
points. Mathematically, the data point z; received by
the learning algorithm at time ¢ is sampled according
to z; ~ €6(224Y) + (1 — €)P43*2 where §(-) denotes the
Dirac delta function, and ¢ is a parameter that con-
trols the “level” of poisoning (analogous to the frac-
tion of poisoned samples in static poisoning settings
[Steinhardt et al.| |2017]). This is a special case of
Huber’s contamination model, which is used in the ro-
bust statistics literature [Diakonikolas and Kanel [2023]
with the contamination model being a Dirac distribu-
tion. For compactness of the data generation process
we define the following:

Po(2°%) i= e8(2°W) + (1 — €) Pt 2)

2.1 Adversarial Objective

Transition Kernel. Starting with a parameter esti-
mate 0, the adversary chooses 221V, then the learning
algorithm updates the parameter estimate (via Fy).
The transition kernel gives the probability (or proba-
bility density) that the parameter estimate assumes a
value 0’ after the above steps, and is defined as (recall
that &(-) denotes the Dirac delta function):

11(616, 2*") =

3(Fy(0,2) —0")]. 3
LB 0.2 -0 ()
Dynamics as a Markov Process. The dynamics
in Eq. gives rise to a Markov process over the
parameters 0. If P; denotes the distribution over pa-
rameters at time t, we have

Piy1(0) = / 11(0’'|6, z*M)P, () d6. (4)

Since the learning algorithm (dynamics of the param-
eters) is a Markov process, the sequence of actions
for the adversary (i.e., choices of z2) constitute a
Markov Decision Process with

0 , zadv7 H('IB,Zadv)
~ = ——

States Actions Tyangition Kernel

Adversarial objective function. We assume that
the poisoning adversary is interested in maximizing
some adversarial objective £,4y : ® — R, for example,
the expected prediction error on some target distribu-
tion of interest to the adversary. The adversary wants
to choose actions such that it can maximize its average
reward over time. Utilizing the fact that the optimal
policy for an MDP is stationary (i.e., the policy is time

invariant), we define the adversary’s objective for an
arbitrary stationary policy 22 ~ 7(-|@) as follows:

where the expectation is with respect to the noisy state
transition dynamics induced by the adversary’s poi-
soning policy 7.

We utilize the fact that p(7) is equal to the expected
reward under the stationary state distribution (assum-
ing the MDP is ergodic, see details in Appendix:

p(ﬂ') = [gadv(e)] .

= E

9Nd7\-(~)
The stationary state is defined as a condition where
the distribution of parameters remains unchanged over
time. In other words, the distribution of parameters
at any given point in the stationary state is identical
to the distribution of parameters at the next state.

The stationarity condition can be expressed mathe-
matically in terms of the transition kernel as:

. 1dE() [11(0'|6, 2°Y)] = d.(0") V& € O.
zava;(_‘e)

Given a family of learning algorithms Fi with tunable
parameters ¢ € ®, our goal is to estimate ¢ so that
our learning algorithm is robust to the poisoning as
described above. However, since we assume that we
are working in the online setting, it is seldom the case
that we know the data distribution P92** in advance,
making the adversary’s objective intractable. In Sec-
tion we use a meta learning formulation to over-
come the lack of knowledge about P92 in advance.

2.2 Meta-learning a robust learning
algorithm

In a meta learning setup |Hochreiter et al., [2001}
Andrychowicz et al., [2016, Bose et al.,|2024b], we sup-
pose that we have access to a meta-distribution from
which data distributions can be sampled. In such a
setup, we can “simulate” various data distributions
and consider the following approach: We take a fam-
ily of learning algorithms Fy with tunable parameters
¢ € ®, and attempt to design the parameters ¢ of
the learning algorithm to trade-off performance and
robustness in expectation over the data distributions
sampled from the meta-distribution.

In particular, in the absence of poisoned data, the up-
dates (1) on data sampled from benign data distri-
bution P4%2 result in a stationary distribution over
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model parameters @ denoted by IP’((;S, Pdata). The ex-
pected benign target loss can be written as :

b, PIatay = E (0 6
(¢, ) op(panin) 9)], (6)

where ¢ : ® — R is the loss the learning algorithm
wants to minimize.

In Section we propose a general formulation to
derive an upper bound on the worst case impact of
an adversary on the target loss (a certificate), which
we denote by c(¢, P42%) for a given data distribution
Pdata and parameter of the learning algorithm ¢ € ®.

Given a meta distribution P, we can propose the fol-
lowing criterion to design a robust learning algorithm:

;22, Epasta op | (¢, PI2) + K - (o, PA2Y [ (7)

where k > 0 is a trade-off parameter. The expectation
over P is a meta-learning inspired formulation, where
we are designing a learning algorithm that is good
“in expectation” under a meta-distribution over data
distributions. The first term constitutes “doing well”
in the absence of the adversary by converging to a
stationary distribution over parameters that incurs
low expected loss. The second term is an upper
bound on the worst case loss incurred by the learning
algorithm in the presence of the adversary.

2.3 Technical Approach: Certificate of
Robustness

For a given P2 ~ P, we attempt to find an up-
per bound on the worst case impact of the adversary.
Recalling that the sequence of actions for the adver-
sary constitutes a Markov Decision Process, the value
of the adversarial objective for the adversary’s opti-
mal action sequence is therefore the average reward in
the infinite horizon Markov Decision Process setting
[Malek et al., [2014] and can be written as the solution
of an infinite dimensional linear program (LP) [Puter-
man| [2014]. The LP can be written as:

sup E  [laav (0)], subject to (8)
d.eP[®]  O~dx(")
TEP[OX Z]

. EIE() [11(616, 2°Y)] = d.(8") V& €6,

284V o (]6)

where P[®], P[® x Z] denote the space of probability
measures on ® and © x Z respectively.

We are now ready to present our certificate of ro-
bustness against dynamic data poisoning adversaries,
which is the largest objective value any dynamic ad-
versary can attain in the stationary state.

Theorem 1. For any function X\ : © — R, for any
dynamic adaptive adversary, the average loss 18
bounded above by

su E A(O)] + lagy (8) — X (8). (9
By PO (0220 O
z*VeAd

Proof. Follows by weak duality for the LP ({g]). De-
tailed proof in Appendix [A] O

If strong duality holds Nash and Anderson| [1987],
Clark [2003], we further have that the optimal value
of is exactly equal to

inf E X (0] + Laay () — X (0).
nf gdgg 6/~H(-|9,zadv)[ (0)] + Laav (0) — X (0)
234Veca

(10)
3 MEAN ESTIMATION

Consider the mean estimation problem, where we aim
to learn the parameter 8 € R? to estimate the mean
p = E, _paaea [2] Of a distribution P43%2, Given a data
point z;, the learning rule is given by:

011 < (1 —n)0; + nz, + nBwy, (11)

where 7 is the learning rate, S = BB ¢ Si is the
tunable defense hyperparameter and w; ~ N(0,1) is
Gaussian noise. The adversary wants to maximize its
average reward according to the following objective
function:

laay () = |1 — 0. (12)

Certificate on adversarial loss (analysis).
Theorem 2. Choosing A : R? — R in Theorem |Z
to be quadratic, i.e. \(0) = 0T AO + 07b, the ad-
versarial constraint set of the form |22V — u||% < r,
the certificate for the mean estimation problem for
Pdata(z) = N(z|u, X) for a fized learning algorithm
(i.e. S is fized) is given by:
inf A bv,S, 1, %), 13

Act b zg YA B S Z) (1)
where g(A,b,v, S, u, X) is a convez objective in A, b, v
as defined below:

2

1
1

[2(1 —em(l —n)Ap —2p — nb]
enb+2vp b
+(1 — €)(n* Trace(ZA) +n°u" Ap+nb' 1)
+u "+ Trace(AS) + v(r — p' p),
ifv>0and D >0

-0 otherwise,
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(1-(1=-n*A-1TI
—ne(l —n)A
2| == "D '

—ne(1 —n)A

where D = —en?A — I

Proof. The detailed proof can be found in Appendix|[B!
The proof sketch follows by noting that for a fixed A
the dual of the inner constrained maximization prob-
lem is a quadratic expression in z21Y,0 and a finite
supremum exists if the Hessian is negative semidefi-
nite (which leads to the D > 0 constraint). Plugging
in the maximizer we get a minimization problem in
the dual variables v. Finally we note that the overall
minimization problem is jointly convex in A,b,v. O

Remark 3.1. The problem above is a convexr prob-
lem since it has a matriz fractional objective function
Boyd and Vandenberghe [2004] with o Linear Matriz
Inequality (LMI) constraint.

Meta-Learning Algorithm. Following the formu-
lation in Eq. , we wish to learn a defense parameter
S that minimizes the expected loss (expectation over
different P42*2 from the meta distribution P). For the
mean estimation problem this boils down to solving

Sest >
Acs? beR?

(15)

Remark 3.2. Note that problem is not jointly
convez in S, A, b, v because of the Trace(AS) term in

g; see (14). However, it is convex individually in S
and {A,b,v}. We use an alternating minimization

approach to seek a local minimum of problem , as
detailed in Algorithm [I.

In practice, one observes a finite number of distribu-
tions from P, and sample average approximation is
leveraged, with the aim of learning a defense parame-
ter which generalizes well to unseen distributions from
P. This process is stated in Algorithm

4 BINARY CLASSIFICATION

We consider the binary classification problem. Given
an input feature € R? such that ||z|]2 < 1, a linear
predictor @ € R? tries to predict the label y € {—1,1}
via the sign of @ "« . To define the losses, we introduce
z = yx € R? which is the label multiplied by the
feature and note that ||z|js < 1.

A dynamic adversary tries to corrupt samples so that
the learning algorithm learns a @ that maximizes the
hinge loss on a target distribution P8¢t captured by
the following objective:
laav(0) = E

z~/Ptarget

[max{0,1—67z}]. (16)

infd n* Trace(S) + KE, s~p[ iI;fO g(A,b,v, S, u, 3)].

Algorithm 1 Meta learning a robust learning algo-

rithm for mean estimation

1: Input: Set of K distributions {N(ui, ) }icix)
sampled from P[P42t3] tradeoff parameter x, and
max iterations 7.

2: Initialize: S ¢ S‘i randomly.

3: Alternating Minimization over Lagrange multipli-
ers {Aq, by, viticik) and defense parameter S.

4: fort=1,...,T do

5 fori=1,...,K do

6: Ai;biayi = a'rgmin g(Avbv v, S(t)a,uuzz)
AeS? beRY,v>0
7:  end for
g SUt+D :argmin(% Eie[K] 9(A;, b, v, S, i, X)
sesy +n? Trace(S))
9: end for

10: return ST+

The learning algorithm tires to minimize the regular-
ized hinge loss on the observed datapoints:

10, 2) = max{0,1— 07z} + %Heng. (17)

Upon observing a sample z;, the parameter is updated
via a gradient descent: ;11 = F'(0;,z;), where

F(0,z) = 0; —nVel(0;, 2¢)
=(1—on)@+nl0Tz<1]z.  (18)

Below, we provide a certificate for the adversarial ob-
jective at stationarity of this learning algorithm.

Theorem 3. Choosing A : R? — R in Theorem E
to be quadratic, i.e., \(0) = 6T AQ +b' 0, parame-
ter space ©® = {0 | |0]2 < 1} and the adversarial
constraint set of the form A = {22V | ||z24V||]y < 1},
the certificate for the binary classification problem for
Pdata(2) = {zy,...,zN} for a learning algorithm with
regularization parameter o, and learning rate n is up-
per bounded by

max (OPTl, OPTQ)

OPT, = V%gf)b 126, V) Day-1 +a@)
st. D(A,v) =0,
ri(v) + s(zi, A,b) =0, Vi€ [N].
OPTQ = inf ||p/(b, V)”QD’(A’y)fl —+ q/(y)

v,Ab
st. D'(A,v) =0,
ri(v) + s(z,A,b) =0, Vie [N].

where p()7 p/()7 CI()7 ql()7 D(), D/(), 7‘1(),...,7‘1\7(),

s() are affine functions of the optimization variables
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v, A b as defined below and v = {v1,...,v10}:

p(b, ) = % {—anb + 2 ie ((V;?b— V2i)Zi — Vai + Vﬁi)] 7
b= [ ]
q(v) = ¢'(v) + 2v9 + 110,
p'(b,v) = 1 [ onb + ZZG[N ((v1i —v2i)zi — vas + Vﬁi)] ’
D'(A,v) = [1— 1—07]) JA + vsl,
dWw)=—-v1+2+ )V21+%+1TV7+%’

ri(v) = {(1 + ) (v —vai) — M - Vn} )
V3i + Vai — Usi — VGZ

1 [(1-— 2 Azi + (1 —e)nb' z; + 1

8(2i, A4,b) = N {( 262;.]—16)7’](1 - én)Aez)Zn— Z; ’ }
Proof. A detailed derivation can be found in the Ap-
pendix E The proof steps are: (i) Regularization im-
plicitly bounds the decision variable 8 € ® without the
need for projections, (ii) Considering 2 cases for the in-
dicator term of 224V and taking the maximum of these
2 cases, (iii) Relaxing the indicator terms for benign
samples into continuous variables between [0,1], and
(iv) Using McCormick relaxations [Mitsos et al.,|2009)
to convexify the bilinear terms in the objective. O

Extension to Multi-Class Setting: Our analysis
can be extended to the multi-class classification set-
ting. Let us consider score based classifiers, where
O = {6;,...,0x} € R? are the learnable parameters
and the class prediction for a feature x € R? is given
by arg max;c(x] 9;'—:5.

The SVM loss for any arbitrary feature x with label y is
defined as: £(©, (z,y)) = >, max{0, 1+(0;—0,) Tz}

The gradient update takes the form: F(8,,(z,y)) =
Oy + 0>, L1+ (6; — 6,) "= > 0]z and for all j # y,
we have F (0, (z,y)) = 6; — nl[1 + (6; — 6,) "z > 0]z.

Note that the non-linearity in both the loss function
and the update is composed with a linear combination
of the parameters (i.e. §;—6,), and thus the analysis in
the proof of Theorem |3|still holds, and our analysis for
the binary classification generalizes to the multi-class
classification.

5 EXPERIMENTS

We conduct experiments on both synthetic and real
data to empirically validate our theoretical tools.

5.1 Mean Estimation
We wish to evaluate the robustness of our meta learn-
ing algorithm in Eq. to design a defense against

Test Performance (Fraction of corrupted samples € =0.1)

—— Defense
0.35 Baseline Defense
---- No Defense g

Mean Squared Loss
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Test Performance (Learning rate n=0.01)

o
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o
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w »

o
N

o
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o
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0.025 0.050 0.075 0.100 0.125 0.150

Fraction of corrupted samples (&)

0.175 0.200

Figure 2: Test performance (mean squared error be-
tween true and estimated means) upon varying the
learning rates (above) and the the fraction of samples
corrupted by the dynamic adversary (below) and ob-
served that our defense significantly outperforms train-
ing without defense.

a dynamic best responding adversary on a (d = 20)
mean estimation task. We consider 3 different learn-
ing algorithms: 1. No Defense: Eq. with B = 0,
i.e. no additive Gaussian noise, 2. Baseline Defense:
B in Eq. is restricted to be Isotropic Gaussian,
3. Defense: B in Eq. can be arbitrarily shaped.
We use Algorithm [I] to compute the defense parame-
ter S = BB for the latter 2 learning algorithms by
training on 10 randomly chosen Gaussians drawn from
standard Gaussian prior for the mean and standard In-
verse Wishart prior for the covariance. We report the
average test performance on 50 Gaussian distributions
drawn from the same prior (see Figure [2)).

5.2 Image Classification
We consider binary classification tasks on multiple

datasets : (i) MNIST [Deng, |2012], (ii) FashionMNIST
[Xiao et al., 2017, (iii) CIFAR-10[Krizhevsky et al.,
2009]. Detailed dataset descriptions and preprocess-
ing steps can be found in Appendix [D]

In our experiments, we choose P! in Eq. to
be the same as P92 i e, the adversary’s objective is
to make the model perform poorly on the benign data
distribution.
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Figure 3: We plot the robustness certificates for different hyperparameter settings: one obtained by optimizing
the meta-learning loss to balance benign performance and robustness (Best Certificate) and the other arbitrarily
chosen (No Defense). The certificates provide upper bounds on the objective of the optimal dynamic adversary.
Additionally, we plot the highest test losses under various adversarial attacks, serving as lower bounds on the

optimal adversary’s objective.
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Figure 4: We plot the robustness certificates for dif-
ferent hyperparameter settings: one obtained by opti-
mizing the meta-learning loss to balance benign perfor-
mance and robustness (Best Certificate) and the other
arbitrarily chosen (No Defense). The certificates pro-
vide upper bounds on the objective of the optimal dy-
namic adversary. Additionally, we plot the highest
test losses under various adversarial attacks, serving
as lower bounds on the optimal adversary’s objective.

To learn the hyperparameters for a robust online learn-
ing algorithm (Eq. (18)), we adopt the Meta learn-
ing setup presented in Eq. . We choose P as a
set of binary classification datasets on label pairs dif-
ferent from the label pair the online algorithm re-
ceives data from. For example, we use data from
MNIST: 4 vs 9, 5 vs 8, 3 vs 8, 0 vs 6 to construct
the objective in Eq. and then test the performance
of the onlne learning algorithm with the learnt hy-
perparameters on MNIST: 1 vs 7 (see Appendix @
for more details). We compute certificates for dif-
ferent fractions of the training data to be corrupted
e € {1%,2%,3%,4%,5%%}, and vary n,o for various

values of 77 and o by performing a grid search over
n € {5x1075,1x107%,5x107%,1x1073,5x 1073} and
o€ {3x1073,6x1073,1x1072,3x1072,6x1072}. We
tune the hyperparameter x in Eq. to trade off be-
nign loss and robustness certificate by the generaliza-
tion test loss on a held-out validation set. In Figure
we plot the certificates of robustness corresponding to
hyperparameters (1, o) pairs having smallest objective
values in Eq. (7).

Additionally, we evaluate the learning algorithm
against three types of attacks: 1. fgsm: The attacker,
having access to model parameters at each time step,
initializes a random z,4y, computes the gradient of
22V on the adversarial loss, takes a gradient ascent
step on 221 and projects the result onto the unit £o
ball, 2. pgd: similar to fgsm, but instead of a sin-
gle big gradient step, the attacker takes multiple small
steps and projects onto the unit ¢5 ball, 3. label flip:
the attacker picks an arbitrary data point and flips
its label. In Figure [3| we plot the best attack (corre-
sponding to largest prediction error) for each value of
€. We observe the following: The test adversarial loss
under different heuristic attacks is consistently lower
than the computed robustness certificate.

5.3 Reward Learning

We conduct reward learning experiments using
Helpsteer, an open-source helpfulness dataset that
is used to align large language models to become
more helpful, factually correct and coherent, while
being adjustable in terms of the complexity and
verbosity of its responses [Wang et al., [2023| Dong
et al., |2023]. Since the datasets of human feedback,
both for open source and closed sourced models, are
typically composed of users ‘in the wild* using the
model, there is potential for adversaries to introduce
poisoning. This can lead to the learned reward model
favoring specific demographic groups, political entities
or unscientific points of view, eventually leading to
bad and potentially harmful experiences for users of
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language models fine tuned on the learned reward.

To apply our framework to this problem, we consider
a simple reward model. Given a (prompt, response)
pair, we extract a feature representation a using a
pretrained BERT model, and our reward model pa-
rameterized by 6, predicts the reward as 8" x. Given
the score y (normalised to fall within the range [—1, 1])
on a particular attribute (say helpfulness), the learn-
ing algorithm proceeds to learn the reward model by
performing gradient descent on the regularized hinge
loss objective Eq. . We follow the similar hyper-
prameter search space as the image classification ex-
ample using the meta learning setup in Eq. . The
results for helpfulness and correctness are presented in
Figure [d] More details are deferred to Appendix D]

6 CONCLUSION AND FUTURE
WORK

This paper presents a novel framework for computing
certified bounds on the worst-case impacts of dynamic
data poisoning adversaries in machine learning. This
framework lays the groundwork for developing robust
algorithms, which we demonstrate for mean estima-
tion and linear classifiers. Extending this framework
to efficient algorithms for more general learning setups,
particularly deep learning setups that use human feed-
back with potential for malicious feedback, would be
a compelling direction of future work. Furthermore,
considering alternative strategies for computing the
bound in @, particularly ones driven by Al advances,
would be a promising approach for scaling. Recent
work has demonstrated that Al systems can be used
to discover Lyapunov functions for dynamical systems
|Alfarano et al., 2023], indicating that AI driven ap-
proaches could hold promise in this setting.
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A  Proofs

Theorem 1. For any function X : © — R, for any dynamic adaptive adversary, the average loss is bounded
above by

E (O lagy (8) — X (0). 9
s B O]+ (0)-A(0) )
z2dve A

Proof. The primal problem is defined below:

sup E  [laav (0)], subject to
d.eP[®]  O~dx()
TEP[O X Z]

E (0|0, z2V)] = d.(8') Vo' € O.
ol () [11(6'16, z°)] (6) €

zadew(-le)

For a given function A : ® — R, the Lagrangian can be written as:

L(de,mN)= E  [laay (0)] + / )\(0’)[ E [H(0/|0,zadv)]—dw(e’)}dé”

0~d7r(~) 9'6@ eNd_’r(.)
ZavaW(~|9)

= E [lu (0 E E NI

9~d,r(-)[ ad ( )}+ O~d(-) |:9’~H(.|9’zadv)[ ( )]] 9’~d7,(-)[ ( )]

Zavaﬂ'('lo)

E E O’ éa . 0) — \(6 7
O~dyr (") |:9’~H(-9,zadv)[ (0")] + Laav (0) ( )}
zadeﬂ_(.‘g)

which serves as an upper bound on the primal objective. Note that the value of the Lagrangian for a given A
depends on the expectation of Egr.r1(. |9, z0av) [AN(0")] 4 Laav (8) — A(6) over the joint distribution of 6 x 221, Since
© and A are compact, the supremum for a given A occurs for the distribution placing all its mass on the point
0, 2> maximizing: Egr 110, z00v) [AM(0")] + Laay (6) — A(0).

Therefore, for any choice of A and any feasible d, we have:

sup  L(d,m,A) = sup E A (O")] + Laay (8) — X ().
d-€P[O] 0c® 0/ ~TI(-|0,z24V)
TEP[@x Z] z*dve g
This completes the proof. O

B Mean Estimation

Theorem 2. Choosing A : R* — R in Theorem |Z to be quadratic, i.e. \(0) = 0T AO + 07b, the adversarial
constraint set of the form ||z°Y — ul|3 < r, the certificate for the mean estimation problem for P32 (z) =
N (z|p, X) for a fized learning algorithm (i.e. S is fized) is given by:

inf Ab v S X 13
Aesd’;)gw’yzog( b,v, S, p, X)), (13)

where g(A,b,v, S, 1, X) is a conver objective in A,b,v as defined below:

1 [2(1 —en(l —n)Ap—2p — nb] i
4 enb + 2vu D
+(1 — €)(n? Trace(XA) + n’n" Ap+nb ' ) (14)
+u "+ n? Trace(AS) + v(r — u' ),
ifv>0and D >0
—00 otherwise,

(I-(1=n*A-T —ne(l-n)A

where D = —ne(l—n)A —en?A — vl

} and ||z||% =z D tx.
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Proof. We can write the learning algorithm in Eq. for the case of mean estimation as follows:
0t+1 =F (Bt, Zt) + ant,

where F'(0,z) = 0 (1 — n) + nz, which is a linear transformation of 6 followed by additive Gaussian noise.

The transition distribution for the parameter is given by:

Pg paata_yaav (0']0) = eN (0’|F(0,zad"),7725) +(1—¢) E [N(0|F(6,2),n°S)] (19)

z~/Pdata
which is a Gaussian distribution whose mean depends linearly on @ and 23",

Then, we have from Eq. that the certified bound on the adversarial objective is given by:

E A(O 1- E E A(O)]| — A (0) + Laav (0 20
zanEIE)AGe/NN(F(G,zadv)wzs) [ ( )] * ( 6) z~Pdata | 9'~N(F(6,2),n28S) [ ( )] ( ) e ( ) ( a)
6

We choose A (6) = 87 A8 4+ 07 b to be a quadratic function. Then we have:
= sup €(A(F(0,2"")) +7*(V2A(0),8)) + (1 =€) E [X(F(8,2))+7°(VZX(0),S)] = A(8) + Laay (6)

~ ata
zadv cA z~P

(20Db)
2 T
0 o 2(L=e)n(1 —n)Ap —2u—nb
= sSup T || zadv + Hadv enb
22 —p3<r B "
+ (1= €)(n* Trace(ZA) +n°u" Ap+nb" p) + ' p, (20¢c)
_[A-0-n)A-T —ne1-nA
where E = [ —ne(1—n)A —en?A ,
The dual function of this supremum (with dual variable v) can be written as:
2 T
_ 6 6 201 —e)n(L —n)Ap — 21 —nb
TR H [Z"‘dv] b [zadv] [ enb + 2w
0
+ (1 —€)(n” Trace(ZA) +n*p" Ap+nb ) + p' p+v(r — p' p) (20d)
_[a-0-m)A-T -nel-nA
where D = [ —ne(l —n)A —en?A—uvI |’
The inner supremum is a quadratic expression in 22, @. A finite supremum exists if the
Hessian of the expression is negative semifdefinite. Plugging in the tractable maximizer
of the quadratic, we get:
L[ [200 = en(1 = n)Ap — 20— yb] ||® 2 2 T T
Ig% 1 H [ enb + 2vp1 . + (1 —¢)(n” Trace(XA) +n“n' Au+nb' p)
+ p" o+ n* Trace(AS) + v(r — p' 1) such that D > 0. (20e)
This completes the proof.
O

Lemma B.1. The stationary distribution in the absence of adversary for the mean estimation problem for
Pdata — N(u, X) takes the form:

P (S, P4 = N (1, n*S).
Proof. The stationary distribution is tractable in this case. Recall from Eq. , setting € = 0, the transition

distribution conditioned on 6 is a Gaussian whose mean is linear in 8. Therefore the stationary distribution:

E_[Ps pue (6]60)]
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will be a Gaussian distribution as a sum of Gaussians is also a Gaussian. Let us assume the distribution has
mean m. Comparing the means we have:

m(l—n)+nu=m
= m = L.

Moreover, Pg pasta (0'|0) is a Gaussian with covariance 0?8 for all . Hence the expectation over P also has
covariance n2S. This concludes the proof. O

Lemma B.2. The loss at stationarity of the learning dynamics in the absence of an adversary for the mean
estimation problem for P4t = N(u, X) is given by:

v > 21
O~P(S Pdata) ()} n ra(:e() ( )

Proof.

(16 — ull3]

= E 0113
N s [16112]
= n? Trace(S).

E
O~N(p1,m2S)

O
Remark B.1. We use CVXPY [Diamond and Boyd, [2016] to solve the optimization problems in Algorithm [1.

C Binary Classification

Lemma C.1. If [|6g|lz < 1, then for allt >0, ||64]|2 < L.
Proof. Use Induction and triangle inequality. O
Lemma C.2. Consider the primal problem (here Q = 0):

sup—z ' Qz +plT+ply

@y

such that

Alx+ AJy = ¢; Vi € [m).

Its dual is the following oprimization problem:

1
inf 2llpy+ > Auvillg - .g]%—TCi

ViseosVm Z
i€[m)]
such that
P2 + Z Agiv; = 0.
i€[m]
Proof. We write the primal objective’s dual function with Lagrange parameters vy, ..., v,, = 0 as follows:

sup —x ' Qx + (p1 + Z Ayvi) @+ (p2 + Z Agivi) 'y — Z v'e;.
=y i€[m] i€[m] i€[m]

The supremum is maximized for:
* 1 -1
r = §Q (p1 + Z Aqivy),
i€[m]
and since we don’t have a lower bound on y = 0, we need ps + Zie[m] Aqv; = 0.

Plugging these in, the dual function completes the proof. 0
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Theorem 3. Choosing A : R* — R in Theorem |Z to be quadratic, i.e., \(8) = 0T AQ + b0, parameter space
© = {0 | ||0]2 < 1} and the adversarial constraint set of the form A = {2V | ||z22%||]y < 1}, the certificate
for the binary classification problem for P42 (2) = {zy,...,zx} for a learning algorithm with regularization
parameter o, and learning rate n is upper bounded by

max (OPTy, OPT>,)

— 2
OPT, = Jof, lp(d. V)Deay-— +av)
st. D(A,v) =0,

ri(v) + s(z,A,b) =0, Vie[N].

OPT,

nf P (b, [Bia s+ W)

S't' D/(Aa V) t Oa
ri(v) + s(z;, A,b) =0, Vi€ [N].

where p(), p'(), 40), ¢'(), D(), D'(), r1(),...,rn(), s() are affine functions of the optimization variables v, A, b
as defined below and v = {v1,...,v10}:

1 |—onb+ ZiG[N] ((v1s — v2i)zs — vas + Ves)
p(bv V) - 5 |: e'r]b ’
=1 —=on)?]A +vsI —€(1 —on)nA + vl
D(A,v) = [ —€(1 —onnA+ vl —en? A + viol
q(v) = q'(v) + 2o + 110,
1
p'(b,v) = 3 [—anb + ZiE[N] ((v1i — vai)zi — vai + V6i)] ,
D'(A,v) = [1 - (1 - on)? A+,
dW)=-v1+2+ L1+ <V4+ZG)T1 +1vr + %7

T T
ri() = (L 2w — ) — A0 —
V3i + V4; — Vs; — Vgi )

) _1la- G)HQZZTAZi +(1- e)anzi +1
S(Zz;A»b) - N |: 2(1_6)77(1_0'77)AZ1'—Z1' .

Proof. Since € fraction of the samples are corrupted by the adversary, the transition distribution conditioned on
224 the benign distribution P4%** and the defense parameter o is given by:
P, pisia zoav (6']0) = ¢F(8,2°") + (1 —¢) E [F(8,2)]
’ ’ z~/pdata
=e((1—on)@+nl[0" 2" < 1]2*M) + (1—€)(L—on)0+n E [I[07z < 1]z]).

z~/Pdata

We wish to analyse the adversarial loss at stationarity. We consider the following 2 cases at stationarity. Consider
©1, A, as the space such that (i) I[@T 229 < 1] = 0, the transition distribution at stationarity looks like:

Py paata zaav (0']0) = eF(0,2°%) + (1 — ¢) E 1F(6,2)
z~pdata

=e((1—on)0+nl[0 2" < 1]2*M) + (1—e)(L—on)0+n E [I[0"2z < 1]z])

z~/pdata

=(1-2(-emo+1—en E [107z<1]]

1—e€ zropdata

This can be interpreted as the stationary distribution in the absence of an adversary with learning rate (1 — ¢)n
and regularization ﬁ

The other case is @2, A such that (i) [T 224 < 1] = 1.



Keeping up with dynamic attackers: Certifying robustness to adaptive online data poisoning

Note that {®1 x A1} U{O2 x A2} = © x A. We can treat both these cases separately in our original problem
Eq. [8 before going to the formulation in Eq.[9] Thus we aim to find a certificate for each of these cases and we
do so via the formulation in Eq. [9] and take the max of these upper bounds.

Choosing A (8) = 87 A8 + 0 7b to be a quadratic function, we derive the certificate for a fixed o:

OPT= sup e(A(F (O,Zad"))) +(1—¢) E [A(F(0,2))] —A(0)+ laay ()

ZadveA zNIpdata
6:]16]12<
= sup [(1—on)?—1]0"T A0+ en’1[07 224 < 1]z"‘d"TAzadv + 2¢(1 — on)nlI[@" 22 < 1) Az
2*Ved
6:)|6)l2< 3
+enl[0" 22 <1)b" 22V + (1 —¢) [Elsla ) (1072 <1]z" Az +2n(1 —on)[[0T2 < 1]0T Az + [0 2 < 1]b" 2]
—onb' 0 + ZNH;]?(IMM [max{0,1 — 6" 2}]

(Using sample average approximation for P4 with data points from the training data set we get:)

= sup [(1—0on)? 10T A0 + T[0T 22" < 1]zadv—|—Azadv + 2¢(1 — on)nl[@" 22 < 1) Az
adv A
o522
2:€{0,1}Vi€[N]
1
+enl[@T 22 <1]b" 22 4 (1 — E)N Z {n2qiz;Azi +2n(1 —on)q0" Az +ngib’ z; |+
i€[N]

% > |:qi(1 - BTzi)] —onb' O

1€[N]

d d
such that 1 — 07 z; < (1 + ;)qi, 1-0"z;>—(1+ ;)(1 —q;)Vi € [N].

To get rid of the indicator variable I[@ T 224V < 1], we can write the certificate as the maximum of 2 optimization
problems, (i) OPT; with I[@7 224V < 1] = 0 and, (ii) OPT, with I[@" 22V < 1] = 1. Note that the optimization
problem in OPT; doesn’t have 224V as a decision variable. We first focus on the relaxations on the optimization
problem in OPT3 and a bound on the optimization problem in OPT; can be obtained by dropping the terms in

22 from OPT,.

OPTy = sup [(1—on)?—1]07 A6 + engzadVTAzadv +2¢(1 —on)n@ " Az*Y + enb T 22

z2ved
6:(162<%
4:€{0,1}Vi€[N]

+ (1 - e)% igv] [n2q¢z;Azi +2n(1 —on)q;0" Az + nqiszi} + Jifi;v] {%’(1 - OTzi)] —onb' 0
such that 8722V < 1,1 -0"2, < (1+ %)qi, 1-0Tz>—-(1+ %)(1 — q;)Vi € [N]
(Relaxing integer variables ¢;’s to continuous variables)
< sup [(1—0n)>—1]0T A0 + enzzad"TAzadV +2¢(1 — on)n® " Az*Y 4 enb " 2
z*VeA

o:ll6ll2<%
q:€[0,1]Vi€[N]

1 1
+(1-y > [UQQiziTAzi +21(1 — on)qi0 Az; + UQiszi:| Tty > l:Qi(l - OTZi)] —onb'6
i€[N] i€[N]

1 1
such that 0722V < 1,1 -0"2; < (14 =)g;, 1 — 0"z > —(1+ =)(1 — ¢;)Vi € [N].
o o



Avinandan Bose, Laurent Lessard, Maryam Fazel, Krishnamurthy Dj Dvijotham

Using McCormick relaxations for bilinear terms ¢;0, we get:

7 1—(1—-0on)?A —e(l—onnAll] 6

OPT, < -1 [ adv| T
2_zﬂdVeA?;1:|F\)euzgi, [zddv] [_6(1_077)77A —en’A ][zddv]

geRY weRN

[cmb] ! [0 2]

N LT T T
LAz +(1—€enb' z; +1
enb z_: { Topar } i

1 —emn(l —on)Az; — z;
such that

2 0+ (1+ 1)&21‘#26[]\7]

—z'0—(1+ 1)
¢;1/0 +w; = 0Yi € [N],
—0—q¢l/o+w; = —1/o Vi€ [N],
gil/o —w; = 0Vi € [N],

0—qil/oc —w; = —1/0 Vi€ [N],
q=0,

-q= -1

1-072* > 0.

—(2+§)w e [N,

From the Mccormick envelope constraints, and the constraints on 8 and g, we can derive that w; > 0 Vi € [N].
Plugging A = {z24V|||224V||, < 1}. Now we utilize Lemma |§ to write the dual problem as:

. L. |=onb+ >, (15 — v2i)zi — Vai + vei)
inf =l 2 €Nl D1

vivareRY 4 enb
vg,v4,v5,v6 ERY <4
vs,v9,v10ER Y
1 va+1g) "1 v
142+ ) ;1+%+1TV7+;§+2V9+V10-

such that

T (vast s
(1+ 2) (v — vai) — Llntve) ),

o

+ s(z;, A,b) X 0Vi € [N].
V3; + V4 — Vs — Ve

D >0
where
D {[1 —(1—on)?A+vsl —e(l—onnA+ 1/9} .
—(l—ommAtry  —aPAtmol
We use v = 0 to compactly denote {v1,...,v10}. Define the following affine functions in v, A, b:

p(b.v) = { onb+ 3 e (V1 — vai)zi — vai + Vﬁi)} c R
2 enb

= =on)’]A+wI —e(l—oonnA+vy| 2
D(A,v) = [ —€e(1 —on)nA + vy —en? A + vl S¥

(V4 + V@)Tl

1

T T
=—v; 14+ (24 — 1+
Q(V) Yy ( )Vz

1%
+1TV7+U—§+QV9+V106R,

T . .
(1+ L) (v — vgy) — 2leaatred o,

c Rd+17
V3i + Va; — Vsi — Ve

’I“Z‘(V) =

, _ 1A=zl Az + (1 - b 2z + 1) '
s(zi, A,b) = & [ 21— (1 — on) Az — 2,) ] € R4+,



Keeping up with dynamic attackers: Certifying robustness to adaptive online data poisoning

The certificate can thus be written compactly as:

<i DA
OPT, < inf [p(b, 1) [Da) -+ +a(v)

such that
ri(v) + s(z,A,b) X0Vi € [N],D(A,v) > 0.

Similarly OPT; can be upper bounded as:

OPT; < inf /(b a )+ +4' ()

such that
ri(v) +8(z,A,b) X 0Vi € [N],D'(A,v) = 0.

where:

N |

p'(b,v) = = [~onb+ e v (Vi — v2i)zi — vai +v6i)| € RY,
D'(A,v)=[1-(1-on)*A+ulcSi,

1 1
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g g g
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ZadvEA,91H9H2S%7 z 6( 077)77 677 z
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such that

1
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1 1
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D Experiment Details

D.1 Vision Datasets

We use the following pre-processing for all datasets. Use pretrained ResNet18 on ImageNET to extract features
as the output of the pre-final layer. Perform Singular Value Decomposition (SVD) to select the top d = 30
directions with largest feature variation. We normalise our dataset to ensure zero mean, append 1 to each
feature vector to capture the bias term, and scale to ensure each datapoint has 5 norm less than or equal to 1.
We multiply the {41, —1} labels to our features.

We split the training set into P4%2 and P8¢t which are used to compute the certificates. For the simulation
of the learning algorithms with various attacks, the same P92t and Pt2'8°t are used. The evaluation of these
learning algorithms is done on a test set which is distributionally similar to Ptareet,

D.2 Reward Modeling

We use the following pre-processing the HelpSteer dataset. We pass as inputs a concatenated text of the prompt,
response pair to a pretrained BERT model to extract features as the output of the pre-final layer. We then
perform Singular Value Decomposition (SVD) to select the top d = 30 directions with largest feature variation.
We normalise our dataset to ensure zero mean, append 1 to each feature vector to capture the bias term, and
scale to ensure each datapoint has ¢ norm less than or equal to 1.

The scores on each attribute in the raw dataset are natural numbers between [0, 4]. We linearly scale it to lie in
the range [—1,1]. We then multiply the labels to our features.

We split the training set into P42t and P8¢t which are used to compute the certificates. For the simulation
of the learning algorithms with various attacks, the same P92t and Pt2'8°t are used. The evaluation of these
learning algorithms is done on a test set which is distributionally similar to Ptarect,
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