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Outline nicp

« Background and motivations
« In a Network-Cloud ecosystem (ecosystem) achieving resilience requires cooperation.

Multi-entity ecosystem

Multi-entity: network-cloud ecosystem is owned

by different entities, e.g., Telecom Carriers and
Data Center Providers (DCPs)

A new entity: Provider neutral exchange (PNE),
a third-party entity facilitating multi-entity
cooperation in ecosystem.

J Carrier-A

A A
>_’.< -

* Modeling study of multi-entity cooperation for network-cloud recovery
« Platform study of multi-entity cooperation for network-cloud recovery

 Summary
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Introduction of Provider Neutral Exchange (PNE) NicP

Provider neutral exchange (PNE) Candidate for PNE (e.g., IXPs)
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Internet exchange points (IXPs) around the world/-3!
PNE can be a consortium of distributed co-location centers gep ( )

or Internet exchange points [1] https://en.wikipedia.org/wiki/List_of Internet_exchange_points

[2] https://www.pch.net/ixp/dir
[3] https://www.internetexchangemap.com/#/

* Traffic exchange points in the network-cloud ecosystem
* Interconnecting telecom carriers, ISPs, DC providers and users
 Candidates for PNE

* |XP, colocation center, even DC provider and Telecom carrier
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Target Use Cases: Cooperative Resource Allocation in Ecosystem Nclé')

Business-as-usual Service: Failure/Disaster:
DCI lightpath/Slice service Enhanced resilience of ecosystems
gmp W employ the same 4

DCI lightpath/slice service for faster recovery Fiber link failure

ROADM A1 A3 Carrier A A1 Carrier A
Packet SW/Router (== : po X , J

__:_J Lightpath support
l

between carriers
via Carrier-Carrier
Coop.

?_ b i D3

U1 /‘~P1 P2 P3 il i D3
DCPs I
Users I I Detoured lightpath
Carriers (Orgs) via DCP-Carrier Coop.
PNE node (Px) Lo ¢ (=2 J
Provider neutral exchange (PNE)
B1 Carrier B .

= | ong-distance fiber - Carrier B
—— Short-distance fiber ~ City 1 City 3 City 1 City 2 ) City 3 y

Questions:

® - How to facilitate cooperative resource allocation without violating confidentiality?

=21
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Modeling Study of Multi-Entity Cooperation
for Network-Cloud Recovery
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Modeling Study of Multi-Entity Cooperation for Network-Cloud Recovery N(IE/T)

— Connection supported by Carrier A
= Connection supported by Carrier B

Nodes Ax, Bx, Ix, Dx are
connected through Px via short-distance
links within close proximity

ICarrier A
ICarrier B

DCP-Carrier-ISP Coop

PNE node (Ex)

DCP-Carrier Coop

CB8O

' »4?;» 7

: CB2° CB3° —BE

Carrier-Carrier Coop

Abstracted information
with limited visibility

Confidential information

Carrier A

Overlapped physical network infrastructures of the carriers
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Evaluations in Disaster Recovery Scenarios NicP

* Topology: To observe the potential benefits of carrier cooperation
« Carrier networks and

» For simplicity, both carrier networks are identical and
abstracted to PNEN with 11 nodes and 15 links (a subset of

Japan photonic network model (JPNM) [1]) i_q'rier-A optical packet transport network
 Damage scenario: ——

« Damages in carrier networks
» Heavy damage: 5 survived links in Carriers A and B
» Light Damage: 10 survived links in Carriers Aand B

* Mixed damage: 5 survived links in Carrier Aand 10 survived
links in Carrier B

* Recovery cost level of damaged fibre links

Abstraction

'
-
-
-
-
-
-
-®

“"“Surviving
PNE Seg

* Low cost level: [1, 4] units PNE & reference topology [1] _
* Medium cost level: [1, 7] units == - - - .

o CEL4>

* High cost level: [1, 10] units
« Strong correlated damage in carrier networks

» Carriers’ co-located fibre links have a high probability, 0.8, to
be failed simultaneously

» Traffic demands:
* Requests: Avg. 12 highest priority IP-over-WDM connections
» Bandwidth: Avg. 130 Gbps per connection Req

Abstraction

+ Etc. — Carrier-B optical packet transport network
» Lightpath capacity 100 Gbps —
 Pseudo price of a carrier’s lightpath support Overlapped carrier networks in disaster area
* 2 units per survived link
« Extra 50 units dummy price per damaged link in PNE topology [1] T. Sakano et al., IEICE Tech. Rpt. PN2013-01, 2013. 7
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Case Study 1: Carrier- Carrier Cooperative Recovery ”C’E/T)
Lead Time Reduction
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S. Xu, et al, ONDM2023 (Best Paper Award)
Recovered service (%) S. Xu, et al, JOCN, May 2024. 3
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Case Study 1: Carrier- Carrier Cooperative Recovery N@T)
Cost Reduction
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Recovery cost level (unit)

For each carrier, Net cost = 2 (Recovery cost + Payment for buying lightpath supports)
— X' (Income of offering lightpath supports)

FNWF2024, Dubai, UAE 10/15~10/17 2024 Copyright 2024 National Institute of Information and Communications Technology



Case Study 2: DC provider - Carrier Cooperative Recovery ”C’E/T)
Lead Time Reduction in Cloud Service Restoration

Heavy Damage Mixed Damage Light Damage
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S. Sahoo et al., OFC2022, W2A.23, Mar. 2022. 10
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Case Study 2: DC provider - Carrier Cooperative Recovery /vgg/r)
Efficiency and Cost Reduction in Cloud Service Restoration
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S. Sahoo, S. Xu, S. Ferdousi, Y. Hirota, M. Tornatore, Y. Awaji, and B. Mukherjee, “Datacenter-Carrier Cooperation over Optical Networks during
Disaster Recovery,” Optical Fiber Communication Conference (OFC), San Diego, California, USA, Mar. 2022 11
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Platform Study of Multi-Entity Cooperation
for Network-Cloud Recovery
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Cooperative Planning: DCP-Carrier Cooperative Recovery ['12] ”C’E/T)

DCP-Carrier cooperative recovery Framework: Progressive cooperative planning
auniis (distributed and multilateral optimization)
DC Provider mContents

Carrier-A/B PNE DCP-x

@ = D6 80 Gbps \ Planning '
e 20 Gbps . . Planning
};@- @' I Y I & 11D eSS SUt.)taSI.(j Fhase 1;PE fopo. gen. subtasks
- = (EETED STt PNE topoldgy (pub.) (DCP side) .
ce top = = = - IER» Phase 2:
===} - - - Initial planning DCI status (Priv.) .’
- G Phase 3:
Y - Phase 3: _ l Initial planning  [l=X!
______ %:‘_‘_Z‘.Zm .. Pricing Price (pub.)| phase 4:
TSR Abstracted | "R} Price (pub.) P4
5. ee e topology =, | Phase 5:
3 Regs (Priv) I ¢ P5
re-optimization
Phase 6: '
Recovery planningfl p.sits (Priv.) P6
Abstracted public info sharin Final
P g solution
w/o violating confidentiality
[1] S. Sahoo et al., “Datacenter-carrier cooperation over optical networks during disaster recovery,” in Proc. OFC2022, Mar. 2022.
[2] S. Sahoo et al., “Strategic Cooperation among Datacenter Providers and Optical Network Carriers for Disaster Recovery,” in Proc. Globecom2022, Dec. 2022. 13
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Motivation: Create a MCP (Tool) to Facilitate Cooperation in Ecosystem /vgg/r)
Multi-Entity Cooperation Platform (MCP)

S
{PNEJ

MCP enables diverse cooperation schemes

Carrier-A/B

Carrier-A/B PNE DCP-x PNE

/ < - %
Phase 1:EPNE

Phase 1: Damagé
Phase 2: PNE

ARl L PNE topolo wm‘%ﬂm i,
Phase 3: Pricing ' (abs.)
topology |Gen. (abs.) Price
Phase 4: Price
Phase 2. ENE torblogy - ) ‘ Price broadcast ' Agg.
Initial %-
planning DClI status| ECOVery
- Phase 3: gr""'"ﬁg | R
Phase 3: Initial ase 6: egs Phase 72
Pricing Price Jannili Recovery " Deadline. . —_—Reca_\:-
Phase 4: | P g scheduling R . 0
|Pr4ce Ad €qs¥ tasks sharing
Price broad 99- Task-balance sheet /balancing
[aoo i GadcRat Phase 5: Ischedule | /rescheduling
Re- Phase 8: L
Regs optimization Evaluation pdated deadline o .
Phase 6: ‘ ' ase 9: Update
AR
Recovery Phase 10: . Refined task-
planning andf Results Confirmation balance sheet/
Ca r r I e r A scheduling | ‘ schedule
E AP - DCP-Carrier Coop. Carrier-Carrier Coop.

g &

Key requirement: Open/Fair public info sharing in cooperation

Fit
t Features of DLT-based Info sharing
Blockchain Q @ b «  Decentralization
(DLT-based) _ *  Tamper-proof
* Privacy protection
<> Huperledger + Reliable data sharing
| X FABRIC - et
Ethereum Hyperledger Foundation

Example of mainstream implementation of Distributed Ledger Technology (DLT) supporting non-financial applications

S. Xu, S. Sahoo, N. Yoshikane, S. Ferdousi, M. Shiraiwa, Y. Hirota, T. Tsuritani, M. Tornatore, Y. Awaji, and B. Mukherjee, ONDM2024 14
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System Structure of MCP for Cooperative Recovery Planning /vgg/r)

MCP Supports Cooperative recovery planning
3 PNE DCP-x
.
@ j ﬁ) Blockchain i(%;é
Flenning Phase 1:PNE topo. gen. Planning
§ Transactions { g : Su?tas‘fs ) s subtasks
2 Al carrier siae PNE t | b. ;
[_[ Peer/Ledger [~] [ Peer/Ledgerﬁj [_[ peer,Ledgerﬁ - opology (pub.) (DCP side)
Initial planning DCI status (Priv.)
HSmart Contract Call H H Phase 3:
Phase 3: 5 S l Initial planning
a . ici rice . .
[_[ Messenger | [_Messenger | [_[ Messenger | Pricing e (bt Phase d:
1 Price (pub.)
) Msg/data  {} i

Phase 5:

Regs (Priv.) ' DCI
re-optimization

DC Provider
Planner

Phase 6:
Recovery planningl Results (Priv.)

u Carrier J [ PNE J
Planner Planner
Abstracted public info sharinﬂ

w/o violating confidentiality
Three Features of MCP

Support for diverse cooperation Multi/Bilateral info sharing

FNWF2024, Dubai, UAE 10/15~10/17 2024

Simple coordination among stakeholders
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Demonstration with a MCP Prototype
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Experimental Setup of MCP with HyperLedger Fabric (OSS)

<J1,,:£?—,———:\\ “}\ . s R — o Ve
5t = 55 Carrier-A [ CA HyperLedger Fabric-based PDL | CA I PNE
DC Provider . Contents Messenger ,' (" Peer Peer ’ Messenger
I | haln haln X I
- ||| code edger code :
Planner I I Planner
! Orderer Orderer |
:J;( ,l"_'if}— S e .vf'f* 2 g . : ’ Orderlng serv'ce I‘ : )
Carrier-A s S 5 » £z Carrier-B ! \ ’ ! DCP-x
"""" : Orderer]{Orderer] :
Messenger : (" Peer B Peer ! Messenger
(s , : Enl—— a,n ! ,
: code code edger :
Planner |\ g ,' Planner
DCP-Carrier Cooperation ['] \ <> Hyperledger

r
.

\ ' (eaa)l ¥ PFABRIC

Implementation of MCP prototype:
Stakeholders: Carrier-A/B, DCP-x, PNE

State Machine: Pytransitions, a lightweight, object-oriented finite-state machine (OSS)
Block Chain: HyperlLedger Fabric (OSS)

[1] S. Sahoo et al., “Datacenter-carrier cooperation over optical networks during disaster recovery,” in Proc. OFC2022, Mar. 2022. 17
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Observation on Running Time

Planning
‘ subtasks
(Actions)

Planning DCP-x
subtasks <
(Actions) e
>
PNE topo. gen
PNE topolpgy (pub.)
|> < Finish token >
End toKen (P1
> e AL S
Start token (P2
™| e
Act:
Initial planning
DCI status (Priv.)
|> Finish| token -
DCI status (Priv.)
|> F|n|sh' token R
End token (P2
|> < Start t ((P3)) »
art token
P | »
N
N
End toLen P6
> | A
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Final
solution

A) MCP running time via block chain < 3 min

« Signaling
« Start token
* Finish token

 End token
» Data sharing

* Public

* Private

B) Recovery planning time < 15 min

» Carrier-A/B
« DCP-x
 PNE

Time for cooperative planning with MCP: In the order of minutes
Comparison

Time for manually performed recovery tasks in carrier networks:
In the order of hours, days, even months

18
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Behavior of MCP via Block Chain for Open/Fair Public Info Sharing ¥¢

Transactiold: ff8d1431a38d2e
blockNo: 979
- arg:topology broadcast_data

- arg:{"type":"topology","number":
Planning Carrier-A/B PNE Planning ) a{g
subtasks 4 subtasks
(Actions) %L) & (Actions) "Phasle": 1’{
"topology":
Start token (P1)
I"’ "node": [
{
PNE topology (pub.) Zoom in "name": [
Finish token i {
p e > Block Chain waluename": "
|> < B G O4) - \ "value": "node1"
- Start token (P2) \/ 1
| "node-edge-point":

PNE broadcasted reference topology
(public info sharing) via DLT system

1,"from":"pne","to":"all"}

"uuid": "00000000-0000-0000-0000-000000000000",

"uuid": "00000001-0000-0000-0000-000000000000",

node-id",

PNE reference topology shared by
PNE in Phase 1

Example: PNE topology sharing in Phase 1 with publlc
<chaincode> from PNE to all stakeholders :

Maximum block size: 10MB t§on
Total generated blocks: tens of blocks 000000,

‘node-uuid
08-00008-000

Transactiold: ff8d1431a38d2e32353652e034142ccb92447c91
bIockNo 979

Trimmed Carrier-A log

W34142cch92447¢91

Trimmed Carrier-B log

4142ccb92447c91
Trimmed DCP-x log

3)

-
» y

# L 3
5 =




Data-Plane: Detoured DCI Connection via Surviving Resource of Carriers NICP

Failure/Disaster:
Enhanced resilience of ecosystems

Fiber link failure . ) )
Detoured DCI connection via Carrier-A/B

A1 A2 (€8 A3 surviving resource by DCP-Carrier Coop.
& e

2 s w;':_F_ / &
192.168.1.101 YD q>o

: icmp_seq=22237 ttl=64 time=8.51
: icmp_seq=22238 ttl=64 time=9.00
: icmp_seq=22239 ttl=64 time=8.34
: icmp_seq=22240 ttl=64 time=8.16
: icmp_seq=22241 ttl=64 time=8.50@
: icmp_seq=22242 ttl=64 time=7.90

: icmp_seq=22243 ttl=64 time=8.24
: icmp_seq=22244 ttl=64 time=8.41
: icmp_seq=22245 ttl=64 time=8.01
: icmp_seq=22246 ttl=64 time=15.1

RRRPRRBRRRRRRR

User connection is L—,E.
(== (==

omitted for simplicity.
51 o Bre=T) || corriers

City 1 City 2 City 3




Summary nicp

» Problem of multi-entity cooperation for efficient network-cloud recovery

Modeling study

Platform study

rrier-

Ca

- %ier A

Overlapped physical network infrastructures of the carriers

Blockchain-based Platform

* Modeling study:
» Revealed the potential of cooperation among different entities to achieve efficient recovery even with limited visibility!

» Platform study:
» Verified a blockchain-based platform (MCP) for supporting the Open and Fair cooperation among different entities!
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State-Machine-based Planner and Model-Driven Cooperation N('E/T)

MCP Supports Diverse cooperative planning models
Planner (Model based)

Carner A/B P DCP-x Carﬂer -AlB

. State machine models -t iﬁ‘%:; Phase 1: Damage] -
SC 1 State machine , \ g, analysis . PNEtopogy § 12282 PNE
ﬂ Ca"S { State Def topology (Gen. %ﬁf—g: Pricing .Pnce (abs.)
/V Def - - Phase 2: |« PNE topology | Price broadcast ‘z;:se 4 Price
e N\ g Initial Phase 5:
= TranSIt Def [;::::?ning DCI status R Rleccn{ery
\ "B Phase 3: planning
- Phase 3: Initial Phase 6 Regs )
Acti Def Prizisneg Price I;;:im g Recovery :Zazi.:'
Messenger Msg/ \ Ctlon e 'gﬂ:zeA‘;g seheduling tas":(s st?;ring
j . ) Task-bal heet | jbalancin
(BIOCk'Chaln data ﬂ ACtlons (Fu nc ca"s) Eiigs broedcrs: *% Phase 5. * aan"g:h:d‘-ﬂa ::?eslchedt?ﬁng
2 Ph 8:
adapter) ~N Regs | Sﬁtimizaﬁoh Evaluation pdated deadline
0 0 Ph 6: - ! Phase 9: Update
—— Plannmg functions Rez‘s’:e'y Phase 10: Refined tausk-l
L ) (Cooperatwe optimization g::ahl‘;r;:ﬁnznd‘ Results i Confirmation balanc;i hs:de:-ltel
subtasks of stakeholder)
G J

{'trigger’:’Event’, 'source’:’Current_State’, 'dest’:’Next_State’,

State machine model Def ‘Actions’ : ‘Planning Tasks'

for individual roles }

Support for diverse cooperation
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Multilateral (Public) and Bilateral (Private) Info Sharing/Exchanging via Block Chain

Stakeholder (client side)

Permissioned Distributed Ledger System

Planner A

State Machine hessenger

u

Import models |

R

v

Send Data/Messages

Peer/
Ledger

v

 Data for sharing
+ Messages for sequence control

» Multilateral info sharing via public <Chaincode>
+ Bilateral info exchange between dedicated
stakeholder pair via PDC, private <Chaincode>

Ordering
service

3

Peer/
Ledger

N@?

Stakeholder (client side)

Messenger

.

Planner B
State M

achine

=

Transaction

l

. Block distribution

Block generation

<

»
»

Ledger update

/

Info Sharing via Block Chain
* Public <Chaincode>
* Private <Chaincode>

Ledger update

Import models

Pl

Generate trigger event
Actions (planning subtasks)
State transition (if defined)
Share the planning results

v

\ 4

g

Receive Data/Messages

Pl

o

Trigger
Actions

State transition

>
«

A

"\

Send Data/Messages




Simple Coordination among Stakeholders for Large-Scale Cooperation NCIE/T)

Phase Shift during Cooperative Planning 5\ E1=1e HeleYe) e [1a=110e13 Token-!o_ased Sl_gnals Drive i
State Transition/Action/Info Sharing
DCP-x DCP-x
P1 C— ey
Act:PNE topq. gen.
Phase 2: P2
Initial planning DCI status (Rriv.) gy (pub.)
>3 Phase 3: |> .
Phase 3: Initial planning P3 < 1 >
Pricing Price (pub.) | ppase 4: ] |‘ ﬂw—.
> . Price (pub.) | Phase 5 P4 |b Start token (P2)
. DCI .
Regs (Priv.) re-optimization = a—‘i:tti.al planning '
Phase 6. . DCI status (Priv.)
Recovery planning B Results (Priv.) P6 ini
Finish|token
| gl —— >
Abstracted public info sharing w/o violating Fi“*_" DCI status (Priv.)
confidentiality solution Finishl token
g =
|~ End token (P2)
Start toJ(en (P3)

Simple coordination among stakeholders

25
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