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Abstract

Private Evolution (PE) is a promising training-free method for differentially private
(DP) synthetic data generation. While it achieves strong performance in some
domains (e.g., images and text), its behavior in others (e.g., tabular data) is less
consistent. To date, the only theoretical analysis of the convergence of PE depends
on unrealistic assumptions about both the algorithm’s behavior and the structure
of the sensitive dataset. In this work, we develop a new theoretical framework
to understand PE’s practical behavior and identify sufficient conditions for its
convergence. For d-dimensional sensitive datasets with n data points from a
convex and compact domain, we prove that under the right hyperparameter settings
and given access to the Gaussian variation API proposed in [33], PE produces an
(¢,6)-DP synthetic dataset with expected 1-Wasserstein distance O(d(ne)~/%)
from the original; this establishes worst-case convergence of the algorithm as
n — oo. Our analysis extends to general Banach spaces as well. We also connect
PE to the Private Signed Measure Mechanism, a method for DP synthetic data
generation that has thus far not seen much practical adoption. We demonstrate the
practical relevance of our theoretical findings in experiments.

1 Introduction

Many modern machine learning applications rely on user data, making data privacy protection a
central concern. In this regard, differential privacy (DP) [17, 19] has become a de facto standard for
safeguarding sensitive information of individuals. Given a private dataset, many problems—including
regression [40, 12], deep learning [1], and stochastic optimization [6, 2]—can be performed in a DP
manner. While it is possible to design a different DP algorithm for each specific task, a reasonable
alternative is to generate a DP synthetic dataset that preserves many of the statistical properties of
the sensitive dataset. By the post-processing property of DP [19], the DP synthetic data can then be
fed into existing non-DP algorithms without incurring additional privacy loss; this avoids modifying
existing ML pipelines and enables data sharing with third parties (e.g. for reproducibility).

Recently, [33] introduced Private Evolution (PE), a promising new framework for DP synthetic data
generation that relies on public, pretrained data generators [48, 32, 27, 41, 50, 28]. PE is currently
competitive with—and sometimes improves on—state-of-the-art models in terms of Fréchet inception
distance (FID) and downstream task performance in settings such as images and text [33, 48, 32, 27].
In addition, PE is training-free, whereas current state-of-the-art approaches typically train (or finetune)
a generative model on the sensitive dataset using DP-SGD [49, 35, 14, 11]. However, in some settings,
including tabular data [41], and image data with mismatched distributions [21], PE has achieved
limited success. To better understand when PE works, it is crucial to improve our theoretical
understanding of the algorithm.

At a high level, PE works as follows (Figure 1). First, it creates a synthetic data set Sy with an
API that is independent of the sensitive dataset .S (e.g a foundation model trained on public data).
Then, iteratively it refines the synthetic data, creating Sy, Ss, ..., where S; is obtained from S;_; by
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generating variations V; of the dataset S;_; and then privately selecting the samples that are closest
to S. Doing so, the synthetic datasets gets ‘closer’ to .S over time.

In [33], the authors study a theoretically
tractable variant of PE, analyzing its conver-

gence in terms of the Wasserstein distance, with | § S, S Wi S S S Vs S Sr
the aim of understanding its behavior and justi- | = — . v .
fying its empirical success. However, this theo- Ly ° L Ly | e
retically tractable version of PE differs in many o o —"% o ° e )
significant ways from the algorithm thatisused | , ae . enes ® o*

in experiments; further, the convergence analy-

sis in [33] makes the unrealistic assumption that
every point in S is repeated many times. We
start by showing that the proof technique in [33]
is inherently limited by this multiplicity assump-
tion; if we remove the assumption, then PE can
only be -DP with a parameter ¢ that scales as
dlog(1/n), where d is the ambient dimension
of the data and 7 is the final accuracy of the algorithm in terms of the Wasserstein distance. This is
impractical in even moderate dimensions.

Figure 1: High-level illustration of private evolu-
tion (PE). S represents the sensitive data, shown
in red. S; are the synthetic datasets, shown in
blue, and are created with the variations from V;
(in green) that are closest to S.

In this paper, we address the limitations in prior analysis of PE by providing a convergence analysis
that does not require strong assumptions about the nature of the dataset and more closely matches the
PE algorithm used in practice. We formally prove worst-case! convergence guarantees in terms of the
1-Wasserstein distance. We provide an informal version of our Theorem 4.1 below.

Theorem 1.1 (Convergence of PE (Informal)). Consider a data domain Q C R® with {5 diameter D.
For any dataset S € Q" and 0 < €,6 < 1, there exist APIs and a parameter setting such that PE
(Algorithm 2) is (e, 0)-DP and it outputs a synthetic dataset S’ satisfying

1/d
]E[Wl(u’Sa,u'S’)] S O dD <10g(1/5)> )

ne

where s is the empirical distribution of the dataset S and similar for S’, and W7 is the 1-Wasserstein
distance between distributions (Definition 2.2).

As a corollary, we find sufficient conditions on the APIs used by PE to understand its convergence
in more general settings, such as Banach spaces. We also identify strong connections between PE
and the Private Signed Measure Mechanism (PSMM), an algorithm for DP synthetic data generation
under pure DP [25] that has theoretical guarantees. Hence, our work bridges the theory and practice
of PE in both directions: we provide theory for a practical version of PE, and show how PE naturally
arises as a practical version of PSMM.

Contributions Our work significantly improves the theory of PE presented in [33], providing a
more realistic theoretically tractable version of PE and eliminating unrealistic assumptions in the
convergence analysis. More concretely, we make the following contributions.

* We prove a lower bound (Lemma 3.1) that establishes that without the multiplicity assump-
tion on the data, the convergence proof of PE provided in [33] only works for undesirable
privacy parameters under pure DP. This indicates that a new analysis for PE is needed.

* We propose a new theoretically tractable variant of PE, Algorithm 2. Under this model, we
formally prove worst-case convergence rates with respect to the 1-Wasserstein distance as
|S| — oo; see Theorem 4.1. We identify sufficient conditions for convergence of PE in
more general settings such as Banach spaces (Appendix G).

* We draw connections between PE and the Private Signed Measure Mechanism (PSMM), an
algorithm for DP synthetic data generation [25]. We exploit this connection by using tools
from the analysis of PSMM to prove the convergence of PE. Finally, we also show how PE
arises naturally when trying to make PSMM ‘practical’. See Section 5 for details.

"Note that convergence is proven in the worst-case over problem instances for a specific set of hyperparameters
and APIs.



* Our theory offers an explanation for phenomena observed in prior practical applications of
PE—such as its sensitivity to initialization—and offers guidance for future use, including
principled parameter selection based on theoretical insights. See Section 6 for details.

2 Preliminaries

Definition 2.1 (Differential Privacy [17]). A randomized algorithm A is (g, 0)-differentially private
if for any pair of datasets S and S’ differing in at most one data point and any event £ in the output
space, PIA(S) € &] < e*P[A(S’) € £] + 0.

Definition 2.2 (1-Wasserstein distance [44]). Let (2, p) be a metric space and (i, v two probability
measures over it. The 1-Wasserstein distance between L, v is defined as

WiGuv) = inf / ol y)dr (. ),
YEL (1,v) JaxQ

where T'(j1,v) is the set of distributions over Q? whose marginals are u and v, respectively.

Next, we formally introduce the problem of DP Synthetic Data studied in this paper.

Definition 2.3 (DP Synthetic Data). Let us denote by s the empirical distribution of a dataset
S, given by l—é‘ Y .cg 0z Let (2, p) be the data metric space. Then, given a dataset S containing

sensitive information, the problem of DP Synthetic Data generation consists of designing an (¢, )-DP
algorithm A : Q™ — Q™ that returns a DP synthetic dataset S" with the property that W1 (s, ps)
is small either in expectation or with high probability, with respect to the randomness in A.

In the past, there have been different theoretical formulations of the DP Synthetic Data problem (see
Section A). In most of them, a fixed set of queries Q is used to measure the accuracy of the synthetic
data: the answer to a query ¢ € Q should be similar when querying the sensitive dataset S and
the synthetic dataset S’. In other words, max,eco |¢(S) — ¢(S”)| should be small. By Kantorovich
duality [44], we can alternatively define the 1-Wasserstein distance as

Wilps, psr) = sup [Ezmps [[(Z)] = Bzmp [1(2)]],
feFBL

where Fpr, = {f : Q@ > R : ||f|loo < diam(Q) and f(z1) — f(22) < p(z1, 22)V21, 22 € Q} is the

set of bounded and 1-Lipschitz functions from €2 to R. Hence, in Definition 2.3 W (ug, s/ ) being

small implies that the synthetic dataset approximately preserves the answers of S to all Lipschitz

queries, making the synthetic dataset S’ useful for any downstream task with Lipschitz loss.

Notation. Samples lie in the metric space (2, p). The diameter of ) is denoted by diam(2) =
SUp,, .,eq (21, 22). P(Q) is the space of probability measures supported on €2. A dataset is a set
of elements from (. For a dataset S, | S| represents its cardinality, S[i] its i-th element and g the

empirical distribution I—é‘ ZZ cs 6., where 0, is the dirac delta mass at z. The bounded Lipschitz

distance between the signed measures 11, v supported in Qis Dpr, (i1, V) 1= sup e 7., J fdu—[ fdv.
For probability measures p, v, Dpr,(p, v) = Wi (s, v). Aq is the standard probability simplex in
R<. v]i] indicates the i-th coordinate of a vector v € R%. nint(z) denotes the nearest integer to .

3 Background: Private Evolution (PE) and Prior Theory

Lin et al. present the only prior convergence analysis of PE [33]. Their analysis applies to a variant
of PE (that we call theoretical PE), which is outlined in Algorithm 1. Below, we first describe
Algorithm 1 and explain how it differs from how PE is used in practice (Algorithm 3, which we call
practical PE). Then, we explain the limitations of prior analysis.

PE (both the practical variant, and the theoretical variant in Algorithm 1) generates a DP synthetic
dataset by iteratively refining an initial random dataset using a DP nearest-neighbor histogram
(Algorithm 4). To do so, it requires access to two APIs that are independent of the sensitive dataset
S, Random_API and Variation_API?. For our theory, we use the same theoretical API models
proposed in [33], which we detail below.

2In practice, generative models trained on public data and simulators can be used as APIs.



Algorithm 1 (Theoretical) Private Evolution; steps in blue differ from practical PE [33]

1: Input: sensitive dataset: S € 2™, number of iterations: 7', noise multiplier: o, distance function:
p(-, ), multiplicity parameter B > 1, threshold H > 0
Output: DP synthetic dataset: S € U,,enQ™
So < Random_API(n)
fort=1...Tdo
Vi < Variation_API(S;_1)
fit <= NN_histogram(S, Vi, p) € Ajy,| (see Alg. 4)
ﬁt < ,[Lt +N(0,O'QI|VH)
peli] <= feli) (g, > m) for every i € [|[V4]
St < Ujeq v, Si» where S; is a multiset containing V' [i] nint (nu[i]/ B) B times
end for
return St

TReY RN
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* Random_API(n,) returns n, data points from the same domain as S. In practice, it
might generate random samples from a pretrained foundation model. In Algorithm 1,
Random_API(ny) returns ns data points sampled according to any distribution in P ("™=).

» For a dataset S;, Variation API(S;) =  U,es, Variation_API(z), where
Variation_API(z) returns a set of variations of a data point z. In practical PE, a
variation of z is another point 2’ which is close to z in some logical sense. In the case
of images, 2z’ could be an image with a similar embedding to that of z. However, in
Algorithm 1, Variation_API(z) returns a set of variations of z calculated as:

{2hU (Vieqr,.. nogy diam () a1} kelz) {Proja(z + NP1, M
: k.l wd 2 : _ a2!7t
where a > 0 is a small constant and N N(0,0714) with oy = VAT oa )7 Tioa @]

Note that noise is added at different scales. This is key for the theory to work,
because it allows to ‘explore’ the data domain more effectively. Recall that for a
dataset Sy, Variation_API(S;) = U,cg, Variation_API(z). That is, the API generates
O(]St|log(diam(£2) /c)) variations by adding independent, spherical Gaussian noises with
increasing variances to each sample z.

In Algorithm 1, the initial synthetic dataset Sy is created with Random_API. The algorithm then
iteratively creates synthetic datasets S7, S5, ... as follows. At each iteration, variations V; are created
from the current synthetic dataset with Variation_API, and a nearest neighbor histogram indicating
how many elements from .S have a certain variation from V; as nearest neighbor. This histogram is
privatized by adding Gaussian noise. After thresholding small entries, a new synthetic dataset S;
is constructed deterministically by including variations with multiplicity proportional to the noisy
histogram (Line 9). This process repeats for 1" steps, gradually aligning the synthetic data with the
private dataset S.

Practical PE and Algorithm 1 differ in significant ways, which are highlighted in blue in Algorithm 1.
Most notably, Algorithm 1 creates the next synthetic dataset .S; deterministically by adding variations
to the next dataset proportionally to the entries of the DP histogram. In practical PE, the next
synthetic dataset is instead constructed by sampling with replacement from a distribution defined by
the histogram. This seemingly small difference is important for their proof technique, discussed next.
More differences between the two variants of PE are discussed in Appendix C.

Limitations of the utility analysis of Algorithm 1 in [33]. The theoretical analysis in [33] relies
on first showing that noiseless PE (Algorithm 1 with o = 0) converges, then arguing that when each
data point from the sensitive dataset S is repeated B times, with high probability the noisy version
behaves like noiseless PE for large B.

In the noiseless case the elements of .S and Sy are matched: assign Sy[i] to S[i]. Then iteratively,
for each 4, S¢[i] is chosen as the element from Variation_API(S;_1) that is closest to S[i], which is
likely to be closer to S[i] than S;_1[é]. After enough steps, p(S[i], St[i]) < n for all i € [n]; we say
the datasets are 7)-close, written as .S =,, S7. To handle noise, [33] assumes every real data point is
repeated B times. This boosts the signal in the noisy step (Line 7), allowing the algorithm to behave



like the noiseless version. In other words, although the proof assume each data point is repeated B
times, the noise scale provides a DP guarantee for neighboring datasets that differ in a single sample.
This setup is unrealistic and sidesteps the core challenge of differentially private learning. More
details in Appendix C.

We provide a formal lower bound giving evidence that the proof technique in [33] is fundamentally
limited, in the sense that their unrealistic assumption is necessary for their proof technique to work.
More concretely, in Lemma 3.1 we show that if we remove the multiplicity assumption, then any e-DP
algorithm can only output a DP synthetic dataset St that is 7-close to S when e = Q(dlog(1/n)), or
equivalently, 7 = Q(e=*/?). Proof in Appendix H.

Lemma 3.1 (Lower bound for 7-closeness). Consider a metric (data) space (), p) and a fixed
dataset S € Q™. Letn) > 0 and A : Q" — Q" be such that P4[S =, A(S)] > 1 — 7 for some
T € (0,1/4). Suppose A'is (€, 6)-DP for some 6 € (0,1 — 37). Then, denoting M(S2, p; 2n) the 2n
packing number of Q w.r.t p, we must have

£ = log(M(Q, p; 21)).

Remark 3.1. The packing number M(, p; 2n) is of the order (1/n)% when Q C R? and diam(Q) <
2 (see Lemma 5.5 and Example 5.8 in [45]).

4 Convergence of Private Evolution

We have established several limitations of prior utility analysis of PE: the algorithmic variant of PE
analyzed in [33] differs from what is done in practice, and the analysis itself is unlikely to extend
beyond very weak privacy regimes, as evidenced by Lemma 3.1. In this section, we introduce a new
theoretically tractable version of PE along with its utility convergence guarantees. The algorithm we
analyze more closely reflects how PE works in practice and is amenable to worst-case utility analysis.

4.1 Convergence of PE in Euclidean space

We start by presenting the details of the algorithm that we analyze. Consider a metric (data) space
(2, p) and a private dataset S € Q™. Even though we will use the notation (€2, p) throughout this
section, we assume in this subsection that Q C R? is a convex and compact with diam(Q) < D
and p(-,-) is the ¢y distance. We also assume Algorithm 2 uses the same APIs as Algorithm 1, as
described in Section 3.

Algorithm 2 Private Evolution with Dy, projection; steps in blue differ from practical PE [33]

1: Input: sensitive dataset: S € ", number of iterations: 7', number of generated samples: n,
noise multiplier: o, distance function: p(-, -)
Output: DP synthetic dataset: S € Q™=
So < Random_API(n,)
fort=1...Tdo
Vi < Variation_API(S;_1)
fit <= NN_histogram(S, Vi, p) € Ajy,| (see Alg. 4)
[Lt < ,[Lt +N(030—21|Vt\)
M; € arg minllEA\vH DBL(/LH ,u)
S¢ +— ng samples with replacement from
end for
return St

A B AR ARl
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Algorithm 2 iteratively refines an initial random dataset Sy using DP nearest-neighbor information.
At each iteration, it generates variations V; from the current synthetic dataset S;_; and computes a
histogram /i; indicating how often each candidate is the nearest neighbor of points in the sensitive
dataset S. Gaussian noise is added to this histogram to ensure differential privacy, resulting in a noisy
vector [i;. Rather than using thresholding like Algorithm 1 in Line 8, this algorithm projects ji; onto
the probability simplex using the Dy, distance in Line 8, yielding a valid distribution y} over V;
that remains close to the noisy estimate under the BL metric. The next synthetic dataset .S; is created



randomly by sampling ns points from V; according to p} in Line 9, as opposed to Algorithm 1 which
creates S; deterministically in Line 9. This process is repeated for 7" iterations, after which the final
synthetic dataset St is returned. Note that unlike Algorithm 1, our version receives the number of
synthetic data points as input. We provide a comparison between Algorithms 1 and 2 in Appendix C.

Comparison between Algorithm 2 and practical PE. Algorithm 2 is nearly identical to the practi-
cal PE implementation in [33], differing only in how the noisy histogram /i, is post-processed (high-
lighted in blue). We project fi;—a signed measure from Gaussian noise added to a histogram—onto
P(V;) by minimizing the bounded Lipschitz distance, which can be done via linear programming
(e.g., Algorithm 2 from [25]). This is crucial for obtaining worst-case convergence guarantees. In
contrast, [33] applies a simpler heuristic: thresholding fi; at some H > 0 and re-normalizing, which
is more efficient but can discard all votes if values fall below the threshold, making it unsuitable for
worst-case analysis. In Section 4.2, we provide data-dependent accuracy bounds for a related noisy
histogram obtained from adding Laplace noise and thresholding. These bounds are vacuous in the
worst case but can be much tighter in favorable regimes, e.g., if the private data is highly clustered.

Main Result: Convergence of PE. We are now ready to present our main result: an upper bound
on expected utility of Algorithm 2. We provide a proof sketch, and the full proof is in Appendix E.

Theorem 4.1 (Convergence of PE). Let (Q,| - ||2) with Q@ C RY closed and convex and
diam(Q2) < D be the sample space. Fix o € (0,1) and let v = 1

87[(Vd+log(2))2+log(2)]’
Suppose o = Do/ ™ax{d:2} i (1) and let St be the output of Algorithm 2 run on input
$ € 0T > |tog (gprrdieraay ) /2] = 07 @Mloga(D/a)] + DV, g -
Then _
E [Wl (/’LSv MST)] < O(dDal/d)
Furthermore, ife,§ € (0,1), and we instead run Algorithm 2 with the same parameter setting as
max{d, A/ (o} .

y(ne)!/ = j,::{dg} ) /v-‘ and o = #ﬁl%/é), then the algorithm

Viog(1/9))

is (€,0)-DP and its output St satisfies

above except T = {log ( (
4

1/d
1 ([ \flostne/ ogT175) 108(1/5)

E <0
Wi(ps, psy)] < O o

Some comments are in order. First, note that ng > 1 for ¢ € (0, 1) and to ensure ¢ € (0, 1) under
DP we only need /T log(1/6) < ne . Second, our analysis suggests that we should set number of

evolution steps 7' = O(log(ne)) and the number of synthetic samples n, = O(ne/v/T), which we
use in Section 6.% Finally, our rates are vacuous for d > log(n). This is expected when using W as

a utility metric, as evidenced by the lower bound of n~/¢ under pure DP from [9, Theorem 8.5].

Proof Sketch of 4.1. Given dataset .S; and variations V, in iteration ¢, PE constructs: the NN his-
togram fi; 1, the noisy signed measure [i; and the projected probability measure ;. Finally, S;; is
sampled from g}. It is possible to prove the following inequality that involves these measures:

Wilps, s, y) < Wilps, fies1) +2DBL(fey1, fier1) + Wity 1, 1S,y
At a high level, the convergence of PE follows from two facts:

* First, by creating variations of S; and selecting the closest ones to .S, the Wasserstein
distance to S is reduced. That is, Wy (s, fiz+1) is noticeably smaller than W1 (us, ps, )

* Second, the progress made by creating variations is not affected by the noise from DP and
sampling since Dpr(fi¢41, fut1) and Wi (p) 1, prs,., ) are both small.

*In the nonprivate setting (¢ = co), one can skip the noise addition and sampling steps and set ns = n,
since ns does not need to be chosen to balance the error terms that arise from DP. This results in a nonprivate
algorithm similar to that of [33] with an expected W error of 2« after T 2 dlog(D/«) evolution steps without
DP constraints, similar to Theorem 1 of [33].



These statements are made rigorous in our proof. Regarding the first statement, Lemmata E.1 and E.2
give, E:[W1(us, firr1)] < (1 —v)Wi(ps, pis,) + « for some v = ©(1/d), where E; denotes the
expectation conditioned on the randomness of the algorithm up to iteration ¢.

To bound Dpy (fie+1, fit+1), we use the fact that ;41 = fig41 + Z with Z ~ ./\/‘(O,O'QI“/”),

which by definition implies Dpr(firy1, 1) = SUDfery, Jo f(diyr — d(uyr + Z2)) =
SUP e rp, Die(Viyal) / (Ve+1[i]) Zi, which is the supremum of a Gaussian process. The ex-
pectation of this term can be bounded using empirical process theory; Lemma E.3 states that
E¢[Dpr(fie+1, fit1)] < [Vi|oGy, (FBL), where G|y, |(Fpr) is a Gaussian complexity term [5].
This term can be bounded using Corollary E.1, which is a consequence of Lemma E.4. We use
Dudley’s chaining to prove these results. We remark that our technique prove this bound resembles
[25], with the difference that they deal with a Laplacian complexity arising from the analysis of a
pure-DP algorithm that uses the Laplace mechanism [19].

Finally, to control Wy (p 1, jts,,,) we use results from the literature of the convergence of em-
pirical measures in the Wasserstein distance [31, 20] that quantify the Wasserstein distance be-
tween a measure and the empirical measure of iid samples from it; see Lemma E.5. We obtain

Ei[Wi ()41, f15,,,)] < O(Dng 1 maX{Q’d}). Putting all the inequalities together, we conclude that

By [Wi(us, pis,.,)] < (1= 7)Wilus, ps,) + a + 2|Vi|oG v, (Fpr) + O(Dny t/ max{2dly,

Recursing this inequality, we can get a bound on E[W; (ug, ts, )] while carefully balancing the
number of variations with the number of synthetic samples so that the error terms are as small as

possible. This finishes the proof of E [W; (s, pus, )] < O(dDao'/4).

/AT log(1.25/5
Regarding the second result, for privacy we use the fact that 0 = M is enough to ensure
(e, 6)-DP of an adaptive composition of 7" Gaussian mechanisms where each of them adds noise to

a NN histogram with £, sensitivity v/2/n ([15], Corollary 3.3). For convergence, we plug in the
VAT1060.25/9) 414 then o in E (Wi (ps, sy )] < O(dat/%). O

expression for T"in o0 =
ne

Remark 4.1. Most of our proof techniques work in metric spaces. Under some conditions on the
APIs, the analysis of Algorithm 2 can be extended to more general Banach spaces (Appendix G).

4.2 Beyond worst-case analysis

Recall that our Algorithm 2 differs from practical PE in the BL projection onto the space of probability
distributions (Line 8). To connect our analysis more to the original PE algorithm, we can swap this
BL projection for a different noisy histogram step, which works by thresholding and re-normalizing—
similarly to practical PE. We derive a data-dependent bound on the 1-Wasserstein distance between
this modified noisy histogram and the non-private one. The bound indicates that in favorable cases,
such as when the data is highly clustered, this histogram is closer to the non-private one than the one
we would obtain with Gaussian noise and D gy, projection, but is looser in the worst case.

In our updated histogram step, we add Laplace noise with scale 2/[ne] to the entries of the (non-DP)
NN histogram that are positive, and then threshold the noisy entries at H = 21og(1/6)/(ne) + 1/n.
More concretely, let i = NN_histogram(S, V, p) be the non-DP histogram between a dataset
S and a set of variations V' € Q™ (see Algorithm 4). The noisy histogram /i is then given by

ali] = (ali] + Li)Lap>o, a0 +L.> i) Where {Li}icim) w Lap(2/ne). While this algorithm was
proven to be (¢, §)-DP in Theorem 3.5 of [43], to the best of our knowledge, its utility guarantee in
terms of W, distance is new. Its proof can be found in Appendix H.

Proposition 4.1. Let (2, p) be a metric (data) space and suppose diam(Q2) < D. Given S € Q"
and V. € Q™, let [i be the noisy histogram as described above and 1/ = /|||l if ||@]l1 > 0 and
w' = [i otherwise. Then, the procedure generating 11 is (,9)-DP w.r.t S and for any 8 € (0, 1)

2|1| 2D, /2|1
Lm(]:BL) + 2DH(|I| + IIIB) E—

E[W1 (i, 1)) < -

)



where L f(FpL) is the Laplacian complexity of Fpr, I ={ie[m]:pli] > 0} is the set of positive
entries in the NN histogram |[i, I= {z el: alil = O (H + los( |I|/6))} is the set of entries in the

NN histogram below O (H + %) and H = 21og(1/0)/(ne) + 1/n is the threshold.

Examples. To demonstrate when this proposition yields a tighter result, consider the case when |f |
and |I| are small. As an extreme example, suppose S consists of one data point repeated n times.
Then, |I| = 1 and |I| = 0, leading to an error of O(Dl%(;/é) + £). A similar intuition is valid for

highly clustered datasets. On the other extreme, if every positive entry of /i is 1/n, then |I| = |I| = n,
leading to a trivial error bound. See Appendix F for simulations.

S Connections between PE and Private Signed Measure Mechanism

In this section, we show connections between PE and the Private Signed Measure Mechanism
(PSMM), a DP synthetic data method with formal W, guarantees from [25]. Despite its theoretical
guarantees, PSMM is not currently used for high-dimensional, real datasets.

PSMM as a one-step version of PE. PSMM takes a dataset S and a partition {€; };¢[n,) of €. It
privately counts how many points fall into each bin {2;, and then builds a DP distribution over €2
proportional to these counts (details in Appendix I). Synthetic data is sampled from this distribution.

We can reinterpret PSMM in the language of our framework. Instead of a partition, we can provide a
discrete support 2" C ™ such that the Voronoi partition induced by €’ coincides with {€2; };¢(m)-
Counting how many elements fall into each (2; is then equivalent to counting how many points
in S have €'[i] as their nearest neighbor. The resulting private distribution can thus be viewed
as a DP nearest-neighbor histogram over §)'. We believe that the reason behind this (modified
PSMM) algorithm working is that the NN histogram solves a 1-Wasserstein minimization problem
(Proposition 5.1; proof in Appendix H), a property that also plays a key role in our analysis of PE.

Viewed this way, PSMM resembles a single PE iteration where Q' plays the role of the variations.
If ' is roughly a (ne)~'/?-net of Q, PSMM achieves E[WW;(S, S)] < O((y/log(1/d)/ne)'/4),
improving over PE’s bound in Theorem 4.1 by a factor of d. However, under the PE setup, where Q'
must be sampled from Random_API, this net condition is hard to ensure, explaining PE’s slower
worst-case convergence.

Proposition 5.1. Consider S € Q™ V € Q™. Let u* = NN_histogram(S, V, p) (see Alg. 4). Then,
p* € argmingea,, Wi (M& Zie[m] H[Mvm)-

PE as a practical, sequential version of PSMM. PSMM’s main practical limitation is constructing
a discrete support Q' that adequately covers Q. For example, if {2 represents the space of images,
one option is to discretize the pixel space to build €, but this yields unrealistic images. To generate
realistic elements, a natural alternative is to sample from a generative model and add images to
Q' only if they are sufficiently distinct from those already included, aiming to cover as much of
) as possible. However, this process can be slow—especially if the generative model places low
probability mass to some regions of 2. Moreover, full coverage of (2 is unnecessary; we only need to
cover the region containing S. This motivates a sequential approach: start with an initial estimate Vj
of ', and iteratively refine it to better match the support of S. This is precisely what PE does—at
each step ¢, V; = Variation_API(S;_1) can be seen as a refined support estimate, and S; as a
DP synthetic dataset supported on V; whose empirical distribution approximately minimizes the
1-Wasserstein distance to that of S.

6 Empirical Results

Simulations

We begin with simulations where the sample space €2 is the unit /5 ball in R? and the sensitive dataset
is random over 2 N Ri. We use privacy parameters ¢ = 1,6 = 10~%. Our theory indicates that
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Figure 2: Impact of parameters on PE’s performance. Top: performance of the last iterate of
PE when run for different number of steps; ‘Predicted 7" marks the theoretically suggested value
T = 2log(ne). Bottom: same setup, but replacing 7' by the number of synthetic samples n;
‘Predicted n s’ marks the value of n; given in Theorem 4.1. We repeat this for different sensitive sample
sizes n, averaging over 100 runs. The plots illustrate the accuracy of our theoretical predictions.

O(log(ne)) PE steps ensure convergence; for simulations we set T = 2log(ne). The noise o is then
computed with the analytic Gaussian mechanism [4, Theorem 8]. The remaining parameters are set as
in Theorem 4.1. We post-process noisy histograms by truncating at H = 0 and then re-normalizing.

Dependence on initialization. Let T'; 2 E[W;(us, is, )], i.e. the expected Wasserstein-1 distance
between the private data and the tth iteration of synthetic data. From equation (2) in the proof of
Theorem 4.1, we obtain I'r < (1 — )% (I'g — err) + err where err increases polynomially with
T'. We note from this equation that if I'y < err, then the optimal number of steps for PE is T = 0.
However, when I' is large, our worst-case upper bound will be more accurate. Figure 5 illustrates
this phenomenon. Our findings help to explain prior empirical work. [33] found that PE requires
more steps to converge and consistently improves over time when Iy is large. In contrast, [41] found
that in many instances, PE worsens with time, and the optimal number of steps is 1.

Hyperparameter selection. Theorem 4.1 suggests setting the number of PE steps T' =
O(log(ne/+/log(1/6))) (independent of d). Similarly, the number of synthetic samples ns should
be chosen to balance the error due to adding noise to the NN histogram in Step 7 of Algorithm 2
(which increases with number of synthetic samples) with the error due to sampling with replacement
in Step 9 (which decreases with the number of synthetic samples). Figure 2 shows how a suboptimal
number of PE steps or synthetic data points degrades data quality.

Experiments on CIFAR-10

Next, we evaluate our theoretical predictions on an image modeling task, using two subclasses (Dog
and Plane) of images from the CIFAR-10 dataset [30]. We closely follow the experimental setup in
[33], using the ImageNet inception embedding [42] and Improved Diffusion [36] trained on ImageNet
as Random_API and Variation_API*. Unlike [33], we create variations by running the diffusion
model with different degrees of variation in each iteration, while [33] fixed the number of variation
degrees per iteration and decreased it across iterations. Figure 3 shows that if we run PE with the

“We use the checkpoint imagenet64_cond_270M_250K.pt from https://github.com/openai/improved-
diffusion
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Figure 3: We set the privacy parameters to e = 5,5 = 10~*. For each n € {100, 200, ..., 600}, we
set the hyperparameters according to Theorem 4.1 and run PE. We repeat the experiment 3 times and
report the average final FID achieved for each value of n, and note that it decreases with larger n.
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Figure 4: We set the privacy parameters to ¢ = 5,6 = 10~ We consider a fixed number of samples
n = 300. Then, we set the all hyperparameters according to Theorem 4.1, except the number of steps
T. Foreach T € {4,8,12,16,20}, we run PE 3 times and report the average final FID achieved.

hyperparameter setting (including 7" and n,) derived from Theorem 4.1, then the FID improves
(decreases) with more samples. This empirically supports the main claim of our paper: PE converges
with enough samples, as long as hyperparameters are set correctly and with appropriate APIs. We
also evaluate performance of PE with different choices of T, similar to Figure 2. Figure 4 confirms
that using the theoretically-informed number of evolution steps 7 is effective even on real data. In
particular, the experiments on CIFAR10 data presented in [33] use 7" = 20, which turns out to be
suboptimal, while T' = log(ne) is a better choice.

7 Conclusion

We identified key algorithmic and analytical issues in prior theory for Private Evolution (PE) and
introduced a new theoretical model with formal convergence guarantees. Our version preserves the
core logic of practical PE and offers a plausible explanation to behaviors observed by practitioners.
The analysis combines empirical process theory, Wasserstein convergence, and properties of APIs. We
also connect PE to the Private Signed Measure Mechanism, offering new insights into its theoretical
foundations. Overall, our work significantly deepens the formal understanding of PE.

Limitations and future work. The choice of Variation_API that we presented in Section 3 is not
the same as what practical variants of PE utilize. Furthermore, the convergence rate we proved in
Theorem 4.1 suffers from the curse of dimensionality, requiring many samples to ensure convergence.
Future work could expand the set of theoretically tractable Variation_API for which we understand
the convergence of PE or study alternative accuracy metrics that do not suffer from the curse of
dimensionality.
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A Related work

Private evolution. There have been multiple follow up works since Lin et al. [33] introduced the
framework of Private Evolution. [33, 48] propose PE for images and text using foundation models
as APIs. Other works have extended the framework in various ways, including adapting it to the
federated setting [27], the tabular data setting [41], allowing access to many APIs [50], and replacing
the API with a simulator [32]. In a similar vein, [34] proposed zeroth-order optimization methods
based on genetic algorithms before [33] in order to handle non-differentiable accuracy measures.
Despite many empirical works on PE, to the best of our knowledge, its theoretical properties are
studied only in [33], under a number of unrealistic assumptions, as discussed in Section 3.

Theory of DP synthetic data. The utility of synthetic data is typically analyzed by quantifying how
well the data can be used to answer queries. More concretely, let Q be a set of queries and ¢(.5)
the answer of ¢ € Q on sensitive dataset S. Most of the theory on synthetic DP data measures the
quality of a synthetic dataset S” with maxgeco [¢(S) — ¢(S”)|[24, 7, 18]. When Q contains all the
bounded Lipschitz queries, then the accuracy measure coincides with Wi (ug, ps/) (see 2.2); this
case was studied in [26, 25, 8]. The cases of sparse Lipschitz queries and smooth queries are studied
in [16] and [47], respectively. [22] assumes that S is sampled according to an unknown distribution
D and the accuracy measure is given by maxgeo |E.~p[q(2)] — ¢(S)|. In this work, we focus on
the setting where the accuracy measure corresponds to the Wasserstein-1 distance, i.e., Q contains
all bounded Lipschitz queries. [3] gives a practical algorithm along with accuracy guarantees for
privately answering many queries, but only works for datasets from a finite data space.

Practice of DP synthetic data. We provide a non-exhaustive selection of practical works on DP
synthetic data. For a more comprehensive survey, see [21, 13]. Most practical methods consist of
training (either from scratch or finetuning) a non-DP generative model with DP-SGD (that is, the
gradients are privatized during training). For example, the following methods have been proposed:
DP-GAN [49], G-PATE [35], DP Normalizing Flows [46] and DP Diffusion models [14]. [11]
uses the Sinkhorn divergence as a loss function and also uses DP-SGD for training. Several works
take inspiration from Optimal Transport (in particular, Wasserstein distances). [37] introduces the
Smoothed Sliced Wasserstein Distance, making the loss private (instead of the gradients), and the
gradient flow associated with this loss was recently studied in [39]. [38] studied how to generate DP
synthetic data under Local DP with entropic optimal transport, and is one of the few practical works
which comes with theoretical convergence guarantees.

In general, most practically-competitive synthetic data algorithms do not come with accuracy guaran-
tees, particularly in continuous data space settings, and algorithms with accuracy guarantees tend to
be less practical in high dimensions. The bridge between the theory and the practice of DP Synthetic
Data transcends PE.

B More simulations

First, we provide the figure that shows how our theory captures the dependence on initialization, as
explained in Section 6.
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Figure 5: Recall from Section 6 that ¢ = 1,6 = 10~%. We set the number of private samples to
n = 1000. We run PE on different initial datasets created with Random_API and plot the accuracy
trajectories over 2 log(ne) = 12 iterations. We note that the best number of steps depends heavily on
the initialization from Random_API. The private dataset .S is a random dataset in 2 N Rﬁ_ . Left:
When Sy = S (i.e., [y = 0, the private data is the same as the initial synthetic data), the optimal
number of PE steps is 0. Middle: When PE is initialized poorly (e.g., Sp consists of only (0, 0), so I'g
is large), more iterations are needed. Right: Interpolating between the previous cases parametrized by
B:So = (1 —28)S, PE can improve or degrade performance depending on Random_APT; it never
exceeds the worst-case error bound. Results are averaged over 100 runs. Our analysis explains this
phenomenon (see text in Section 6).

B.1 Simulations varying dimension and the privacy parameter

In the simulations presented in Section 6, we fixed the privacy parameterstoe = 1,5 = 10~* and the
dimension to d = 2. We provide simulations that verify two expected behaviors that can be derived
from the convergence rate provided in Theorem 4.1 when varying € and d. Namely, the accuracy
degrades as the dimension d grows, and improves when € grows.
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Figure 6: We set 6 = 10~ 4 and run PE with the hyperparameter setting suggested by Theorem 4.1.
For the plot on the right, we fixed ¢ = 1 and vary d € {1,2, 3, ..., 10}. For each value of d, we report
the final accuracy of PE averaged over 100 runs. On the right, we repeat a similar procedure but
fixing d = 2 and varying € € {0.1,0.2,...,1}.

C Comparison between Algorithms 1, 2 and Practical PE

C.1 Practical Private Evolution

Let us start introducing Algorithm 3, the practical implementation of the PE algorithm from [33].

C.2 Comparison between Algorithm 1 and practical PE

We outline the main differences between the practical Algorithm 3 and the theoretical model in
Algorithm 1. Algorithm 1 initializes Sy with n samples, and with high probability |Sy| = |S1| =
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Algorithm 3 (Practical) Private Evolution [33]

1: Input: sensitive dataset: S € 2", number of iterations: 7', number of generated samples: n,
noise multiplier: o, distance function: p(-, -), threshold H > 0
Output: DP synthetic dataset: S € 2"
So < Random_API(n;)
fort=1...Tdo
Vi  Variation_API(S;_1)
fiy < NN_histogram(S, Vi, p) € Ay, (see Alg. 4)
[t — [t +N(0a021|l/t\)
i, g/ 121 where i) < fuli]1L s, s ) for every i € V4]
St +— ng samples with replacement from
end for
return St

TeYRXIINRLN

—_—

Algorithm 4 Nearest Neighbor Histogram (NN_histogram)

Input: datasets: S,V € U,,enQ2™, metric on Q: p(-,-)

Output: nearest neighbors histogram on V'

histogram <« (0,...,0) € RV

fori=1,...,|S|do
k < min{k : k € argmin;ey ) p(S[i], V[j])} (ties are broken by picking the smallest
index in the argmin)
histogram[k] <+ histogram[k] 4+ 1/|S|

end for

8: return histogram

AR e

22

... = |St|. This is required for their utility proof based on 7-closeness to work. In practice, PE
maintains synthetic datasets of size ng potentially different from n, and ns is part of the input. In our
simulations (section 6) we show that setting n correctly is critical for convergence, hence not being
able to set it differently from n is a serious algorithmic limitation.

Once the NN is privatized by adding Gaussian noise and thresholded, Algorithm 1 creates the next
dataset deterministically by adding variations to the next dataset proportionally to the entries of
the DP histogram. There are two issues with this. First, calculating the proportions requires exact
knowledge of the multiplicity parameter B to create a dataset 1-close to S. However, in practice B
should be calculated privately from .S, which gives access to B up to an error. Second, the practical
version of PE normalizes the DP NN histogram after thresholding and then samples with replacement
variations to create the next dataset. Algorithm 1 does not take into account these steps, and as a
consequence its convergence analysis does not take into account the error incurred by them.

C.3 More details on the limitations of the analysis of Algorithm 1 from [33]

The theoretical analysis of PE in [33] does not reflect how PE operates in practice. Their convergence
proof relies on first showing that noiseless PE (Algorithm 1 with o = 0) converges, then arguing that
when each data point from the sensitive dataset .S repeated B times, with high probability the noisy
version behaves exactly the same for large B.

The convergence of noiseless PE is proven as follows. Given .S € Q2™ and the initial random Sy € Q2"
the elements of S and Sy are matched: assign Sy[i] to S[¢]. Variations of Sy, denoted by Vj, are
created and S [7] is chosen as the element from V} that is closest to S[i], as indicated by the NN
histogram. V; contains the variations of Sy|[¢], which are likely to contain a point closer to S|[i] than
So¢]. Repeating this process, they construct Sp, St, ..., ST, where S;[¢] is closer to S[i] than S;_[i].
They conclude that for any 7 > 0 and sufficiently large T', it holds that for every ¢ € [n], St[i] is
within distance 7 of S[¢]. We say that .S and St are n-close when this happens, denoted by S =,, St.

To prevent noise from overwhelming the vote signal in the noisy case, [33] assumes that each data
point in S is repeated B times. This ensures that, with high probability, the NN histogram entries
are at least B/n (dominating the added noise) and that the number of times nint(nu;[i]/B)B that
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V4[i] is included in Si4q is equal to nfi;[i]. In other words, with high probability the noisy NN
histogram coincides with the non-DP NN histogram, which clearly violates DP when we remove the
unrealistic multiplicity assumption. In fact, the exact assumption they make to argue that S =, St is
B> \/dlog(1/n)log(1/4)/e (Theorem 2 in [33]). If we let B be a constant, then their convergence

proof is valid only for e = Q(y/dlog(1/n)log(1/4)) or, equivalently, n = Q(e’sz/(dbg(l/‘s))).

C4 Comparison between Algorithms 2 and 1

We note that Algorithm 2 overcomes the unrealistic features present in Algorithm 1. For example, it
can generate random datasets of any number of samples ng, since we do not use n-closeness arguments
to prove its convergence. In addition, it does not require exact knowledge of the multiplicity parameter
B, since our convergence proof assumes B = 1, which is usually the case in practice. Finally,
Algorithm 2 post-processes the noisy NN histogram by projecting it to the spaces of probability
measures over the variations and then samples variations according to this probability distribution to
generate the next dataset, resembling what is done in practice.

D More Definitions

Definition D.1 (Covering and packing number [45]). Let (2, p) be a metric space. For § > 0, a
S-cover of Qw.rit pis a set Q' € QM such that for all w € Q, 3 € [M] with p(w,'[i]) < J. The
covering number definition is the following:

N(Q, p;0) = min{n € N : exists a 6-covering with n elements}.

Similarly, a 6-packing of Q w.r.t p is a set Q' € QM with the property that ¥(i, j) € [M] x [M] with
i % 4, p(V]j], ¥[i]) > 0. The packing number is defined as

M8, p;0) = max{n € N : exists a §-packing with n elements}.

Definition D.2 (Gaussian and Laplace Complexity). Let F be a function class on a metric space
(Q, p). Then, the Gaussian complexity [45] of F is defined as

J

1
G, (F) = su E ii sup —
n( ) Z1yenes sz,EQ T1s0e5Tn NdN(O’l) |:f€§" n

Z i f (i)

1€[n]

The Laplacian complexity [25] of F is defined as

1
nF)= swp E_ . wua,,m[;ggn

Z v f(2:)

i€[n]

E Proof of main result

In this section we provide the proof of our main result, Theorem 4.1, along with the necessary
auxiliary tools.

Proof of Theorem 4.1. Note that forany ¢t =0,...,7 — 1

Wi(ps, ps,r) = DBL(s, sei)
< Dpr(ps, fit+1) + Dar(fiet1s fiet1) + DBr(fes1s fys1) + Dor(pisrs 1s,11)
= Wilps, fie+1) + Dpr(fiess o) + DL (fusts 1) + Wilpthy s, s,y
< Wips, fie1) + 2DL(fuegs fier) + Wiy, s,y )

where the inequality follows from Dpp(fis41, fie+1) > Dpr(fie41,pi,1) by definition of the
projection in Dy, distance. Denote by E;[-] the expectation when conditioning on the randomness
up to iteration ¢ of PE. Lemmata E.1 and E.2 give

E¢[Wi(ps, fie1)] < (1= 7)Wilps, ps,) + a,
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with v = o \/E+log(12))2+1og oIk Further, using the definition of Variation_API(.S;), it is easy to

see that V; has ns(2[logy(D/a)] + 1) elements. Letting V' = n,(2[logy(D/a)] + 1), Lemma E.3
implies

Ei[Dpr(fus1, usr)] < VoGv(Far).
Putting everything together, we conclude that

Et[Wl (IU‘S7 /‘LSt+l)] < (1 - 7)W1 (MS? /'I’St) + o+ 2VUGV('7:BL) + W (:uéjtla :uSH.l)'
Integrating on both sides and denoting I'y = E[W1 (us, pts, )] we obtain
Tiv1 < (1 =N+ a+2VoGy(Fpr) + Wi(ny),

where
Gy (Fpr) = 10D { le@VTIE d=2

Vlog(2V1/d(d/2—1)2/d)
Vl/d(d/2_1)2/d -

is the upper bound on E[Gy (Fpy,)] from Corollary E.1 and

ns_l/2 d=1
Wi(ns) = CD{ log(ng)ns /? d=2
ngl/d d>3

is the upper bound on E[W (14 1, its,,, )] from Lemma E.5. Hence, after 7" steps of PE we obtain

T-1

I'r < (1=9)"To+ (a+2VaGy(Far) + Wi(ng)) Y _(1-7)"
=0
_ _ T
(1= )T + (o + 2VoCy (Fiw) + Wi (ng)) L=
1-(1=9)
()T |1y O 2VoGy(FpL) + Wl(ns)] L 0t 2VoGy(Fpr) + Wa(n,) ®
Y Y
< e_,),TD n o+ 2VO'G\/(]:BL) + W1(ns)
< . :

where the last inequality follows from the fact that °‘+2V”GV(€BL)+W1("S) > 0and 'y < D. Next,
note that
20V Vo /log(2VV) + Cnz /? d=1

WoGy (Far) + Wi(ns) = DS 200/ Vo log(2v/V)3/2 4 C'log(ns)n SV g=2.
20V~ g4 flog(2V1/d(d/2—1)2/4) —1/d
(d/2—1)2/d + Cns d>3
Since V' = ny(2[logy(D/a)] + 1), picking n, = (o(2[logy(D/a)] + 1)1’1/’”“a”"{d’Q})71 gives

2VoGv(FpL) + Wl (ns) < O(Do-l/max{d,Q}).

‘We conclude that

D 1/ max{d,2}
I'r<e ’YTD+O<OhL g )

p”
Finally, setting o« = Dg'/ ™{4:2} and T > [log(vy/[Do"/ ™2x{:2}]) /5] we obtain

5 (Do.l/max{d,Q}

Iy <O 5 ) = O(dDo*/%).

44/Tlog(1.25/5
This proves the first result. For the second, note that if €, < 1, then o0 = M
is enough noise to privatize T iterations of PE by viewing it as the adaptlve composmon of
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T Gaussian mechanisms where each of them adds noise to a NN histogram with {5 sensitiv-
ity v/2/n ([15], Corollary 3.3). Since we need T" > log(y/o'/ ™12} /4 it suffices to set

7 los(ne/[4y/log(1/5))) _ O(log(ne/+/1og(1/5))) to obtain

max{d,2}y
\/ 1/d
N log(ne/+/log(1/0))log(1/0)
It <0O|dD
ne

O

E.1 Lemmata used in proof of Theorem 4.1

Lemma E.1. Assume € is closed and convex. Then, for any zi1,z20 € £,

1
87[(Vd+log(2))2+log(2)]’

E[min, cvariation_API(z1) |12 — 22/l2] < (1 —7)|lz1 — 22]]2 + a with y =
where the expectation is taken w.r.t Variation_API(z).

Proof. s Case I: [|z1 — 222 < a. Note that E[min.evariation_API(z1) |2 — 22[l2] < [l21 —
z9]l2 = «, since z; € Variation_API(z1).

* Case 2: ||z; — #2]|2 > «. In this case, there exists [* € {1, ..., [log,(diam(£2)/a)]} such
that 2" 1o < ||z — 2|2 < 21" . Now, we proceed as follows,

i 2 i - k,l 2
- —E NELY
LeVariatriI})IIEAPI(zl) I= 22”2] Le[g]l,lzg[L] | projo(z1 + N;y™°) — 22| }
<E|, pin, o+ Nl
ke(2],le[L]

—-F . . 2 _9 ]\/vk,l7 . Nk’l 2
|:k6[121]171llé[L]”21 223 = 2(Ny 7, 21 — z2) + [N ||

< min E| min ||z — 2 2—2Nk’l,z — 2} + | NP2
< uin B | i o — 2l — 2VE 20— b+ I

. k.l Kl
< o1 — 23 + mnin { - QE[gggM , 21— Z2>] +]E[gg[g§ [V

)

< r = sl puin { - 27220 oV 0g2)? + ez |
20201

NG Y o2 [(Vd + 1og(2))? + log(2)]

< |lz1 — 22|13 —

(a21*71)2
m[(Vd + 1og(2))? + log(2)]

=21 — 2215 -

e 1
< |lz1 = 225 (1 47T[(\/E+ log(2))% + 10%(2)]> ’

where we used the lower bound for the expected maximum of Gaussians from [29] and
the upper bound for the expected maximum of chi-squared from [10] (Example 2.7), and

_ a2l71
the facts that o; = AV 108(2))? 1108 (@)

inequality together with /1 —t <1 —¢/2 for t < 1 allow us to conclude.

and 2" "o < ||z1 — 222 < 2V @ Jensen’s

O

Lemma E.2. Ler Q be closed and convex and S,S" € Up>1Q™ be two datasets, V. =
Variation_API(S") and ji = NN_histogram(S,V, p) (see Algorithm 4). Suppose that for any
21 € Q, 22 € S, E[min. evariation_apP1(z1) A(2; 22)] < (1 —7)p(21, 22) + a. Then,

E[Wi(us, 1)) < (1 —v)Wi(us, ps) + o
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Proof. The general idea is the following. We will exploit the fact that the 1-Wasserstein distance is
defined as an the infimum of expected transport cost over couplings. First, we will bound W1 (usg, 1)
by constructing an specific coupling between g, fi that comes from the NN histogram. Then, by
using Lemma E.1 we will show that the resulting expression is upper bounded by the expected
transport cost with respect to any coupling between pg and pg/, up to an additive o term. By taking
infimum over the couplings we will obtain the final expression.

Let 7 € II(ug, i) be the coupling defined by

]l(j = min{k k€ argminje(y) p(vaV[j])})

#(S01, V1) = 5 ,

forevery i € [|S|], 7 € [|V]]. Let’s verify that 7 € II(ug, ft). Clearly #(S[i], V[4]) > 0. Furthemore,

JElVI]

equals the mass that p1g assigns to S[i], and

Z #(S[i, Vi) = Z ]l(j = min {k 1k e arg|‘r9n|inj6“‘/|] p(S[i], VM)})

i€ S]] JelVI]

equals the mass that /i assigns to V'[j], since /i comes from a nearest neighbor histogram according to
Algorithm 4 (1 = NN_histogram(S, V, p)). Hence, the marginals of 7 are ug and /i, which proves
that 77 € II(ug, [). Next, note that

EWi(ps, fus1)] = E [ inf /QXQP(21>Z2)d7T(ZhZ2)]

m€l(ps,fe+1)

=E Wen(mf : >0 p(S[EL V(ST Vi)
HSH iesn selvi

inf B> > a8l VIS V)

T omel(ps,fet1)

€[]S jellV] i
<E Z > a( )& (S[d], VIi])
zE[ISI]Je V1]
. Z Z ]]_(]—mln{k? kearg5m|m vy (SEL VD)
zE[ISI]Je Vi
_ min.ev p(S[i], 2)
BT

20



To continue the chain of inequalities, let us consider any coupling 7" € II(ug, p1s/). By definition it
satisfies 3° (s ™ (5[], S'[j]) = ﬁ Hence,

s e R D RO PV E O

- zeV
i Li€llS \Jells’l]

sE Z Z )zGVariatigrlliI}\PI(S'[j])p(S[i]’Z)
LeellSIsells’]] N

- Z Z ™ (S[, S'UDE |:z€Variati§rlliI}’\PI(S’[j])p(S[iLz)
i€[|S[]jEll S]] N

<> > [1]) max{(1 —v)p(S[i], S'[5]), o}
i€[|S[]5Ell S]]

<=7 > > # S, lDa(S], ') + a

€[S 5Ell S]]

=(1- 7)/ p(z1, 22)dm’ (21, 22) + @,
QxQ

where the second inequality comes from the assumption that for any 23 € Q,20 € S,
E[min, evariation_API(z1) P(2, 22)] < (1 — 7)p(21,22) + a. Putting the inequalities together, we
conclude that for any 7’ € TI(ug, p1s/) it holds that

B s fies)] < (1=) [ pler, )i a1, 22) +

Taking infimum over the couplings on the right hand side finishes the proof. O

Lemma E.3. Let V € Q" Let p € A, be a probability measure supported on V. Let Z =
(Zla ey Zn) ~ N(O, U2In). Then,

Ez[Dpr(p,p+ Z)] < noGy(FaL).

Proof. By definition of Dpr,, we have

Dpr(p,p+Z) = sup /fdu d(p+2)) =sup Y _ f(V]
feFBL feEF icn]

Hence,
E[Dpr(p, p+ 2)] sup Z fWVi)Z;| =noE supl W

feF fermn icln) o

S nJGn(}'BL).

O

E.2 Upper bounds

We need upper bounds on Gaussian complexity terms and on the convergence of empirical measures
in W7. Let us start showing an upper bound on the Gaussian complexity via Dudley chaining. This
proof follows closely the proof of upper bounds for Laplacian Complexity given in [25].

Lemma E.4 (Gaussian Complexity bound). Ler (X2, p) be a metric space and F a set of functions on
Q. Suppose diam(§2) < D. Then

D
Go(F) < C it o+ [ ioaOVTE T Twi P)as |

where C'is an absolute constant.
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Proof. For each j € Z, define ¢; = 277 and let T} be a ¢j-covering of F, such that |T;| =
N(F, | - lloo; €5) (i-e, the cardinality of the cover is the covering number w.r.t. || - ||). Fix f € F
and let 7; r be the closest function to f in 7). Since we are assuming that ) has a bounded diameter,
there exists jo € Z such that for all k& < jo, |T%| = 1. Then, for any set {z; }7_,

1 1 - 1
sup — Z z; f(2i)| < sup — Z l'i[f(zi)_ﬂ'm,f(zi)]’"’_ Z sup — Z vy, (2i) =715 (20)]]
FeF M i) feF M i) k=jot1 /€7 " icm

forallm € Z, m > jp.

We will give in-expectation bounds on the two terms on the right hand side. First, we trivially have

1

1
E |sup = > a;[f(z) - Wm,f(zi)]’ SE =) |ailem| Sem=2""
fer i€[n] " i€[n]
For the second term, note that
1 1 1
g (i) = Mg (i) < g (20) = oo g (20)] 4 1 (20) = frea(20)]
< €k t k-1
n
s
Hence, 1 ien) Tilmh,f(21) — me—1,5(2:)] is a (32, /+/n)-subGaussian random variable. We con-
clude that
1 ek 10g(N (F, [[ - [loos €k))
E |sup — @[T, (2:) — o1, p ()] || < C ,
ferm iez[;l] o ! Vn
since the maximum is over at most N'(F, || - || s; €x)? random variables, each of which is (3e/v/n)-
subGaussian.

Putting everything together, we conclude that

1 N ery/] F - loo: €k
E [oup | S mfen| | <o foma 30 VIBVIET Teien)
fern i€[n] k=jo+1 \/ﬁ
1 oo
<(C'i i Ny
<o o+ oo [ Vg T Twids)
Finally, since N'(F, || - ||oo; 3) = 1 for 8 > D, the integral above can be computed between « and
D. This finishes the proof. O
Corollary E.1. Let Q C R and p(-,-) = || - — - ||2. If diam(§2) < D, then
94/log(2+/n)D d=1
e =
10D log(24/n)%/? .
Gn(-FBL) S NG d=2

10D/log(2n'/d(d/2—1)2/d)
nl/d(d/2—1)2/d -

Proof. From [23] (Lemma 4.2), we know that

)

8 )N(fl»ll-lz;ﬁ/%)

N(Fp. | lloo: B) < (5

where F7, is the class of L-Lipschitz functions mapping €2 to [—1, 1]. It is easy to see that DF; /pp =
FgL, since Fpy, contains all the 1-Lipschitz functions mapping 2 to [—D, D]. Then, for any
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B € [0, D], log(N(FgL, || - [|sc; B)) can be bounded as follows

log(N(]:BLa H . ||007/B)) = log(N(D]:l/Dv H ’ ||007 ))
=log(N(Fi/p, || - |3 B/D))

<Nm|mwm%(

)
< N(DBo. | - 2 8/2)log (8;?)
= N(Bu||- I 8/2D) o (D

()
() m(2)
() (2)

where the last inequality uses the fact that 5 € [0, D]. Replacing this expression in the bound given
by Lemma E.4 we get

/2
Ga(Fo1) < inf <a+ —/ <5D) log (i?)dﬂ)

<o S ()

. <a+ \/1og<8Dé%><5D>d/2 /D a2 dﬂ> .

We compute the integral for different values of d:

e d = 1. In this case,
D
/ B=4248 = 2(v'D — va) < 2VD.
It follows that

Gu(Fon) < inf <a+ @zm> B Z@MD,

where the last inequality comes from picking o« = 2*&’3 in the infimum.

¢ d = 2. In this case,

D
/ ﬁ—d/2dﬁ = log(D) — log(a) = log(D/a) < 10g(8D/OZ)~

It follows that
log(8D/a)?/?5D log(2y/n)%/25D
=TT T ) <oV T
vn = NG
5D

where the last inequality comes from picking a = N in the infimum.

Gn(‘FBL) < ég% (04 +

e d > 3. In this case,
1-d/2 _ pl-—d/2 l—d/2

< .
dj2—1 = dj2—1

23



It follows that

log(8D 5D)4/2 o1-d/2
Gn(fBL)gigfo<a+m< Ji/2 )

NG d/2 -1

<o Vlog(2nt/d(d/2 — 1)2/4)5D
- n'/d(d/2 — 1)2/d ’

where the last inequality comes from picking o = 770 2=z 1N the infimum.
O

The convergence of empirical measures in 1-Wasserstein is a topic of interest on its own, that has
been studied in the past. We obtain the following corollary from [31]. We note the results in there
hold more generally for Banach Spaces.

Lemma E.5 (Corollary of Theorem 3.1 in [31]). Let  be a probability measure with a finite discrete
support on R? contained in {x € R? : |z — yll2 < R} for some y € RY, uy the empirical
distribution of N iid samples from u. Then, there exists an absolute constant C, such that, for all
N >1,

N~—1/2 d
E[W1 (s, pn)] < CR S log(N)N=Y2 d
N~—1/d d

AVANT
W N

F Simulations with histogram from Section 4.2

We follow the same simulation setup from Section 6. Namely, we consider the sample space to be the
unit /5 ball in R%, We use privacy parameters ¢ = 1,6 = 10~*. We set T' = 2log(n¢), and the noise
o is computed with the analytic Gaussian mechanism ([4], Theorem 8). The rest of the parameters are
set as indicated in Theorem 4.1. We run Algorithm 2, with the only difference that we post-process
noisy histograms truncating at H = 0 and then re-normalize. In Figure 7, we refer to this algorithm
as ‘PE’.

In Section 4.2, we introduced an alternative histogram that is built by adding Laplace noise
(only) to the NN entries that are positive and then truncating the noisy entries that fall below
H = 2log(1/6)/(ne) 4+ 1/n, followed by a re-normalization step so that the noisy histogram induces
a probability measure over the variations. Running Algorithm 2 with this histogram (instead of the
one that adds Gaussian noise to all the entries of the NN histogram, thresholds at 0 and re-normalizes)
is referred to as ‘PE with Laplace noise+thresholding’ in Figure 7.

We argued in Section 4.2 that this alternative DP histogram can work very well when the dataset is
highly clustered, but it can also lead to vacuous utility guarantees in less favorable cases. We illustrate
this in figure 7.

G Extension to Banach Spaces

We note that Algorithm 2 can operate on any Banach space (€2, p) as long as it has access to adequate
APIs. Below we define a property on the variation API that suffices to prove algorithm convergence.

Definition G.1. Let 1 > ~v > 0,v € Nand a > 0. A (randomized) variation API is a (v, v, «)-API
for a dataset S’ if

* Forall z € Q, z € Variation_API(z) and | Variation_API(z)| < v.

e Forall z; € Q, z9 € S such that p(z1,22) > «,

Evariation_API(.) p(2;22)| < (1 —7)p(21,22).

min
z€ Variation_API(z1)

If Variation_API satisfies this definition, then we can prove the following result.
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Figure 7: Comparison of the performance of PE with different histograms. Both algorithms, ‘PE’
and ‘PE with Laplace noise+thresholding’ are described in Section F. Left: the sensitive dataset
is distributed uniformly in an /5 ball of radious 0.02 around the origin (heavily clustered), leading
‘PE with Laplace noise+thresholding’ to preserve the votes signal in the noisy NN histograms,
outperforming ‘PE’. Right: the sensitive dataset is distributed uniformly in an ¢5 ball of radious 0.5
around the origin (not clustered). The votes signal in the noisy NN histograms is lost by ‘PE with
Laplace noise+thresholding’ during the thresholding step. Hence, it performs poorly. Results are
averaged over 100 runs

Theorem G.1 (Convergence of PE). Let (2, p) be a (sample) Banach space. Suppose ) is compact.
Let1 >~ > 0,v € Nand o > 0. St be the output of Algorithm 2 run on input S € Q",T €
N,ns € Nyo > 0, p(-, ). If Variation_API(-) is an (v, v, a)-API for S, then

E [Wi(ps, ps,)] < (1 —5)" [Wilps, ps,) — err] + err,

where Sy is the dataset created in Line 3, err = (o + 20n,0Gon. (Fpr) + Wi(ns)) /7, Wi(ns)
is an upper bound on the rate of convergence of empirical measures from ns samples to the true

measure in W1 and Gms (Fpr) is an upper bound on the Gaussian complexity Gy, (FBL)-

The upper bound on the Gaussian complexity that we provided in Lemma E.4 can be used to find

Gon. (FpL), since it works for general metric spaces, and the upper bound W1 (n)), can be found in
[31].

The proof of Theorem G.1 follows similarly to Theorem 4.1. We provide it below for completeness.
Proof of Theorem G.1. Note that forany t =0,...,7 — 1

Wi(ps; its,,,) = Der(is, pis..)
< Dpr(ps; fit+1) + Dr(fs1, fies1) + Dpr(fier1s 1) + DL (hi1s 15,4 )
= Wi(ps, fus1) + Dprfies1, fits1) + Dar(fierrs 1) + Wilpyins ts,.0)
< Wi(ps, fier1) + 2DBL (fus1s frern) + Wit s, )

where the inequality follows from Dpr (fit+1, fit+1) = Dpr(fit1, i) by definition of pj_ ;.
Denote by E,[-] the expectation when conditioning on the randomness up to iteration ¢ of PE. Since
Variation_API(-) is an (7, v, «)-API, then Lemma E.2 gives

Ee[Wi(ps, 1)) < (1 —)Wilus, ps,) + o
Further, since |V;| = vn,, Lemma E.3 and the definition of G, (Fpz,) imply
Ed[Dprjie+1, fir1)] < vngoGun, (Fpr) < vns0Gon, (FpL)-
Finally, by definition of W, (ns),

Et [Wl (p’;+17 HSyyq )} < Wl (nS)

Putting everything together:

Ee[Wi(ps, fier1)] < (1 —7)Wilus, us,) + o + 200Gy, (Fpr) + Wi(ny).
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Integrating on both sides and denoting T';y = E[W; (s, s, )] we obtain

Ty <=y +a+ 2vnsaévns (Fpr) + Wi (ns).

Hence, after T steps of PE we obtain

T-1
T < (1—)TTo + (a4 20n.0G . (Far) + Wi(n)) Y (1 —7)!
i=0
- X 1-(1-7)7
=(1—7)"To+ (o + 20n50Gyn_ (Fpr) + Wl(”s))l—((ljv))
=(1- ,Y)T Ty — o+ 2vnsaévns (FBL) + W1(ns) " o+ 2vnsaél,ns (Fpr) + W1(ns)
7 v

O

H Missing proofs

We start with the proof of Proposition 4.1.

Proof. Recall that i is given by ffi] = (afi] + Li)1up)>0,ai+L.>H) Where {L;}icm) i
Lap(2/ne). This can be seen alternatively as constructing fi as follows

« If [i] = 0, then fili] = 0.
o If 4[s] > 0, then fa[i] = ji[i] + L;, where L; ~ Lap(2/ne). If i[i] < 2log(1/8)/(ne)+1/n

(i.e the coordinate is small), then it is truncated: fi[i] =0

Let v be the measure after adding noise to ji but before truncating the small coordinates to obtain /.
Furthermore, note that all the entries with fi[¢] = 0 remain unchanged with our procedure. Hence,

the effective support of all the measures is I = {i € [m] : fi[i] > 0} rather than V. Also, define
L(f) such that the event E = {|L;| < L(8)Vi} has probability of at least 1 — 5. Recall that
H =2log(1/8)/(ne) + 1/n.

First, note that

Wi, 1) = Dpr(fi, 1) < Dpr(fi,v) + Der(v, i) + Dpr(f, 1)

We will control the terms on the right-hand side one by one.

o Let’s start with D, (i, v).

E[DpL(ji,v)] = E JSup Zf(V[i])(ﬂ[i] + Li — ald])

_ 2|

=~ Ly Fbr),

where L| il (Fp1) is the Laplace complexity of Fgy,.

* We continue by bounding Dgy, (v, ft).
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E[Dpr(v, 1)) = E [lejlcp Z JWVID(ali] + L — (ali] + Li) L api+.> 1))

SDE[ > i+ L

i€l:pfli)+L;<H

< DBE[|{i € T: p[i] + L; < H}|]

< DB(E||{i € I+ jfil + Ly < HY| | EIP[E) + El|{i € T jfi] + L < H}| | E°JP[E))
< DB({i € I+ li]— L(8) < H}| + |1|8)

* Finally, let’s look at Dpy, (i, /). If ||z||s = 0, then Dpr (&, 1) = 0. Otherwise,

Dpr(fi, 1) = Dpr(f, /|| fll1)
1
= sup > f(V[i]) (1 - =) alil
v (1= ;)

feEFBL "
K3
1 - -
< D1 — |l = D@l — 1.
(i
Next,

L= lalhl =Y Al - > A+ L

iel iel:pli)+L;>H

= > i+ Li =) L

iel:pli|+Li<H iel

oo A+ L+ | > Li

IA

+

icl:pfd+L;<H iel
<B[iel:plil+Li<H}+|> Li.
iel

We have already argued that
E[[{i € I : il + Li < H}] < [{i € I : pfi] — L(B) < H}| + [1|B.

Furthemore, since the random variables L; are iid Laplace we have

2
iel iel
= (Var L;
()
=/|I|Var(Ly)
2|1
= Valle/(ne))2 = L.

Hence, we conclude that

. N 2Dy\/2|T
E[Dpr(i, 1)) < DH(|{i € I : pli] — L(B) < HY| + |I|8) + ﬂ

ne
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Putting everything together, we obtain

21|

) 3 2Dy/2|T
EW1 (i, p)] < ==Ly (Fpr) + 2DH({i € I+ fi] - L(8) < H}| +|1]8) + f

Finally, observe that by the tail bounds of a Laplace random variable, L(3) = O (%) suffices
for P[E] > 1 — B. This concludes the proof. O

Next, we provide the proof of Lemma 3.1.

Proof. For simplicity denote the packing number M(€, p;2n) by M in this proof. Consider a
2n-packing of Q, {z1, ..., zpr}. Let S = {21 }". For k € Z, define

B(k) = Bp(ZM?)"_l X Bp(Zkﬂ?)
It is easy to see that if S =, A(S) <= A(S) € B(1), and if A(S) € B(k) for some k > 2, then

S and A(S) can not be 7-close. Since P 4 [S =, A(S)] >1— 7, then

P4 [A(S) € UkeZm[Q,M]B(k):| <7

Furthermore, B(i) N B(j) = @ forall i # j € ZN[2, M], so

P4 {A(S) € ukeZn[ZM]B(k)] = > Py [A(S) S B(k)}

keZn(2,M]

Hence, there exists a set B(k*) such with P4 {A(S ) € B(k:*)} < 7/(M — 1). Finally, construct

S" = {z1}" "t U {2~ }. Note that S and S’ are neighboring datasets. Then, by the inequalities that
we have stated and (e, §)-DP, it follows that

ecT

M71+5'

1-7<Py4 [s' =, A(S’)} =Py [A(S’) e B(k*)} <Py [A(S) e B(k:*)} o<

Solving for ¢, we gete > log((M — 1)(1 — 7 — §) /7). Finally, note that
(M—-1)(1—-7-=08)/r>M1—-T1-90)/[21] > M,

where the last inequality follows from the fact that 1 — 7 — & > 27, which is a consequence of our
assumption that § < 1 — 37. This concludes the proof. O

Finally, we give a proof for Proposition 5.1.

Proof. Let n € A, and denote by II(u) is the set of couplings between %Zie[n] dsp;) and
>_je(m) 1Li10v(j)- Then, the following lower bound holds

s %Z Osiis D mlilovy) | = inf >_ (Sl VIDmis

il semm) e 5

> inf < min_p(S[i], V[J’])) > i

well(p) Z jE[mM] 7

-y <minj€[m] P(S[i]»v[j])> . 3)

In addition, note that if

* o __

1 (j = min{k : k € arg min;¢p,,) p(S[i], V[l])})
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then (1) 7* € II(p*):

and (2)

5 (S ntsla v | = 3 (S ptsta vieg | - 3 (B ST,

(1) and (2) together with the lower bound from (3) imply that

* *
) € ar mi 77
(", 7") gGAMGH()E p(S ijs
which is equivalent to the statement we wanted to prove. O

I Details on the Private Signed Measure Mechanism

The Private Signed Measure Mechanism is an algorithm for differentially private synthetic data
generation presented in [25]. It is designed to work under pure differential privacy. For completeness,
we provide an extension of it that works under approximate DP. The algorithm and its proof closely
resemble the one from [25], with the only difference being that we need to deal with Gaussian noises
instead of Laplace in order to achieve approximate DP. As we mentioned in Section 5, PE can be seen
as a sequential version of PSMM, and the gaussian mechanisms has better composition guarantees
than the Laplace mechanism. Hence, even though changing Gaussian noise by Laplace in PSMM
does not make a big difference, it does make a more notorious difference for PE when seen as a
sequential version of PSMM.

Algorithm 5 Private signed measured mechanism with approx DP

Require: Dataset S = {z', ..., 2"}, partition {€2; } ;c[;n], number of synthetic samples n,

1: Compute private counts: 7; = |S N €| + N;, where N; ¢ ~ N(0, logel/é))

2: Let fi be a signed measure such that for i € [m], i({w;}) = 7;/n for an arbitrary w; € €; and
(i \{w;}) = 0.

3: Let fu be the closest probability measure over {wy, ..., wy, } to fi in D, distance.

4: Let u be an arbitrary probability measure over €2 such that 1(£2;) = ji({w;}) for all i € [m].

5: return S’ ~ p™e

Theorem L.1 (Guarantees of PSMM under approximate DP). There exists a partition {§2; }ic[m) of
such that Algorithm 5 run on S € Q", {Q;}ie[m) outputs an (¢, 6)-DP synthetic dataset S’ satisfying

EWi (s, ps)] < 2 (max diam(€;) + my/log(1/9)

i€[m] ne

Gm(f)> + EWi(p, ps')),

where i is the probability measure from Step 4. Furthermore, if @ C R? with diam(Q) < D,
p=1"|l2 m =ne/[D+/log(1/8)] and diam(Q;) < O(Dm~ Y/ max{d2}) 1pen

1/ max{2,d max
bgU®>/ { }+D<1)” 0

ne N

E[Wi(us, )] <O | D (

Remark 1.1. When running PSMM, we can select ng arbitrarily large, by the post-processing property

\/m 1/ max{2,d}

utility bound presented in Theorem I.1. Note that, up to logarithmic factors, this bound improves over
the bound that we provide for PE in Theorem 4.1 by a factor of d. However, it requires {€; };c[m]

of DP. Hence, we can safely assume that the error term D dominates in the

to be such that max;e(,,, diam(Q;) = O(Dm~"/ max{d,2}) - Constructing such partition in practice
is equivalent to finding an O(Dm =/ ™>{42 ) net of points {wy, ....,wn } such that the Voronoi
partition induced by them is {$; };c[m). We explained in Section 5 why such net can be difficult to

construct in practice.
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Proof. Since the (5-sensitivity of f(S) = (|S N Q|)iepny is V2, privacy of the measure £ (from

Step 4) follows from the Gaussian mechanism. The privacy of S’ follows by post-processing.

The convergence proof is similar to the utility analysis of one step of PE. Let i be a probability

measure over ) such that i({w;}) = n;/n, where n; = |S N Q;], and G(Q\{w1, ...,wm }) = 0. Let

the measures i, v and p be as given by Algorithm 5. Note that

Wi(ps, p) = Dpr(ps, ) < Dpr(ps, it) + Dpr(f, i) + Dpr(fi,

= Wi(us, ) + Dpr(i, i) + Dpr(ji, fu
< Wilus, ) +2Dpr (i, i) + Wi (j, 1)
<2 <max diam(Q;) + Dgr(a, ﬂ)) ,

1€[m]

i) + Dor(f, 1)
)+ Wi, p)

where the second inequality follows from the fact that Dy ([, 1) > Dpr(f, fi), which is a conse-
quence of [ being the closest probability measure over {w, ...,wy, } to fi in Dpy, and in the last
inequality we used max{Wi(us, i), W1(f, u)} < max;efm) dlam( i) (these inequalities are trivial
since the pairs of measures pg, i and /i, ;o assign the same amount of probability mass into each
region 2;). It remains to bound D gy, ([, i). The following equality

n; n;+N; f(wi)N,
Dpr(f —sup/fdu di) = bup flwi) ( — >—sup

feF z[:] ' n n feF Z]

allows to conclude that
log(1/d
E[W, (s, )] < 2 (m[ax] diam (@) + W%@) .
elm
The proof of the first claim is concluded by noting that
EW: (ps, psr)] < E[W: (s, p)] + E[Wi (1, ps)]

m+/log(1/4)

<2 (max diam(Q;) +
1€[m] ne

Gm(f)> + E[Wi (1, )]

For the second claim, recall from Corollary E.1 that
9+/log(2+/m)D d=1

10D1\/ﬁ2 3/2
Gn(Fpr) < —Og\(/ﬁ/m) d=2.
10D4/log(2m1/d(d/2—1)2/4)
m1/d(d/2—1)2/d

d>3

Using this in the inequality from the first claim and using that diam(Q;) = O(Dm~"/ max{2,d}) for

all ¢ € [m] we obtain that
D 1/ max(2 d} Dmi- 1/ max{2,d} log 1/5
m .
ne

E[W:(us, ps)] = O ( > + E[W1(u,s psr)]-

Using the definition m = ne/[D+/log(1/4)], it follows that

1/ max{2,d
1og<1/6>>/ oo

e E[W1 (4, ps0)]-

E[Wi(us,ps)] =0 | D (

Finally, since S’ ~ p™=, Lemma E.5 gives the following upper bound on the convergence of the
empirical measure in W

E[W1 (i, pg)] = O(Dn Y maxiZdhy,
This finishes the proof. -

J Impact Statement
Our work is theoretical in nature, so it does not have direct societal impacts. However, we believe

that our theory can improve the practice of differentially private synthetic data generation, leading to
a positive social impact by enabling safe data sharing within and across organizations.
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NeurlIPS Paper Checklist

1. Claims

Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?

Answer: [Yes]

Justification: The claims from the abstract and introduction are discussed in the rest of the
main body, and the proofs appear in the Appendix.

Guidelines:

* The answer NA means that the abstract and introduction do not include the claims
made in the paper.

* The abstract and/or introduction should clearly state the claims made, including the
contributions made in the paper and important assumptions and limitations. A No or
NA answer to this question will not be perceived well by the reviewers.

* The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

* It is fine to include aspirational goals as motivation as long as it is clear that these goals
are not attained by the paper.

2. Limitations
Question: Does the paper discuss the limitations of the work performed by the authors?
Answer: [Yes]

Justification: We discuss in detail our theoretical model and elaborate on the only step that
differs from a practical algorithm in Section 4. We also illustrate some limitations of our
worst-case analysis for guiding practice with simulations in Section 6 and discuss some
theory for beyond the worst-case analysis of our theoretical model in Subsection 4.2.

Guidelines:

* The answer NA means that the paper has no limitation while the answer No means that
the paper has limitations, but those are not discussed in the paper.

* The authors are encouraged to create a separate "Limitations" section in their paper.

The paper should point out any strong assumptions and how robust the results are to
violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The authors
should reflect on how these assumptions might be violated in practice and what the
implications would be.

* The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
depend on implicit assumptions, which should be articulated.

* The authors should reflect on the factors that influence the performance of the approach.
For example, a facial recognition algorithm may perform poorly when image resolution
is low or images are taken in low lighting. Or a speech-to-text system might not be
used reliably to provide closed captions for online lectures because it fails to handle
technical jargon.

* The authors should discuss the computational efficiency of the proposed algorithms
and how they scale with dataset size.

If applicable, the authors should discuss possible limitations of their approach to
address problems of privacy and fairness.

* While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.

3. Theory assumptions and proofs
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Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?

Answer: [Yes]

Justification: All of our theorems, lemmas and propositions state the assumptions made.
We provide a proof sketch of our main result in the main body and defer the full proof to
the Appendix. For other results, we discuss intuition or motivation in the main body and
provide formal proofs in the Appendix.

Guidelines:

* The answer NA means that the paper does not include theoretical results.

 All the theorems, formulas, and proofs in the paper should be numbered and cross-
referenced.

* All assumptions should be clearly stated or referenced in the statement of any theorems.

* The proofs can either appear in the main paper or the supplemental material, but if
they appear in the supplemental material, the authors are encouraged to provide a short
proof sketch to provide intuition.

* Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

* Theorems and Lemmas that the proof relies upon should be properly referenced.
. Experimental result reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]

Justification: Our experiments can be reproduced following the setup described in Section 6
and we will provide the code for it.

Guidelines:

» The answer NA means that the paper does not include experiments.

* If the paper includes experiments, a No answer to this question will not be perceived
well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.

If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.

Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.

While NeurIPS does not require releasing code, the conference does require all submis-
sions to provide some reasonable avenue for reproducibility, which may depend on the
nature of the contribution. For example

(a) If the contribution is primarily a new algorithm, the paper should make it clear how
to reproduce that algorithm.

(b) If the contribution is primarily a new model architecture, the paper should describe
the architecture clearly and fully.

(c) If the contribution is a new model (e.g., a large language model), then there should
either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).
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(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.

5. Open access to data and code

Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer: [Yes]
Justification: We will provide the code in the Supplemental Material.
Guidelines:

* The answer NA means that paper does not include experiments requiring code.

¢ Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

* While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

* The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

 The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

* The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

* At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

* Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLSs to data and code is permitted.

6. Experimental setting/details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]
Justification: Parameter setting is described in Section 6.
Guidelines:

» The answer NA means that the paper does not include experiments.

* The experimental setting should be presented in the core of the paper to a level of detail
that is necessary to appreciate the results and make sense of them.

* The full details can be provided either with the code, in appendix, or as supplemental
material.

7. Experiment statistical significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer: [Yes]

Justification: Our simulations are averaged over 100 independent runs and report the average
and standard errors (shaded areas in figures).

Guidelines:

* The answer NA means that the paper does not include experiments.
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8.

10.

* The authors should answer "Yes" if the results are accompanied by error bars, confi-
dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.

* The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

* The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

* The assumptions made should be given (e.g., Normally distributed errors).

¢ It should be clear whether the error bar is the standard deviation or the standard error
of the mean.

* It is OK to report 1-sigma error bars, but one should state it. The authors should
preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.

* For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

o If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.

Experiments compute resources

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]

Justification: Simulations are run on a personal laptop with Apple M2 Pro chip and 32GB of
memory.

Guidelines:

* The answer NA means that the paper does not include experiments.

* The paper should indicate the type of compute workers CPU or GPU, internal cluster,
or cloud provider, including relevant memory and storage.

* The paper should provide the amount of compute required for each of the individual
experimental runs as well as estimate the total compute.

* The paper should disclose whether the full research project required more compute
than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

. Code of ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines?

Answer: [Yes]
Justification: The paper conforms with the NeurIPS Code of Ethics in every respect.
Guidelines:

¢ The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.

* If the authors answer No, they should explain the special circumstances that require a
deviation from the Code of Ethics.

* The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).

Broader impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [Yes]

Justification: Impact statement in Section J.
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11.

12.

Guidelines:

* The answer NA means that there is no societal impact of the work performed.

* If the authors answer NA or No, they should explain why their work has no societal
impact or why the paper does not address societal impact.

» Examples of negative societal impacts include potential malicious or unintended uses
(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.

* The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

* The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

* If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer: [NA]
Justification: We do not release new data or models.
Guidelines:

* The answer NA means that the paper poses no such risks.

* Released models that have a high risk for misuse or dual-use should be released with
necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

 Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

* We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [NA]
Justification: Our simulations use synthetic data.
Guidelines:

» The answer NA means that the paper does not use existing assets.
* The authors should cite the original paper that produced the code package or dataset.

* The authors should state which version of the asset is used and, if possible, include a
URL.

* The name of the license (e.g., CC-BY 4.0) should be included for each asset.
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13.

14.

15.

* For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.

 If assets are released, the license, copyright information, and terms of use in the
package should be provided. For popular datasets, paperswithcode.com/datasets
has curated licenses for some datasets. Their licensing guide can help determine the
license of a dataset.

* For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

* If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.
New assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [NA]
Justification: No new assets are introduced.
Guidelines:

* The answer NA means that the paper does not release new assets.

* Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

* The paper should discuss whether and how consent was obtained from people whose
asset is used.

* At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.
Crowdsourcing and research with human subjects

Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]
Justification: No human subjects were involved in our research.
Guidelines:
* The answer NA means that the paper does not involve crowdsourcing nor research with

human subjects.

* Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

* According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

Institutional review board (IRB) approvals or equivalent for research with human
subjects

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]
Justification: No human subjects were involved in our research.
Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.
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* Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.

* We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

* For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.
16. Declaration of LLLM usage

Question: Does the paper describe the usage of LLMs if it is an important, original, or
non-standard component of the core methods in this research? Note that if the LLM is used
only for writing, editing, or formatting purposes and does not impact the core methodology,
scientific rigorousness, or originality of the research, declaration is not required.

Answer: [NA]
Justification: LLMs are only used for writing and editing purposes.
Guidelines:

* The answer NA means that the core method development in this research does not
involve LLMs as any important, original, or non-standard components.

* Please refer to our LLM policy (https://neurips.cc/Conferences/2025/LLM)
for what should or should not be described.
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