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A bst r a ct

F a k e b as e st ati o ns ( F B S es) p os e a si g ni fi c a nt s e c urit y t hr e at
b y i m p ers o n ati n g l e giti m at e b as e st ati o ns ( B S es). T h o u g h
eff orts h a v e b e e n m a d e t o d ef e at t his t hr e at, u p t o t his d a y,
t h e pr es e n c e of F B S es a n d t h e m ulti-st e p att a c ks ( M S As)
st e m mi n g fr o m t h e m c a n l e a d t o u n a ut h ori z e d s ur v eill a n c e,
i nt er c e pti o n of s e nsiti v e i nf or m ati o n, a n d disr u pti o n of n et-
w or k s er vi c es. T h er ef or e, d et e cti n g t h es e m ali ci o us e ntiti es
is cr u ci al t o e ns ur e t h e s e c urit y a n d r eli a bilit y of c ell ul ar n et-
w or ks. I n t his p a p er, w e d e v el o p F B S D et e ct or – a n eff e cti v e
a n d ef fi ci e nt d et e cti o n s ol uti o n t h at c a n r eli a bl y d et e ct F B-
S es a n d M S As fr o m l a y er- 3 n et w or k tr a c es usi n g m a c hi n e
l e ar ni n g ( M L) at t h e us er e q ui p m e nt ( U E) si d e. T o d e v el o p
F B S D et e ct or , w e cr e at e F B S A D a n d M S A D , t h e first- e v er
hi g h- q u alit y a n d l ar g e-s c al e d at as ets i n c or p or ati n g i nst a n c es
of F B S es a n d 2 1 M S As. T h es e d at as ets c a pt ur e t h e n et w or k
tr a c es i n diff er e nt r e al- w orl d c ell ul ar n et w or k s c e n ari os (i n-
cl u di n g m o bilit y a n d diff er e nt att a c k er c a p a biliti es) i n c or-
p or ati n g l e giti m at e B S es a n d F B S es. O ur n o v el M L fr a m e-
w or k, s p e ci fi c all y d esi g n e d t o d et e ct F B S es i n a m ulti-l e v el
a p pr o a c h f or p a c k et cl assi fi c ati o n usi n g st at ef ul L S T M wit h
att e nti o n a n d tr a c e l e v el cl assi fi c ati o n a n d M S As usi n g gr a p h
l e ar ni n g, c a n eff e cti v el y d et e ct F B S es wit h a n a c c ur a c y of
9 6 % a n d a f als e p ositi v e r at e of 2 .9 6 % , a n d r e c o g ni z e M S As
wit h a n a c c ur a c y of 8 6 % a n d a f als e p ositi v e r at e of 3 .2 8 % .
We d e pl o y F B S D et e ct or as a r e al- w orl d s ol uti o n t o pr ot e ct
e n d- us ers t hr o u g h a m o bil e a p p a n d e xt e nsi v el y v ali d at e it i n
r e al- w orl d e n vir o n m e nts. C o m p ar e d t o t h e e xisti n g h e uristi c-
b as e d s ol uti o ns t h at f ail t o d et e ct F B S es, F B S D et e ct or c a n
d et e ct F B S es i n t h e wil d i n r e al ti m e.

1 I nt r o d u cti o n

T h e wi d es pr e a d a d o pti o n of c ell ul ar n et w or ks h as br o u g ht
a b o ut u n pr e c e d e nt e d i m pr o v e m e nts i n d at a r at es, l at e n c y, a n d
d e vi c e c o n n e cti vit y, r es ulti n g i n a s ur g e i n t h e n u m b er of
c o n n e ct e d d e vi c es w orl d wi d e. I n 2 0 2 4, t h e n u m b er of m o-
bil e d e vi c es is ass ess e d at 1 7 .7 2 billi o n, h a vi n g a n esti m at e d

* E q u al c o ntri b uti o n. T h e st u d e nt a ut h or’s n a m e is gi v e n first.

4 .8 8 billi o n gl o b al us ers, m ar ki n g a 4 .9 % a n n u al i n cr e as e [ 1 ],
a n d t h e n u m b er of m o bil e d e vi c es is e x p e ct e d t o r e a c h 1 8 .2 2
billi o n b y 2 0 2 5 h a vi n g 5 .2 8 billi o n us ers [ 2 ]. Gi v e n t h e e xt e n-
si v e us a g e a n d d e p e n d e n c e o n c ell ul ar n et w or ks, t h e y b e c o m e
d esir a bl e t ar g ets f or m ali ci o us e ntiti es. T h es e e ntiti es tr y t o
disr u pt c ell ul ar n et w or k s er vi c es b y e x pl oiti n g diff er e nt t y p es
of v ul n er a biliti es i n c ell ul ar n et w or k pr ot o c ols. Of all t h e at-
t a c ks a n d t hr e at m o d els t ar g eti n g c ell ul ar n et w or ks, F a k e B as e
St ati o ns ( F B S es), a. k. a. f als e b as e st ati o ns a n d r o u g e b as e st a-
ti o ns, ar e a m o n g t h e m ost wi d es pr e a d a n d r e pr es e nt a si g nif-
i c a nt t hr e at. D u e t o t h e l a c k of a ut h e nti c ati o n of i niti al br o a d-
c ast m ess a g es as w ell as t h e u n pr ot e ct e d c o n n e cti o n s et u p i n
t h e b o otstr a p pi n g p h as e [3 – 5 ], a d v ers ari es c a n i nst all F B S es
t h at c a n l ur e u ns us p e cti n g d e vi c es t o c o n n e ct t o t h e m a n d
t h e n l a u n c h s o p histi c at e d M ulti- St e p Att a c ks ( M S As) [6 – 1 5 ].

M oti v ati o n. T h e t hr e at p os e d b y F B S es is n ot n e w a n d h as
b e e n ar o u n d f or a w hil e, b ut t h e y ar e still e xt e nsi v el y us e d
b y att a c k ers w orl d wi d e [ 1 6 , 1 7 ]. T h e k e y m oti v ati o ns of
o ur w or k ar e: ( 1) A p ersist e nt pr o bl e m. D es pit e c o nsi d er a bl e
eff orts, F B S es r e m ai n a p ersist e nt c h all e n g e i n c ell ul ar
n et w or k s e c urit y. T h e y c a n still b e d e pl o y e d f or att a c ks i n
5 G c ell ul ar n et w or ks, e v e n wit h t h e us e of t h e e n cr y pt e d
p er m a n e nt I D ( S U CI), i n c o ntr ast t o t h e u n e n cr y pt e d I M SI
us e d i n 4 G, w hi c h t h e U E tr a ns mits t o t h e b as e st ati o n
f or a ut h e nti c ati o n [1 8 ]. R e c e nt eff orts h a v e i ntr o d u c e d
c erti fi c at e- b as e d s ol uti o ns a n d di git al si g n at ur es [ 6 , 1 9 , 2 0 ]
t o a d dr ess s u c h pr o bl e ms. N o n et h el ess, t h es e pr o p os als
ar e still i n t h eir i nf a n c y a n d w o ul d i m p os e s u bst a nti al
o v er h e a d a n d r e q uir e c h a n g es t o t h e s p e ci fi c ati o ns t o b e
a p pli c a bl e i n a r e al- w orl d s etti n g. M or e o v er, t h e pr o p os e d
c erti fi c at e- b as e d s ol uti o ns m a k e t h e d esi g n of r o a mi n g
dif fi c ult f or c ell ul ar n et w or k pr o vi d ers. W h e n a us er tr a v els
fr o m o n e pl a c e t o a n ot h er pl a c e or fr o m o n e c o u ntr y t o
a n ot h er c o u ntr y, t h e diff er e nt n et w or k pr o vi d ers will h a v e
t o s h ar e t h eir s e cr et k e ys f or a ut h e nti c ati o n, w hi c h is v er y
c h all e n gi n g c o nsi d eri n g t h e s e c urit y as p e cts of t h e s h ari n g
pr o c ess [ 2 1 ]. ( 2) Billi o ns of u n pr ot e ct e d d e vi c es. T h e 3 G P P
is pl a n ni n g t o i n c or p or at e s e v er al d ef e ns e m e c h a nis ms
i n t h e pr ot o c ol t o d ef e n d a g ai nst F B S es [6 ] i n f ut ur e
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g e n er ati o ns. H o w e v er, t h es e d ef e ns e m e c h a nis ms will still
t a k e s e v er al y e ars t o r oll o ut i n t h e s p e ci fi c ati o n a n d t h e n t o
t h e i m pl e m e nt ati o n. C urr e ntl y, billi o ns of d e vi c es w orl d wi d e
ar e v ul n er a bl e t o F B S- b as e d att a c ks, a n d billi o ns of n e w
d e vi c es r el e as e d i n t h e c o mi n g y e ars will b e v ul n er a bl e t o
att a c ks u ntil t h e n e w pr ot o c ol is i m pl e m e nt e d. T h es e d e vi c es
n e e d t o b e s e c ur e d t hr o u g h i n- d e vi c e s ol uti o ns b e c a us e
r e pl a ci n g t h e m is i m pr a cti c al a n d w o ul d i n c ur h u g e c osts. ( 3)
I m pr a cti c alit y a n d hi g h c ost of e xisti n g d et e cti o n m e c h a nis ms.
Alt h o u g h eff orts [ 3 ,1 4 ,2 2 – 3 7 ] h a v e b e e n u n d ert a k e n t o d et e ct
F B S es, t h e y s uff er fr o m at l e ast o n e of t h e f oll o wi n g li mi-
t ati o ns: ( A) H e uristi c [3 2 – 3 4 ] a n d si g n at ur e/r ul e [3 ,1 4 ,2 4 ]
b as e d s ol uti o ns f ail t o a d a pt t o t h e d et e cti o n of e v er- e v ol vi n g
att a c ks. ( B) S o m e s ol uti o ns d e p e n d o n cr o w d-s o ur c e d
d at a [ 3 1 ], w hi c h is i m pr a cti c al t o s c al e u p t o a s yst e m
t h at h as t o pr ot e ct billi o ns of d e vi c es. ( C) S o m e d et e cti o n
s ol uti o ns [ 2 5 , 2 6 , 3 5 , 3 6 ] r e q uir e i nst alli n g e x p e nsi v e
h ar d w ar e; i n m ost c as es, t h e y ar e pr o pri et ar y. F or e x a m pl e,
C ell D A M [ 3 7 ] r e q uir es a s e p ar at e c o m p a ni o n n o d e n e ar t h e
U Es t o c a pt ur e t h e si g n ali n g m ess a g es. T his is n ot a pr a cti c al
s ol uti o n f or pr ot e cti n g billi o ns of d e vi c es. ( D) L o w er l a y er
b as e d s ol uti o ns [ 2 2 , 2 3 , 2 7 – 3 0 ] c a n n ot d et e ct s o p histi c at e d
F B S es, a n d ar e n ot i n h er e ntl y a bl e t o d et e ct M S As.

R e c e ntl y, b ot h G o o gl e a n d A p pl e h a v e a d o pt e d n e w a p-
pr o a c h es t o d ef e at F B S es [ 3 8 ]. T h es e a p pr o a c h es ar e v er y
pr o misi n g wit hi n t h eir s c o p e; h o w e v er, a k n o wl e d g e a bl e a n d
w ell- e q ui p p e d a d v ers ar y b e y o n d t h eir s c o p e c a n still c o nti n u e
t o o p er at e. T h er ef or e, it is ess e nti al t o d esi g n eff e cti v e a n d
ef fi ci e nt s ol uti o ns t o d et e ct F B S es a n d M S As. I n t his p a p er,
w e ai m t o a d dr ess t his b y d e v el o pi n g a l o w- o v er h e a d, n o- c ost,
a n d i n- d e vi c e s ol uti o n t h at c a n eff e cti v el y d et e ct F B S es a n d
M S As t h at us e F B S es i n t h eir t hr e at m o d el, fr o m t h e n et w or k
tr a c es i n t h e U Es.

A p r a cti c al s ol uti o n. M a c hi n e l e ar ni n g ( M L) c a n b e a pr a cti-
c al i n- d e vi c e s ol uti o n t o a d dr ess all t h e e xisti n g pr o bl e ms i n
d et e cti n g a n d d ef e n di n g a g ai nst t h e F B S es a n d M S As. O n a
hi g h l e v el, a n M L- b as e d s ol uti o n h as t h e f oll o wi n g b e n e fits:
❶ It c a n pr ot e ct all t h e e xisti n g e n d- us er d e vi c es v ul n er a bl e
t o t h e att a c ks. ❷ N o c h a n g e is r e q uir e d i n t h e pr ot o c ol. Usi n g
t h e n et w or k tr a c es, es p e ci all y t h e hi g h er l a y er (l a y er- 3) tr a c es,
t h e M L al g orit h ms c a n d et er mi n e w h et h er t h er e ar e a n y F B-
S es i n t h e n et w or k a n d r e c o g ni z e M S As. ❸ N o a d diti o n al
h ar d w ar e is r e q uir e d. ❹ M L al g orit h ms a d d littl e o v er h e a d
r e g ar di n g m e m or y a n d p o w er c o ns u m pti o n. ❺ As t h e att a c k
p att er ns ar e si mil ar w orl d wi d e, M L al g orit h ms c a n d et e ct F B-
S es a n d M S As a n y w h er e i n t h e w orl d a n d t h us c a n s u p p ort
r o a mi n g of t h e d e vi c e t h e y ar e d e pl o y e d i n.

C h all e n g es. T h e d esi g n of a n M L- b as e d s yst e m f or t h e d e-
t e cti o n of F B S es, h o w e v er, r e q uir es a d dr essi n g s e v er al m aj or
c h all e n g es: ( 1) A c q uiri n g a c o m pr e h e nsi v e a n d hi g h- q u alit y
d at as et e n c o m p assi n g a wi d e r a n g e of r e al- w orl d c ell ul ar n et-
w or k s c e n ari os. ( 2) I n c or p or ati n g t h e s urr o u n di n g c o nt e xt
i nt o c o nsi d er ati o n. ( 3) C a pt uri n g, r e pr es e nti n g, a n d l e ar ni n g
t h e u ni q u e c h ar a ct eristi cs t h at d e fi n e t h e M S As. ( 4) C o m bi n-

i n g t h e pr e di cti o ns of l a y er- 3 pr ot o c ols. L a y er- 3, als o k n o w n
as t h e n et w or k l a y er, h as t w o k e y pr ot o c ols: (i) N A S ( N o n-
A c c ess Str at u m) [ 3 9 ] a n d (ii) R R C ( R a di o R es o ur c e C o n-
tr ol) [4 0 ]. T h es e pr ot o c ols o p er at e wit hi n t h e c o ntr ol pl a n e,
e a c h s er vi n g disti n ct p ur p os es i n f a cilit ati n g c o m m u ni c ati o n
b et w e e n t h e Us er E q ui p m e nt ( U E) a n d t h e n et w or k i nfr as-
tr u ct ur e. T o h a v e a u ni fi e d d et e cti o n a n d i m pr o v e r o b ust n ess,
t h e pr e di cti o ns m a d e s e p ar at el y f or t h e t w o pr ot o c ols n e e d t o
b e c o m bi n e d. ( 5) E n a bli n g r e al-ti m e d et e cti o n of t h e att a c ks.
T h e fr a m e w or k n e e ds t o b e a n i n- d e vi c e s ol uti o n t h at c a pt ur es,
pr o c ess es a n d a n al y z es i n c o mi n g p a c k ets pr o m ptl y t o d et e ct
t h e pr es e n c e of t h e att a c ks eff e cti v el y.

O u r a p p r o a c h. T o d et e ct F B S es eff e cti v el y, i n t his p a p er,
w e pr es e nt t h e d esi g n, i m pl e m e nt ati o n, a n d d e pl o y m e nt of
F B S D et e ct or , a n M L- b as e d fr a m e w or k f or F B S d et e cti o n
a n d M S A r e c o g niti o n. As it is ill e g al t o cr e at e F B S es i n
p u bli c ar e as a n d t h er e ar e n o p u bli cl y a v ail a bl e d at as ets of
F B S a n d M S A tr a c es, w e cr e at e F B S A D a n d M S A D , t h e first
c o m pr e h e nsi v e a n d hi g h- q u alit y F B S a n d M S A d at as ets, r e-
s p e cti v el y. T o a c hi e v e t his, w e utili z e diff er e nt f a ciliti es at
P O W D E R [ 4 1 ]. P O W D E R is a cit y-s c al e a n d e n d-t o- e n d
s oft w ar e- d e fi n e d pl atf or m t o s u p p ort m o bil e a n d wir el ess r e-
s e ar c h. T h e d at as et cr e at e d usi n g P O W D E R is a n al o g o us t o
r e al- w orl d d at as ets. T his is e ns ur e d b y i n cl u di n g o v er-t h e- air
a ct u al p a c k ets tr a ns mitt e d wit hi n its s p e ctr u m b et w e e n a ct u al
d e vi c es i nst e a d of si m ul at e d wir e tr a ns missi o ns [ 4 2 – 4 6 ]. T o
t a c kl e t h e s e c o n d c h all e n g e, i n c or p or ati n g t h e s urr o u n di n g
c o nt e xt i nt o d et e cti o n, w e d esi g n a t w o-st e p d et e cti o n fr a m e-
w or k: a p a c k et-l e v el cl assi fi c ati o n f oll o w e d b y a tr a c e-l e v el
cl assi fi c ati o n, e ns uri n g b ot h gr a n ul ar a n d c o nt e xt u al a n al y-
sis. F or M S A d et e cti o n, w e us e gr a p h l e ar ni n g – d eri v e d fr o m
o ur i nt uiti o n t h at all t h e M S As f oll o w a s p e ci fi c p att er n ,
a n d t h at t o r e c o g ni z e M S As s u c c essf ull y, it is n e c ess ar y t o
c a pt ur e t h es e p att er ns. T o o bt ai n a u ni fi e d pr e di cti o n w e c o m-
bi n e pr e di cti o ns m a d e o n N A S a n d R R C p a c k ets usi n g a
w ei g ht e d c o n fi d e n c e- b as e d f usi o n m et h o d. F or t h e d e pl o y-
m e nt of F B S D et e ct or , w e cr e at e a m o bil e a p p t h at a n al y z es
t h e p a c k et tr a c es b y r u n ni n g t h e pr e-tr ai n e d m o d els i n t h e
d e vi c e t o d et e ct F B S es a n d M S As eff e cti v el y i n r e al ti m e.

E x p e ri m e nt al r es ults. T h e u n pr o c ess e d F B S A D a n d M S A D
d at as ets h a v e a c o m bi n e d si z e of 9 .2 G B. Tr ai n e d o n t his c o m-
bi n e d d at as et, o ur e x p eri m e nts s h o w t h at o ur F B S d et e cti o n
fr a m e w or k c a n d et e ct F B S wit h 9 6 % a c c ur a c y a n d a f als e
p ositi v e r at e ( F P R) of 2 .9 6 % . Si mil arl y, o ur gr a p h l e ar ni n g
m o d el c a n d et e ct 2 1 M S As wit h 8 6 % a c c ur a c y a n d a n F P R of
3 .2 8 % . O ur e x p eri m e nts als o s h o w t h at c o m bi ni n g N A S a n d
R R C pr e di cti o ns i m pr o v es t h e p erf or m a n c e b y 1 ∼ 2 % . F ur-
t h er m or e, F B S D et e ct or d et e cts u ns e e n O v ers h a d o w att a c ks
wit h 8 6 % a c c ur a c y. T o v ali d at e F B S D et e ct or ’s fi d elit y a n d
e v al u at e its p erf or m a n c e, m e m or y a n d p o w er c o ns u m pti o n i n
r e al- w orl d s c e n ari os, w e i nst a nti at e a m o bil e a p p f or 4 G U Es
a n d s et u p F B S es a n d M S As i n a c o ntr oll e d l a b e n vir o n m e nt.
Usi n g o ur l a b s et u p, w e s p a w n F B S es a n d r u n e x p eri m e nts
wit h diff er e nt F B S d et e cti o n a n d M S A r e c o g niti o n s c e n ari os.
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L astl y, w e r u n l o n g er e v al u ati o ns wit h t h e F B S D et e ct or a p p
i n m ulti pl e c o u ntri es a n d ar e as wit h v ar yi n g p o p ul ati o n d e nsi-
ti es wit h di v ers e us e c as es. T h e e x p eri m e nt al r es ults s h o w t h at
c o m p ar e d t o pr e vi o us si g n at ur e/ h e uristi c- b as e d a p pr o a c h es
F B S D et e ct or c a n d et e ct F B S es a n d M S As eff e cti v el y usi n g
a n a v er a g e 8 3 5 K B of m e m or y a n d l ess t h a n 2 m W of p o w er.
F urt h er m or e, w e dis c uss h o w F B S D et e ct or c a n b e d e pl o y e d
a n d c o m bi n e d wit h n et w or k si d e d ef e ns es t o cr e at e a r o b ust
e c os yst e m t o pr e v e nt att a c ks i n c ell ul ar n et w or ks i n S e cti o n 8 .

C o nt ri b uti o ns. T his p a p er m a k es t h e f oll o wi n g c o ntri b uti o ns:

• We d e v el o p a n e w fr a m e w or k – F B S D et e ct or t o d et e ct F B-
S es a n d M S As fr o m n et w or k tr a c es usi n g M L. F or t his, w e
cr e at e F B S A D a n d M S A D , t h e first- e v er l ar g e-s c al e, hi g h-
q u alit y, r e al- w orl d d at as ets c o nt ai ni n g F B S a n d M S A tr a c es
i n diff er e nt s c e n ari os.

• We d esi g n a t w o-st e p d et e cti o n fr a m e w or k: a p a c k et-l e v el
cl assi fi c ati o n f oll o w e d b y a tr a c e-l e v el cl assi fi c ati o n, e ns ur-
i n g gr a n ul ar a n d c o nt e xt u al a n al ysis. F or t h e p a c k et l e v el
cl assi fi c ati o n, w e d esi g n a st at ef ul L S T M wit h att e nti o n uti-
li zi n g st at ef ul tr ai ni n g a n d att e nti o n i n p ar all el l a y ers, w hi c h
i m pr o v es t h e d et e cti o n a c c ur a c y a n d r e d u c es t h e f als e p osi-
ti v e r at es. F or M S As, w e i n n o v at e b y c o n v erti n g t h e att a c k
si g n at ur es t o gr a p hs a n d usi n g a gr a p h- b as e d l e ar ni n g a p-
pr o a c h t o d et e ct t h e att a c ks. Gr a p h l e ar ni n g m o d els p erf or m
b ett er t h a n a n y ot h er st at e- of-t h e- art m o d el i n r e c o g ni zi n g
M S As. M or e o v er, e v e n w h e n M S As e v ol v e, u ns e e n a n d
r es h a p e d M S As c a n still b e d et e ct e d b y t his a p pr o a c h b y
usi n g m a xi m u m o v erl a p pi n g s u b- gr a p hs.

• We d e pl o y t h e s ol uti o n i n a m o bil e a p p a n d v ali d at e its
p erf or m a n c e i n r e al- w orl d s et u ps. C o m p ar e d t o t h e a v ail-
a bl e e n d- us er F B S d et e cti o n s ol uti o ns, i n cl u di n g si g n at ur e-
b as e d s ol uti o ns, o ur a p pr o a c h si g ni fi c a ntl y i m pr o v es t h e
p erf or m a n c e of F B S a n d M S A d et e cti o n.

2 B a c k g r o u n d

I n t his s e cti o n, w e i ntr o d u c e r el e v a nt b a c k gr o u n d a b o ut 4 G,
F B S es, M S As a n d P O W D E R –t h e pl atf or m w e us e f or d at as et
g e n er ati o n.

2. 1 4 G C ell ul a r N et w o r ks

I n a 4 G n et w or k, c ell ul ar d e vi c es ar e c all e d Us er E q ui p m e nts
(U E ). T h e c or e n et w or k is c all e d t h e E v ol v e d P a c k et C or e
(E P C ). G e o gr a p hi c l o c ati o ns ar e p artiti o n e d i nt o h e x a g o-
n al c ell ar e as, e a c h of w hi c h is s er vi c e d b y a d esi g n at e d B S
(e N o d e B ), w hi c h e n a bl es c o n n e cti vit y of U Es i n t h at c ell t o
t h e E P C. T h e M o bilit y M a n a g e m e nt E ntit y (M M E ) m a n a g es
t h e c o n n e cti vit y a n d m o bilit y of U Es i n a p arti c ul ar tr a c ki n g
ar e a ( a s et of c ell ar e as).

N o n- A c c ess St r at u m ( N A S). I n 4 G, t h e N o n- A c c ess Str at u m
( N A S) [3 9 ] pr ot o c ol is a l a y er- 3 ( N et w or k L a y er) pr ot o c ol
s p e ci fi e d b y 3 G P P t h at s er v es as a f u n cti o n al l a y er b et w e e n
t h e c or e n et w or k a n d t h e U Es. Its pri m ar y r ol e is t o m a n-
a g e t h e c o m m u ni c ati o n s essi o ns a n d s e a ml essl y m ai nt ai n t h e
c o n n e cti o ns wit h t h e U E, e v e n w h e n t h e U E r o a ms.

R a di o R es o u r c e C o nt r ol ( R R C). T h e R a di o R es o ur c e C o n-
tr ol ( R R C) [4 0 ] pr ot o c ol is a n ot h er l a y er- 3 pr ot o c ol us e d
b et w e e n t h e U Es a n d t h e B S. T h e m aj or f u n cti o ns of t h e
R R C pr ot o c ol i n cl u d e c o n n e cti o n est a blis h m e nt a n d r el e as e
f u n cti o ns, br o a d c ast of s yst e m i nf or m ati o n, r a di o b e ar er est a b-
lis h m e nt, r e c o n fi g ur ati o n a n d r el e as e, a n d p a gi n g n oti fi c ati o n
a n d r el e as e.

2. 2 F a k e B as e St ati o n ( F B S)

A n F B S is a n u n a ut h ori z e d d e vi c e a n att a c k er us es t o i m-
p ers o n at e a l e giti m at e B S wit hi n a c ell ul ar n et w or k. F B S es
t y pi c all y c o nsist of a r a di o tr a ns c ei v er c a p a bl e of br o a d c ast-
i n g si g n als at l e giti m at e B S es’ fr e q u e n ci es. B y e mitti n g t h es e
si g n als, F B S cr e at es a c ell or c o v er a g e ar e a, attr a cti n g n e ar b y
m o bil e d e vi c es t o c o n n e ct t o it. Wit h t h e d e pl o y e d F B S, at-
t a c k ers c arr y o ut M ulti St e p Att a c ks ( M S As), r es ulti n g i n
D o S, l o c ati o n tr a c ki n g, bi d di n g d o w n att a c ks, a n d tr af fi c m o n-
it ori n g. D et e cti n g F B S es c a n ess e nti all y st o p t h es e M S As,
b e c a us e F B S es ar e t h e k e y st e p pi n g st o n es f or t h es e att a c ks.
H o w e v er, M S A d et e cti o n pr o vi d es fi n e- gr ai n e d i nf or m ati o n
a b o ut t h e att a c k a n d att a c k er, w hi c h is ess e nti al f or f or e nsi cs
a n d d ef e ns e d esi g n. I n t h e f oll o wi n g, w e dis c uss a n M S A
d o n e wit h a n F B S – Tr a c ki n g Ar e a U p d at e R ej e ct ( T A U) R e-
j e ct att a c k [1 1 ].

T A U R ej e ct att a c k. T o d e pl o y a n F B S a n d t o i nt err u pt t h e e x-
isti n g c o n n e cti o ns b et w e e n n e ar b y us er d e vi c es a n d l e giti m at e
B S es, t h e att a c k er w o ul d a dj ust t h e si g n al str e n gt h of t h e F B S
t o g u ar a nt e e t h at it off ers a m u c h hi g h er si g n al str e n gt h t h a n
t h e l e giti m at e B S. F urt h er m or e, t h e F B S br o a d c asts M C C a n d
M N C n u m b ers i d e nti c al t o t h e n et w or k o p er at or of t ar g et e d
s u bs cri b ers t o i m p ers o n at e t h e r e al n et w or k o p er at or. O n c e t h e
att a c k er h as pr o p erl y c o n fi g ur e d t h e F B S, t h e att a c k er us u all y
d o es t h e f oll o wi n g st e ps f or a F B S a n d T A U R ej e ct att a c k: ①
T h e F B S br o a d c asts its S yst e mI nf or m ati o n usi n g t h e c o n fi g ur e d
r a di o fr e q u e n c y. T o o v er c o m e diff er e nt U E f u n cti o n aliti es,
t h e F B S e x pl oits a f e at ur e n a m e d a bs ol ut e pri orit y- b as e d c ell
r es el e cti o n . T h e pri n ci pl e of pri orit y- b as e d r es el e cti o n is t h at
U Es i n t h e I D L E st at e s h o ul d p eri o di c all y m o nit or a n d tr y
t o c o n n e ct t o B S es o p er at e d wit h hi g h- pri orit y fr e q u e n ci es.
H e n c e, e v e n if t h e U E is cl os e t o a r e al e N o d e B, o p er ati n g
t h e F B S o n a fr e q u e n c y wit h t h e hi g h est r es el e cti o n pri orit y
w o ul d f or c e U Es t o att a c h t o it. T h es e pri oriti es ar e d e fi n e d
i n SI B T y p e n u m b er 4, 5, 6, a n d 7 m ess a g es br o a d c ast b y t h e
r e al B S es. Usi n g a p assi v e att a c k s et u p, t h e att a c k er c a n s niff
t h es e pri oriti es a n d c o n fi g ur e t h e F B S a c c or di n gl y. ② W h e n a
U E r e c ei v es t h e s yst e m i nf or m ati o n of t h e F B S, it d et e cts it as
a n e w B S wit h a hi g h er si g n al str e n gt h, a n d g e n er all y, w h e n
U E d et e cts a n e w T A, it i niti at es a Tr a c ki n g Ar e a U p d at e R e q u est t o
t h e F B S. I n or d er t o tri g g er s u c h a r e q u est, t h e F B S o p er at es
o n a T A C t h at is diff er e nt fr o m t h e r e al B S. ③ F or t h e T A U
R ej e ct att a c k U p o n r e c ei vi n g t h e Tr a c ki n g Ar e a U p d at e R e q u est t h e
F B S s e n ds a Tr a c ki n g Ar e a U p d at e R ej e ct m ess a g e. T his att a c k er c a n
utili z e diff er e nt E M M c a us es t o eit h er d e n y t h e L T E n et w or k
( d o w n gr a d e) or d e n y all n et w or k s er vi c es (s h o w n i n Fi g ur e 1 ).
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F a k e B as e St ati o n L e giti m at e B as e St ati o nU E

R R C I D L E St at e

N e w B as e
St ati o n F o u n d

M ali ci o us M M E

S yst e mI nf or m ati o n

R R C C o n n e cti o n R e q u est

R R C C o n n e cti o n S et u p

R R C C o n n e cti o n C o m pl et e

R R C

N A S
Tr a c ki n g Ar e a U p d at e R e q u est

Tr a c ki n g Ar e a U p d at e R ej e ct  
( n ot i nt e grit y pr ot e ct e d a n d u n e n cr y pt e d)

Att a c h R e q u est

I d e ntit y R e q u est - I d e ntit y R es p o ns e

A ut h R e q u est -  A ut h R es p o ns e

S e c M o d e C o m m a n d -  S e c M o d e C o m pl et e

Att a c h A c c e pt -  Att a c h C o m pl et e

N A S

L e giti m at e M M E

Fi g ur e 1: C o m m u ni c ati o n pr o c ess of a n F B S wit h a n M S A

⑤ W h e n t h e F B S c o m pl et es s e n di n g m ess a g es, it c uts off
t h e c ell ul ar c o n n e cti o ns wit h its U Es b y l o w eri n g its si g n al
str e n gt h or s h utti n g d o w n t h e si g n al. Aft er t h at, t h e aff e ct e d
U Es m a y or m a y n ot a ut o m ati c all y r e- c o n n e ct t o a l e giti m at e
B S (s o m e U E’s r e q uir e m a n u al r est arti n g t o c o n n e ct b a c k).

2. 3 M ulti- St e p Att a c ks ( M S As)

L o c ati o n t r a c ki n g. I M SI c at c h ers, Sti n g R a ys, or C ell-sit e
si m ul at ors h a v e b e e n wi d el y us e d t o c oll e ct us er I M SIs a n d
tr a c k t h e m [2 5 ]. A n att a c k er c a n als o us e M e as ur e m e nt R e-
p orts t o tr a c k us er l o c ati o n [ 1 1 ]. F or t his att a c k, a n att a c k er
f or c es a s u bs cri b er w h o is i niti all y att a c h e d t o a l e giti m at e
B S t o c o n n e ct t o a n F B S wit h a si mil ar a p pr o a c h t o t h e T A U
R ej e ct att a c k dis c uss e d i n t h e pr e vi o us s u b-s e cti o n. T h e s u b-
s cri b er U E c o m pl et es t h e R R C c o n n e cti o n a n d i niti at es a T A U
pr o c e d ur e wit h t h e F B S. N e xt, U E e nt ers i nt o C O N N E C T E D
st at e. At t his m o m e nt, t h e att a c k er t ur ns off t h e first F B S a n d
st arts a s e c o n d F B S. M e a n w hil e t h e U E d et e cts it h as l ost
s y n c h a n d st arts R a di o Li n k F ail ur e ( R L F) ti m er. W h e n t h e
R L F ti m er e x pir es, U E cr e at es a n R L F r e p ort a n d g o es i nt o
I D L E m o d e. I n t his m o d e, U E st arts c ell s el e cti o n pr o c e d ur e
t o att a c h t o s e c o n d F B S. T h e att a c k er s e n ds a n u n pr ot e ct e d
U EI nf or m ati o n R e q u est m ess a g e t hr o u g h t h e s e c o n d F B S a n d g ets
t h e U EI nf or m ati o n R es p o ns e m ess a g e wit h t h e R L F r e p ort wit h t h e
f ail ur e e v e nts a n d si g n al str e n gt h of n ei g h b ori n g B S es.

A cti vit y m o nit o ri n g. T o m o nit or us ers’ a cti vit y p att er ns, a n
att a c k er c a n cr e at e a n F B S, c o n n e ct t o t h e d e vi c es a n d g at h er
t h e U E c a p a biliti es. T his is p ossi bl e b e c a us e t h e U E tr a ns-
f ers its c a p a biliti es wit h o ut p erf or mi n g a ut h e nti c ati o n. A n
att a c k er c a n a c q uir e t h e U E’s c or e n et w or k c a p a biliti es b ut
n ot t h e r a di o c a p a biliti es b e c a us e t h e y ar e e x c h a n g es aft er t h e
R R C s e c urit y s et u p [ 1 2 ]. T h er ef or e, a n F B S s et u p is n e e d e d
t o m o nit or all t h e c a p a biliti es. Ot h er att a c ks s u c h as a ut h e nti-
c ati o n r el a y att a c k [ 8 ] all o ws a n att a c k er’s m ali ci o us U E t o
i m p ers o n at e a l e giti m at e U E a n d p ois o n l o c ati o n hist or y or
pr o fil e n et w or k us a g e.

Bi d di n g d o w n att a c ks. T h es e att a c ks all o w a n F B S t o f or c e
a U E t o us e a n ol d er v ersi o n of c ell ul ar pr ot o c ols [ 4 7 ]. S u c h
att a c ks c a n b e c arri e d o ut i n diff er e nt w a ys. D uri n g t h e T A U
pr o c e d ur e t h e F B S c a n s e n d a T A U R ej e ct m ess a g e t o f or c e t h e

U E t o st art s e ar c hi n g f or 2 G a n d 3 G n et w or ks i n t h e ar e a [ 1 1 ].
F urt h er m or e, a r e c e nt st u d y h as f o u n d t h at m ost n e w d e vi c es
ar e v ul n er a bl e t o bi d di n g d o w n att a c ks, w hi c h c a n b e di vi d e d
i nt o i nt er- g e n er ati o n a n d i ntr a- g e n er ati o n bi d di n g d o w n at-
t a c ks m a ni p ul ati n g diff er e nt m ess a g es a n d m ess a g e p ar a m-
et ers [ 4 7 ]. T h e m ost c o m m o n w a y is t o utili z e N A S R ej e ct
m ess a g es. T h es e m ess a g es i n cl u d e a s p e ci fi c c a us e t h at i n-
f or ms t h e U E a b o ut h o w t o b e h a v e w h e n r ej e ct e d b y t h e
n et w or k. Si n c e t h e U E is all o w e d t o a c c e pt u n pr ot e ct e d r ej e ct
m ess a g es if it r e c ei v es t h e m b ef or e t h e est a blis h m e nt of t h e
s e c urit y c o nt e xt a n att a c k er wit h a n F B S c a n us e t h e r ej e ct
m ess a g es t o c o m pl et el y dis a bl e s u p p ort f or t h e c urr e nt n et-
w or k g e n er ati o n a n d d o a d o w n gr a d e att a c k. A n ot h er o pti o n is
t o us e B S r e dir e cti o ns. T h e B S us es R R C R el e as e t o r el e as e t h e
r a di o c o n n e cti o n wit h a U E, e. g., if t h e U E s wit c h es i nt o I D L E
m o d e. As t h e r el e as e pr o c e d ur e c a n b e i niti at e d b ef or e t h e r a-
di o c o n n e cti o n is s e c ur e d, a n F B S c a n c a us e R R C r e dir e cti o n
fr o m 4 G t o 3 G. L astl y, 3 G t o 2 G r e dir e cti o n is p ossi bl e si n c e
t h e s p e ci fi c ati o n d o es n ot pr e v e nt a pr e- a ut h e nti c at e d R R C
r e dir e cti o n. T h e r e c e nt m e as ur es b y G o o gl e a n d A p pl e t o
dis a bl e 2 G c o n n e cti vit y a n d pr e v e nt usi n g a " n ull- ci p h er " still
d o n ot r es ol v e t h e d o w n gr a d e att a c ks t o 3 G a n d ar e li mit e d t o
n e w er d e vi c es a n d o p er ati n g s yst e ms ( A n dr oi d- 1 4, i O S- 1 7).

D o S att a c ks. T h er e ar e n u m er o us M S As t h at a n att a c k er c a n
utili z e t o c a us e b ot h s h ort a n d l o n g-t er m D o S. T h e e asi est
o pti o n is t o us e r ej e ct m ess a g es s u c h as A ut h R ej e ct . R R C R ej e ct ,
a n d N A S R ej e ct [6 , 8 , 1 3 ]. T his f or c es t h e U E t o dis c o n n e ct
fr o m t h e n et w or k. A n ot h er s et of D o S att a c ks c a n b e c a us e d
b y p a gi n g c h a n n el hij a c ki n g [ 8 ]. F or hij a c ki n g t h e p a gi n g
c h a n n el, t h e F B S o p er at es t h e s a m e fr e q u e n c y b a n d as t h e
l e giti m at e B S a n d br o a d c asts f a k e e m pt y p a gi n g m ess a g es i n
t h e s h ar e d p a gi n g c h a n n el. O n e pr e-r e q uisit e f or t h e att a c k is
t o k n o w t h e vi cti ms p a gi n g c y cl e. T h e F B S br o a d c asts p a gi n g
m ess a g es wit h hi g h er si g n al p o w er, e ns uri n g att a c k s u c c ess.
T h e vi cti m is u n a bl e t o r e c ei v e l e giti m at e p a gi n g m ess a g es
fr o m t h e c or e n et w or k.

E n e r g y d e pl eti o n a n d p o w e r d r ai n. T h es e att a c ks ai ms t o
m a k e t h e vi cti m U E p erf or m e x p e nsi v e cr y pt o gr a p hi c o p er-
ati o ns [ 8 , 9 ]. O n e w a y t o a c hi e v e t his is t o f or c e t h e U E t o
k e e p c arr yi n g o ut t h e e x p e nsi v e att a c h pr o c e d ur e r e p e at e dl y
b y s e n di n g a p a gi n g m ess a g e wit h I M SI b et w e e n t w o s u c c es-
si v e att a c h pr o c e d ur es. Ot h er w a ys ar e t o f or c e vi cti m d e vi c e
t o r el e as e e xisti n g c o n n e cti o n a n d s p e n d e n er g y o n f urt h er
cr y pt o gr a p hi c o p er ati o ns [ 9 ].

2. 4 P O W D E R

P O W D E R ( P l atf or m f or O p e n W ir el ess D at a- dri v e n
E x p eri m e nt al R es e ar c h) [ 4 1 ] is a cit ys c al e, r e m ot el y a c c essi-
bl e, e n d-t o- e n d s oft w ar e- d e fi n e d pl atf or m f u n d e d b y N S F t o
s u p p ort m o bil e a n d wir el ess r es e ar c h a n d pr o vi d es a d v a n c es
i n s c al e, r e alis m, di v ersit y, fl e xi bilit y, a n d a c c ess.

Fi d elit y of P O W D E R t o t h e r e al- w o rl d. P O W D E R’s fi-
d elit y e xt e n ds b e y o n d c o n v e nti o n al si m ul ati o n d u e t o t h e
f oll o wi n g r e as o ns: ( 1) P O W D E R pr o vi d es a d e di c at e d fr e-
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q u e n c y b a n d a n d r e al d e vi c es [ 4 1 ]. T his a c c ess t o r e al d e vi c es
w hil e m ai nt ai ni n g s c al a bilit y a n d m o bilit y m a k es P O W D E R
e q ui v al e nt t o r e al- w orl d t est b e ds. ( 2) P O W D E R’s fi d elit y
is d e m o nstr at e d t hr o u g h ri g or o us t esti n g a n d e v al u ati o n, es-
t a blis hi n g t h at s ol uti o ns d e v el o p e d usi n g P O W D E R, w hi c h
mirr ors t h e c o m pl e xit y a n d c h all e n g es f o u n d i n r e al n et w or k
e n vir o n m e nts, p erf or m eff e cti v el y w ell i n r e al- w orl d s c e n ar-
i os [4 2 – 4 6 ]. B e c a us e of i n c or p or ati n g o v er-t h e- air a ct u al p a c k-
ets i n a d e di c at e d s p e ctr u m i nst e a d of si m ul at e d wir e tr a ns-
missi o ns, d at as ets cr e at e d usi n g P O W D E R ar e a n al o g o us t o
r e al- w orl d d at as ets. A d et ail e d o v er vi e w of P O W D E R is gi v e n
i n t h e a p p e n di x S e cti o n C .

3 O v e r vi e w of F B S D et e ct or

I n t his s e cti o n, w e dis c uss t h e t hr e at m o d el, d e pl o y m e nt s c o p e,
c h all e n g es, a n d r e q uir e m e nts of F B S D et e ct or .

3. 1 T h r e at M o d el
F or o ur F B S att a c k er t hr e at m o d el, w e c o nsi d er t h e a d v ers ar y
c a n i m p ers o n at e t h e l e giti m at e B S a n d t h us f or c e a vi cti m U E
t o i niti at e a r es el e cti o n wit h a hi g h er si g n al str e n gt h t h a n t h e
l e giti m at e B S. We ass u m e t h e a d v ers ar y c a n l e ar n a n d mi mi c
t h e l e giti m at e v al u es of t h e ori gi n al B S b y e a v es dr o p pi n g t h e
p u bli c c h a n n els. We als o ass u m e t h at t h e a d v ers ar y c a n n ot
br e a k t h e cr y pt o gr a p hi c ass u m pti o ns a n d c a n n ot t a m p er wit h
SI M c ar ds, B S es or c or e n et w or k c o m p o n e nts. F or i nst a n c e,
a n att a c k er c a n o nl y cr e at e pl ai n-t e xt p a c k ets b ut is u n a bl e
t o cr e at e i nt e grit y- pr ot e ct e d or e n cr y pt e d p a c k ets ot h er t h a n
j ust r e pl a yi n g t h e m. F urt h er m or e, t h e att a c k er m a y e m pl o y
v ari o us t e c h ni q u es t o e v a d e d et e cti o n. T his i n cl u d es r a pi dl y
c h a n gi n g t h e p ar a m et ers of t h e F B S es, a dj usti n g tr a ns missi o n
p o w er, or a d o pti n g s o p histi c at e d o bf us c ati o n m et h o ds t o m as k
its a cti viti es.

3. 2 D e pl o y m e nt S c o p e
T h e c urr e nt d e pl o y m e nt s c o p e of F B S D et e ct or is d et e cti n g
F B S es a n d M S As i n t h e c o nt e xt of 4 G c ell ul ar n et w or ks.
T h er e ar e t w o si g ni fi c a nt r e as o ns f or t his. First, b e c a us e of
t h e e xt e nsi v e i nfr astr u ct ur e alr e a d y i n pl a c e, 4 G n et w or ks
ar e wi d el y a c c essi bl e t o a l ar g er p orti o n of t h e p o p ul ati o n.
As of 2 0 2 4, 4 G a d o pti o n st a n ds at 5 9 % a m o n g 8 .6 billi o n
SI M c o n n e cti o ns [ 4 8 – 5 1 ]. 4 G a d o pti o n is pr e di ct e d t o st a y
a b o v e 5 0 % u ntil 2 0 2 7, a n d i n 2 0 2 9 5 G is e x p e ct e d t o o v ert a k e
4 G [ 4 8 , 5 2 ]. T h er ef or e, u ntil 2 0 2 7, m a n y e n d- us er d e vi c es
usi n g 4 G ar e at ris k of F B S att a c ks. S e c o n d, t h e pl atf or m
w e us e f or r e al- w orl d d at as et g e n er ati o n f or F B S a n d M S As
(i. e., P O W D E R) s u p p orts 4 G f u n cti o n aliti es a n d r e al- w orl d
e x p eri m e nts c a n b e r u n i n P O W D E R f or diff er e nt s c e n ari os
o nl y i n 4 G. P O W D E R c urr e ntl y d o es n ot s u p p ort all t h e 5 G
f u n cti o n aliti es (f or i nst a n c e, h a n d o v er). I n a r el at e d dis c us-
si o n, r e c e ntl y, t h e r es e ar c h c o m m u nit y h as u n c o v er e d a n e w
ki n d of att a c k c all e d si g n al o v ers h a d o wi n g att a c ks [5 3 – 5 5 ]
t h at c a n b e a n alt er n ati v e f or att a c ks wit h o ut r e q uiri n g a n F B S.
H o w e v er, c o n d u cti n g p h ysi c al si g n al o v ers h a d o wi n g att a c ks
at a l ar g e s c al e i n t h e P O W D E R t est b e d pr es e nts si g ni fi c a nt

c h all e n g es d u e t o t h e n e e d f or s o p histi c at e d a n d fi n e- gr ai n e d
c o ntr ol o v er n et w or k d e vi c es a n d pr e cis e p h ysi c al pl a c e m e nt.
R es e ar c h ers ai mi n g t o e x pl or e s u c h att a c ks still n e e d s p e ci al-
i z e d, c o ntr oll e d l a b e n vir o n m e nts wit h c o m pl et e c o ntr ol o v er
t h e p h ysi c al a n d r a di o e n vir o n m e nt t o a c hi e v e t h e n e c ess ar y
pr e cisi o n t o e x p eri m e nt wit h t h es e att a c ks. T h us, it is o ut of
s c o p e t o i n cl u d e o v ers h a d o wi n g att a c ks i n P O W D E R.

D es pit e n ot b ei n g tr ai n e d o n a n o v ers h a d o wi n g att a c k
d at as et, si n c e b ei n g tr ai n e d o n l a y er- 3 d at a, t h e F B S D et e ct or
m o d el p erf or ms r el ati v el y w ell a g ai nst o ur c o ntr oll e d l a b
e n vir o n m e nt O v ers h a d o wi n g [ 5 3 ] att a c k d at as et. We c o n d u ct
a z er o-s h ot e v al u ati o n wit h t his d at as et a n d dis c uss t h e r es ults
i n S e cti o n 6. 3 .

3. 3 C h all e n g es

T h e c h all e n g es i n d esi g ni n g o ur M L- b as e d fr a m e w or k f or
d et e cti n g F B S es a n d M S As ar e:

C 1. D at as et a v ail a bilit y a n d q u alit y. A c q uiri n g a c o m pr e-
h e nsi v e a n d hi g h- q u alit y d at as et t h at e n c o m p ass es a wi d e
r a n g e of r e al- w orl d c ell ul ar n et w or k s c e n ari os is a si g ni fi c a nt
c h all e n g e. T h e d at as et m ust i n cl u d e i nst a n c es of l e giti m at e
B S es, F B S es, a n d e x e c uti o n tr a c es of diff er e nt M S As. C ur-
r e ntl y, t h er e is n o s u c h d at as et p u bli cl y a v ail a bl e. T h er e ar e
s e v er al r e as o ns b e hi n d t his: ( 1) T h e l a w pr o hi bits t h e d e pl o y-
m e nt of F B S es i n p u bli c ar e as. If s o m e o n e w a nts t o d e pl o y
a F B S f or r es e ar c h a n d e x p eri m e nt ati o n, t h e y m ust d o s o
i n a c o ntr oll e d R F e n vir o n m e nt. ( 2) I n c or p or ati n g diff er e nt
r e al- w orl d c ell ul ar n et w or k s c e n ari os, s u c h as h a n d o v ers a n d
m o bilit y, is a dif fi c ult t as k a n d w o ul d r e q uir e a l ot of s p e ci al-
i z e d h ar d w ar e a n d ot h er e q ui p m e nt a n d f a ciliti es.

C 2. D et e cti n g F B S es f r o m p a c k et t r a c es. U nli k e tr a diti o n al
m et h o ds w h er e p a c k ets t h e ms el v es ar e i n h er e ntl y m ali ci o us,
i n t h e c as e of d et e cti n g F B S es, t h e tr u e n at ur e of a p a c k et
hi n g es o n w h e n a n d i n w hi c h c o nt e xt t h e p a c k et w as s e nt. F or
i nst a n c e, a l e giti m at e B S or a n F B S c a n s e n d t h e s a m e p a c k et
wit h t h e s a m e c o nt e nts. O n e s ol uti o n is t o p erf or m o nl y a si n-
gl e tr a c e-l e v el cl assi fi c ati o n, w h er e t h e M L m o d el t a k es t h e
e ntir e tr a c e as i n p ut a n d o ut p uts w h et h er a n F B S is pr es e nt.
T his a p pr o a c h f or d et e cti n g F B S es w o ul d b e at a v er y hi g h
gr a n ul arit y l e v el a n d t h us miss a l ot of c o nt e xt at t h e p a c k et
l e v el. A w ell- e q ui p p e d a d v ers ar y c a n b y p ass t h e d et e cti o n b y
k e e pi n g t h e tr a c e t h e s a m e as b e ni g n b ut c h a n gi n g t h e p a c k et
c o n fi g ur ati o ns a n d t h us e x e c uti n g diff er e nt att a c ks. Als o, d e-
t e cti n g u ns e e n a n d r es h a p e d att a c ks w o ul d n ot b e p ossi bl e at
tr a c e-l e v el cl assi fi c ati o n. I n or d er t o a c c ur at el y d et e ct F B S es
a n d M S As, w e n e e d t o d esi g n a n a p pr o a c h wit h t w o diff er e nt
gr a n ul arit y l e v els: at t h e si n gl e p a c k et l e v el a n d at t h e p a c k et
s e q u e n c e or tr a c e l e v el. We n e e d t o cl assif y e a c h p a c k et i n di-
vi d u all y as s us pi ci o us or b e ni g n, s er vi n g as a pr eli mi n ar y filt er
t o i d e ntif y p ot e nti al F B S a cti vit y. S u bs e q u e ntl y, s e q u e n c es of
p a c k ets, or tr a c es, c o nt ai ni n g p a c k ets fl a g g e d as s us pi ci o us
n e e d t o u n d er g o a n ot h er c o nt e xt u al a n al ysis at t h e tr a c e l e v el,
w hi c h e x a mi n es t h e or d er of p a c k ets a n d s e q u e n c e p att er ns
t o dis c er n c h ar a ct eristi cs i n di c ati v e of F B S tr a ns missi o ns.
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Sl Att a c k
Att a c k
C at e g or y I m p a ct

1 A ut h e nti c ati o n r el a y att a c k [ 8 ]
A cti vit y
m o nit ori n g;
D o S

C o m pl et e or s el e cti v e D o S;
L o c ati o n hist or y p ois o ni n g;
N et w or k pr o fili n g

2
Bi d di n g d o w n wit h

Att a c h R ej e ct [1 1 ]
D o S S el e cti v e D o S

3 P a gi n g c h a n n el hij a c ki n g att a c k [ 8 ] D o S C o m pl et e D o S

4
L o c ati o n tr a c ki n g vi a m e as ur e m e nt
r e p orts [1 1 ]

L o c ati o n
tr a c ki n g

L e a k fi n e- gr ai n e d l o c ati o n

5 C a p a bilit y Hij a c ki n g [ 1 2 ] D o S, D o w n-
gr a di n g

S el e cti v e D o S a n d
d o w n gr a di n g

6
I n c ar c er ati o n wit h

rr c R e est a blis h R ej e ct [9 ]
D o S C o m pl et e D o S

7
L ull a b y att a c k usi n g

rr c R e est a blis h R e q u est [9 ]
B att er y
dr ai n

F or c e st at e c h a n g e, b att er y
dr ai ni n g

8
Bi d di n g d o w n wit h

S er vi c e R ej e ct [1 1 ]
D o S S el e cti v e D o S

9 M o bil e N et w or k M a p pi n g
( M N m a p) [1 2 ]

D e vi c e
I d e nti fi c a-
ti o n

I d e ntif y d e vi c es o n a m o bil e
n et w or k

1 0 E n er g y D e pl eti o n att a c k [ 8 ]
B att er y
dr ai n

B att er y dr ai ni n g

1 1
L ull a b y att a c k wit h

rr c R es u m e [9 ]
B att er y
dr ai n

F or c e st at e c h a n g e, b att er y
dr ai ni n g

1 2 St e alt h y Ki c k off Att a c k [ 8 ] D o S C o m pl et e D o S

1 3
I n c ar c er ati o n wit h rr c R ej e ct a n d
rr c R el e as e [9 ]

D o S C o m pl et e D o S

1 4 I M SI c at c hi n g [2 5 ] I nf or m a-
ti o n L e a k

L e a ki n g s e nsiti v e i nf or m ati o n

1 5 N A S c o u nt er D es y n c h att a c k [ 9 ] D o S C o m pl et e, pr ol o n g e d D o S

1 6 X 2 si g n alli n g fl o o d [ 1 3 ] R es o ur c e
w ast e

Wast e r es o ur c es f or t h e
n et w or k

1 7 H a n d o v er hij a c ki n g [ 1 3 ]
D o S,
E n er g y
D e pl eti o n

C o m pl et e D o S a n d b att er y
dr ai ni n g

1 8 R R C r e pl a y att a c k [ 6 ] D o S C o m pl et e D o S

1 9
L ull a b y att a c k wit h

rr c R e c o n fi g ur ati o n [9 ]
B att er y
dr ai n

F or c e st at e c h a n g e, b att er y
dr ai ni n g

2 0
Bi d di n g d o w n wit h

T A U R ej e ct [1 1 ]
D o S S el e cti v e D o S

2 1 P a ni c Att a c k [ 8 ] Misi nf or-
m ati o n Arti fi ci al e m er g e n c y

Ta bl e 1: M S As d et e ct e d b y F B S D et e ct or

C 3. D et e cti n g M S As. R e c o g ni zi n g M S As fr o m p a c k et tr a c es
is e v e n m or e c h all e n gi n g t h a n F B S d et e cti o n. T h es e att a c ks
h a v e u ni q u e c h ar a ct eristi cs t h at d e fi n e t h e m. M or e o v er, M S As
oft e n e x hi bit c o m pl e x, e v ol vi n g p att er ns t h at r e q uir e c ar ef ul
o bs er v ati o n t o disti n g uis h t h e m fr o m l e giti m at e tr af fi c. A n
a d v ers ar y c a n i m pr o v e t h e att a c ks a d a pt a bilit y b y c o nst a ntl y
c h a n gi n g t o e v a d e d et e cti o n. C o ns e q u e ntl y, o ur a p pr o a c h m ust
e v ol v e al o n gsi d e t h es e t hr e ats. We m ust c a pt ur e t h es e att a c k
c h ar a ct eristi cs a n d r e pr es e nt t h e m eff e cti v el y i n a str u ct ur e d
d at a f or m at.

C 4. C o m bi ni n g N A S a n d R R C p r e di cti o ns. Tr ai ni n g o ur
m o d els s e p ar at el y o n N A S a n d R R C l a y er p a c k ets is a n e c-
ess ar y st e p d u e t o t h eir disti n ct f e at ur es a n d c h ar a ct eristi cs.
H o w e v er, a c h all e n g e aris es w h e n w e m ust c o ns oli d at e t h es e
s e p ar at e m o d el pr e di cti o ns i nt o a u ni fi e d m o d el.

C 5. R e al-ti m e d et e cti o n. E n a bli n g r e al-ti m e d et e cti o n of
F B S es a n d M S As is a c h all e n g e d u e t o t h e l ar g e v ol u m e
a n d v el o cit y of n et w or k tr af fi c. T h e fr a m e w or k n e e ds t o b e
a n i n- d e vi c e s ol uti o n t h at c a pt ur es, pr o c ess es, a n d a n al y z es
i n c o mi n g p a c k et tr a c es pr o m ptl y t o d et e ct t h e pr es e n c e of
F B S es a n d M S As eff e cti v el y.

3. 4 P r o p os e d S ol uti o n
I n t his s e cti o n, w e pr es e nt a n d a n al y z e o ur pr o p os e d s ol uti o ns
t o t h e dis c uss e d c h all e n g es.

S 1. We us e diff er e nt f a ciliti es a v ail a bl e at P O W D E R [ 4 1 ]
t o cr e at e F B S A D a n d M S A D , r e al- w orl d d at as ets t o d et e ct
F B S es a n d M S As. We d esi g n diff er e nt n et w or ki n g s c e n ari os,
i n c or p or ati n g l e giti m at e B S es a n d F B S es, a n d c oll e ct d at a

fr o m t h es e s c e n ari os. We als o c oll e ct n et w or k tr a c es of dif-
f er e nt M S As t h at us e F B S es i n t h eir t hr e at m o d el. Diff er e nt
a d v ers ari es ar e i n c or p or at e d f or b ot h F B S es a n d M S As, fr o m
l ess s o p histi c at e d t o m or e s o p histi c at e d, wit h t h e a bilit y t o
cl o n e l e giti m at e B S es a n d c h a n g e si g n at ur es. T h e d at as et is
t h e n pr o c ess e d t o m a k e it a p pr o pri at e f or tr ai ni n g diff er e nt
M L m o d els. T his i n cl u d es pr ot o c ol filt eri n g, f e at ur e e xtr a c-
ti o n a n d f e at ur e ali g n m e nt.

S 2. T o a d dr ess t h e c h all e n g e of gr a n ul ar cl assi fi c ati o n of
p a c k ets a n d i n c or p or ati n g t h e c o nt e xt f or d et e cti o n, w e pr o-
p os e a t w o-l e v el M L- b as e d d et e cti o n fr a m e w or k. T h e a p-
pr o a c h i nt e gr at es p a c k et-l e v el cl assi fi c ati o n wit h tr a c e-l e v el
cl assi fi c ati o n, l e v er a gi n g t h e str e n gt hs of m a c hi n e l e ar ni n g at
b ot h gr a n ul ar a n d s e q u e nti al a n al ysis l e v els. T h e hi g h-l e v el
o v er vi e w of b ot h t h e d et e cti o n m o d els is dis c uss e d b el o w: (i)
P a c k et- L e v el Cl assi fi c ati o n. We p erf or m a p a c k et-l e v el cl assi-
fi c ati o n b y cl assif yi n g e a c h p a c k et i n di vi d u all y as s us pi ci o us
or b e ni g n. We l e v er a g e a st at ef ul L S T M m o d el wit h att e n-
ti o n f or t his p a c k et-l e v el cl assi fi c ati o n t o m o d el l o n g-t er m
d e p e n d e n ci es t h at s p a n t h e fi x e d-si z e s e q u e n c es of t h e p a c k-
ets. We utili z e t h e att e nti o n m e c h a nis m t o l e ar n e a c h tr ai ni n g
s e q u e n c e o pti m all y b y f o c usi n g o n t h e p arts of e a c h s e q u e n c e
t h at aff e ct t h e cl assi fi c ati o n o ut c o m e t h e m ost. A n ess e nti al
o bj e cti v e t his d esi g n h el ps us a c hi e v e is i n c or p or ati n g t h e
s urr o u n di n g c o nt e xt i nt o c o nsi d er ati o n w hil e gi vi n g att e nti o n
t o o nl y r el e v a nt i nf or m ati o n w hil e cl assif yi n g p a c k ets. (ii)
Tr a c e- L e v el Cl assi fi c ati o n. S u bs e q u e ntl y, tr a c es c o nt ai ni n g
p a c k ets fl a g g e d as m ali ci o us or b e ni g n u n d er g o a n ot h er c o n-
t e xt u al a n al ysis. O n e p ossi bl e s ol uti o n is t o fl a g t h e tr a c e as
m ali ci o us i n c as e o n e of t h e p a c k ets i n t h e p a c k et-l e v el cl as-
si fi c ati o n is i nf err e d t o b e m ali ci o us. H o w e v er, s u c h si m pl e
h e uristi cs l a c k c o nt e xt u al s e nsiti vit y, f ail t o a d a pt t o e v ol vi n g
att a c k str at e gi es a n d ar e n ot fl e xi bl e. T h er ef or e, i n t his st a g e,
w e e m pl o y a si m pl e cl assi fi c ati o n m o d el t o e x a mi n e a n d cl as-
sif y t h e tr a c e. T h e m o d el e x a mi n es t h e or d er of p a c k ets a n d
s e q u e n c e p att er ns t o dis c er n c h ar a ct eristi cs i n di c ati v e of F B S
tr a ns missi o ns.

S 3. E a c h M S A s h o ws a u ni q u e p att er n if M S As ar e r e p-
r es e nt e d as a dir e ct e d gr a p h. B as e d o n t his o bs er v ati o n, w e
d e vis e a n i n n o v ati v e s ol uti o n c e nt er e d ar o u n d gr a p h d at a str u c-
t ur es a n d l e ar ni n g t e c h ni q u es. We tr a nsf or m t h e p a c k et tr a c es
i nt o dir e ct e d gr a p hs. T his gr a p h r e pr es e nt ati o n c a pt ur es t h e
r el ati o ns hi ps i n h er e nt i n t h e tr a c e, w hi c h is i d e al f or d et e ct-
i n g M S As wit h c o m pl e x a n d e v ol vi n g p att er ns. We tr ai n a
gr a p h l e ar ni n g m o d el s p e ci ali z e d i n l e ar ni n g c o m pl e x p att er ns
wit hi n t h e gr a p h a n d l e ar n t h e p att er ns of t h e M S As. Wit h t h e
tr ai n e d m o d el, b y usi n g a m a xi m u m o v erl a p pi n g s u b- gr a p hs
a p pr o a c h, w e c a n r e c o g ni z e M S As e v e n w h e n t h e y ar e u ns e e n
or r es h a p e d fr o m k n o w n att a c ks.

S 4. T o c o m bi n e t h e pr e di cti o ns f or R R C a n d N A S tr a c es,
w e d esi g n a w ei g ht e d c o n fi d e n c e- b as e d f usi o n m et h o d, a
wi d el y us e d t e c h ni q u e i n t h e m ulti-s e ns or i nf or m ati o n f usi o n
fi el d [ 5 6 ,5 7 ]. T h e w ei g hts ar e assi g n e d t o t h e b est tr a c e-l e v el
cl assi fi c ati o n m o d el of e a c h l a y er. T his m et h o d off ers a r o b ust

6



m e a ns t o bl e n d t h e pr e di cti o ns f or N A S a n d R R C l a y er.

S 5. T h e d e v el o p m e nt of a m o bil e a p p e m er g es as a pr a g m ati c
s ol uti o n f or d e pl o yi n g F B S D et e ct or f or r e al-ti m e d et e cti o n.
S u c h a d e di c at e d a p p w o ul d s er v e as a n i n- d e vi c e s ol uti o n,
c a p a bl e of s wiftl y c a pt uri n g, pr o c essi n g, a n d a n al y zi n g i n-
c o mi n g p a c k et tr a c es wit h o n- d e vi c e M L m o d els, s p e ci fi c all y
t ail or e d f or d et e cti n g F B S es a n d M S As. R e g ul ar m o d el u p-
d at es w o ul d e ns ur e a d a pt a bilit y t o n e w a n d u ns e e n att a c ks.

4 D et ail e d D esi g n

I n t his s e cti o n, w e dis c uss t h e d et ail e d d esi g n of F B S D et e ct or
(s e e Fi g ur e 2 f or a n o v er vi e w). O n a hi g h-l e v el, t h e d esi g n of
F B S D et e ct or is di vi d e d i nt o t hr e e c o m p o n e nts: ( 1) D at as et
C o nstr u cti o n, ( 2) M L Fr a m e w or k, a n d ( 3) D e pl o y m e nt.

4. 1 D at as et C o nst r u cti o n
O ur d at as et c o nstr u cti o n pr o c ess is d es cri b e d b el o w.

4. 1. 1  D at as et G e n e r ati o n

We cr e at e c ell ul ar n et w or ks i n P O W D E R i n c or p or ati n g l e giti-
m at e B S es, F B S es, a n d M S As a n d c a pt ur e t h e p a c k ets fr o m
all t h e c ell ul ar n et w or k c o m p o n e nts t o g e n er at e t h e d at as et.

M o bilit y. O n e r e al- w orl d p h e n o m e n o n i n c ell ul ar n et w or ks
is t h e m o bilit y of t h e U Es. Si g n al str e n gt hs of B S es r e c ei v e d
at U Es m o vi n g fr o m o n e pl a c e t o a n ot h er v ar y, c a usi n g t h e
U Es t o b e h a n d e d o v er fr o m o n e B S t o a n ot h er. I n c or p or ati n g
t his s c e n ari o i n t h e d at as et is i m p ort a nt; ot h er wis e, a b e ni g n
h a n d o v er d u e t o m o bilit y mi g ht b e i nt er pr et e d as m ali ci o us.
Wit h t h e h el p of m o bil e e n d p oi nts a v ail a bl e at P O W D E R, w e
i n c or p or at e m o bilit y s c e n ari os i nt o o ur d at as et.

Att a c k e r a bilit y. T h e att a c k ers w e c o nsi d er h a v e a di v ers e
s et of a biliti es. B as e d o n t h eir a biliti es, w e r a n k t h e m i n fi v e
l e v els, l e v el 0 b ei n g t h e l e ast s o p histi c at e d a n d l e v el 4 b ei n g
t h e m ost s o p histi c at e d.

• ( L e v el 0) Att a c k ers o nl y s et u p F B S es n ai v el y wit h a hi g h
si g n al str e n gt h.

• ( L e v el 1) Att a c k ers s et u p F B S es wit h a n o pti m al si g n al
str e n gt h s uf fi ci e nt t o tri g g er a h a n d o v er i n t h e U Es.

• ( L e v el 2) Att a c k ers c a n cl o n e all t h e p ar a m et ers of a l e git-
i m at e B S a n d i m p ers o n at e t h e l e giti m at e B S. P ar a m et ers
s u c h as t h e C ell I D, M o bil e N et w or k C o d e ( M N C), M o-
bil e C o u ntr y C o d e ( M C C), Tr a c ki n g Ar e a C o d e ( T A C), a n d
P h ysi c al C ell I D ( P CI) c a n b e cl o n e d t o i m p ers o n at e a l e git-
i m at e b as e st ati o n. T h e y c a n als o r e pli c at e r a di o fr e q u e n c y
p ar a m et ers li k e c arri er fr e q u e n c y, b a n d wi dt h, a n d tr a ns mis-
si o n p o w er. Pr ot o c ol-s p e ci fi c i nf or m ati o n s u c h as t h e S ys-
t e m Fr a m e N u m b er ( S F N), Ti mi n g A d v a n c e ( T A), S y n c hr o-
ni z ati o n Si g n al Bl o c k ( S S B), a n d R a n d o m A c c ess C o n fi g u-
r ati o n m a y als o b e c o pi e d. A d diti o n all y, n et w or k-s p e ci fi c
d et ails li k e t h e P u bli c L a n d M o bil e N et w or k ( P L M N) I D
a n d n ei g h b or c ell i nf or m ati o n c a n b e cl o n e d.

• ( L e v el 3) Att a c k ers us e l e v el 2 F B S a n d c a n c arr y o ut M S As
wit h t h e us u al si g n at ur es.

• ( L e v el 4) At t h e m ost s o p histi c at e d l e v el, t h e att a c k er
is a w ar e of t y pi c al d ef e ns es a n d a cti v el y r es h a p es at-

t a c ks t o e v a d e t h e m. A d a pti v e a d v ers ari es e m pl o y t w o
pri m ar y str at e gi es: ① c h a n gi n g fi el ds of m ali ci o us m es-
s a g es. I n t h e first str at e g y, att a c k ers m a ni p ul at e n o n- criti c al
fi el ds —t h os e t h at d o n ot i m p a ct t h e s u c c ess of t h e at-
t a c k — wit hi n m ali ci o us m ess a g es t o e v a d e si g n at ur e- b as e d
d et e cti o n [ 7 – 9 , 1 1 , 5 8 , 5 9 ]. F or i nst a n c e, a n att a c k er c a n
m o dif y t h e c a us e fi el d i n r ej e ct m ess a g es or a dj ust o pti o n al
fi el ds i n att a c h r es p o ns es wit h o ut aff e cti n g t h e att a c k’s f u n c-
ti o n alit y [1 1 ]. Si mil arl y, t h e y c a n us e diff er e nt r es er v e d
v al u es f or s e c urit y h e a d ers i n m ess a g es t o c a us e t h e s a m e
i m p a ct [3 9 , 4 0 ].② T h e s e c o n d str at e g y i n v ol v es alt eri n g
t h e t e m p or al s e q u e n c e of m ali ci o us m ess a g es t o e v a d e d e-
t e cti o n s yst e ms t h at r el y o n i d e ntif yi n g st a n d ar d m ess a g e
p att er ns. F or i nst a n c e, a n att a c k er mi g ht i nj e ct m ulti pl e
I d e ntit y R e q u est, A ut h e nti c ati o n R e q u est m ess a g es or ot h er e xtr a-
n e o us pr ot o c ol m ess a g es b ef or e e x e c uti n g a n att a c k, cr e-
ati n g m a n y v ari a nt s e q u e n c es t h at a v oi d d et e cti o n. T o fi n d
t h e fi el ds a n d t h e m ess a g es t h at alt er t h e t e m p or al att a c k
s e q u e n c e b ut d o n ot aff e ct t h e att a c k s u c c ess, w e m a n u-
all y g o t hr o u g h t h e s p e ci fi c ati o ns [ 5 8 ] a n d f oll o w t h e pri or
w or ks [ 7 – 9 , 1 1 , 5 9 ]. F urt h er m or e, b ef or e d e pl o yi n g t h es e
a d a pti v e r es h a p e d att a c ks t o P O W D E R, w e r u n s o m e of t h e
att a c ks i n o ur l a b s et u p a n d m a n u all y v ali d at e t h e att a c k’s
eff e cti v e n ess.

M S A d at a g e n e r ati o n. T o cr e at e M S A D , w e c h os e s e v er al
att a c ks t h at ar e e x e c ut e d i n m ulti pl e st e ps a n d us e F B S i n
t h eir t hr e at m o d el. As s h o w n i n Ta bl e 1 , w e h a v e s el e ct e d 2 1
att a c ks, c o v eri n g a wi d e r a n g e of pr a cti c al t hr e ats, i n cl u di n g
D o S, pri v a c y l e a k a g e, a n d d o w n gr a d e. We i m pl e m e nt a n d
e x e c ut e t h es e att a c ks i n t h e c ell ul ar n et w or ks i n P O W D E R
a n d i n c or p or at e i nst a n c es of e a c h att a c k i n M S A D .

4. 1. 2  D at as et P r e p r o c essi n g

I n or d er t o m a k e F B S A D a n d M S A D s uit a bl e f or tr ai ni n g M L
m o d els, w e pr e- pr o c ess t h e m i n s e v er al st e ps.
P r ot o c ol filt e ri n g a n d fi el d e xt r a cti o n. E a c h p a c k et i n t h e
n et w or k tr a c e c o nt ai ns m ulti pl e pr ot o c ol i nf or m ati o n. We
f o c us o nl y o n N A S a n d R R C d at a a n d us e pr ot o c ol filt eri n g
t o is ol at e t h e r el e v a nt p a c k ets pr e cis el y. We f urt h er e xtr a ct
t h e v al u es of fi el ds ass o ci at e d wit h t h es e p a c k ets.
D at as et f e at u r es f o r t r ai ni n g t h e M L M o d els. Aft er t h e
pr ot o c ol filt eri n g, w e fi n d 1 1 9 fi el ds i n N A S l a y er p a c k ets
a n d 1 8 3 fi el ds i n R R C l a y er p a c k ets. We us e t h es e fi el ds as
f e at ur es t o tr ai n o ur M L m o d els. A s u bs et of t h es e fi el ds ar e
list e d i n Ta bl e 1 5 .

4. 1. 3  D at as et L a b elli n g

T h e d at as ets ar e l a b el e d a c c or di n g t o t h eir r e as o n f or g e n er-
ati o n. F or m all y, w e d e fi n e F B S A D := < X F B S A D ,Y F B S A D > ,
w h er e X F B S A D ar e t h e p a c k et f e at ur es, Y F B S A D ar e t h e p a c k et

l a b els. T h e n f or e a c h p a c k et P w e l a b el −→y
(i)
F B S A D as:

−→y F B S A D
(i)

=
0 if −→x F B S A D

(i)
is a b e ni g n p a c k et

1 if −→x F B S A D
(i)

is g e n er at e d fr o m t h e F B S

F or M S A D , w e d e fi n e t h e s et of M S As d et e ct e d b y
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D at as et Pr e pr o c essi n gD at as et G e n er ati o n

F B S D et e cti o n

M ulti St e p Att a c k D et e cti o n

D e pl o y m e nt

C o m bi ni n g N A S a n d R R C
Pr e di cti o ns

D at as et C o nstr u cti o n

L e giti m at e B as e St ati o n

F a k e B as e St ati o n

Pr ot o c ol  L a b elli n g

F e at ur e  
Ali g n m e nt

Filt eri n g

F e at ur e  
E xtr a cti o n

St at ef ul L S T M w/ att e nti o n

P a c k et Gr a p h Gr a p h
N e ur al n et w or k

M L Fr a m e w or k

C o m bi n e d  R R C  
L a y er

N A S  
L a y er

P arsi n g B as e b a n d P a c k ets

R u n ni n g M L M o d els

A p p D e v el o p m e nt

P a c k et L e v el C l assifi c ati o n

Tr a c e L e v el C l assifi c ati o n

St at ef ul L S T M

 L S T M w/  Att e nti o n

Bi n ar y  
C l assifi er

Tr a c e Tr a c e w/
p a c k et l a b els

Fi g ur e 2: O v er vi e w of F B S- D et e ct or

F B S D et e ct or as A := { att a c k 1 ,att a c k 2 ,··· ,att a c k k } w h er e
k is t h e n u m b er of M S As t h at c a n b e d et e ct e d a n d L A :=
{ 0 ,1 ,2 ,··· ,k } as t h e s et of l a b els f or t h e M S As. M S A D := <
X M S A D ,Y M S A D > , w h er e X M S A D ar e t h e p a c k et f e at ur es,
Y M S A D ar e t h e p a c k et l a b els. T h e n f or e a c h p a c k et P w e l a b el
−→y

(i)
M S A D as:

−→y M S A D
(i)

=






0 if −→x M S A D
(i)

is a b e ni g n p a c k et

L A [att a c k j] if −→x M S A D
(i)

is g e n er at e d

b y att a c k j ∈ A

4. 2 M a c hi n e L e a r ni n g F r a m e w o r k
I n w h at f oll o ws, w e d et ail t h e M L fr a m e w or k us e d i n
F B S D et e ct or .

4. 2. 1  F B S D et e cti o n

We d esi g n a t w o-st e p fr a m e w or k f or F B S d et e cti o n.
P a c k et-l e v el cl assi fi c ati o n. I n t h e first st e p, w e p erf or m a
p a c k et-l e v el cl assi fi c ati o n usi n g a st at ef ul L S T M m o d el wit h
att e nti o n. T his m o d el utili z es st at ef ul tr ai ni n g a n d att e nti o n
i n p ar all el l a y ers, m er g e d a n d f e d f or w ar d f or t h e fi n al c o m-
bi n e d o ut p ut f or t h e p a c k et cl ass pr e di cti o n. T h e st at ef ul n ess
m o d els l o n g-t er m d e p e n d e n ci es t h at s p a n a cr oss s e q u e n c es
a n d t h e att e nti o n m e c h a nis m f o c us es o n t h e p arts of e a c h
s e q u e n c e t h at aff e ct t h e cl assi fi c ati o n o ut c o m e t h e m ost. T h e
al g orit h m is s h o w n i n Al g orit h m 1 . T h e al g orit h m b e gi ns b y
t a ki n g t h e d at as et a n d l e ns e q h y p er p ar a m et er as i n p ut. It t h e n
d e fi n es pr o c e d ur es f or t h e St at ef ul L S T M a n d L S T M wit h
Att e nti o n. T h e St at ef ul L S T M pr o c e d ur e i niti ali z es L S T M
p ar a m et ers, s ets t h e st at ef ul pr o p ert y t o tr u e t o m ai nt ai n st at e
a cr oss b at c h es, a n d t h e n it er at es o v er e a c h ti m est e p, f e e di n g
i n p ut x t a n d pr e vi o us hi d d e n st at e h t− 1 a n d c ell st at e c t− 1 i nt o
t h e L S T M. It t h e n r et ur ns t h e fi n al hi d d e n st at e h t, w hi c h e n-
a bl es st at e c o nti n uit y a cr oss b at c h es, e ns uri n g t h at t e m p or al
d e p e n d e n ci es ar e m ai nt ai n e d e v e n w h e n s e q u e n c es s p a n m ul-
ti pl e b at c h es. T h e L S T M wit h Att e nti o n pr o c e d ur e i niti ali z es

L S T M p ar a m et ers, s ets t h e r et ur n s e q u e n c es pr o p ert y t o tr u e
t o o ut p ut s e q u e n c es i nst e a d of j ust t h e l ast ti m est e p, pr o c ess es
t h e i n p ut s e q u e n c e x t t hr o u g h t h e L S T M, c o m p ut es a c o nt e xt
v e ct or fr o m a n att e nti o n m e c h a nis m o v er t h e L S T M o ut p uts,
a n d c al c ul at es t h e att e n d e d o ut p ut h ′

t. Aft er d e fi ni n g t h e pr o-
c e d ur es, i n li n es 1 9 − 2 2 , t h e m ai n al g orit h m s ets t h e i n p ut
s e q u e n c e x t usi n g l e ns e q as t h e s e q u e n c e l e n gt h, c o m p ut es t h e
o ut p ut of t h e St at ef ul L S T M a n d L S T M wit h Att e nti o n m o d-
ul es, c o n c at e n at es t h eir o ut p uts, a n d a p pli es a d e ns e l a y er t o
pr o d u c e t h e fi n al o ut p ut y t. T h e m o d ul es’ o ut p uts ar e c o n c at e-
n at e d t o pr o vi d e a ri c h er i n p ut t o t h e d e ns e l a y er, f a cilit ati n g
m or e i nf or m e d a n d p ot e nti all y m or e a c c ur at e pr e di cti o ns. T h e
St at ef ul L S T M pr es er v es t e m p or al c o nti n uit y, w hil e t h e At-
t e nti o n m o d ul e hi g hli g hts r el e v a nt s e q u e n c e p arts. T h e m o d el
is t h e n tr ai n e d usi n g t h e c al c ul at e d l oss b et w e e n t h e pr e di ct e d
o ut p ut y a n d t h e gr o u n d tr ut h ŷ , a n d t h e gr a di e nts ar e pr o p a-
g at e d b a c k t hr o u g h t h e n et w or k f or p ar a m et er u p d at es.

Tr a c e-l e v el cl assi fi c ati o n. I n t h e tr a c e-l e v el cl assi fi c ati o n
p h as e, tr a c es c o m prisi n g p a c k ets i d e nti fi e d as b e ni g n or m a-
li ci o us ar e s u bj e ct e d t o a d diti o n al c o nt e xt u al a n al ysis. T his
st e p a p pli es a si m pl e bi n ar y cl assi fi c ati o n m o d el, w hi c h a n a-
l y z es t h e t e m p or al s e q u e n c e of p a c k ets t o dis c er n disti n cti v e
c h ar a ct eristi cs of F B S tr a ns missi o ns. B y a n al y zi n g t h e p a c k et
tr a c es, t his m o d el diff er e nti at es b et w e e n F B S-r el at e d a cti vit y
a n d b e ni g n n et w or k b e h a vi or, a n d gi v es t h e fi n al pr e di cti o n
a b o ut t h e pr es e n c e of a n F B S i n t h e tr a c es.

4. 2. 2  M S A R e c o g niti o n

M S As c a n b e u ni q u el y r e pr es e nt e d as dir e ct e d gr a p hs a n d
d et e ct e d usi n g gr a p h l e ar ni n g. We d es cri b e t h e st e ps t o cr e at e
a dir e ct e d gr a p h fr o m t h e tr af fi c d at as et a n d gr a p h l e ar ni n g
i n Al g orit h m 2 . T h e al g orit h m c o nstr u cts a dir e ct e d gr a p h
fr o m t h e p a c k ets - e a c h n o d e d e n oti n g a p a c k et, e a c h p a c k et
h a vi n g a dir e ct e d e d g e t o w ar ds t h e n e xt p a c k et. E d g es ar e
l a b el e d wit h t h eir r e as o n f or g e n er ati o n, t h e s a m e as t h e p a c k et
l a b el, g e n er at e d as p art of a b e ni g n fl o w or i n t h e p at h of a n
M S A. T h e n, a gr a p h l e ar ni n g m o d el l e ar ns a n d g e n er ali z es
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I d e n
R es p

Att
R e q

I d e n
R e q

A ut h
R e q

A ut h
R es p

S M
C m d

S M
C m p

Att
A c c

Att
C m p

D et
R e q

T A U
R e q

T A U
R ej

T A U
A c c

T A U
C m p

Fi g ur e 3: Gr a p h of T A U R ej e ct Att a c k

t his k n o wl e d g e fr o m t h e gr a p hs, a n d t h e m o d el is fi n all y
r et ur n e d. R e c o g ni zi n g M S As usi n g gr a p h l e ar ni n g a p pr o a c h es
c a n b e f or m all y r e pr es e nt e d as f oll o ws: l et G = ( V ,E ) b e
t h e gr a p h c o nstr u ct e d fr o m t h e p a c k ets, w h er e e a c h n o d e V
d e n ot es a p a c k et. E r e pr es e nts t h e dir e ct e d e d g es b et w e e n
n o d es i n t h e fl o w gr a p h. A n M S A is r e c o g ni z e d b y i d e ntif yi n g
a s p e ci fi c p at h P (G ) c orr es p o n di n g t o A wit hi n t h e gr a p h G .
T h es e p at hs r e pr es e nt t h e p a c k ets’ s e q u e n c es t h at f oll o w a n
M S A p att er n. If t h er e is a n e v ol vi n g a n d u ns e e n att a c k, t h e
att a c k w o ul d d e vi at e fr o m p at h P (G ) a n d f oll o w a diff er e nt
p at h P ′(G ). D u e t o t h e n at ur e of t h e v ul n er a biliti es e x pl oit e d
b y t h e att a c k ers, P ′(G ) a n d P (G ) will n ot b e c o m pl et el y e d g e-
disj oi nt a n d will h a v e o v erl a ps. Fr o m t h es e o v erl a ps, w e c a n
d et e ct e v ol vi n g, u ns e e n a n d r es h a p e d att a c ks.

M S A d et e cti o n g r a p h e x a m pl e. T o ill ustr at e t h e pr o c ess
of M S A d et e cti o n, w e cir cl e b a c k t o t h e T A U R ej e ct att a c k dis-
c uss e d i n S e cti o n 2. 2 . F or t his att a c k t h e F B S c o n n e cts t h e
l e giti m at e B S a n d i nj e cts a R ej e ct m ess a g e. T h e gr a p h g e n-
er at e d fr o m t h e N A S att a c k tr a c es is s h o w n i n Fi g ur e 3 . T h e
c o m m u ni c ati o n st arts w h e n a U E s e n ds Att a c h R e q u est t o t h e
l e giti m at e B S, w hi c h is t h e st arti n g n o d e of t h e gr a p h. A n
i n c o mi n g e d g e is a d d e d t o t h e n o d e t h at r e pr es e nts t h e s u b-
s e q u e nt m ess a g es. T h e gr a p h e nt ers i nt o a n att a c k s e q u e n c e
w h e n a T A U R ej e ct is s e nt aft er a T A U R e q u est .

4. 2. 3  C o m bi ni n g N A S a n d R R C P r e di cti o ns

T o c o m bi n e t h e pr e di cti o ns fr o m t h e N A S a n d R R C
l a y er tr a c e-l e v el cl assi fi c ati o n m o d els, w e l e v er a g e t h e
D e m pst er – S h af er t h e or y ( D S T) [ 6 0 ] t o f a cilit at e t h e f usi o n of
pr e di cti o ns. We e m pl o y a w ei g ht e d c o n fi d e n c e- b as e d f usi o n
m et h o d, w h er e w ei g hts ar e assi g n e d t o t h e b est m o d el of e a c h
l a y er b as e d o n t h e m o d el p erf or m a n c e. L et W N A S a n d W R R C

r e pr es e nt t h e w ei g hts assi g n e d t o t h e b est tr a c e-l e v el cl assi-
fi c ati o n m o d els of N A S a n d R R C l a y er, P = { P N A S ,P R R C }
r e pr es e nt t h e pr e di cti o ns m a d e b y t h os e m o d els, a n d P W

is t h e fi n al pr e di cti o n. We assi g n w ei g hts W N A S a n d W R R C

pr o p orti o n al t o t h eir s u p p ort s c or es o n t h e i nf er e n c e. T h e
m or e c o n fi d e nt m o d el a m o n g t h e t w o m o d els r e c ei v es a
hi g h er w ei g ht, i n di c ati n g a m or e si g ni fi c a nt i n fl u e n c e o n t h e
c o m bi n e d pr e di cti o n. M at h e m ati c all y, t his is e x pr ess e d as:

W N A S ∝ S u p p ort _ S c or e( P N A S )

W R R C ∝ S u p p ort _ S c or e( P R R C )

W h e n t h er e’s a dis a gr e e m e nt b et w e e n t h e m o d els, t h e
D e m pst er – S h af er t h e or y is a p pli e d, a n d t h e pr e di cti o n wit h
hi g h er c o n fi d e n c e g ets pri orit y. T his pr o c ess is f or m ali z e d as:

P W =






P N A S if P N A S = P R R C

P N A S if P N A S ≠ P R R C a n d W N A S > W R R C

P R R C if P N A S ≠ P R R C a n d W N A S < W R R C

C o m bi ni n g t h e pr e di cti o ns i n t his w a y yi el ds a b ett er d e-
t e cti o n a c c ur a c y t h a n t h e i n di vi d u al pr e di cti o ns.

5 I m pl e m e nt ati o n

N o w, w e dis c uss t h e i m pl e m e nt ati o n d et ails of e a c h c o m-
p o n e nt of F B S D et e ct or . We i m pl e m e nt t w o disti n ct m o d els:
o n e t o d et e ct F B S es a n d a n ot h er s p e ci fi c all y t ail or e d t o r e c-
o g ni z e M S As. I m pl e m e nt ati o n eff orts of F B S D et e ct or ar e
s u m m ari z e d i n Ta bl e 1 4 .

5. 1 D at as et C o nst r u cti o n
I n c o r p o r ati o n of F B S es. T o i n c or p or at e F B S es, w e cr e-
at e (i) a l e giti m at e c or e n et w or k a n d B S p air, a n d (ii) a f a k e
c or e n et w or k a n d B S p air i n P O W D E R. T h e l e giti m at e B S
s er v es U Es t h at t h e F B S c a n att a c k b y s p a w ni n g n e ar it wit h
hi g h er si g n al str e n gt h. T h e c or e n et w or ks us e O p e n 5 G S [ 6 1 ]
t o s u p p ort h a n d o v er, a n d t h e U E us es srs R A N [6 2 ] a n d O p e-
n AirI nt erf a c e( O AI) [ 6 3 ] –t h e t w o a v ail a bl e o p e n-s o ur c e i m pl e-
m e nt ati o ns. We e q u all y us e srs R A N a n d O AI f or t h e d at as et
g e n er ati o n t o r e d u c e bi as o n a s p e ci fi c i m pl e m e nt ati o n. We
i ntr o d u c e m o bilit y i n t h e d at as et b y usi n g U Es wit h t h e m o-
bil e e n d p oi nts i n P O W D E R t h at ar e m o u nt e d o n t h e c a m p us
s h uttl es. B e ni g n h a n d o v ers ar e i niti at e d w h e n a s h uttl e wit h a
m o bil e e n d p oi nt m o v es fr o m t h e vi ci nit y of o n e B S t o a n ot h er,
a n d t h e si g n al q u alit y r e c ei v e d at t h e U E c h a n g es.

I m pl e m e nt ati o n of h a n d o v e r c a p a bilit y i n t h e s rs U E. T h e
U Es us u all y i niti at e h a n d o v ers b y s e n di n g a Tr a c ki n g Ar e a U p-

d at e R e q u est m ess a g e. T his m ess a g e is n ot i m pl e m e nt e d i n
t h e c urr e nt r el e as e of srs R A N a n d O AI. We i m pl e m e nt t h e
Tr a c ki n g Ar e a U p d at e R e q u est m ess a g e i n U Es a n d m a k e it a bl e
t o i niti at e a h a n d o v er r e q u est b y s e n di n g a Tr a c ki n g Ar e a U p-

d at e R e q u est m ess a g e.

I m pl e m e nt ati o n a n d e x e c uti o n of M S As. We i m pl e m e nt all
t h e att a c ks list e d i n Ta bl e 1 , i n cl u di n g all t h e att a c k er l e v els
i n srs R A N a n d O AI a n d e x e c ut e t h e m i n t h e e x p eri m e nt al
s et u p w e cr e at e d i n P O W D E R. All t h e tr a c es fr o m diff er e nt
c o m p o n e nts ar e c a pt ur e d f or b ot h N A S a n d R R C l a y er.

D at a p r o c essi n g. We d e c o d e t h e p a c k ets usi n g ts h ar k [ 6 4 ]
a n d us e a P yt h o n s cri pt f or pr ot o c ol filt eri n g, p a c k et fi el d
e xtr a cti o n a n d p a c k et fi el d ali g n m e nt L astl y, w e us e s ci kit-
l e ar n’s L a b el E n c o d er t o e n c o d e t h e c at e g ori c al fi el ds i nt o
n u m eri c al r e pr es e nt ati o ns.

D at a l a b eli n g. We assi g n e a c h p a c k et a l a b el a c c or di n g t o t h e
r e as o n f or its g e n er ati o n. T h e N A S l a y er p a c k ets (f e w er i n
n u m b er) ar e l a b el e d m a n u all y b y c h e c ki n g e a c h p a c k et a n d
assi g ni n g a l a b el a c c or di n g t o t h e r e as o n f or its g e n er ati o n.
L a b eli n g all t h e N A S l a y er p a c k ets t a k es a p pr o xi m at el y 2
h o urs of o n e-ti m e m a n u al eff ort. A n a ut o m at e d s cri pt is us e d
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t o l a b el t h e R R C l a y er p a c k ets ( w hi c h ar e m u c h m or e n u m er-
o us) i n b at c h es of i nt er v als b y d et e cti n g att a c k i nt er v als i n t h e
N A S l a y er tr a c es.

D at as et dist ri b uti o n p e r att a c k e r l e v el. O ur 9 .2 G B d at as et
is str u ct ur e d t o r e pr es e nt fi v e att a c k er l e v els, wit h si x F B S
e x p eri m e nts c o n d u ct e d p er l e v el. A m o n g t h e m l e v el 0, 1, a n d
2 ar e f or F B S o nl y a n d l e v el 3 a n d 4 ar e f or F B S a n d M S A.
T h e c o m bi n e d si z e f or L e v els 0, 1, a n d 2, w hi c h i n cl u d es F B S
e x p eri m e nts o nl y, is 6. 6 G B, di vi d e d as 2. 5 G B f or L e v el 0,
2. 1 G B f or L e v el 1, a n d 2. 0 G B f or L e v el 2. T h e r e m ai ni n g
2. 6 G B b el o n gs t o L e v els 3 a n d 4, w h er e b ot h F B S a n d M S As
ar e i n cl u d e d, wit h 1. 4 G B f or L e v el 3 a n d 1. 2 G B f or L e v el 4.

5. 2 F B S D et e cti o n

Tr ai n-t est s plit. We us e a c ust o m s cri pt t o s plit o ur d at as et
f or tr ai ni n g a n d t esti n g, w hi c h d o es r o u g hl y 8 0 − 2 0 s plit,
pr es er vi n g t h e s e q u e n c e of p a c k ets w hil e e ns uri n g t h e
st a n d ar d s plit; als o, n o e x p eri m e nt al tr a c e is c ut i n b et w e e n.

St at ef ul L S T M wit h att e nti o n m o d el. We utili z e t h e Te n-
s or Fl o w f u n cti o n al A PI a n d us e st at ef ul L S T M a n d L S T M
wit h att e nti o n i n p ar all el l a y ers. T h eir o ut p uts ar e m er g e d a n d
f e d f or w ar d t o a c o m m o n d e ns e l a y er. E a c h n et w or k si d e is
tr ai n e d a c c or di n g t o its ar c hit e ct ur e i n t his m o d el. T h e St at ef ul
L S T M m o d el is ar c hit e ct ur all y i d e nti c al t o t h e v a nill a L S T M;
h o w e v er, t h e l e ar ni n g al g orit h m h as b e e n alt er e d t o m ai nt ai n
t h e st at es. B ot h r et ur n s e q u e n c es a n d m ai nt ai n st at e p ar a m e-
t ers ar e s et t o tr u e. F or t h e L S T M wit h Att e nti o n m o d el, t h e
ti m e- distri b ut e d d e ns e l a y er is r e pl a c e d b y a n att e nti o n l a y er.
R et ur n s e q u e n c es ar e s et t o tr u e, e n a bli n g t h e c o m pl et e hi d-
d e n l a y er s e q u e n c es t o b e s e nt f or w ar d t o t h e att e nti o n l a y er,
w h er e t h e y ar e pr o c ess e d si mil arl y t o t h e e n c o d er/ d e c o d er
a n d v a nill a L S T M m o d els.

5. 3 M S A R e c o g niti o n

F or N A S l a y er p a c k ets, w e cr e at e a n o d e f or e v er y u ni q u e
v al u e of t h e n as _ e ps _ n as _ ms g _ e m m _t y p e _ v al u e fi el d, t h e p a c k et
n a m e f or N A S l a y er p a c k ets. Si mil arl y, f or t h e R R C l a y er
p a c k ets, w e cr e at e a n o d e f or e v er y u ni q u e v al u e of t h e lt e-

rr c _ c 1 _s h o w n a m e fi el d, w hi c h is t h e p a c k et n a m e f or t h e R R C
l a y er p a c k ets. E v er y p a c k et m a ps t o a n o d e i n t h e gr a p h
c orr es p o n di n g t o its p a c k et n a m e. We a d d a n e d g e fr o m t h e
n o d e r e pr es e nti n g o n e p a c k et t o t h e n o d e r e pr es e nti n g t h e
n e xt p a c k et i n t h e s e q u e n c e a n d l a b el t h at e d g e wit h t h e s a m e
l a b el w e l a b el e d t h e n e xt p a c k et. T his d e n ot es if t h e tr a nsiti o n
w as b e ni g n or d u e t o a n att a c k.

5. 4 D e pl o y m e nt a n d I nt e g r ati o n

T o d e pl o y F B S D et e ct or , w e us e M o bil ei nsi g ht [6 5 ] t o p ars e
t h e b as e b a n d tr a c es i n t h e m o bil e p h o n es, Te ns or fl o w Lit e [6 6 ]
t o r u n t h e M L m o d els, a n d Fl utt er [6 7 ] t o b uil d t h e a p p.

6 E v al u ati o n

We e v al u at e t h e eff e cti v e n ess of F B S D et e ct or b as e d o n t h e
f oll o wi n g r es e ar c h q u esti o ns: R Q 1. W h at is t h e p erf or m a n c e
of e a c h st e p i n t h e F B S d et e cti o n fr a m e w or k, n a m el y t h e

p a c k et cl assi fi c ati o n a n d tr a c e cl assi fi c ati o n ? W h at is t h e p er-
f or m a n c e i m pr o v e m e nt of usi n g st at ef ul L S T M wit h att e nti o n
i n p a c k et-l e v el cl assi fi c ati o n ? H o w d o es c o m bi ni n g pr e di c-
ti o ns of N A S a n d R R C tr a c e cl assi fi c ati o n f urt h er i m pr o v e
p erf or m a n c e ? H o w d o es gr a p h l e ar ni n g i m pr o v e M S A r e c o g-
niti o n p erf or m a n c e ? W h y d o es t h e si m pl e h e uristi c- b as e d
d et e cti o n n ot w or k ? R Q 2. W h at is t h e m e m or y a n d p o w er
c o ns u m pti o n of t h e d et e cti o n fr a m e w or k ? H o w m u c h ti m e
d o es t h e i nf er e n c e t a k e ? R Q 3. Was F B S D et e ct or d e pl o y e d
a n d t est e d i n a r e al- w orl d s et u p ? H o w d o es it c o ntr ast wit h
e xisti n g F B S d et e cti o n s ol uti o ns ? R Q 4. Is F B S D et e ct or r o-
b ust a n d g e n er ali z a bl e a g ai nst r es h a pi n g a n d u ns e e n att a c ks ?
Als o c a n it d et e ct O v ers h a d o wi n g att a c ks ?

E x p e ri m e nt al S et u p. F or tr ai ni n g t h e m o d els, w e utili z e d
a L e n o v o T hi n k P a d T 4 8 0 e q ui p p e d wit h 3 2 G B of m e m or y
a n d a n I nt el C or e i 7- 8 6 5 0 U C P U @ 1. 9 0 G H z × 8. T h e o p-
er ati n g s yst e m w as U b u nt u 2 2. 0 4. 1 L T S ( 6 4- bit), r u n ni n g
G N O M E Versi o n 4 2. 2. We pr o vi d e d et ail e d i nf or m ati o n a b o ut
t h e m o d el h y p er p ar a m et ers, i n A p p e n di x S e cti o n B .

I n w h at f oll o ws, w e d el v e i nt o t h e d et ails a n d a ns w ers t o
t h os e r es e ar c h q u esti o ns.

6. 1 R Q 1. P a c k et a n d t r a c e l e v el cl assi fi c ati o n

P a c k et a n d t r a c e l e v el cl assi fi c ati o n. O ur st at ef ul- L S T M
m o d el wit h att e nti o n p erf or ms s u bst a nti all y b ett er c o m p ar e d
t o t h e ot h er p a c k et-l e v el m o d els (s h o w n i n Ta bl e 2 ). M e a n-
w hil e, f or tr a c e-l e v el cl assi fi c ati o n, all t h e cl assi c al M L m o d-
els p erf or m si mil arl y (s h o w n i n Ta bl e 3 ). T his is e x p e ct e d b e-
c a us e t h e h e a v y lifti n g of F B S D et e ct or is d o n e i n t h e p a c k et-
l e v el cl assi fi c ati o n p h as e.

P e rf o r m a n c e i m p r o v e m e nt usi n g St at ef ul- L S T M wit h at-
t e nti o n. St at ef ul- L S T M wit h att e nti o n i m pr o v es t h e p er-
f or m a n c e of t h e v a nill a L S T M m o d el b y 6 % i n N A S l a y er
p a c k et cl assi fi c ati o n a n d 3 % i n R R C l a y er p a c k et cl assi fi c a-
ti o n (s h o w n i n Ta bl e 2 ). S u bst a nti al e n h a n c e m e nts ar e als o o b-
s er v e d i n pr e cisi o n, r e c all a n d f 1-s c or e. I m pr o vi n g r e c all a n d
a c c ur a c y i n m ali ci o us tr af fi c cl assi fi c ati o n m e a ns t h e m o d el
is b ett er at c a pt uri n g a l ar g er pr o p orti o n of a ct u al t hr e ats,
r e d u ci n g t h e c h a n c es of missi n g m ali ci o us a cti vit y. T his is
cr u ci al f or mi ni mi zi n g f als e n e g ati v es a n d e n h a n ci n g o v er all
d et e cti o n eff e cti v e n ess. Fi g ur es 6 a a n d 6 b s h o w t h e distri-
b uti o n of t h e l e n gt h of t h e F B S g e n er at e d p a c k et s e q u e n c es
a n d Fi g ur es 6 c a n d 6 d s h o w t h e i m p a ct of s e q u e n c e l e n gt h
o n t h e d et e cti o n p erf or m a n c e. T h e L S T M m o d el p erf or ms
b ett er w h e n t h e i n p ut s e q u e n c e l e n gt h is b et w e e n 9 − 1 5 f or
N A S l a y er p a c k ets a n d 8 0 − 1 2 0 f or R R C l a y er p a c k ets. T h e
r e as o n is t h at i n a n F B S s essi o n, b as e d o n t h e c o m m u ni c ati o n
pr o c ess of t h e F B S es, p a c k ets e x c h a n g e d b et w e e n t h e F B S es
a n d t h e U Es i n t h e N A S a n d R R C l a y er f oll o w a s p e ci fi c
distri b uti o n. T h es e distri b uti o ns ar e c a pt ur e d b ett er w h e n t h e
s e q u e n c e l e n gt hs ar e s et i n t h e r a n g e t h at c a n a c c o m m o d at e
t h e distri b uti o n c o m pl et el y, a n d m o d els tr ai n e d o n t h es e s e g-
m e nts of p a c k ets t h at c o nt ai n t h es e p att er ns c a n s uf fi ci e ntl y
l e ar n b ett er a b o ut t h e att a c k.
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M o d el N A S L a y er P a c k ets R R C L a y er P a c k ets
Pr e cisi o n R e c all F 1- S c or e A c c ur a c y Pr e cisi o n R e c all F 1- S c or e A c c ur a c y

R a n d o m F or est 0. 8 5 0. 8 7 0. 8 2 0. 8 4 0. 6 8 0. 8 1 0. 1 6 0. 6 9
S V M 0. 8 1 0. 2 1 0. 7 0 0. 5 9 0. 6 6 0. 7 9 0. 0 0 0. 6 6
D e cisi o n Tr e e 0. 8 6 0. 8 9 0. 8 1 0. 8 2 0. 7 5 0. 8 4 0. 5 3 0. 7 6
X G B o ost 0. 8 9 0. 8 9 0. 8 4 0. 8 4 0. 8 3 0. 8 7 0. 7 9 0. 8 4
k- N N 0. 8 6 0. 8 1 0. 8 0 0. 7 9 0. 8 6 0. 8 9 0. 8 2 0. 8 3
N aï v e B a y es 0. 5 3 0. 8 7 0. 3 5 0. 5 8 0. 8 0 0. 0 8 0. 5 2 0. 3 7
L o gisti c R e gr essi o n 0. 5 0 0. 6 8 0. 6 9 0. 5 3 0. 7 4 0. 8 5 0. 5 0 0. 7 1
C N N 0. 8 6 0. 3 9 0. 5 7 0. 5 2 0. 8 4 0. 6 7 0. 7 8 0. 6 6
F N N 0. 7 9 0. 8 5 0. 6 8 0. 7 3 0. 8 0 0. 8 8 0. 8 4 0. 7 8
L S T M 0. 8 6 0. 8 5 0. 8 2 0. 8 9 0. 8 9 0. 8 6 0. 8 1 0. 8 9
St at ef ul- L S T M w/ att e nti o n 0. 9 1 0. 9 7 0. 8 6 0. 9 5 0. 9 4 0. 9 7 0. 9 5 0. 9 2

Ta bl e 2: P erf or m a n c e of p a c k et l e v el cl assi fi c ati o n f or F B S
d et e cti o n

M o d el N A S L a y er Tr a c e R R C L a y er Tr a c e
Pr e cisi o n R e c all F 1- S c or e A c c ur a c y Pr e cisi o n R e c all F 1- S c or e A c c ur a c y

L o gisti c R e gr essi o n 0. 9 5 0. 9 4 0. 9 4 0. 9 4 0. 9 2 0. 9 1 0. 9 1 0. 9 1
K- N e ar est N ei g h b ors 0. 9 5 0. 9 4 0. 9 4 0. 9 4 0. 9 2 0. 9 1 0. 9 1 0. 9 1
D e cisi o n Tr e e 0. 9 5 0. 9 4 0. 9 4 0. 9 4 0. 9 2 0. 9 1 0. 9 1 0. 9 1
R a n d o m F or est 0. 9 5 0. 9 4 0. 9 4 0. 9 4 0. 9 2 0. 9 1 0. 9 1 0. 9 1
Gr a di e nt B o osti n g 0. 9 5 0. 9 4 0. 9 4 0. 9 4 0. 9 2 0. 9 1 0. 9 1 0. 9 1
S u p p o rt Ve ct o r M a c hi n e 0. 9 6 0. 9 5 0. 9 5 0. 9 5 0. 9 3 0. 9 2 0. 9 2 0. 9 2

Ta bl e 3: P erf or m a n c e of tr a c e l e v el cl assi fi c ati o n

G r a p h l e a r ni n g. We us e Gr a p h S A G E as o ur M S A r e c o g-
niti o n m o d el si n c e, a m o n g t h e gr a p h l e ar ni n g m o d els, it
p erf or ms b ett er t h a n a n y ot h er m o d els (s h o w n i n Ta bl e 5 ).
T h o u g h t h e i m pr o v e m e nt s e e n i n a c c ur a c y mi g ht s e e m s m all
( 1 %), a si g ni fi c a nt i m pr o v e m e nt is s e e n i n pr e cisi o n ( 4- 8 %),
r e c all ( 1 0- 1 2 %) a n d f 1-s c or e ( 8- 1 0 %).

P r e di cti o ns c o m bi ni n g. T h e p erf or m a n c e aft er c o m bi ni n g
t h e pr e di cti o ns of N A S a n d R R C tr a c e cl assi fi c ati o n usi n g
t h e w ei g ht e d c o n fi d e n c e- b as e d f usi o n m et h o d f or F B S d e-
t e cti o n a n d M S A r e c o g niti o n is s h o w n i n Ta bl e 4 a n d Ta bl e
6 , r es p e cti v el y. B y l e v er a gi n g k n o wl e d g e fr o m b ot h l a y ers,
t his m et h o d i m pr o v es o n all t h e p erf or m a n c e m etri cs fr o m
t h e b est tr a c e-l e v el cl assi fi c ati o n m o d el a m o n g t h e t w o a n d
m a k es t h e s yst e m r o b ust, es p e ci all y b y i m pr o vi n g r e c all.

N e c essit y of Tr a c e L e v el Cl assi fi c ati o n. T o e v al u at e t h e
ef fi c a c y of t h e tr a c e-l e v el cl assi fi c ati o n m o d el w e c o n d u ct a
p erf or m a n c e c o m p aris o n b et w e e n p a c k et-l e v el cl assi fi c ati o n
o nl y a n d t h e c o m bi n e d a p pr o a c h wit h tr a c e-l e v el cl assi fi c a-
ti o n. F or t h e p a c k et-l e v el cl assi fi c ati o n- o nl y a p pr o a c h, w e
ass u m e t h at if at l e ast o n e p a c k et is fl a g g e d as m ali ci o us, w e
c o nsi d er t h e w h ol e tr a c e as m ali ci o us. I n Ta bl e 7 , w e s e e
b y e nri c hi n g t h e a n al ysis wit h a g gr e g at e d d at a, tr a c e-l e v el
cl assi fi c ati o n e n h a n c es d et e cti o n a c c ur a c y a n d e ns ur es a
m or e c o m pr e h e nsi v e a p pr o a c h t o i d e ntif yi n g t hr e ats.

6. 2 R Q 2. O v e r h e a d A n al ysis

O v e r h e a d A n al ysis of M L M o d els. We e v al u at e t h e o v er-
h e a d of t h e M L m o d els us e d i n F B S D et e ct or b as e d o n s e v er al
crit eri a. Fi g ur e 4 a s h o ws t h e ti m e r e q uir e d t o pr e di ct p a c k-
ets, w hi c h i n cr e as es li n e arl y wit h t h e n u m b er of p a c k ets. T h e
sl o p e of t h e i n cr e as e is mi ni m al, w hi c h m e a ns t h at t h e s ol uti o n
c a n s c al e t o hi g h t hr o u g h p ut a p pli c ati o ns. Fi g ur e 4 c s h o ws
t h e m e m or y c o ns u m pti o n a n d Fi g ur e 4 b s h o ws t h e p o w er

M o d el Pr e cisi o n R e c all F 1- S c or e A c c ur a c y
Tr a c e L e v el F B S Cl assi fi er ( N A S) 0. 9 6 0. 9 5 0. 9 5 0. 9 5
Tr a c e L e v el F B S Cl assi fi er ( R R C) 0. 9 3 0. 9 2 0. 9 2 0. 9 2
C o m bi n e d Tr a c e L e v el P r e di cti o n 0. 9 6 0. 9 5 0. 9 6 0. 9 6

Ta bl e 4: P erf or m a n c e of c o m bi n e d tr a c e l e v el cl assi fi c ati o n
f or F B S d et e cti o n

M o d el
N A S R R C

Pr e cisi o n R e c all F 1- S c or e A c c ur a c y Pr e cisi o n R e c all F 1- S c or e A c c ur a c y
R a n d o m F or est 0. 6 1 7 0. 6 2 8 0. 4 5 4 0. 7 6 0. 3 4 3 0. 2 7 8 0. 2 5 4 0. 4 2
S V M 0. 0 8 8 0. 2 0 0 0. 1 2 2 0. 4 4 0. 0 7 6 0. 2 0 0 0. 1 1 0 0. 3 8
D e cisi o n Tr e e 0. 3 4 2 0. 4 0 2 0. 3 5 6 0. 6 6 0. 0 7 6 0. 2 0 0 0. 1 1 0 0. 3 8
X G B o ost 0. 7 9 4 0. 5 7 3 0. 7 8 6 0. 8 4 0. 5 8 6 0. 5 3 0 0. 5 4 8 0. 4 7
k- N N 0. 7 3 4 0. 7 0 2 0. 7 0 6 0. 8 1 0. 4 8 4 0. 4 5 4 0. 3 9 2 0. 4 7
N ai v e B a y es 0. 4 4 0 0. 3 8 4 0. 2 7 4 0. 2 9 0. 4 4 0 0. 2 5 8 0. 1 7 8 0. 1 1
L o gisti c R e gr essi o n 0. 2 8 4 0. 4 2 0 0. 1 4 2 0. 4 6 0. 4 1 2 0. 3 1 8 0. 3 0 0 0. 4 9
C N N 0. 1 3 2 0. 2 7 4 0. 1 1 4 0. 2 2 0. 0 7 2 0. 2 5 9 0. 1 0 6 0. 3 6
F N N 0. 1 2 8 0. 2 8 2 0. 2 2 2 0. 2 4 0. 2 7 4 0. 2 2 0 0. 1 4 4 0. 4 0
L S T M 0. 1 5 0 0. 3 2 0 0. 2 0 0 0. 4 9 0. 1 2 8 0. 1 6 4 0. 1 3 0 0. 3 0
Gr a p h Att e nti o n N et w or k 0. 8 6 8 0. 6 7 2 0. 8 6 5 0. 8 4 0. 3 1 6 0. 3 3 8 0. 2 9 8 0. 3 6
Gr a p h Att e nti o n N et w or k v 2 0. 8 4 2 0. 8 6 4 0. 8 5 7 0. 8 3 0. 5 0 4 0. 4 1 1 0. 4 2 1 0. 4 2
Gr a p h C o n v ol uti o n al N et w or k 0. 8 3 2 0. 7 5 4 0. 8 1 8 0. 8 0 0. 3 0 6 0. 4 6 4 0. 3 5 2 0. 4 0
Gr a p h Tr a nsf or m er 0. 8 3 6 0. 8 8 2 0. 8 4 1 0. 8 1 0. 4 3 6 0. 4 9 5 0. 4 3 0 0. 4 1
G r a p h S A G E 0. 8 7 2 0. 9 2 4 0. 8 8 3 0. 8 5 0. 6 3 3 0. 5 6 1 0. 5 5 7 0. 5 9

Ta bl e 5: P erf or m a n c e of M S A r e c o g niti o n fr o m N A S a n d
R R C l a y er p a c k ets

M o d el Pr e cisi o n R e c all F 1- S c or e A c c ur a c y
Gr a p h S A G E ( N A S) 0. 8 6 7 0. 8 7 9 0. 8 5 6 0. 8 5 0
Gr a p h S A G E ( R R C) 0. 6 1 1 0. 4 8 0 0. 5 2 0. 5 9 0
C o m bi n e d P r e di cti o n 0. 8 7 5 0. 9 0 1 0. 8 7 4 0. 8 6 5

Ta bl e 6: P erf or m a n c e of M S A r e c o g niti o n aft er c o m bi ni n g
pr e di cti o ns

c o ns u m pti o n of F B S D et e ct or , c o ns u m e d i n p a c k et pr o c ess-
i n g a n d r u n ni n g t h e M L m o d el o n t h e pr o c ess e d p a c k ets t o
g e n er at e i nf er e n c es. T h e tr e n d of p o w er c o ns u m pti o n als o
li n e arl y i n cr e as es, wit h a s m all sl o p e a n d t h e tr e n d of m e m-
or y c o ns u m pti o n d e cr e as es, w hi c h c a n r es ult fr o m m ulti pl e
h ar d w ar e-l e v el o pti mi z ati o ns b y t h e o p er ati n g s yst e m. C o m-
p ar e d t o a r e c e nt a p pr o a c h [ 3 ], w hi c h us es a n a v er a g e of 4 m W
p o w er, F B S D et e ct or us es l ess t h a n 2 m W of p o w er t o d et e ct
a F B S. T h es e r es ults s h o w t h at F B S D et e ct or is a pr o misi n g
s ol uti o n f or d e pl o y m e nt i n r e al- w orl d s yst e ms, h a vi n g n e gli gi-
bl e o v er h e a d. T h e l o a d t esti n g ( C P U a n d m e m or y us a g e u n d er
diff er e nt l o a ds) f or t h e m o bil e a p p is s h o w n i n Fi g ur e 4 d a n d
dis c uss e d i n d et ail i n A p p e n di x S e cti o n D .

6. 3 R Q 3. V ali d ati o n a n d C o m p a ris o n
R e al- w o rl d A p p v ali d ati o n. T o v ali d at e F B S D et e ct or a p p’s
p erf or m a n c e a g ai nst t hr e ats i n t h e wil d i n r e al e n vir o n m e nts,
w e p erf or m t ests i n o ur c o ntr oll e d l a b e n vir o n m e nt. T his is
b e c a us e it is ill e g al t o d e pl o y F B S i n p u bli c pl a c es.
L a b e n vir o n m e nt: F or t h e c o ntr oll e d l a b e n vir o n m e nt, w e cr e-
at e a t est b e d usi n g ( 1) t w o U S R P B 2 1 0 [ 6 8 ], ( 2) t w o e n gi n e er-
i n g l a pt o ps a n d ( 3) a s m art p h o n e wit h a G o o gl e Fi si m c ar d
wit h t h e F B S D et e ct or a p p i nst all e d. We us e d O p e n 5 G S [ 6 1 ]
f or t h e c or e n et w or k a n d srs R A N [6 2 ] a n d O AI [6 3 ] f or t h e
B S. F oll o wi n g t h e st a n d ar d a p pr o a c h es, w e cr e at e a n d s p a w n
a n F B S usi n g t h e l a pt o p as t h e c or e n et w or k a n d t h e U S R P
B 2 1 0 S D R as t h e B S. T o t est t h e F B S a n d M S A d et e cti o n i n
diff er e nt s et u ps, w e cr e at e t h e f oll o wi n g s c e n ari os: ( 1) l a b 4 G
n et w or k wit h o ur o w n SI M c ar d as l e giti m at e; ( 2) c o m m er ci al
n et w or k wit h a G o o gl e Fi SI M c ar d; ( 3) v ar yi n g dist a n c e

Tas k Pr e c R e c F 1  A c c
P a c k et L e v el Cl assi fi c ati o n O nl y 0. 9 1 0. 9 0 0. 9 1 0. 9 0
C o m bi n e d w/ Tr a c e L e v el Cl assi fi c ati o n 0. 9 6 0. 9 5 0. 9 6 0. 9 6

O v ers h a d o w att a c k [ 5 3 ] d et e cti o n ( Z er o S h ot) 0. 8 4 0. 8 2 0. 8 3 0. 8 6

Ta bl e 7: P erf or m a n c e of c o m bi n e d p a c k et a n d tr a c e l e v el
cl assi fi c ati o n f or F B S d et e cti o n a n d a z er o s h ot d et e cti o n
e v al u ati o n of o v ers h a d o wi n g att a c k
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Fi g ur e 4: P erf or m a n c e o v er h e a d of F B S D et e ct or

S ol uti o n S u p p orts
4 G

N o C h a n g e
i n Pr ot o c ol

N o
A d diti o n al
H ar d w ar e
R e q uir e d

S o ur c e
A v ail a bl e

D et e cts
F B S

Cr o c o dil e H u nt er [ 2 6 ] ✓ ✓ ✗ ✗ -
D ars h a k [ 3 2 ] ✗ - - - -
B ar o n [ 1 9 ] ✓ ✗ - - -
P h o e ni x [ 3 ] ✓ ✓ ✓ ✗ -
A n dr oi d I M SI C at c h er [ 3 3 ] ✓ ✓ ✓ ✓ ✗
S n o o p S nit c h [ 3 4 ] ✓ ✓ ✓ ✓ ✗
F B S D et e ct or ✓ ✓ ✓ ✓ ✓

Ta bl e 8: C o m p aris o n of F B S D et e ct or wit h e xisti n g s ol uti o ns.

b et w e e n F B S a n d d e vi c e; ( 4) li mit e d m o bilit y i n t h e l a b. T h e
r e al- w orl d s et u p is s h o w n i n Fi g ur e 8 . F or a t h or o u g h e v al u-
ati o n, w e r u n t h e a p p f or 2 4 h o urs wit h t h e G o o gl e Fi SI M
c ar d, cr e at e a n F B S a n d r u n all 2 1 M S As e a c h f or 5 ti m es.
T h e r es ults ar e s h o w n i n Ta bl e 1 0 . F or g e n er al F B S, all fi v e
ti m es ar e d et e ct e d. F or t h e M S A, i n a t ot al of 1 0 5 att a c ks, 8 8
ar e d et e ct e d as Tr u e P ositi v e, 5 ar e mis cl assi fi e d as b e ni g n
a n d 1 7 M S As ar e cl assi fi e d i nt o ot h er att a c ks. F or t h e w h ol e
2 4- h o ur p eri o d, w e g ot 6 f als e p ositi v es, w h er e n o att a c k w as
c o n d u ct e d, b ut t h e a p p still s h o w e d a n oti fi c ati o n.

L o n g Ter m E v al u ati o n. F or l o n g-t er m e v al u ati o n wit h t h e
F B S D et e ct or a p p w e r a n t h e a p p f or t ot al of 7 d a ys wit h
diff er e nt us e c as es s u c h as w e b br o wsi n g, vi d e o str e a mi n g,
c alli n g, i dl e ti m e, m a ps a n d n a vi g ati o n. Wit hi n t his ti m e, w e
r a n t h e a p p i n diff er e nt ar e as wit h v ar yi n g p o p ul ati o n d e nsi-
ti es, s u c h as m etr o p olit a n citi es a n d hi g h- p o p ul ati o n e v e nts.
L astl y, w e r a n t h e a p p i n 2 diff er e nt c o u ntri es wit h l o c al 4 G
c o n n e cti vit y pr o vi d ers. F or str ess t esti n g, w e c o n d u ct e d all
2 1 att a c ks 5 ti m es wit hi n 2 4 h o urs. F or t h e e xt e nsi v e l o n g er
t ests, w e j ust r a n t h e a p p f or 7 d a ys wit h c o m m er ci al SI M
c ar ds. Fr o m t h e p a c k ets t h at w e s a v e d i n t h at p eri o d, f or t h e
str ess t est, it w as 1 0 5 ,5 6 1 ( N A S a n d R R C c o m bi n e d) p a c k ets
wit hi n 2 4 h o urs, w h er e as f or t h e l o n g er t ests, it w as 3 2 6 ,3 8 5
( N A S a n d R R C c o m bi n e d) p a c k ets i n 7 d a ys. O n t h e w h ol e
w e f o u n d 2 al erts d uri n g t h e l o n g er t ests. Si n c e w e d o n ot
h a v e a n y gr o u n d tr ut h d at a w e c a n n ot c ert ai nl y dis c uss f als e
p ositi v es a n d f als e n e g ati v es. H o w e v er, e v e n if w e c o nsi d er
t h e 2 al erts as f als e- p ositi v es, c o m p ar e d t o pr e vi o us str ess
t esti n g, t h e p erf or m a n c e is si g ni fi c a ntl y b ett er. T h er ef or e, w e
c a n ar g u e i n r e al- w orl d us a g e F B S D et e ct or w o ul d p erf or m
b ett er i n t er ms of F als e P ositi v es.

E xisti n g s ol uti o ns c o m p a ris o n. We c o m p ar e F B S D et e ct or
wit h diff er e nt r e al- w orl d s ol uti o ns. T h e crit eri a f or t h e
c o m p aris o n ar e: ( 1) T h e s ol uti o n m ust n ot r e q uir e a n y

c h a n g es i n t h e pr ot o c ol. ( 2) T h e s o ur c e of t h e s ol uti o n m ust
b e a v ail a bl e a n d m ai nt ai n e d. ( 3) N o a d diti o n al h ar d w ar e is
r e q uir e d f or o p er ati o n. T h e c o m p aris o n s u m m ar y i n Ta bl e 8
s h o ws t h at o nl y A n dr oi d I M SI C at c h er ( AI M SI C D) [ 3 3 ] a n d
S n o o p S nit c h [ 3 4 ] s atisf y all c o m p aris o n crit eri a. T h er ef or e,
w e t est t h e m i n o ur t est b e d b y cr e ati n g a n F B S i n o ur
c o ntr oll e d l a b e n vir o n m e nt a n d s p a w ni n g it n e ar a m o bil e
d e vi c e wit h AI M SI C D a n d S n o o p S nit c h i nst all e d a n d
r u n ni n g. We r a n t h e e x p eri m e nt s e v er al ti m es, b ut n eit h er
of t h e s ol uti o ns c o ul d d et e ct t h e F B S, w h er e as F B S D et e ct or
d et e ct e d t h e F B S e v er y ti m e. N ot e t h at, t h e c o m p aris o n wit h
AI M SI C D a n d S n o o p S nit c h w as c o n d u ct e d b y d o w nl o a di n g
a n d t esti n g t h e m i n s a m e c o ntr oll e d s et u p us e d f or t esti n g
o ur a p p. T h es e a p ps ar e cl os est c o m p ar e d t o o ur a p p,
ar e d e v el o p e d b y o p e n-s o ur c e c o m m u niti es, ar e n ot w ell
m ai nt ai n e d, a n d w e d o n ot h a v e m a n y d et ails a b o ut t h eir
i n n er w or ki n gs. We h a v e c o nt a ct e d t h e d e v el o p ers b ut, at t h e
ti m e of t h e writ e- u p, h a v e n ot h e ar d b a c k.

C o m p aris o n wit h P h o e ni x. F or a m or e c o m pr e h e nsi v e c o m-
p aris o n of M S A d et e cti o n wit h e xisti n g s ol uti o ns, w e fi n d
P h o e ni x [ 3 ] t h e m ost a p pr o pri at e a c c or di n g t o Ta bl e 8 . T o
c o m p ar e F B S D et e ct or wit h P h o e ni x, w e first i m pl e m e nt a
si m pl e i m pl e m e nt ati o n of P h o e ni x i n P yt h o n as t h e i m pl e m e n-
t ati o n is n ot p u bli cl y a v ail a bl e. P h o e ni x us es t hr e e diff er e nt
si g n at ur e r e pr es e nt ati o ns, ( 1) D et er mi nisti c Fi nit e A ut o m at a
( D F A); ( 2) M e al y m a c hi n e ( M M) [6 9 ]; ( 3) pr o p ositi o n al,
p ast li n e ar t e m p or al ( P L T L) [ 7 0 ]. We cr e at e a n d r u n P yt h o n
s cri pts f or all t hr e e si g n at ur e r e pr es e nt ati o ns o n o ur att a c k
tr a c es (l e v el 0- 4) t h at P h o e ni x c a n d et e ct. Fr o m t h e r es ults
s h o w n i n Ta bl e 9 , w e c a n s e e t h at F B S D et e ct or p erf or ms
si g ni fi c a ntl y b ett er t h a n P h o e ni x f or all t h e att a c ks.

W h y h e uristi c/si g n at ur e- b as e d a p pr o a c h es f ail. F or f urt h er
e v al u ati n g si g n at ur e- b as e d d et e cti o n a p pr o a c h es wit h
F B S D et e ct or w e e v al u at e wit h tr a c es fr o m a n a d a pti v e a d-
v ers ar y. T h e a d a pti v e a d v ers ar y r es h a p es att a c k t o e v a d e d e-
t e cti o n a n d a cti v e e m pl o ys t h e t w o t e c h ni q u es dis c uss e d i n
S e cti o n 4. 1. 1 ) l e v el 4 att a c k er a bilit y. We c o n d u ct t his e v al u a-
ti o n wit h P h o e ni x [3 ] as w ell. We c h os e P h o e ni x f or s e v er al
r e as o ns: (i) si mil ar t o F B S D et e ct or it als o d e pl o ys a d e vi c e-
c e ntri c att a c k d et e cti o n m e c h a nis m; (ii) it d e pl o ys s o p his-
ti c at e d si g n at ur e b as e d s c h e m es f or M S A d et e cti o n. Fr o m
Ta bl e 1 1 , w e s e e t h at si g n at ur e- b as e d d et e cti o n t e c h ni q u es
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us e d i n P h o e ni x [ 3 ] wit h P L T L (t h e b est p erf or mi n g si g n at ur e)
str u g gl e t o d et e ct r es h a p e d att a c ks li k e Att a c h R ej e ct, I M SI
C at c hi n g, a n d S er vi c e R ej e ct d u e t o t h eir r eli a n c e o n ri gi d,
pr e d e fi n e d r ul es a n d p att er ns. Att a c k ers c a n r es h a p e att a c ks
b y s u btl y m o dif yi n g t h e att a c k b e h a vi or t o a v oi d vi ol ati n g
t h es e r ul es, l e a di n g t o mis cl assi fi c ati o n or miss e d d et e cti o ns.
F or i nst a n c e, f or Att a c h R ej e ct, P h o e ni x’s si g n at ur e is t o d e-
t e ct a n att a c k as s o o n as it r e c ei v es a n Att a c h R ej e ct m ess a g e.
T h er ef or e, s e n di n g a n o ut- of-s e q u e n c e Att a c h R ej e ct wit h a dif-
f er e nt c a us e fi el d mis cl assi fi es all t h e att a c ks t o t his c at e g or y.
Si mil ar r es ults ar e f or I M SI c at c hi n g, S er vi c e R ej e ct, a n d T A U
R ej e ct, w h er e t h e si g n at ur e d et e cts att a c ks b as e d o n o nl y t h e
s p e ci fi c m ess a g e t y p e. Si mil arl y, si g n at ur es w h er e t e m p or al
or d eri n gs ar e i n cl u d e d ar e br o k e n b y c h a n gi n g t h e s e q u e n c e.
F or i nst a n c e, P h o e ni x d et e cts a N u m b Att a c k w h e n A ut h e n-

ti c ati o n R ej e ct m ess a g e is r e c ei v e d wit h o ut t h e pr e vi o us N A S
m ess a g e b ei n g A ut h e nti c ati o n R es p o ns e . T his is br o k e n b y s e n d-
i n g a n A ut h e nti c ati o n R e q u est m ess a g e b ef or e s e n di n g t h e r ej e ct
m ess a g e. I n c o ntr ast, o ur m a c hi n e l e ar ni n g- b as e d a p pr o a c h
e x c els b y l e ar ni n g c o m pl e x p att er ns a n d r el ati o ns hi ps i n d at a,
e n a bli n g it t o g e n er ali z e a cr oss di v ers e att a c k v ari ati o ns.

E r r o r A n al ysis. F or F B S d et e cti o n, l e v el 0 a n d l e v el 1 att a c ks
b ot h h a v e l o w F als e P ositi v e ( F P) a n d F als e N e g ati v e ( F N)
r at es (s h o w n i n Ta bl e 1 3 ). H o w e v er, t h e F P a n d F N i n cr e as e
i n l e v els 2- 4, w h er e a n att a c k er cl o n es all t h e p ar a m et ers of
t h e l e giti m at e B S, a n d it b e c o m es h ar d er t o d et e ct t h e F B S.
T his is m ostl y d u e t o t h e l a c k of f e at ur es w h e n a n att a c k er
cl o n es all t h e p ar a m et ers, a n d t h e b e h a vi or c o m pl et el y r e-
s e m bl es a l e giti m at e B S. F or M S A, t h e a n al ysis i n Ta bl e 1 2
hi g hli g hts t h at t h e R R C r e pl a y att a c k, I n c ar c er ati o n wit h rr c R e-

j e ct a n d rr c R el e as e, X 2 si g n ali n g fl o o d, a n d St e alt h y Ki c k off
Att a c k ar e t h e t o p c o ntri b ut ors t o F P, a c c o u nti n g f or 4 .9 3 % ,
4 .7 7 % , 4 .7 2 % , a n d 4 .7 1 % of t h e t ot al F P, r es p e cti v el y. A p-
pr o xi m at el y 2 0 % of t h e att a c ks ar e r es p o nsi bl e f or m aj orit y
of t h e F P, w hi c h m e a ns t h at t h e o v er all f als e p ositi v es of t h e
s yst e m will b e l o w er o n a v er a g e (s e e Fi g ur e 5 ). F or all t h es e
att a c ks, fr o m t h e U E p ers p e cti v e, t h e att a c k b e h a vi or is pr e-
cis el y t h e s a m e as t h e b e ni g n b e h a vi or of t h e n et w or k. F or
i nst a n c e, f or t h e St e alt h Ki c k- off Att a c k, t h e att a c k er cl o n es
t h e p a gi n g m ess a g e a n d i n cl u d es t h e U Es I M SI. Fr o m t h e
L a y er- 3 p a c k ets a n d f e at ur es, it is dif fi c ult f or t h e M L m o d el
t o d et e ct it a n d c a us e F P. T h e s a m e g o es f or F N b e h a vi or,
w h er e t h e att a c k b e h a vi or cl os el y r es e m bl es l e giti m at e n et-
w or k a cti viti es, m a ki n g d et e cti n g c h all e n gi n g d u e t o o v erl a p-
pi n g f e at ur es or i ns uf fi ci e nt disti n cti o n b et w e e n b e ni g n a n d
m ali ci o us p att er ns. T h e att a c ks c o ntri b uti n g m ost t o F N i n t h e
s yst e m i n cl u d e P a gi n g C h a n n el Hij a c ki n g a n d L ull a b y Att a c k
usi n g rr c R e est a blis h R e q u est , a m o n g ot h ers.

Z e r o s h ot d et e cti o n of O v e rs h a d o w att a c k. T o g e n er at e
o v ers h a d o wi n g att a c k d at a i n o ur c o ntr oll e d l a b e n vir o n m e nt,
w e st art b y c o n fi g uri n g t h e l e giti m at e e N o d e B wit h s p e ci fi c
L T E p ar a m et ers a n d c o n n e cti n g a U E t o est a blis h a b as eli n e
c o n n e cti o n. A s e c o n d S D R is t h e n s et u p as a m ali ci o us tr a ns-
mitt er. T his tr a ns mitt er s y n c hr o ni z es wit h t h e l e giti m at e L T E
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T h r e s h ol d = 3. 5 F P

F al s e P o si ti v e s ( F P) f o r E a c h At t a c k wi t h T h r e s h ol d Hi g hli g h t

Fi g ur e 5: M S A d et e cti o n F P br e a k d o w n

n et w or k t o e ns ur e pr o p er ti mi n g a n d fr e q u e n c y ali g n m e nt.
T h e m ali ci o us tr a ns mitt er g e n er at es hi g h- p o w er L T E si g n als
wit h t h e s a m e C ell I D t o o v ers h a d o w l e giti m at e si g n als. T h e
s u c c ess of t h e att a c k is v ali d at e d b y c o n fir mi n g t h at t h e U E
r e c ei v es t h e m ali ci o us si g n al i nst e a d of t h e l e giti m at e o n e. Ta-
bl e 7 s h o ws t h e z er o s h ot d et e cti o n c a p a bilit y of F B S D et e ct or
f or O v ers h a d o wi n g att a c k. T h e att a c k is d et e ct e d wit h 8 6 %
a c c ur a c y.

6. 4 R Q 4. U ns e e n a n d R es h a p e d E v al u ati o n

T o est a blis h a b e n c h m ar k a n d pr o v e t h e r o b ust n ess a n d g e n-
er ali z a bilit y of F B S D et e ct or , w e e v al u at e its c a p a bilit y t o
d et e ct u ns e e n a n d r es h a p e d att a c ks.

U ns e e n att a c ks. F B S D et e ct or c a n d et e ct u ns e e n att a c ks b y
l e v er a gi n g a n o m ali es i n b e h a vi or t h at d e vi at e fr o m b e ni g n
p att er ns. I n c as es w h er e it e n c o u nt ers a n att a c k it h as n ot s e e n
b ef or e, t h er e will b e a mis cl assi fi c ati o n i nt o a n e xisti n g cl ass.
H o w e v er, t h e att a c k w o ul d n ot g o u n d et e ct e d, as t h e d e vi ati o n
fr o m est a blis h e d b e ni g n b e h a vi or will still tri g g er a n al ert,
e ns uri n g t h at all a n o m ali es ar e i d e nti fi e d a n d a d dr ess e d. We
v ali d at e t his usi n g k-f ol d cr oss- v ali d ati o n. We k e e p o n e att a c k
asi d e w hil e tr ai ni n g a n d t h e n t est o n it. Ta bl e 1 6 s h o ws t h at
all t h e u ns e e n att a c ks ar e cl assi fi e d as a n ot h er t y p e of att a c k,
pr o vi n g t h at att a c ks will n ot g o u n d et e ct e d. T his s h o ws t h e
c a p a bilit y a n d r o b ust n ess of F B S D et e ct or t o d et e ct u ns e e n
att a c ks a n d t o g e n er ali z e.

R es h a p e d att a c ks. I n c as e of att a c k r es h a pi n g, es p e ci all y
f or att a c k ers wit h m or e s o p histi c at e d c a p a biliti es, e v e n if
t h e att a c k er is a w ar e of t h e pr es e n c e of F B S D et e ct or a n d
r es h a p es t h e att a c k p att er n c o m pl et el y t o e v a d e d et e cti o n,
F B S D et e ct or c a n still d et e ct it. T his r es h a p e d b e h a vi or d e-
vi at es fr o m b e ni g n b e h a vi or a n d o v erl a ps wit h t h e ori gi-
n al att a c k t h at w as r es h a p e d, a n d F B S D et e ct or c a n d et e ct
it fr o m t his d e vi ati o n a n d o v erl a p. T o t est F B S D et e ct or ’s
c a p a bilit y t o d et e ct r es h a p e d att a c ks pr o p erl y, w e cr e at e a d-
diti o n al r es h a p e d d at a f oll o wi n g l e v el 4 of att a c k er c a p a bil-
it y (s e cti o n 4. 1. 1 ) a n d e v al u at e F B S D et e ct or ’s p erf or m a n c e.
Ta bl e 1 7 s h o ws t h at all of t h e r es h a p e d att a c k p a c k ets ar e
cl assi fi e d as t h e ori gi n al att a c k.
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7 R el at e d W o r k

S e v er al a p pr o a c h es h a v e b e e n pr o p os e d t o a d dr ess t h e c h al-
l e n g e of d et e cti n g F B S es. R e c e nt eff orts h a v e i ntr o d u c e d
c erti fi c at e- b as e d s ol uti o ns a n d di git al si g n at ur es [ 4 , 6 , 1 9 ,
2 0 ,2 2 ,7 1 ] f or B S a ut h e nti c ati o n. H o w e v er, t h es e t e c h ni q u es
r e q uir e m o di fi c ati o ns t o s p e ci fi c ati o ns, r e q uir e h u g e i nfr as-
tr u ct ur e c h a n g es, a d d o v er h e a d, a n d ar e n ot a bl e t o d ef e n d
t h e billi o ns of d e vi c es c urr e ntl y i n t h e m ar k et. T his m a k es
F B S D et e ct or hi g hl y s uit a bl e f or d ef e n di n g a wi d e v ari et y
of att a c ks. T h e ot h er a p pr o a c h es ar e b as e d o n s e v er al si m-
pl e h e uristi cs a n d si g n at ur es [ 3 , 1 4 , 3 2 – 3 4 ]. As s h o w n b y
t h e e xt e nsi v e e x p eri m e nts i n t his p a p er, h e uristi c b as e d a p-
pr o a c h es ar e n ot w ell s uit e d t o d ef e n d a g ai nst a n a d a pti v e
a d v ers ar y. T h e a p pr o a c h es pr o p os e d i n [ 3 5 , 3 6 ] r e q uir e i n-
st alli n g e x p e nsi v e h ar d w ar e a n d i n m ost c as es t h e y ar e pr o pri-
et ar y. T h e t e c h ni q u es i n [ 3 1 ] d e p e n ds o n cr o w d-s o ur c e d d at a,
w hi c h is n ot a pr a cti c al s ol uti o n f or s c ali n g u p. M L b as e d
eff orts ar e eff e cti v e i n d et e cti n g att a c ks a n d a n o m ali es fr o m
tr a c es [3 0 ]. H o w e v er, t h e y w or k o n s m all d at as ets g e n er at e d
i n si m ul at e d e n vir o n m e nts t h at l a c k di v ersit y; als o b e c a us e
t h e y w or k o nl y i n t h e d at a pl a n e, t h e y c a n n ot d et e ct M S As.
R e c e ntl y, r es e ar c h ers h a v e us e d si m ul ati o n m o d els t o a n al y z e
f a k e b as e st ati o n att a c ks o n a l ar g e s c al e [7 2 ], b ut t h e y f ail t o
c a pt ur e diff er e nt r e al- w orl d s c e n ari os. Pr e vi o us w or ks h a v e
s h o w n t h at i nf or m ati o n r el at e d t o t h e c o n n e cti o n b et w e e n a
U E a n d a B S c a n b e us e d t o r e as o n a b o ut t h e a ut h e nti cit y of
t h e B S [2 3 – 2 5 ,2 7 – 2 9 ,7 3 ].

8 Dis c ussi o n

A p pli c a bilit y t o 5 G. T o t h e b est of o ur k n o wl e d g e, n o o p e n-
s o ur c e pr ot o c ol st a c k f or t h e st a n d al o n e 5 G c or e n et w or k
s u p p orts h a n d o v er, w hi c h is a pr er e q uisit e f or cr e ati n g a r e al-
w orl d F B S a n d M S A d at as et. T h er ef or e, w e l e a v e t h e d e-
t e cti o n of F B S es a n d M S As i n 5 G c ell ul ar n et w or ks wit h
F B S D et e ct or as a f ut ur e w or k. H o w e v er, w e b eli e v e t h at,
b as e d o n 4 G, o ur a p pr o a c h is e q u all y a p pli c a bl e t o 5 G b e-
c a us e m ost of t h e l a y er 3 pr o c e d ur es ar e u n c h a n g e d fr o m
4 G. T h us, t h e M L m o d el d esi g ns will r e m ai n t h e s a m e w h e n
p orti n g F B S D et e ct or t o 5 G.

D e pl o y m e nt. If F B S D et e ct or w er e d e pl o y e d i n a r e al- w orl d
s etti n g, w e e n visi o n t h e m o d el will b e p eri o di c all y r etr ai n e d
t o i n c or p or at e n e w att a c ks, wit h u p d at es p us h e d pr o m ptl y t o
us er d e vi c es vi a a p p u p d at es. Si n c e w e c oll e ct N A S a n d R R C
tr a c es, w hi c h c a n c o nt ai n s e nsiti v e i nf or m ati o n, d at a c oll e c-
ti o n is e n a bl e d vi a us er c o ns e nt, e ns uri n g tr a ns p ar e n c y a n d
pri v a c y c o m pli a n c e. T h e F B S D et e ct or a p p is b uilt o n t o p of
M o bil eI nsi g ht [ 6 5 ]. T h er ef or e, t h e r e q uir e m e nts f or r u n ni n g
M o bil eI nsi g ht a p pl y t o o ur s ol uti o n as w ell, w hi c h i n cl u d es
r o oti n g t h e p h o n e f or m ost s m art p h o n e m o d els (f or m or e
d et ails, w e r ef er t o t h e M o bil eI nsi g ht w e bsit e). A p art fr o m
t his d e pl o y m e nt s c e n ari o r e c e ntl y, w e h a v e b e e n i n dis c us-
si o n wit h a c o m m er ci al c o n n e cti vit y v e n d or a b o ut a p pl yi n g
F B S D et e ct or o n t o p of t h e b as e b a n d dir e ctl y, wit h o ut r e q uir-

i n g t h e p h o n e t o b e r o ot e d.

D ef e ns e a g ai nst t h e d et e ct e d F B S es. F or d ef e ns e i n o ur
m o bil e a p p, t h e us er is n oti fi e d i m m e di at el y f or a n F B S u p o n
d et e cti o n. A d diti o n all y t h e us er h as t h e c a p a bilit y t o s wit c h
t o a n ot h er c ell, a n d a d d t h e c urr e nt c ell t o a t e m p or ar y bl o c k
list. F or i nst a n c e, if t h e F B S D et e ct or a p p d et e cts a n I M SI-
c at c h er aft er r e c ei vi n g a n I d e ntit y R e q u est i n t h e s e q u e n c e, it
t ur ns t h e r a di o off t o st o p l e a ki n g s e nsiti v e i nf or m ati o n ( wit h
p er missi o n fr o m t h e us er). A n ot h er a d v a n c e d s ol uti o n c a n b e
t o d esi g n a n d i nt e gr at e a l e ar ni n g- b as e d ( e. g., r ei nf or c e m e nt
l e ar ni n g) d e cisi o n- m a ki n g a g e nt dir e ctl y i nt o t h e b as e b a n d
t h at c a n n ot o nl y d et e ct b ut als o r e c o v er fr o m t h e att a c k i n a n
a ut o m at e d w a y.

U E vs n et w o r k si d e d ef e ns e. D ef e ns e a g ai nst F B S c a n b e
d e pl o y e d at t h e U E or n et w or k si d es. T h es e n et w or k si d e s ol u-
ti o ns ar e d esi g n e d f or tr a diti o n al c ell ul ar ar c hit e ct ur e [2 4 ,3 0 ]
a n d f or t h e e m er gi n g O- R A N ar c hit e ct ur e [ 1 4 ,2 2 ]. T h er e ar e
t w o criti c al li mit ati o ns wit h n et w or k- b as e d d e pl o y m e nts: (i)
a n et w or k-l e v el s ol uti o n mi g ht b e a bl e t o d et e ct t h at a c ell is
aff e ct e d b y a n F B S b ut w o ul d b e u n a bl e t o t a k e a n y n e c es-
s ar y a cti o n t o pr ot e ct us er pri v a c y a n d pr e v e nt att a c ks. F or
i nst a n c e, F B S D et e ct or pr e v e nts s e nsiti v e i nf or m ati o n l e a k-
a g e u p o n d et e cti n g att a c ks b y t ur ni n g off t h e r a di o; (ii) c ert ai n
M S As n e c ess aril y c a n n ot b e o bs er v e d b y t h e n et w or k o p er a-
t ors, w hi c h is o bs er v a bl e o nl y fr o m t h e d e vi c e v a nt a g e p oi nt.
F or i nst a n c e, aft er a n F B S h as b e e n c o n n e ct e d t o t h e d e vi c e,
it is n ot p ossi bl e f or t h e n et w or k o p er at or t o u n c o v er t h e t y p e
of att a c k. B e c a us e of t h es e r e as o ns F B S D et e ct or o pts f or a n
U E- c e ntri c s ol uti o n. H o w e v er, d e vi c e- c e ntri c s ol uti o ns als o
h a v e li mit ati o ns, s u c h as r e q uiri n g r o ot a c c ess or s e nsiti v e
p er missi o ns, es p e ci all y o n A p pl e d e vi c es. I n t h e f ut ur e, t his
c a n b e r es ol v e d b y d e pl o yi n g t h e U E- c e ntri c s ol uti o ns o n
t o p of t h e b as e b a n d dir e ctl y wit h o ut r e q uiri n g t h e p h o n e t o
b e r o ot e d. O v er all, w e c o n cl u d e t h at b ot h n et w or k a n d U E
si d e d ef e ns e a n d d et e cti o n m e c h a nis ms w o ul d ulti m at el y b e
n e e d e d t o d ef e n d a g ai nst F B S att a c ks a n d cr e at e a r o b ust
e c os yst e m t o pr e v e nt att a c ks alt o g et h er.

I m pli c ati o n of F P a n d F N. F B S D et e ct or d et e cts F B S es
wit h 9 6 % a c c ur a c y. H o w e v er, F B S d et e cti o n is a h ar d
pr o bl e m n ot b e c a us e of t h e dif fi c ult y of d et e cti n g att a c ks
b ut b e c a us e it is h ar d t o pr e v e nt f als e p ositi v es, gi v e n t h at
att a c ks ar e r ar e. T h er ef or e, a s yst e m wit h hi g h F P mi g ht n ot
b e s uit a bl e f or g e n er al us e. F B S D et e ct or h as a 2. 9 6 % F P
r at e, a n d i n t h e F B S D et e ct or a p p str ess t esti n g, w e f o u n d
6 F P i nst a n c es o ut of 1 1 0 i nst a n c es; i n l o n g er t ests, w e
f o u n d 2 al erts. T h e a m biti o n of F B S D et e ct or is t o bri n g F B S
d et e cti o n t o t h e m ass es; h o w e v er, c urr e ntl y, it is m or e s uit a bl e
f or s af et y- criti c al U Es a n d c o m m u ni c ati o n f or p e o pl e wit h
s e nsiti v e i nf or m ati o n, w h er e s e c urit y is pri oriti z e d. I n t h e f u-
t ur e, w e pl a n t o i m pr o v e t h e F P r at e f urt h er b y i n c or p or ati n g
l o w er-l a y er f e at ur es a n d p us hi n g dir e ct a p p u p d at es.
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9 C o n cl usi o n A n d F ut u r e W o r k

I n t his p a p er, w e pr es e nt F B S D et e ct or , a n M L- b as e d F B S a n d
M S A d et e cti o n s yst e m f or c ell ul ar n et w or ks, w hi c h l e v er a g es
n et w or k tr a c es at L a y er 3. T o tr ai n t h e M L m o d els, w e h a v e
cr e at e d F B S A D a n d M S A D , t h e first- e v er l ar g e-s c al e r e al-
w orl d d at as ets. We d e pl o y F B S D et e ct or o n a m o bil e a p p
t h at eff e cti v el y d et e cts F B S es a n d M S As i n all t h e t est e d
r e al- w orl d s c e n ari os.
F ut u r e w o r k. I n t h e f ut ur e, w e will p ort F B S D et e ct or t o 5 G,
s u p p ort o v ers h a d o w att a c ks a n d f o c us o n d et e cti n g F B S es
wit hi n t h e e m er gi n g O p e n R a di o A c c ess N et w or k ( O R A N) e n-
vir o n m e nt, e m pl o yi n g a d v a n c e d m a c hi n e l e ar ni n g al g orit h ms
t hr o u g h x A p ps. We will als o i n v esti g at e diff er e nt d ef e ns e
m e c h a nis ms t o eff e cti v el y st o p a n att a c k o n c e d et e ct e d b y
F B S D et e ct or .

1 0 A c k n o wl e d g e m e nts

T his w or k is s u p p ort e d b y N S F Gr a nt N o. 2 1 1 2 4 7 1. We t h a n k
t h e P O W D E R t e a m f or t h eir s u p p ort i n utili zi n g t h e pl atf or m
a n d Mir I mti a z M ost a fi z f or his f e e d b a c k o n t h e p a p er.

Et hi cs c o nsi d e r ati o ns

All t h e e x p eri m e nts i n t his p a p er f oll o w e d t h e et hi cs c o nsi d er-
ati o n p oli ci es. T h e e x p eri m e nts w er e d o n e i n a n is ol at e d l a b
s et u p w h er e all t h e vi cti m U E’s b el o n g t o us. F urt h er m or e,
w e us e a s hi el di n g b o x t o pr e v e nt o ur U S R Ps fr o m i nt erf eri n g
wit h t h e c o m m er ci al n et w or ks’ li c e ns e d s p e ctr u m, f oll o wi n g
et hi c al g ui d eli n es. We als o us e l o gi c al pr e c a uti o ns t o m a k e
s ur e o nl y o ur U E I M SIs ar e c o n n e ct e d t o t h e att a c k s et u p a n d
w e d o n ot aff e ct a n y ot h er U Es. T h es e et hi c al st e ps a n d pr e-
c a uti o ns ar e i n li n e wit h all t h e pr e vi o us r es e ar c h o n c ell ul ar
n et w or k s e c urit y.

C o m pli a n c e wit h t h e o p e n s ci e n c e p oli c y

I n c o m pli a n c e wit h t h e o p e n s ci e n c e p oli c y, w e r el e as e t h e
d at as ets, t h e m o d els a n d t h e A n dr oi d A p p f or g e n er al us ers
t o us e a n d f ost er f urt h er r es e ar c h1 .

R ef e r e n c es

[ 1] H O W M A N Y P E O P L E H A V E S M A R T P H O N E S I N
2 0 2 4 ?. h t t p s : / / w w w .o b e r l o .c o m / s t a t i s t i c s / h o w -
m a n y - p e o p l e - h a v e - s m a r t p h o n e s .

[ 2] F or e c ast n u m b er of m o bil e d e vi c es w orl d wi d e fr o m 2 0 2 0
t o 2 0 2 5 (i n billi o ns) *. h t t p s : / / w w w .s t a t i s t a .c o m /
s t a t i s t i c s / 2 4 5 5 0 1 / m u l t i p l e - m o b i l e - d e v i c e -
o w n e r s h i p - w o r l d w i d e / .

[ 3] Mit zi u E c h e v erri a, Z e es h a n A h m e d, Bi n c h e n g Wa n g,
M. F ar e e d Arif, S y e d R a fi ul H uss ai n, a n d O m ar C h o w d-
h ur y. P H O E NI X: d e vi c e- c e ntri c c ell ul ar n et w or k pr o-
t o c ol m o nit ori n g usi n g r u nti m e v eri fi c ati o n. I n 2 8t h

1 D at as ets, c o d e b as e a n d m o d els f or F B S D et e ct or ar e p u bli cl y a v ail a bl e
at htt ps:// z e n o d o. or g/r e c or ds/ 1 4 7 2 0 8 2 4

A n n u al N et w or k a n d Distri b ut e d S yst e m S e c urit y S y m-
p osi u m, N D S S 2 0 2 1, virt u all y, Fe br u ar y 2 1- 2 5, 2 0 2 1 .
T h e I nt er n et S o ci et y, 2 0 2 1.

[ 4] S y e d R a fi ul H uss ai n, Mit zi u E c h e v erri a, A n k us h Si n gl a,
O m ar C h o w d h ur y, a n d Elis a B erti n o. I ns e c ur e c o n n e c-
ti o n b o otstr a p pi n g i n c ell ul ar n et w or ks: T h e r o ot of all
e vil. I n Pr o c e e di n gs of t h e 1 2t h C o nf er e n c e o n S e c urit y
a n d Pri v a c y i n Wir el ess a n d M o bil e N et w or ks , Wi S e c
’ 1 9, p a g e 1 – 1 1, N e w Yor k, N Y, U S A, 2 0 1 9. Ass o ci ati o n
f or C o m p uti n g M a c hi n er y.

[ 5] Yo m n a N ass er. Pr e- A ut h e nti c ati o n m ess a g es as a c o m-
m o n r o ot c a us e of c ell n et w or k att a c ks. S a n Fr a n cis c o,
C A, J a n u ar y 2 0 2 0. U S E NI X Ass o ci ati o n.

[ 6] 3 G P P T S 3 3. 8 0 9 St u d y o n 5 G s e c urit y e n h a n c e-
m e nts a g ai nst F als e B as e St ati o ns ( F B S): C erti fi c at e
b as e d s ol uti o n f or Pr ot e cti n g S yst e m I nf or m ati o n
M ess a g es wit h Di git al Si g n at ur e i n a n N P N. h t t p s :
/ / w w w .3 g p p .o r g / f t p / T S G _ S A / W G 3 _ S e c u r i t y /
T S G S 3 _ 1 0 0 B i s - e / D o c s / S 3 - 2 0 2 7 1 7 .z i p .

[ 7] H o n gil Ki m, Ji h o L e e, E u n k y u L e e, a n d Yo n g d a e Ki m.
T o u c hi n g t h e u nt o u c h a bl es: D y n a mi c s e c urit y a n al ysis
of t h e lt e c o ntr ol pl a n e. I n 2 0 1 9 I E E E S y m p osi u m o n
S e c urit y a n d Pri v a c y ( S P) , p a g es 1 1 5 3 – 1 1 6 8, 2 0 1 9.

[ 8] S y e d R a fi ul H uss ai n, O m ar C h o w d h ur y, S h a g uft a
M e h n a z, a n d Elis a B erti n o. Lt ei ns p e ct or: A s yst e m ati c
a p pr o a c h f or a d v ers ari al t esti n g of 4 g lt e. I n N et w or k
a n d Distri b ut e d S yst e m S e c urit y S y m p osi u m , 2 0 1 8.

[ 9] S y e d R a fi ul H uss ai n, Mit zi u E c h e v erri a, I mti a z K ari m,
O m ar C h o w d h ur y, a n d Elis a B erti n o. 5 gr e as o n er: A
pr o p ert y- dir e ct e d s e c urit y a n d pri v a c y a n al ysis fr a m e-
w or k f or 5 g c ell ul ar n et w or k pr ot o c ol. I n Pr o c e e di n gs
of t h e 2 0 1 9 A C M SI G S A C C o nf er e n c e o n C o m p ut er
a n d C o m m u ni c ati o ns S e c urit y , C C S ’ 1 9, p a g e 6 6 9 – 6 8 4,
N e w Yor k, N Y, U S A, 2 0 1 9. Ass o ci ati o n f or C o m p uti n g
M a c hi n er y.

[ 1 0] S y e d R a fi ul H uss ai n, Mit zi u E c h e v erri a, O m ar C h o w d-
h ur y, Ni n g h ui Li, a n d Elis a B erti n o. Pri v a c y att a c ks
t o t h e 4 g a n d 5 g c ell ul ar p a gi n g pr ot o c ols usi n g si d e
c h a n n el i nf or m ati o n. Pr o c e e di n gs 2 0 1 9 N et w or k a n d
Distri b ut e d S yst e m S e c urit y S y m p osi u m , 2 0 1 9.

[ 1 1] Alt af S h ai k, J e a n- Pi err e S eif ert, R a vis h a n k ar B or-
g a o n k ar, N. As o k a n, a n d Valtt eri Ni e mi. Pr a cti c al at-
t a c ks a g ai nst pri v a c y a n d a v ail a bilit y i n 4 g/lt e m o bil e
c o m m u ni c ati o n s yst e ms. I n 2 3r d A n n u al N et w or k a n d
Distri b ut e d S yst e m S e c urit y S y m p osi u m, N D S S 2 0 1 6,
S a n Di e g o, C alif or ni a, U S A, Fe br u ar y 2 1- 2 4, 2 0 1 6 . T h e
I nt er n et S o ci et y, 2 0 1 6.
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[ 1 2] Alt af S h ai k, R a vis h a n k ar B or g a o n k ar, S hi nj o P ar k, a n d
J e a n- Pi err e S eif ert. N e w v ul n er a biliti es i n 4 g a n d 5 g
c ell ul ar a c c ess n et w or k pr ot o c ols: e x p osi n g d e vi c e c a-
p a biliti es. I n Pr o c e e di n gs of t h e 1 2t h C o nf er e n c e o n
S e c urit y a n d Pri v a c y i n Wir el ess a n d M o bil e N et w or ks ,
p a g es 2 2 1 – 2 3 1, 2 0 1 9.

[ 1 3] Alt af S h ai k, R a vis h a n k ar B or g a o n k ar, S hi nj o P ar k, a n d
J e a n- Pi err e S eif ert. O n t h e i m p a ct of r o g u e b as e st ati o ns
i n 4 g/lt e s elf or g a ni zi n g n et w or ks. I n Pr o c e e di n gs of
t h e 1 1t h A C M C o nf er e n c e o n S e c urit y & Pri v a c y i n
Wir el ess a n d M o bil e N et w or ks , Wi S e c ’ 1 8, p a g e 7 5 – 8 6,
N e w Yor k, N Y, U S A, 2 0 1 8. Ass o ci ati o n f or C o m p uti n g
M a c hi n er y.

[ 1 4] H a o h u a n g We n, P hilli p P orr as, Vi n o d Ye g n es w ar a n,
As his h G e h a ni, a n d Z hi qi a n g Li n. 5 g-s p e ct or: A n o-
r a n c o m pli a nt l a y er- 3 c ell ul ar att a c k d et e cti o n s er vi c e.
I n Pr o c e e di n gs of t h e 3 1st A n n u al N et w or k a n d Dis-
tri b ut e d S yst e m S e c urit y S y m p osi u m ( N D S S’ 2 4), S a n
Di e g o, C A, F e br u ar y 2 0 2 4.

[ 1 5] M arti n K ot uli a k, Si m o n Er ni, P atri c k L e u, M ar c
R ös c hli n, a n d Sr dj a n Č a p k u n. { L Tr a c k } : St e alt h y tr a c k-
i n g of m o bil e p h o n es i n { L T E } . I n 3 1st U S E NI X S e-
c urit y S y m p osi u m ( U S E NI X S e c urit y 2 2) , p a g es 1 2 9 1 –
1 3 0 6, 2 0 2 2.

[ 1 6] D H S c o n fir ms it h as d et e ct e d e vi d e n c e of m o-
bil e s n o o pi n g d e vi c es ar o u n d D C. h t t p s :
/ / w w w .c n n .c o m / 2 0 1 8 / 0 4 / 0 3 / p o l i t i c s / d h s -
s t i n g r a y s - w a s h i n g t o n - d c / i n d e x .h t m l .

[ 1 7] G a n g Of Dri v ers C a u g ht Usi n g Sti n gr a ys T o
S e n d F a k e Li n ks A n d St e al C as h. h t t p s :
/ / t h a i n e w s r o o m .c o m / 2 0 2 3 / 0 5 / 2 5 / g a n g - o f -
d r i v e r s - c a u g h t - u s i n g - s t i n g r a y s .

[ 1 8] M erli n C hl ost a, D a vi d R u p pr e c ht, C hristi n a P ö p p er, a n d
T h orst e n H ol z. 5 g s u ci- c at c h ers: Still c at c hi n g t h e m all ?
I n Pr o c e e di n gs of t h e 1 4t h A C M C o nf er e n c e o n S e c urit y
a n d Pri v a c y i n Wir el ess a n d M o bil e N et w or ks , p a g es
3 5 9 – 3 6 4, 2 0 2 1.

[ 1 9] Al ess a n dr o L ott o, Vai b h a v Si n g h, B h as k ar R a m as u br a-
m a ni a n, Al ess a n dr o Bri g h e nt e, M a ur o C o nti, a n d R a d h a
P o o v e n dr a n. B ar o n: B as e-st ati o n a ut h e nti c ati o n t hr o u g h
c or e n et w or k f or m o bilit y m a n a g e m e nt i n 5 g n et w or ks.
I n Pr o c e e di n gs of t h e 1 6t h A C M C o nf er e n c e o n S e c urit y
a n d Pri v a c y i n Wir el ess a n d M o bil e N et w or ks , Wi S e c
’ 2 3, p a g e 1 3 3 – 1 4 4, N e w Yor k, N Y, U S A, 2 0 2 3. Ass o ci-
ati o n f or C o m p uti n g M a c hi n er y.

[ 2 0] A n k us h Si n gl a, R o u z b e h B e h ni a, S y e d R a fi ul H uss ai n,
Attil a Ya v u z, a n d Elis a B erti n o. L o o k b ef or e y o u l e a p:
S e c ur e c o n n e cti o n b o otstr a p pi n g f or 5 g n et w or ks t o d e-
f e n d a g ai nst f a k e b as e-st ati o ns. I n Pr o c e e di n gs of t h e

2 0 2 1 A C M Asi a C o nf er e n c e o n C o m p ut er a n d C o m-
m u ni c ati o ns S e c urit y , A SI A C C S ’ 2 1, p a g e 5 0 1 – 5 1 5,
N e w Yor k, N Y, U S A, 2 0 2 1. Ass o ci ati o n f or C o m p uti n g
M a c hi n er y.

[ 2 1] G a bri el K. G e g e n h u b er, Wilfri e d M a y er, E d g ar R.
Wei p pl, a n d A dri a n D a br o ws ki. M o bil e atl as: G e o gr a p h-
i c all y d e c o u pl e d m e as ur e m e nts i n c ell ul ar n et w or ks f or
s e c urit y a n d pri v a c y r es e ar c h. I n J os e p h A. C al a n dri n o
a n d C ar m el a Tr o n c os o, e dit ors, 3 2 n d U S E NI X S e c urit y
S y m p osi u m, U S E NI X S e c urit y 2 0 2 3, A n a h ei m, C A, U S A,
A u g ust 9- 1 1, 2 0 2 3 . U S E NI X Ass o ci ati o n, 2 0 2 3.

[ 2 2] G uill e m R e us- M u ns, D h er yt a J aisi n g h a ni, K u n al
S a n k h e, a n d K a us hi k R. C h o w d h ur y. Tr ust i n 5 g o p e n
r a ns t hr o u g h m a c hi n e l e ar ni n g: Rf fi n g er pri nti n g o n t h e
p o w d er p a wr pl atf or m. I n G L O B E C O M 2 0 2 0 - 2 0 2 0
I E E E Gl o b al C o m m u ni c ati o ns C o nf er e n c e, p a g es 1 – 6,
2 0 2 0.

[ 2 3] L e yli K ar a ç a y, Z e ki Bil gi n, A y ş e Bil g e G ü n d ü z, Pi n ar
Ç o m a k, E mr a h T o m ur, Elif Ust u n d a g S o y k a n, Ut k u
G ül e n, a n d F er h at K ar a k o ç. A n et w or k- b as e d p ositi o n-
i n g m et h o d t o l o c at e f als e b as e st ati o ns. I E E E A c c ess,
9: 1 1 1 3 6 8 – 1 1 1 3 8 2, 2 0 2 1.

[ 2 4] Pr aj w ol K u m ar N a k ar mi, M e h m et A kif Ers o y, Elif Us-
t u n d a g S o y k a n, a n d K arl N orr m a n. M ur at: M ulti-r at
f als e b as e st ati o n d et e ct or. C o R R , a bs/ 2 1 0 2. 0 8 7 8 0,
2 0 2 1.

[ 2 5] A dri a n D a br o ws ki, Ni c ol a Pi a nt a, T h o m as Kl e p p, M ar-
ti n M ul a z z a ni, a n d E d g ar Wei p pl. I msi- c at c h m e if
y o u c a n: I msi- c at c h er- c at c h ers. I n Pr o c e e di n gs of t h e
3 0t h A n n u al C o m p ut er S e c urit y A p pli c ati o ns C o nf er-
e n c e , A C S A C ’ 1 4, p a g e 2 4 6 – 2 5 5, N e w Yor k, N Y, U S A,
2 0 1 4. Ass o ci ati o n f or C o m p uti n g M a c hi n er y.

[ 2 6] C o o p er Q ui nti n. D et e cti n g f a k e 4 g L T E b as e st ati o ns i n
r e al ti m e. U S E NI X Ass o ci ati o n, F e br u ar y 2 0 2 1.

[ 2 7] Arsl a n Ali a n d G e or g Fis c h er. E n a bli n g f a k e b as e st a-
ti o n d et e cti o n t hr o u g h s a m pl e- b as e d hi g h er or d er n ois e
st atisti cs. I n 2 0 1 9 4 2 n d I nt er n ati o n al C o nf er e n c e o n
Tel e c o m m u ni c ati o ns a n d Si g n al Pr o c essi n g ( T S P) , p a g es
6 9 5 – 7 0 0, 2 0 1 9.

[ 2 8] H a m a d Alr as h e d e a n d Ri a z A h m e d S h ai k h. I msi c at c h er
d et e cti o n m et h o d f or c ell ul ar n et w or ks. I n 2 0 1 9 2 n d
I nt er n ati o n al C o nf er e n c e o n C o m p ut er A p pli c ati o ns &
I nf or m ati o n S e c urit y (I C C AI S), p a g es 1 – 6, 2 0 1 9.

[ 2 9] K e- We n H u a n g a n d H ui mi n g Wa n g. I d e ntif yi n g t h e
f a k e b as e st ati o n: A l o c ati o n b as e d a p pr o a c h. I E E E
C o m m u ni c ati o ns L ett ers , 2 2: 1 6 0 4 – 1 6 0 7, 2 0 1 8.
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[ 3 0] Pr aj w ol K u m ar N a k ar mi, J a k o b St er n b y, a n d I kr a m Ul-
l a h. A p pl yi n g m a c hi n e l e ar ni n g o n rsr p- b as e d f e at ur es
f or f als e b as e st ati o n d et e cti o n. I n Pr o c e e di n gs of t h e
1 7t h I nt er n ati o n al C o nf er e n c e o n Av ail a bilit y, R eli a bil-
it y a n d S e c urit y, A R E S ’ 2 2, N e w Yor k, N Y, U S A, 2 0 2 2.
Ass o ci ati o n f or C o m p uti n g M a c hi n er y.

[ 3 1] Z h e n h u a Li, Wei w ei Wa n g, C hrist o Wils o n, Ji a n C h e n,
C h e n Qi a n, Ta e h o J u n g, L a n Z h a n g, K e bi n Li u, Xi-
a n g y a n g Li, a n d Yu n h a o Li u. F bs-r a d ar: U n c o v eri n g
f a k e b as e st ati o ns at s c al e i n t h e wil d. Pr o c e e di n gs 2 0 1 7
N et w or k a n d Distri b ut e d S yst e m S e c urit y S y m p osi u m ,
2 0 1 7.

[ 3 2] D ars h a k. h t t p s : / / g i t h u b .c o m / d a r s h a k f r a m e w o r k /
d a r s h a k .

[ 3 3] T h e A n dr oi d-I M SI- C at c h er- D et e ct or (s h ort: AI M-
SI C D). h t t p : / / w w w .t e a - a f t e r - t w e l v e .c o m / a b o u t -
u s / o u r - a u t h o r s / a i m s i c d .

[ 3 4] S n o o p S nit c h. h t t p s : / / p l a y .g o o g l e .c o m / s t o r e /
a p p s / d e t a i l s ? i d = d e .s r l a b s .s n o o p s n i t c h & h l =
e n _ U S & g l = U S .

[ 3 5] O V E R W A T C H I M SI C A T C H E R D E T E C TI O N S E R-
VI C E S. h t t p s : / / c o m s e c l l c .c o m / c o m s e c - l l c -
a d d s - o v e r w a t c h .

[ 3 6] S e a Gl ass: Cit y- Wi d e I M SI- C at c h er D et e cti o n. .h t t p s :
/ / n e w s .y c o m b i n a t o r .c o m / i t e m ? i d = 2 7 1 7 3 7 1 7 .

[ 3 7] Z h a o w ei Ta n, Ji n g h a o Z h a o, B o y a n Di n g, a n d S o n g w u
L u. C ell D A M: Us er- S p a c e, r o otl ess d et e cti o n a n d mit-
i g ati o n f or 5 g d at a pl a n e. I n 2 0t h U S E NI X S y m p o-
si u m o n N et w or k e d S yst e ms D esi g n a n d I m pl e m e nt ati o n
( N S DI 2 3), p a g es 1 6 0 1 – 1 6 1 9, B ost o n, M A, A pril 2 0 2 3.
U S E NI X Ass o ci ati o n.

[ 3 8] A p pl e a n d G o o gl e Ar e I ntr o d u ci n g N e w W a ys t o
D ef e at C ell Sit e Si m ul at ors, B ut Is it E n o u g h ?.
h t t p s : / / w w w .e f f .o r g / d e e p l i n k s / 2 0 2 3 / 0 9 /
a p p l e - a n d - g o o g l e - a r e - i n t r o d u c i n g - n e w - w a y s -
d e f e a t - c e l l - s i t e - s i m u l a t o r s - i t - e n o u g h .

[ 3 9] N o n- A c c ess- Str at u m ( N A S) pr ot o c ol f or E v ol v e d P a c k et
S yst e m ( E P S); St a g e 3. h t t p s : / / p o r t a l .3 g p p .o r g /
d e s k t o p m o d u l e s / S p e c i f i c a t i o n s /
S p e c i f i c a t i o n D e t a i l s .a s p x ? s p e c i f i c a t i o n I d =
1 0 7 2 .

[ 4 0] E v ol v e d U ni v ers al Terr estri al R a di o A c c ess ( E-
U T R A); R a di o R es o ur c e C o ntr ol ( R R C); Pr ot o-
c ol s p e ci fi c ati o n. h t t p s : / / p o r t a l .3 g p p .o r g /
d e s k t o p m o d u l e s / S p e c i f i c a t i o n s /
S p e c i f i c a t i o n D e t a i l s .a s p x ? s p e c i f i c a t i o n I d =
2 4 4 0 .

[ 4 1] J o e Br e e n, A n dr e w B uff mir e, J o n at h o n D u eri g, K e vi n
D utt, Eri c Ei d e, Mi k e Hi bl er, D a vi d J o h ns o n, S n e h a K u-
m ar K as er a, E arl L e wis, D usti n M a as, Al e x Or a n g e,
N e al P at w ari, D a ni el R e a di n g, R o b ert Ri c ci, D a vi d
S c h uri g, L ei g h B. St oll er, J a c o b us Va n d er M er w e, Kir k
We b b, a n d G ar y W o n g. P o w d er: Pl atf or m f or o p e n wir e-
l ess d at a- dri v e n e x p eri m e nt al r es e ar c h. I n Pr o c e e di n gs
of t h e 1 4t h I nt er n ati o n al W or ks h o p o n Wir el ess N et w or k
Test b e ds, E x p eri m e nt al E v al u ati o n a n d C h ar a ct eriz a-
ti o n, Wi N T E C H’ 2 0, p a g e 1 7 – 2 4, N e w Yor k, N Y, U S A,
2 0 2 0. Ass o ci ati o n f or C o m p uti n g M a c hi n er y.

[ 4 2] S er g ei C h u pr o v, L e o n R e z ni k, A nt o u n O bi e d, a n d Sr u-
j a n S h ett y. H o w d e gr a di n g n et w or k c o n diti o ns i n fl u e n c e
m a c hi n e l e ar ni n g e n d s yst e ms p erf or m a n c e ? I n I E E E
I N F O C O M 2 0 2 2 - I E E E C o nf er e n c e o n C o m p ut er C o m-
m u ni c ati o ns W or ks h o ps (I N F O C O M W K S H P S) , p a g es
1 – 6, 2 0 2 2.

[ 4 3] D a vi d J o h ns o n, D usti n M a as, a n d J a c o b us Va n
D er M er w e. N e xr a n: Cl os e d-l o o p r a n sli ci n g i n p o w-
d er - a t o p-t o- b ott o m o p e n-s o ur c e o p e n-r a n us e c as e. I n
Pr o c e e di n gs of t h e 1 5t h A C M W or ks h o p o n Wir el ess
N et w or k Test b e ds, E x p eri m e nt al E v al u ati o n & C H ar a c-
t eriz ati o n, Wi N T E C H ’ 2 1, p a g e 1 7 – 2 3, N e w Yor k, N Y,
U S A, 2 0 2 1. Ass o ci ati o n f or C o m p uti n g M a c hi n er y.

[ 4 4] J os e M o nt err os o, J a c o b us Va n d er M er w e, Kir k We b b,
a n d G ar y W o n g. T o w ar ds usi n g t h e p o w d er pl atf or m f or
rf pr o p a g ati o n v ali d ati o n. I n I E E E I N F O C O M 2 0 2 1 -
I E E E C o nf er e n c e o n C o m p ut er C o m m u ni c ati o ns W or k-
s h o ps (I N F O C O M W K S H P S) , p a g es 1 – 6, 2 0 2 1.

[ 4 5] Kir k We b b, S n e h a K u m ar K as er a, N e al P at w ari, a n d
J a c o b us Va n d er M er w e. Wi m at c h: Wir el ess r es o ur c e
m at c h m a ki n g. I n I E E E I N F O C O M 2 0 2 1 - I E E E C o n-
f er e n c e o n C o m p ut er C o m m u ni c ati o ns W or ks h o ps (I N-
F O C O M W K S H P S) , p a g es 1 – 6, 2 0 2 1.

[ 4 6] Z h e n g h a o Z h a n g. Z c n et: A c hi e vi n g hi g h c a p a cit y i n
l o w p o w er wi d e ar e a n et w or ks. I n 2 0 2 0 I E E E 1 7t h
I nt er n ati o n al C o nf er e n c e o n M o bil e A d H o c a n d S e ns or
S yst e ms ( M A S S) , p a g es 7 0 2 – 7 1 0, 2 0 2 0.

[ 4 7] B e dr a n K ar a k o c, Nils F ürst e, D a vi d R u p pr e c ht, a n d
K at h ari n a K o hls. N e v er l et m e d o w n a g ai n: Bi d di n g-
d o w n att a c ks a n d miti g ati o ns i n 5 g a n d 4 g. 2 0 2 3.

[ 4 8] T h e M o bil e E c o n o m y 2 0 2 4. h t t p s : / / w w w .g s m a .c o m /
m o b i l e e c o n o m y / w p - c o n t e n t / u p l o a d s / 2 0 2 3 / 0 3 /
2 7 0 2 2 3 - T h e - M o b i l e - E c o n o m y - 2 0 2 4 .p d f .

[ 4 9] 5 G - 4 G- 5 G S u bs cri b ers M ar c h 2 0 2 2 – Q u ar-
t erl y u p d at e. h t t p s : / / g s a c o m .c o m / p a p e r / 4 g - 5 g -
s u b s c r i b e r s - m a r c h - 2 0 2 2 - q u a r t e r l y - u p d a t e / .

1 7

https://github.com/darshakframework/darshak
https://github.com/darshakframework/darshak
http://www.tea-after-twelve.com/about-us/our-authors/aimsicd
http://www.tea-after-twelve.com/about-us/our-authors/aimsicd
https://play.google.com/store/apps/details?id=de.srlabs.snoopsnitch&hl=en_US&gl=US
https://play.google.com/store/apps/details?id=de.srlabs.snoopsnitch&hl=en_US&gl=US
https://play.google.com/store/apps/details?id=de.srlabs.snoopsnitch&hl=en_US&gl=US
https://comsecllc.com/comsec-llc-adds-overwatch
https://comsecllc.com/comsec-llc-adds-overwatch
. https://news.ycombinator.com/item?id=27173717
. https://news.ycombinator.com/item?id=27173717
https://www.eff.org/deeplinks/2023/09/apple-and-google-are-introducing-new-ways-defeat-cell-site-simulators-it-enough
https://www.eff.org/deeplinks/2023/09/apple-and-google-are-introducing-new-ways-defeat-cell-site-simulators-it-enough
https://www.eff.org/deeplinks/2023/09/apple-and-google-are-introducing-new-ways-defeat-cell-site-simulators-it-enough
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=1072
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=1072
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=1072
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=1072
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=2440
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=2440
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=2440
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=2440
https://www.gsma.com/mobileeconomy/wp-content/uploads/2023/03/270223-The-Mobile-Economy-2024.pdf
https://www.gsma.com/mobileeconomy/wp-content/uploads/2023/03/270223-The-Mobile-Economy-2024.pdf
https://www.gsma.com/mobileeconomy/wp-content/uploads/2023/03/270223-The-Mobile-Economy-2024.pdf
https://gsacom.com/paper/4g-5g-subscribers-march-2022-quarterly-update/
https://gsacom.com/paper/4g-5g-subscribers-march-2022-quarterly-update/


[ 5 0] M o bil e s u bs cri pti o ns o utl o o k. h t t p s :
/ / w w w .e r i c s s o n .c o m / e n / r e p o r t s - a n d - p a p e r s /
m o b i l i t y - r e p o r t / d a t a f o r e c a s t s / m o b i l e -
s u b s c r i p t i o n s - o u t l o o k .

[ 5 1] Tr a c ki n g t h e 4 G  D e c a d e. h t t p s : / /
b l o g .t e l e g e o g r a p h y .c o m / t r a c k i n g - t h e - 4 g -
d e c a d e .

[ 5 2] N u m b er of L T E s u bs cri pti o ns w orl d wi d e fr o m 2 0 1 8
t o 2 0 2 3 (i n billi o ns) *. h t t p s : / / w w w .s t a t i s t a .c o m /
s t a t i s t i c s / 2 0 6 6 1 5 .

[ 5 3] H oj o o n Ya n g, S a n g w o o k B a e, Mi n c h e ol S o n, H o n gil
Ki m, S o n g Mi n Ki m, a n d Yo n g d a e Ki m. Hi di n g i n pl ai n
si g n al: P h ysi c al si g n al o v ers h a d o wi n g att a c k o n { L T E } .
I n 2 8t h U S E NI X S e c urit y S y m p osi u m ( U S E NI X S e c urit y
1 9) , p a g es 5 5 – 7 2, 2 0 1 9.

[ 5 4] Si m o n Er ni, M arti n K ot uli a k, P atri c k L e u, M ar c
R o es c hli n, a n d Sr dj a n C a p k u n. A d a pt o v er: a d a pti v e
o v ers h a d o wi n g att a c ks i n c ell ul ar n et w or ks. I n Pr o-
c e e di n gs of t h e 2 8t h A n n u al I nt er n ati o n al C o nf er e n c e
o n M o bil e C o m p uti n g A n d N et w or ki n g , p a g es 7 4 3 – 7 5 5,
2 0 2 2.

[ 5 5] N or b ert L u d a nt a n d G u e v ar a N o u bir. Si g u n d er: a
st e alt h y 5 g l o w p o w er att a c k a n d d ef e ns es. I n Pr o-
c e e di n gs of t h e 1 4t h A C M C o nf er e n c e o n S e c urit y a n d
Pri v a c y i n Wir el ess a n d M o bil e N et w or ks , Wi S e c ’ 2 1,
p a g e 2 5 0 – 2 6 0, N e w Yor k, N Y, U S A, 2 0 2 1. Ass o ci ati o n
f or C o m p uti n g M a c hi n er y.

[ 5 6] Qi nli Z h a n g, Li a n g d o n g Q u, a n d Z h a o w e n Li. Attri b ut e
r e d u cti o n b as e d o n d-s e vi d e n c e t h e or y i n a h y bri d i nf or-
m ati o n s yst e m. I nt er n ati o n al J o ur n al of A p pr o xi m at e
R e as o ni n g , 1 4 8: 2 0 2 – 2 3 4, 2 0 2 2.

[ 5 7] Y o n g c h u a n Ta n g, X u Z h a n g, Yi n g Z h o u, Yu b o H u a n g,
a n d D e y u n Z h o u. A n e w c orr el ati o n b eli ef f u n cti o n i n
d e m pst er-s h af er e vi d e n c e t h e or y a n d its a p pli c ati o n i n
cl assi fi c ati o n. S ci e nti fi c R e p orts , 1 3( 1): 7 6 0 9, M a y 2 0 2 3.

[ 5 8] 3 G P P. h t t p s : / / w w w .3 g p p .o r g / .

[ 5 9] S y e d R a fi ul H uss ai n, I mti a z K ari m, A b d ull a h Al Is hti a q,
O m ar C h o w d h ur y, a n d Elis a B erti n o. N o n c o m pli a n c e as
d e vi a nt b e h a vi or: A n a ut o m at e d bl a c k- b o x n o n c o m pli-
a n c e c h e c k er f or 4 g lt e c ell ul ar d e vi c es. I n Pr o c e e di n gs
of t h e 2 0 2 1 A C M SI G S A C C o nf er e n c e o n C o m p ut er a n d
C o m m u ni c ati o ns S e c urit y , C C S ’ 2 1, p a g e 1 0 8 2 – 1 0 9 9,
N e w Yor k, N Y, U S A, 2 0 2 1. Ass o ci ati o n f or C o m p uti n g
M a c hi n er y.

[ 6 0] D e m pst er – S h af er t h e or y. h t t p s : / /
e n .w i k i p e d i a .o r g / w i k i / D e m p s t e r % E 2 % 8 0 %
9 3 S h a f e r _ t h e o r y .

[ 6 1] O p e n 5 G S. h t t p s : / / g i t h u b .c o m / o p e n 5 g s / o p e n 5 g s .

[ 6 2] srs R A N. h t t p s : / / g i t h u b .c o m / s r s r a n / s r s R A N .

[ 6 3] O p e n AirI nt erf a c e. h t t p s : / / g i t l a b .e u r e c o m .f r /
o a i / .

[ 6 4] ts h ar k. h t t p s : / / w w w .w i r e s h a r k .o r g / d o c s / m a n -
p a g e s / t s h a r k .h t m l .

[ 6 5] Yu a nji e Li, C h u n yi P e n g, Z e n g w e n Yu a n, Ji a y a o Li, H a o-
ti a n D e n g, a n d Ta o Wa n g. M o bil ei nsi g ht: E xtr a cti n g a n d
a n al y zi n g c ell ul ar n et w or k i nf or m ati o n o n s m art p h o n es.
I n Pr o c e e di n gs of t h e 2 2 n d A n n u al I nt er n ati o n al C o nf er-
e n c e o n M o bil e C o m p uti n g a n d N et w or ki n g , M o bi C o m
’ 1 6, p a g e 2 0 2 – 2 1 5, N e w Yor k, N Y, U S A, 2 0 1 6. Ass o ci-
ati o n f or C o m p uti n g M a c hi n er y.

[ 6 6] t e ns or fl o w-lit e. h t t p s : / / w w w .t e n s o r f l o w .o r g / l i t e /
g u i d e / i n f e r e n c e ? u t m _ c a m p a i g n = T h o u g h t s % 2 0 o n %
2 0 H C I % 2 0 a n d % 2 0 A p p l i e d % 2 0 A I % 2 0 & u t m _ m e d i u m =
e m a i l & u t m _ s o u r c e = R e v u e % 2 0 n e w s l e t t e r .

[ 6 7] fl utt er. h t t p s : / / d o c s .f l u t t e r .d e v / .

[ 6 8] U S R P B 2 1 0 S D R Kit - D u al C h a n n el Tr a ns c ei v er
( 7 0 M Hz - 6 G Hz) - Ett us R es e ar c h. h t t p s : / /
w w w .e t t u s .c o m / a l l - p r o d u c t s / u b 2 1 0 - k i t / .

[ 6 9] G e or g e H. M e al y. A m et h o d f or s y nt h esi zi n g s e q u e nti al
cir c uits. T h e B ell S yst e m Te c h ni c al J o ur n al , 3 4( 5): 1 0 4 5 –
1 0 7 9, 1 9 5 5.

[ 7 0] A mir P n u eli. T h e t e m p or al l o gi c of pr o gr a ms. I n 1 8t h
A n n u al S y m p osi u m o n F o u n d ati o ns of C o m p ut er S ci e n c e
(sf cs 1 9 7 7), p a g es 4 6 – 5 7, 1 9 7 7.

[ 7 1] A n k us h Si n gl a, S y e d R a fi ul H uss ai n, O m ar C h o w d h ur y,
Elis a B erti n o, a n d Ni n g h ui Li. Pr ot e cti n g t h e 4 g a n d 5 g
c ell ul ar p a gi n g pr ot o c ols a g ai nst s e c urit y a n d pri v a c y at-
t a c ks. Pr o c e e di n gs o n Pri v a c y E n h a n ci n g Te c h n ol o gi es ,
2 0 2 0: 1 2 6 – 1 4 2, 2 0 2 0.

[ 7 2] T hijs H eijli g e n b er g, D a vi d R u p pr e c ht, a n d K at h ari n a
K o hls. T h e att a c ks ar e n’t alri g ht: L ar g e-s c al e si m ul ati o n
of f a k e b as e st ati o n att a c ks a n d d et e cti o ns. I n Pr o c e e d-
i n gs of t h e 1 7t h C y b er S e c urit y E x p eri m e nt ati o n a n d
Test W or ks h o p , C S E T ’ 2 4, p a g e 5 4 – 6 4, N e w Yor k, N Y,
U S A, 2 0 2 4. Ass o ci ati o n f or C o m p uti n g M a c hi n er y.

[ 7 3] A dri a n D a br o ws ki, G e or g P et zl, a n d E d g ar R. Wei p pl.
T h e m ess e n g er s h o ots b a c k: N et w or k o p er at or b as e d
i msi c at c h er d et e cti o n. I n I nt er n ati o n al S y m p osi u m o n
R e c e nt A d v a n c es i n I ntr usi o n D et e cti o n , 2 0 1 6.
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https://en.wikipedia.org/wiki/Dempster%E2%80%93Shafer_theory
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A Al g o rit h ms f o r F B S a n d M S A D et e cti o n

T h e F B S d et e cti o n al g orit h m is d es cri b e d i n Al g orit h m 1 , a n d
t h e M S A r e c o g niti o n al g orit h m is d es cri b e d i n Al g orit h m 2 .

Al g o rit h m 1 St at ef ul L S T M w/ Att e nti o n

1: I n p ut: L a b el e d d at as et: F B S A D , h y p er p ar a m et er: l e ns e q

2: O ut p ut: Cl assi fi e d tr a c es i n di c ati n g F B S a cti vit y
3: p r o c e d u r e S T A T E F U L L S T M( x t)
4: I niti ali z e L S T M p ar a m et ers θ s

5: S et st at ef ul = tr u e, r et ur n _s e q u e n c es = tr u e
6: f o r e a c h ti m est e p t d o
7: h t,c t ← L S T M (x t,h t− 1 ,c t− 1 ;θ s )
8: e n d f o r
9: r et u r n h t

1 0: e n d p r o c e d u r e
1 1: p r o c e d u r e L S T M W I T H A T T E N T I O N (x t)
1 2: I niti ali z e L S T M p ar a m et ers θ a

1 3: S et r et ur n _s e q u e n c es = tr u e
1 4: H ← L S T M (x t;θ a )
1 5: c t ← c o nt e xt v e ct or fr o m att e nti o n m e c h a nis m o v er H
1 6: h ′

t ← t a n h(W c [c t;H t] + b c )
1 7: r et u r n h ′

t

1 8: e n d p r o c e d u r e
1 9: x t ← i n p ut(s e q u e n c e _l e n gt h = l e ns e q )
2 0: h st at ef ul

t ← S T A T E F U L L S T M (x t)
2 1: h att e nti o n

t ← L S T M W I T H A T T E N T I O N (x t)
2 2: y t = D e ns e (c o n c at (h st at ef ul

t ,h att e nti o n
t ))

2 3: Tr ai n m o d el o n l oss L (y, ŷ ) , pr o p a g at e b a c k

B E x p e ri m e nt al S et u p

B. 1 M o d el H y p e r p a r a m et e rs.

St at ef ul L S T M w/ att e nti o n. T h e St at ef ul L S T M w/ att e n-
ti o n c o nsists of t w o p ar all el L S T M l a y ers wit h 6 4 u nits a n d
a si g m oi d a cti v ati o n f u n cti o n c o n fi g ur e d t o r et ur n s e q u e n c es.
O n e a d diti o n al att e nti o n l a y er is a d d e d t o t h e L S T M w/ at-
t e nti o n a n d t h e st at ef ul h y p er p ar a m et er is s et t o tr u e f or t h e
st at ef ul L S T M. T h e s u bs e q u e nt l a y er aft er t h es e p ar all el l a y-
ers ar e c o n c at e n at e d is a d e ns e l a y er wit h a si n gl e u nit a n d
si g m oi d a cti v ati o n. F or o pti mi z ati o n, t h e st o c h asti c gr a di e nt
d es c e nt (s g d) w as c h os e n, wit h a m e a n s q u ar e d err or ( ms e)
l oss f u n cti o n. T h e m o d el’s p erf or m a n c e is ass ess e d usi n g a c-
c ur a c y as t h e m ai n m etri c, c o m pl e m e nt e d b y t h e i n cl usi o n of
a c ust o m m etri c, f als e p ositi v es, t o e v al u at e its cl assi fi c ati o n
c a p a biliti es f urt h er.
G r a p h S A G E. T h e gr a p h m o d el f e at ur es a si n gl e S A G E C o n v
l a y er. T h e S A G E C o n v l a y er utili z es 2 att e nti o n h e a ds t o c a p-
t ur e gr a p h- b as e d r el ati o ns hi ps. T h e m o d el’s ar c hit e ct ur e is
e n c a ps ul at e d wit hi n a P y T or c h M o d ul e, wit h t h e f or w ar d f u n c-
ti o n d e fi ni n g t h e fl o w of i nf or m ati o n t hr o u g h t h e si n gl e l a y er.
L o g arit h mi c s oft m a x is e m pl o y e d f or t h e fi n al l a y er’s o ut p ut
a cti v ati o n.

Al g o rit h m 2 M S A R e c o g niti o n M o d el

1: I n p ut: L a b el e d d at as et: M S A D
2: O ut p ut: Gr a p h M o d el ( G M)
3: p r o c e d u r e G R A P H L E A R N I N G

4: V a ri a bl es: Gr a p h G (V ,E )
5: Cr e at e st art n o d e V 1 wit h t h e first p a c k et p 1

6: f o r e a c h s u bs e q u e nt p a c k et p i i n M S A D d o
7: if V p n ot i n G t h e n
8: Cr e at e a n o d e V p

9: e n d if
1 0: A d d a n i n c o mi n g e d g e E p fr o m V p − 1 t o V p

1 1: L a b el E p wit h L p , t h e L a b el f or P a c k et p
1 2: e n d f o r
1 3: G M = tr ai n(G )
1 4: e n d p r o c e d u r e
1 5: r et u r n G M

Ot h e r g r a p h m o d els. We us e d t h e s a m e c o n fi g ur ati o ns as
t h e Gr a p h S A G E m o d el f or t h e ot h er gr a p h m o d els wit h t h eir
o w n c o n v ol uti o n al l a y er. F or e x a m pl e, f or t h e Gr a p h Att e nti o n
N et w or k, w e us e d G A T C o n v , a n d f or t h e Gr a p h C o n v ol uti o n al
N et w or k, w e us e d G C N C o n v .

Ot h e r cl assi fi c ati o n m o d els. T h e R a n d o m F or est Cl assi fi er
a n d t h e D e cisi o n Tr e e Cl assi fi er w er e c o n fi g ur e d wit h a Gi ni
crit eri o n, a m a xi m u m d e pt h of 3. F or t h e X G B o ost Cl assi-
fi er, S u p p ort Ve ct or Cl assi fi er ( S V C), K- N e ar est- N ei g h b ors
( K N N) Cl assi fi er, G a ussi a n N ai v e B a y es a n d L o gisti c R e gr es-
si o n w e a d o pt e d d ef a ult c o n fi g ur ati o ns.

C o n v ol uti o n al N e u r al N et w o r k ( C N N). T h e C N N ar c hi-
t e ct ur e c o m pris es t w o C o n v 1 D l a y ers wit h 3 2 a n d 6 4 filt ers,
r es p e cti v el y, f oll o w e d b y a R e L U a cti v ati o n f u n cti o n. M a x-
P o oli n g 1 D l a y ers wit h a p o ol si z e of 2 w er e i ns ert e d aft er
e a c h c o n v ol uti o n al l a y er t o d o w ns a m pl e t h e s p ati al di m e n-
si o ns. A Gl o b al Av er a g e P o oli n g 1 D l a y er w as t h e n e m pl o y e d
t o a g gr e g at e t h e s p ati al i nf or m ati o n a cr oss t h e e ntir e s e q u e n c e.
S u bs e q u e ntl y, t w o D e ns e l a y ers w er e a d d e d wit h 6 4 u nits a n d
R e L U a cti v ati o n i n t h e first, a n d a si n gl e u nit wit h a si g m oi d
a cti v ati o n i n t h e fi n al l a y er f or cl assi fi c ati o n. T h e m o d el w as
c o m pil e d usi n g t h e A d a m o pti mi z er, bi n ar y cr oss- e ntr o p y
l oss f u n cti o n, a n d a c c ur a c y as t h e m etri c f or p erf or m a n c e
e v al u ati o n.

F e e df o r w a r d N e u r al N et w o r k ( F N N). T h e F N N ar c hit e c-
t ur e c o nsists of t hr e e D e ns e l a y ers, wit h t h e first t w o l a y ers
c o nt ai ni n g 6 4 u nits e a c h a n d utili zi n g t h e R e L U a cti v ati o n
f u n cti o n. T h e fi n al d e ns e l a y er, wit h a si n gl e u nit a n d a si g-
m oi d a cti v ati o n f u n cti o n, is e m pl o y e d f or cl assi fi c ati o n. T h e
m o d el w as c o m pil e d usi n g t h e A d a m o pti mi z er, bi n ar y cr oss-
e ntr o p y as t h e l oss f u n cti o n, a n d a c c ur a c y as t h e m etri c f or
ass essi n g its p erf or m a n c e.

B. 2 I m p a ct of s e q u e n c e l e n gt h

T h e distri b uti o n of t h e l e n gt h of t h e F B S g e n er at e d p a c k et
s e q u e n c es a n d t h e i m p a ct of s e q u e n c e l e n gt h o n t h e d et e cti o n
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p erf or m a n c e is s h o w n i n Fi g ur e 6

C P O W D E R

P O W D E R ( P l atf or m f or O p e n W ir el ess D at a- dri v e n
E x p eri m e nt al R es e ar c h) r es ol v es all t h es e c h all e n g es a n d
pr o vi d es us wit h a w a y t o g e n er at e hi g h- q u alit y, r e al- w orl d,
o v er-t h e- air d at as ets of F B S es wit h all t h e r e al- w orl d s c e n ar-
i os i n v ol v e d, es p e ci all y m o bilit y. T his i n v al u a bl e r es o ur c e
e n a bl es us t o d e v el o p a n d t est F B S d et e cti o n al g orit h ms i n a
r e alisti c e n vir o n m e nt. P O W D E R is a hi g hl y fl e xi bl e cit y-s c al e
s ci e nti fi c i nstr u m e nt t h at e n a bl es r es e ar c h at t h e f or efr o nt of
t h e wir el ess r e v ol uti o n [4 1 ] a n d is c urr e ntl y d e pl o y e d i n S alt
L a k e Cit y, Ut a h. P O W D E R is a p art n ers hi p b et w e e n t h e U ni-
v ersit y of Ut a h, S alt L a k e Cit y, a n d ot h er p u bli c a n d pri v at e
or g a ni z ati o ns (l o c al, n ati o n al, a n d gl o b al).

C. 1 H a r d w a r e a n d M o bilit y
T h e p h ysi c al d e pl o y m e nt of P O W D E R e n c o m p ass es t hr e e
k e y c o m p o n e nts: ( 1) C o r e C o m p o n e nt : T his i n cl u d es t h e
C o ntr oll e d R F L a b a n d t h e M etr o Cl o u d sit u at e d o n- pr e mis e,
c o n n e ct e d t o a r e m ot e cl o u d t hr o u g h a wi d e ar e a n et w or k
( W A N). ( 2) E d g e C o m p o n e nt : T his i n v ol v es e d g e c o m p ut-
i n g d e vi c es t o f a cilit at e pr o c essi n g cl os er t o d at a s o ur c es. ( 3)
R a di o A c c ess C o m p o n e nt : C o m prisi n g B S es, fi x e d, a n d m o-
bil e e n d p oi nts, t his c o m p o n e nt est a blis h es t h e f u n d a m e nt al
wir el ess c o m m u ni c ati o n i nfr astr u ct ur e. T h e p h ysi c al d e pl o y-
m e nt off ers a v ari et y of c o n fi g ur a bl e “ c o v er a g e ” s c e n ari os,
e. g., c o n v e nti o n al m a cr o- c ell, s m all- c ell ( e n a bl e d b y t h e c a m-
p us “ d e ns e ” d e pl o y m e nt), or c o m bi n ati o ns t h er e of. Di v ersit y
i n m o bilit y is pr o vi d e d b y usi n g m o bil e c o uri ers t h at h a v e
r el ati v el y pr e di ct a bl e m o v e m e nt p att er ns ( e. g., b us es), l ess
pr e di ct a bl e b ut b o u n d e d m o bilit y ( e. g., m ai nt e n a n c e v e hi cl es),
a n d c o uri ers t h at ar e “ c o ntr oll a bl e ” ( e. g., b a c k p a c ks/ p ort a bl e
e n d p oi nts t h at c a n b e m o v e d b y r es e ar c h ers t h at c o m e o n-sit e).
E a c h d e pl o y e d n o d e c o nsists of us er- pr o gr a m m a bl e s oft w ar e-
d e fi n e d r a di os ( S D Rs), off-t h e-s h elf ( O T S) r a di o e q ui p m e nt,
R F fr o nt- e n ds, a n d a nt e n n as. Fi g ur e 7 gi v es a n ar c hit e ct ur al
o v er vi e w of P O W D E R.

C. 2 S oft w a r e a n d P r o fil es
I n t h e c o nt e xt of P O W D E R, pr o fil es r ef er t o c o n fi g ur a bl e s ets
of p ar a m et ers t h at d e fi n e v ari o us as p e cts of t h e wir el ess n et-
w or k e n vir o n m e nt. T h es e p ar a m et ers e n c o m p ass h ar d w ar e,
n et w or k c o n fi g ur ati o ns, si g n al pr o p a g ati o n c h ar a ct eristi cs,
m o bilit y p att er ns, i nt erf er e n c e s c e n ari os, a n d m or e. Pr o fil es
m a k e it p ossi bl e t o r e pli c at e r e al- w orl d c o n diti o ns f or e x p eri-
m e nt ati o n, all o wi n g o n e t o cr e at e di v ers e s c e n ari os, i n cl u di n g
t h os e i n v ol vi n g F B S es. Usi n g pr o fil es, o n e c a n m a ni p ul at e t h e
n et w or k e n vir o n m e nt wit hi n P O W D E R’s c o ntr oll e d s etti n g
a n d c o n d u ct e x p eri m e nts t h at cl os el y mirr or r e al- w orl d sit u a-
ti o ns w hil e a v oi di n g l e g al a n d r e g ul at or y c h all e n g es. B y cr e-
ati n g diff er e nt pr o fil es, o n e c a n eff e cti v el y cr e at e r e al- w orl d
c o n diti o ns. T his c a p a bilit y is a si g ni fi c a nt a d v a nt a g e, all o w-
i n g o n e t o c o n d u ct c o m pr e h e nsi v e e x p eri m e nts a n d a n al ys es
wit hi n a c o ntr oll e d e n vir o n m e nt.

Att a c k
P h o e ni x F B S D et e ct or

D F A M M P L T L
A c c Pr e c  R e c

A c c Pr e c r e c A c c Pr e c  R e c A c c Pr e c  R e c
Att a c h R ej e ct 0. 4 8 7 0. 3 5 0. 7 9 9 0. 8 9 0. 8 6 0. 7 9 0. 8 6 8 0. 7 0 0. 7 6 7 0. 9 5 0. 9 7 0. 9 5
I M SI C at c hi n g 0. 6 6 7 0. 5 3 8 0. 8 7 6 0. 7 8 5 0. 7 9 0. 8 5 8 0. 7 9 8 0. 8 1 0. 7 9 7 0. 9 8 0. 9 4 0. 9 7
S er vi c e R ej e ct 0. 7 1 2 0. 7 0 4 0. 7 2 1 0. 7 9 7 0. 7 2 5 0. 7 5 3 0. 8 7 1 0. 8 1 0. 8 4 4 0. 9 5 0. 9 6 0. 9 3
T A U R ej e ct 0. 6 2 7 0. 9 5 0. 7 5 6 0. 7 6 3 0. 8 6 5 0. 7 1 5 0. 7 8 9 0. 8 0 3 0. 7 5 1 0. 9 4 0. 9 5 0. 9 2
M e as ur e m e nt R e p ort 0. 4 4 5 0. 4 3 4 0. 4 5 6 0. 7 6 6 0. 7 6 6 0. 8 4 5 0. 8 7 8 0. 8 6 4 0. 8 7 1 0. 9 7 0. 9 5 0. 9 7
P a gi n g wit h I M SI 0. 5 7 4 0. 6 3 4 0. 9 1 8 0. 7 8 3 0. 7 6 5 0. 8 1 0. 8 4 0. 8 2 2 0. 7 8 6 0. 9 4 0. 9 6 0. 9 5
A ut h e nti c ati o n F ail ur e 0. 8 0 2 0. 6 7 1 0. 8 9 7 0. 8 0 5 0. 7 9 0. 7 4 9 0. 8 4 9 0. 7 8 8 0. 8 6 3 0. 9 8 0. 9 6 0. 9 5
N u m b Att a c k 0. 8 1 7 0. 8 1 1 0. 7 9 9 0. 8 4 6 0. 7 1 1 0. 8 1 8 0. 7 3 2 0. 8 3 3 0. 7 2 2 0. 9 7 0. 9 9 0. 9 5

Ta bl e 9: C o m p aris o n b et w e e n F B S D et e ct or a n d P h o e ni x

P O W D E R f e e d b a c k P O W D E R m a k es it p ossi bl e t o r e pli c at e
r e al- w orl d c o n diti o ns f or e x p eri m e nt ati o n. O n e c a n m a ni p-
ul at e t h e n et w or k e n vir o n m e nt wit hi n P O W D E R’s c o ntr oll e d
s etti n g a n d c o n d u ct e x p eri m e nts usi n g P O W D E R pr o fil es.
H o w e v er, o nl y a li mit e d n u m b er of pr o fil es wit h s o m e fi x e d
s ets of p ar a m et ers ar e c urr e ntl y a v ail a bl e at P O W D E R. Us ers
c a n cr e at e t h eir pr o fil es a c c or di n g t o t h eir r e q uir e m e nts.
Still, a n e w us er mi g ht fi n d it c h all e n gi n g t o cr e at e a pr o fil e
b e c a us e t h er e is n ot e n o u g h d o c u m e nt ati o n a n d t ut ori als o n
cr e ati n g t h es e pr o fil es. T h e i n c or p or ati o n of m or e pr o fil es
wit h di v ers e s c e n ari os, a ut o m ati o n of t h e pr o fil e cr e ati o n
pr o c ess, a n d e xt e nsi v e d o c u m e nt ati o n a n d t ut ori als will h el p
us ers utili z e P O W D E R’s c a p a biliti es t o a gr e at e xt e nt.

D L o a d t esti n g of A p p

T o e v al u at e o ur a p p’s p erf or m a n c e u n d er l o a d, w e c o n d u ct e d
l o a d t esti n g usi n g A n dr oi d St u di o’s pr o fil er t o m e as ur e C P U
a n d m e m or y us a g e. T h e pr o fili n g w as c arri e d o ut o v er a p eri o d
of 2 0 mi n ut es o n a G o o gl e Pi x el 3 a d e vi c e, w hi c h is e q ui p p e d
wit h a Q u al c o m m S D M 6 7 0 S n a p dr a g o n 6 7 0 c hi ps et ( 1 0 n m),
a n O ct a- c or e C P U ( 2 x 2. 0 G H z Kr y o 3 6 0 G ol d & 6 x 1. 7 G H z
Kr y o 3 6 0 Sil v er), a n A dr e n o 6 1 5 G P U, a n d 4 G B of R A M. U n-
d er l o a d c o n diti o ns, t h e C P U us a g e r a n g e d b et w e e n 1 8- 2 0 %,
w hil e m e m or y us a g e w as b et w e e n 2 0- 3 0 M B. I n c o ntr ast,
C P U us a g e dr o p p e d t o 2- 3 % u n d er n o-l o a d c o n diti o ns, a n d
m e m or y us a g e w as r e d u c e d t o 4- 5 M B. T h e l o a d t esti n g is
s h o w n i n Fi g ur e 4 d . T h e p e a ks i n t h e C P U a n d m e m or y us a g e
gr a p hs c orr es p o n d t o t h e att a c ks w e e x e c ut e d d uri n g t h e t est.
S p e ci fi c all y, fr o m 0 t o 5 mi n ut es, w e r a n t w o F B S att a c ks,
f oll o w e d b y t e n M ulti- St e p Att a c ks ( M S As) fr o m 5 t o 2 0
mi n ut es.

E C o m p a ris o n wit h e xisti n g s ol uti o ns

T h e c o m p aris o n b et w e e n F B S D et e ct or a n d P h o e ni x [ 3 ] is
s h o w n i n Ta bl e 9 .

F I m pl e m e nt ati o n Eff o rts

T h e i m pl e m e nt ati o n eff ort f or F B S D et e ct or is list e d i n Ta-
bl e 1 4 .

G R e al- W o rl d Test

Fi g ur e 8 s h o ws o ur r e al- w orl d t est s et u p. Ta bl e 1 0 s h o ws t h e
r e al- w orl d att a c k d et e cti o n p erf or m a n c e of F B S D et e ct or .
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F B S S e q u e n c e L e n gt h Distri b uti o n ( N A S)

( a) N A S s e q u e n c e l e n gt h
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F B S S e q u e n c e L e n gt h Distri b uti o n ( R R C)

( b) R R C s e q u e n c e l e n gt h
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S e q u e n c e L e n gt h
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A c c ur a c y vs S e q u e n c e L e n gt h ( N A S)

( c) A c c ur a c y i n N A S
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( d) A c c ur a c y i n R R C

Fi g ur e 6: Distri b uti o n a n d i m p a ct of N A S a n d R R C s e q u e n c e l e n gt h i n F B S d et e cti o n

B as e St ati o n

M etr o Cl o u d E d g e C o m p ut e

C o ntr oll e d R F L a b

R e m ot e Cl o u d
W A N  

B as e St ati o n
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Fi x e d
E n d p oi nt
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Fi g ur e 7: P O W D E R o v er vi e w

Att a c k Cl assi fi e d As
Att a c k
( T P)

B e ni g n
( F N)

Ot h er
Att a c k

F B S 5 0 0
A ut h e nti c ati o n r el a y att a c k 4 1 0
Bi d di n g d o w n wit h Att a c h R ej e ct 3 0 2
P a gi n g c h a n n el hij a c ki n g att a c k 3 1 1
L o c ati o n tr a c ki n g vi a m e as ur e m e nt r e p orts 5 0 0
C a p a bilit y Hij a c ki n g 5 0 0
I n c ar c er ati o n wit h rr c R e est a blis h R ej e ct 4 0 1
L ull a b y att a c k usi n g rr c R e est a blis h R e q u est 3 0 2
Bi d di n g d o w n wit h S er vi c e R ej e ct 3 0 2
M o bil e N et w or k M a p pi n g ( M N m a p) 5 0 0
E n er g y D e pl eti o n att a c k 5 0 0
L ull a b y att a c k wit h rr c R es u m e 3 0 2
St e alt h y Ki c k off Att a c k 4 0 1
I n c ar c er ati o n wit h rr c R ej e ct a n d rr c R el e as e 4 0 1
I M SI c at c hi n g 5 0 0
N A S c o u nt er D es y n c h att a c k 3 1 1
X 2 si g n alli n g fl o o d 5 0 0
H a n d o v er hij a c ki n g 4 1 0
R R C r e pl a y att a c k 5 0 0
L ull a b y att a c k wit h rr c R e c o n fi g ur ati o n 3 0 2
Bi d di n g d o w n wit h T A Ur ej e ct 3 0 2
P a ni c Att a c k 4 1 0
T ot al 8 8 5 1 7

N o Att a c k ( B e ni g n) - - 6 ( F P)

Ta bl e 1 0: R e al w orl d att a c k d et e cti o n p erf or m a n c e of
F B S D et e ct or

H List of F e at u r es

F e at ur es us e d t o tr ai n t h e m o d els ar e list e d i n Ta bl e 1 5

I U ns e e n a n d R es h a p e d Att a c k D et e cti o n

T h e p erf or m a n c e of F B S D et e ct or i n d et e cti n g u ns e e n a n d
r es h a p e d att a c ks ar e s h o w n i n Ta bl es 1 6 a n d 1 7 , r es p e cti v el y.
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Att a c k T y p e S yst e m B e ni g n Att a c h R ej e ct I M SI C at c hi n g S e r vi c e R ej e ct T A U R ej e ct M e as u r e m e nt R e p o rt P a gi n g wit h I M SI A ut h F ail u r e N u m b Att a c k

Att a c h R ej e ct
F B S D et e ct or 9. 3 5 6 7. 2 7 1. 2 4 6. 2 3 6. 2 0 0. 8 1 2. 7 1 4. 6 4 1. 5 6

P h o e ni x 9. 1 2 2. 1 4 7. 3 9 3. 6 6 3. 4 8 8. 2 4 3. 0 3 1 8. 2 1 4 4. 7 2

I M SI C at c hi n g F B S D et e ct or 3. 8 3 2. 4 5 4 7. 4 9 1 5. 9 7 7. 5 3 4. 1 4 5. 7 6 0. 4 2 0. 6 6
P h o e ni x 4. 1 6 2 6. 2 6 5. 7 1 1 6. 1 6 2 1. 7 4 6. 6 2 3. 8 8 1 4. 3 2 1. 1 5

S er vi c e R ej e ct
F B S D et e ct or 1. 4 4 1 4. 1 8 4. 2 6 5 1. 7 7 1 0. 3 0 2. 1 4 1 1. 4 9 7. 3 2 8. 7 9

P h o e ni x 8. 6 7 8. 8 2 5. 3 8 7. 1 4 4. 7 4 0. 2 6 5 1. 9 5 6. 9 3 6. 1 2

T A U R ej e ct F B S D et e ct or 1. 3 5 2. 8 8 8. 3 7 1. 1 3 7 8. 3 4 3. 9 0 3. 1 9 0. 0 9 0. 7 1
P h o e ni x 9. 2 8 5. 9 8 1. 8 4 6 0. 2 2 5. 5 2 0. 1 5 1. 6 1 3. 8 9 1 1. 4 9

M e as ur e m e nt R e p ort F B S D et e ct or 3. 0 2 0. 5 1 1 1. 8 1 0. 5 2 1. 7 4 6 9. 7 8 8. 0 3 3. 3 1 1. 2 4
P h o e ni x 2. 6 7 1 7. 9 2 3. 5 4 2. 4 8 1 7. 3 9 1 0. 7 2 7. 5 9 7. 3 9 3 0. 2 9

P a gi n g wit h I M SI
F B S D et e ct or 6. 5 5 4. 6 9 1 0. 3 2 1. 0 6 9. 5 4 3. 7 6 5 0. 9 2 3. 9 4 9. 1 8

P h o e ni x 4. 4 3 1. 6 8 0. 7 1 0. 5 2 4. 7 6 4. 2 3 2 3. 1 4 1 1. 5 4 9. 0 3

A ut h e nti c ati o n F ail ur e F B S D et e ct or 6. 9 7 0. 5 4 6. 9 0. 1 9 0. 9 9 0. 1 8 1. 1 2 7 2. 3 2 1 0. 7 9
P h o e ni x 5. 0 1 6 3. 2 0 0. 3 4 1. 7 5 1. 4 7 8. 0 7 5. 8 1 1 1. 1 7 3. 1 8

N u m b Att a c k F B S D et e ct or 9. 5 9. 1 3 1 0. 1 7 2. 0 7 1 3. 0 7 6. 2 6 0. 5 5. 1 3 4 4. 1 6
P h o e ni x 7. 2 1 0. 6 3 9. 4 5 6. 4 6 1 2. 6 3 2 8. 3 4 4. 1 1 4. 2 3 1 6. 9 5

Ta bl e 1 1: Cr oss- v ali d ati o n c o m p aris o n wit h P h o e ni x [ 3 ] f or a n a d a pti v e a d v ers ar y. T h e n u m b ers r e pr es e nt p er c e nt a g e of t h e
att a c k p a c k ets b ei n g cl assi fi e d as b e ni g n a n d diff er e nt ot h er att a c k p a c k ets. F B S D et e ct or a c c ur at el y cl assi fi es m aj orit y of t h e
p a c k ets t o it ori gi n al att a c k ( n u m b ers s h o w n i n b ol d) w h er e as P h o e ni x mis cl assi fi es t o ot h er att a c ks ( n u m b ers s h o w n i n r e d).

( a) F B S, L e giti m at e B S a n d t h e M o bil e d e-
vi c e ar e p ut cl os e t o e a c h ot h er

( b) T h e m o bil e d e vi c e is p ut cl os e t o t h e
l e giti m at e B S, f ar fr o m t h e F B S

( c) T h e m o bil e d e vi c e is p ut cl os e t o t h e
F B S

( d) M o bil e d e vi c e ( c o n n e ct e d t o a c o m m er-
ci al n et w or k) is p ut cl os e t o t h e F B S

( e) M o bil e d e vi c e ( c o n n e ct e d t o a c o m m er-
ci al n et w or k) is p ut f ar fr o m t h e F B S

Fi g ur e 8: R e al w orl d t est f or F B S D et e ct or

Sl Att a c k T P T N F P F N
1 A ut h e nti c ati o n r el a y att a c k 4 6. 0 8 4 8. 4 9 2. 2 9 3. 1 4
2 Bi d di n g d o w n wit h Att a c h R ej e ct 5 2. 2 4 2. 5 6 2. 0 5 3. 1 9
3 P a gi n g c h a n n el hij a c ki n g att a c k 5 1. 1 8 3 8. 6 3. 4 1 6. 8 1
4 L o c ati o n tr a c ki n g vi a m e as ur e m e nt r e p orts 5 1. 9 3 4 1. 5 2 2. 2 9 4. 2 6
5 C a p a bilit y Hij a c ki n g 5 0. 6 2 4 0. 5 8 3. 4 6 5. 3 4
6 I n c ar c er ati o n wit h rr c R e est a blis h R ej e ct 4 9. 6 5 4 2. 8 1 3. 7 3 3. 8 1
7 L ull a b y att a c k usi n g rr c R e est a blis h R e q u est 4 4. 1 6 4 6. 3 6 3. 3 6 6. 1 2
8 Bi d di n g d o w n wit h S er vi c e R ej e ct 4 8. 1 4 4. 5 7 3. 4 9 3. 8 4
9 M o bil e N et w or k M a p pi n g ( M N m a p) 5 3. 0 5 4 0. 9 9 2. 0 9 3. 8 7
1 0 E n er g y D e pl eti o n att a c k 5 2. 4 4 4 0. 9 5 2. 1 2 4. 4 9
1 1 L ull a b y att a c k wit h rr c R es u m e 4 4. 7 9 4 6. 8 5 3. 8 9 4. 4 7
1 2 St e alt h y Ki c k off Att a c k 5 2. 7 1 3 7. 8 4 4. 7 1 4. 7 4
1 3 I n c ar c er ati o n wit h rr c R ej e ct a n d rr c R el e as e 4 8. 0 1 4 2. 8 4 4. 7 7 4. 3 8
1 4 I M SI c at c hi n g 3 9. 1 7 5 3. 3 6 2. 6 9 4. 7 8
1 5 N A S c o u nt er D es y n c h att a c k 4 9. 8 1 4 2. 4 9 3. 0 4 4. 6 6
1 6 X 2 si g n alli n g fl o o d 4 2. 7 5 4 9. 4 6 4. 7 2 3. 0 7
1 7 H a n d o v er hij a c ki n g 4 0. 2 5 1. 8 3. 1 4. 9
1 8 R R C r e pl a y att a c k 4 4. 1 6 4 6. 8 9 4. 9 3 4. 0 2
1 9 L ull a b y att a c k wit h rr c R e c o n fi g ur ati o n 4 7. 2 4 4 5. 9 2. 7 6 4. 1
2 0 Bi d di n g d o w n wit h T A U R ej e ct 5 0. 5 2 4 2. 2 7 3. 4 3 3. 7 8
2 1 P a ni c Att a c k 5 0. 5 2 4 2. 2 7 3. 4 3 3. 7 8

Ta bl e 1 2: M S As d et e cti o n p erf or m a n c e br e a k d o w n (i n p er-
c e nt a g e)

Att a c k er L e v el T P T N F P F N
L e v el 0 4 8. 3 1 4 8. 3 1 2. 3 2 1. 0 5
L e v el 1 4 3. 2 0 5 2. 7 6 2. 9 3 1. 1 1
L e v el 2 3 9. 6 4 5 6. 0 0 3. 1 9 1. 1 6
L e v el 3 5 2. 4 8 4 1. 9 9 3. 2 7 2. 2 7
L e v el 4 3 5. 2 5 6 0. 1 8 3. 0 9 1. 4 8

Ta bl e 1 3: F B S d et e cti o n p erf or m a n c e br e a k d o w n (i n p er c e nt-
a g e)

T as k F r a m e w o r k L a n g Li b r a ri es Us e d L o C
H a n d o v er c a p a bilit y i n srs U E srs R A N, O AI C 3 1 6
M S As srs R A N, O AI C 5 4 2
D at a Pr o c essi n g P yt h o n ts h ar k, s ci kit-l e ar n 7 2

Tr ai ni n g M L M o d els P yt h o n
s ci kit-l e ar n,
Te ns or Fl o w 4 0

St at ef ul L S T M w/ Att e nti o n P yt h o n s ci kit-l e ar n,
Te ns or Fl o w 4 2

Gr a p h L e ar ni n g Pi p eli n e P yt h o n
n et w or k x,
p yt or c h- g e o m etri c 7 0

A p p D e v el o p m e nt Fl utt er D art m o bil ei nsi g ht-li bs,
t e ns or fl o w-lit e 2 9 0

Ta bl e 1 4: I m pl e m e nt ati o n eff orts
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N A S l a y er f e at ur es R R C l a y er f e at ur es
n as e ps c o m m o n el e m i d n as e ps e m m E P S att a c h lt e rr c si Wi n d o w L e n gt h lt e rr c u e I d e ntit y
gs m a dt a p a d d ci n as e ps ms g a ut h c o d e lt e rr c D L C C C H M ess a g e p er e xt e nsi o n pr es e nt bit
gs m a dt a p el e m i d n as e ps e m m ei a 6 lt e rr c s h ort M A C I lt e rr c m a x H A R Q T x
n as e ps e m m e e a 4 n as e ps e m m ei a 0 lt e rr c rlf I nf o A v ail a bl e r 1 0 lt e rr c p hi c h D ur ati o n
gs m a e xt e nsi o n n as e ps e m m i w k n 2 6 lt e rr c m T M SI lt e rr c m n c
e 2 1 2 ass o c i msi n as e ps e m m s p ar e h alf lt e rr c s et u p el e m e nt lt e rr c rr c C o n n e cti o n R e q u est r 8 el e m e nt
n as e ps e m m e ps att n as e ps e m m c a us e lt e rr c p ds c h C o n fi g D e di c at e d el e m e nt lt e rr c m ess a g e
n as e ps e m m c p ci ot n as e ps e m m d et a c h t y p e lt e rr c cs g I n di c ati o n lt e rr c a c k N a c k R e p etiti o n
e 2 1 2 t ai m n c n as e ps e m m d et a c h r e q lt e rr c rr c C o n n e cti o n R el e as e el e m e nt ws e x p ert
n as e ps e m m m m e gr p gs m a dt a p dst a dj ust m e nt lt e rr c ul S C H C o n fi g lt e rr c p a
n as e ps e m m e p c o n as e ps e m m 1 5 b e ar ers lt e rr c u pli n k P o w er C o ntr ol D e di c at e d el e m e nt lt e rr c ulI nf or m ati o n Tr a nsf er el e m e nt
n as e ps e m m ts c n as e ps e m m er w o lt e rr c sr P U C C H R es o ur c eI n d e x lt e rr c d e di c at e dI nf o N A S
n as e ps e m m r estri ct d c nr gs m a dt a p ti m e z o n e lt e rr c s yst e mI nf o M o di fi c ati o n lt e rr c U L D C C H M ess a g e
n as e ps e m m h c c p n as e ps e m m i m eis v r e q lt e rr c s e c urit y M o d e C o m m a n d r 8 el e m e nt lt e rr c s e c urit y M o d e C o m pl et e r 8 el e m e nt
e 2 1 2 i msi gs m a dt a p t e xt stri n g lt e rr c c ell A c c ess R el at e dI nf o el e m e nt lt e rr c s e c urit y C o n fi g S M C el e m e nt
n as e ps e m m n as k e y s eti d gs m a i d di g 1 lt e rr c ti m e Ali g n m e nt Ti m er D e di c at e d lt e rr c m ess a g e Cl ass E xt e nsi o n el e m e nt
e 2 1 2 m n c n as e ps e m m 1 2 8 e e a 1 lt e rr c P C C H M ess a g e el e m e nt lt e rr c sr b T o A d d M o d List
n as e ps e m m s wit c h off n as e ps e m m s 1 u lt e rr c c qi p mi C o n fi gI n d e x p er s m all n u m b er bit
n as e ps e m m t ai n gs m a o d d e v e ni n d lt e rr c tr a c ki n g Ar e a C o d e lt e rr c q R x L e v Mi n
gs m a s p ar e bits n as e ps e m m e e a 6 lt e rr c l at e N o n Criti c al E xt e nsi o n lt e rr c p a gi n g R e c or d List
n as e ps e m m ei a 3 gs m a dt a p a ut n lt e rr c pl m n I d e ntit y List lt e rr c p us c h C o n fi g D e di c at e d el e m e nt
n as e ps e m m e e a 7 n est e d fi el d 3 lt e rr c m c c lt e rr c rr c C o n n e cti o n S et u p r 8 el e m e nt
n as e ps e m m i ms v o ps gs m a g m g m m t msi p er o p e n t y p e l e n gt h ws e x p ert gr o u p
n as e ps e m m o d d e v e n n as e ps e m m t oi p er n u m s e q u e n c e e xt e nsi o ns lt e rr c r e est a blis h m e nt C a us e
gs m a g m el e m i d gs m a dt a p r a n d lt e rr c p 0 U E P U S C H lt e rr c rr c C o n n e cti o n R e q u est el e m e nt
n as e ps e m m ei a 7 n as e ps e m m 1 2 8 ei a 2 lt e rr c r et x B S R Ti m er lt e rr c B C C H B C H M ess a g e
n as e ps e m m ei a 5 n as e ps e m m t ai t ol lt e rr c sr S u bfr a m e Offs et lt e rr c s e c urit y Al g orit h m C o n fi g el e m e nt
n as e ps e m m t o c n as e ps e m m r es lt e rr c B C C H D L S C H M ess a g e el e m e nt lt e rr c i nt e grit y Pr ot Al g orit h m
gs m a dt a p ti m e z o n e n as e ps e m m el e m i d lt e rr c rr c C o n n e cti o n R e c o n fi g ur ati o n r 8 el e m e nt lt e rr c s el e ct e d P L M N I d e ntit y
n as e ps e m m t ai t a c n as e ps s p ar e bits lt e rr c s yst e mI nf o M o di fi c ati o n e D R X r 1 3 lt e rr c wi d e b a n d C QI el e m e nt
gs m a c o m m o n el e m i d ws e x p ert lt e rr c tr a ns missi o n M o d e lt e rr c u e C a p a bilit yI nf or m ati o n el e m e nt
n as e ps e m m m t msi gs m a dt a p n u m b er of s p ar e bits lt e rr c si m ult a n e o us A c k N a c k A n d C QI lt e rr c m e as R es ult L ast S er v C ell r 9 el e m e nt
gs m a i e m o bil ei d t y p e n est e d fi el d 4 lt e rr c c m as I n di c ati o n r 9 lt e rr c ci p h eri n g Al g orit h m
n as e ps e m m esr ps n as e ps e m m h as h m m e lt e rr c m a c M ai n C o n fi g lt e rr c s e c urit y M o d e C o m m a n d el e m e nt
gs m a i m eis v n as e ps e m m a cti v e fl g p er e xt e nsi o n bit lt e rr c r a c h R e p ort R e q r 9
n as e ps e m m es m ms g n est e d fi el d 1 lt e rr c d e di c at e dI nf o N A S List lt e rr c rr c C o n n e cti o n S et u p C o m pl et e el e m e nt
n as e ps e m m i d t y p e 2 e 2 1 2 m c c p er o pti o n al fi el d bit lt e rr c s yst e mI nf o Val u e Ta g
3 g p p t msi gs m a g m g m m g prs lt e rr c dr b T o A d d M o d List lt e rr c p 0 U E P U C C H
gs m a fill er n as e ps e m m e e a 0 p er e n u m i n d e x lt e rr c rlf R e p ort r 9
n as e ps s e c urit y h e a d er t y p e n as e ps e m m 1 2 8 ei a 1 lt e rr c e x pli cit Val u e el e m e nt lt e rr c r a di o R es o ur c e C o n fi g D e di c at e d el e m e nt
n as e ps e m m e e a 5 gs m a l e n lt e rr c m m e c lt e rr c b et a Offs et C QI I n d e x
e 2 1 2 t ai m c c gs m a dt a p c o di n g s c h e m e lt e rr c rlf R e p ort R e q r 9 lt e rr c c qi R e p ort P eri o di c
n as e ps e m m ei a 4 n as e ps e m m e bi 0 lt e rr c dsr Tr a ns M a x lt e rr c s yst e mI nf o U n c h a n g e d B R r 1 5
n est e d fi el d 2 n as e ps e m m e bi 1 3 lt e rr c c ellI d e ntit y lt e rr c u e C a p a bilit y R A T C o nt ai n er List
n as e ps s e q n o n as e ps e m m e bi 2 lt e rr c q u a ntit y C o n fi g el e m e nt lt e rr c si bs c h a n gi n g
n est e d fi el d 5 n as e ps e m m e bi 1 4 lt e rr c c qi F or m atI n di c at or P eri o di c lt e rr c r el e as e el e m e nt
n as e ps e m m cs l cs n as e ps e m m e bi 1 2 lt e rr c p hi c h R es o ur c e lt e rr c d e di c at e dI nf o T y p e
n as e ps e m m r estri ct e c n as e ps e m m e bi 7 lt e rr c fr e q B a n dI n di c at or lt e rr c rsr p R es ult r 9
n as e ps n as ms g e m m n as e ps e m m e bi 4 lt e rr c u e Tr a ns mit A nt e n n a S el e cti o n lt e rr c c ell Gl o b alI d r 1 0 el e m e nt
n as e ps e m m g uti t y p e n as e ps e m m e bi 8 lt e rr c c qi R e p ort C o n fi g el e m e nt lt e rr c p S R S Offs et
n as e ps e m m u p ci ot n as e ps e m m e bi 1 lt e rr c u e C a p a bilit y E n q uir y el e m e nt lt e rr c u e C a p a bilit y E n q uir y r 8 el e m e nt
gs m a L 3 pr ot o c ol dis cri mi n at or n as e ps e m m e bi 9 lt e rr c pr o hi bit P H R Ti m er lt e rr c c ell B arr e d
n as e ps e m m u p d at e t y p e n as e ps e m m e bi 3 p er o ct et stri n g l e n gt h lt e rr c a nt e n n aI nf o
n as e ps e m m t y p e of n as e ps e m m e bi 1 0 lt e rr c U L C C C H M ess a g e lt e rr c c qi P U C C H R es o ur c eI n d e x
n as e ps e m m 1 2 8 e e a 2 n as e ps e m m e bi 1 1 lt e rr c s e c urit y M o d e C o m pl et e el e m e nt lt e rr c sr P eri o di cit y
n est e d fi el d 6 n as e ps e m m e bi 6 lt e rr c b et a Offs et RI I n d e x lt e rr c u e I d e ntit y el e m e nt
n as e ps e m m m m e c o d e n as e ps e m m e bi 1 5 lt e rr c u eI nf or m ati o n R es p o ns e r 9 el e m e nt lt e rr c p u c c h C o n fi g D e di c at e d el e m e nt
n as e ps e m m e e a 3 n as e ps e m m e ps u p d at e r es ult v al u e lt e rr c c o n n e cti o n F ail ur e T y p e r 1 0 lt e rr c d elt a M C S E n a bl e d
n as e ps e m m e p c l cs n as e ps e m m e bi 5 lt e rr c p eri o di c P H R Ti m er lt e rr c f ail e d P C ellI d r 1 0
n as e ps e m m e m c bs lt e rr c n o m P D S C H R S E P R E lt e rr c dlI nf or m ati o n Tr a nsf er el e m e nt

Ta bl e 1 5: List of s u bs et of f e at ur es
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A ut h e nti c ati o n r el a y att a c k 0 0 2. 5 2 0 0 4. 8 6 3. 8 1 0. 1 9 7. 7 8 0 0 5 4. 4 9 0 4. 1 0 2. 9 9 6. 6 3 0. 7 8 7. 3 3 0 0 0 4. 5 2
I M SI c at c hi n g 0 0 0 4. 3 8 5. 2 5 8. 7 7 0 0 2. 8 5 0 5. 4 9 0 4. 3 3 5. 5 5. 0 3 1. 2 3 4. 7 5 0 1. 8 7 0 0 0 0. 6
P a gi n g C h a n n el Hij a c ki n g
Att a c k 2. 7 4. 9 2 4 6. 0 3 0 4. 2 6 0 6. 7 4 0 0 3. 5 3 7. 3 4 3. 5 7 0 5. 8 6 4. 1 7. 1 2 0 0 0 3. 8 2 0 0 0

L o c ati o n tr a c ki n g vi a
m e as ur e m e nt r e p orts 0 0 2. 5 1 0 0 2. 3 1 4. 8 8 8. 1 3 0 4 5. 8 7 1. 8 8 3. 5 3 0 3. 3 7 0 2. 5 1 7. 6 9 0 0 0 9. 3 3 0 7. 9 9

C a p a bilit y Hij a c ki n g 0 5. 8 1 0. 1 2 2. 9 8 1 0. 7 6 0 2. 4 5 0 0 0 5. 0 4 0 4 4. 3 4 0 0 3. 3 1 7. 0 8 5. 2 4 8. 9 4 3. 9 3 0 0 0
Bi d di n g d o w n wit h

Att a c h R ej e ct
0 0 8. 3 7 0 0 6. 7 2 0 1. 8 5 0 2. 3 5 0 0 8. 6 9 0 0 3 3. 0 8 0 1 1. 0 5 5. 4 4 5. 7 6 8. 3 3 0. 7 4 7. 6 2

Bi d di n g d o w n wit h

T A Ur ej e ct
0 3. 2 8 0. 4 9 3. 6 9 0 5 2. 9 8 0 0 3. 9 1 0 5. 0 4 3. 8 1 0 7. 8 9 7. 1 9 0 1. 5 9 0 2. 9 8 0 0 0 7. 1 4

Bi d di n g d o w n wit h

S er vi c e R ej e ct
0 0 1 1. 5 8 2. 8 7 3 2. 1 8 0 0 1. 5 4 0 1 1. 0 0. 4 7 7. 9 8 0. 7 8 0 0 0 0 7. 4 4 1. 8 2 1 4. 7 7 7. 5 5 0 0

M o bil e N et w or k M a p pi n g
( M N m a p) 0 3. 8 1 3 2. 3 7 1. 1 8 9. 2 4 0 7. 9 1 0 1 4. 8 6 0 3. 6 2 0 3. 6 4 0 0 0 0 4. 8 2 0 4. 3 7 0 1 2. 3 1. 8 8

E n er g y D e pl eti o n Att a c k 0 5. 6 8 0 0 0 0 2. 1 4. 3 8 5. 5 7 5. 4 4 0 1. 5 4 0 2. 5 1 0 0 0 0 4. 7 4 5 9. 3 6 0. 4 3 5. 1 9 3. 0 6
P a ni c Att a c k 9. 4 6 4. 9 4 1 0. 2 8 1. 7 9 4. 4 0 0. 4 9 3. 7 5 0 0 9. 9 7 0 2. 0 5 0 0 4. 8 5 0 0 9. 9 5 0 0 0 3 8. 0 8
St e alt h y Ki c k off Att a c k 0 0. 0 5 4 5. 6 9 4. 6 5. 9 3 3. 8 1 0 0 0 9. 7 6 0. 9 0 0 0 0 0 9. 4 5 0 5. 0 6 6. 1 7 0. 8 6 7. 7 2 0
I n c ar c er ati o n wit h

rr c R ej e ct
0 0 0. 9 1 0 1. 1 8 0 4. 6 9 8. 1 2. 8 9 0 3. 4 2 0 0 0 3. 6 0. 5 2 0 5. 4 3 0 0 5 9. 6 9 7. 8 1 1. 7 6

I n c ar c er ati o n wit h

rr c R ej e ct , rr c R el e as e
1 1. 1 4 9. 4 8 3. 9 1 3. 7 7 2. 2 9 0 0 0 0 0 5. 8 6 0 1 0. 0 8 0 0 5. 3 1 3 0. 3 7 6. 5 5 8. 2 8 0 0 2. 9 3 0

I n c ar c er ati o n wit h

rr c R e est a blis h R ej e ct
0 0 0 2. 6 3 0 6. 5 1. 0 7 6. 0 5 3. 1 4 0 5 9. 1 7 0 0. 9 9 3. 7 2 0 0 0 2. 2 1 0 5. 6 1 5. 4 8 3. 4 3 0

N A S C o u nt er D es y n c Att a c k 0 6. 3 6 0 0 7. 4 7 8. 9 4 3 6. 3 8 0. 6 9 0 0 1 0. 8 0 9. 4 9 0 3. 6 9 0 0 2. 1 3 0 6. 2 1 3. 2 2 0 4. 6 1
X 2 si g n alli n g fl o o d 0 3 9. 0 4 9. 9 6 4. 0 3. 6 0 1 2. 1 2 0 0. 6 8 1. 0 9 0 0 1. 3 1 0 1 0. 0 1 0 0 0 2. 6 6 5. 9 8 0 0 9. 5 5
H a n d o v er hij a c ki n g 1 1. 3 6 1 1. 3 7 3. 9 6 0. 0 7 0 0 0 0. 3 5 0 3 2. 3 5 7. 7 9 0 6. 3 7 2. 5 9 0 9. 0 3 0 0 0 8. 8 0 0 5. 9 6
R R C r e pl a y att a c k 2. 6 6 1. 7 7 4. 4 7 7. 4 0 7. 3 1 0 0 0 0 0 5. 7 7 0 0 1 1. 5 3 0. 9 9 9. 9 1 1. 0 4 0 0 5. 2 1 0 4 1. 9 3
L ull a b y att a c k wit h

rr c R e c o n fi g ur ati o n
0 0 0 0 0 0 1 0. 0 5 8. 1 4 8. 5 8 0 4. 0 9 0 6. 6 9 3 5. 6 8 5. 7 8 0 6. 9 5 4. 6 4. 1 1 5. 1 4 0 0 0. 1 8

L ull a b y att a c k wit h

rr c R e est a blis h R e-

q u est

0 0 7. 5 5 3. 9 7 0 5 2. 5 6 0 0 0 0 0 1. 5 9 3. 8 7 8. 3 5 3. 6 6 5. 5 4 5. 6 8 3. 1 9 1. 4 3 2. 6 2 0 0 0

L ull a b y att a c k wit h

rr c R es u m e
5. 9 9 0 3. 7 7 0 0 8. 8 7 4. 7 6 4. 5 9 0 1. 1 5 4 8. 1 2 0 7. 3 6 4. 5 3 0 0 0 0. 7 1 0 0 8. 2 3 1. 9 2 0

Ta bl e 1 6: Cr oss v ali d ati o n f or u ns e e n att a c k d et e cti o n (s h o w n i n p er c e nt a g e)
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F B S 1 0 9 0 - - - - - - - - - - - - - - - - - - - - - -
E n er g y D e pl eti o n Att a c k 7. 3 - 4 4. 7 3 0 3. 0 0 0 2. 1 4 9. 5 5 0 6. 4 8 4. 2 4 0 0 5. 2 4 7. 6 2 2. 4 2 0 4. 1 4 0 0 3. 1 4 0 0
N A S C o u nt er D es y n c Att a c k 0. 5 9 - 5. 9 9 4 2. 0 7 7. 6 9 0 0 0 0 6. 2 3 0 7. 3 1 0 4. 5 9 1. 6 4 0 7. 9 3 0 6. 1 5 7. 9 2 0 0 1. 8 9 0
X 2 si g n alli n g fl o o d 3. 0 4 - 0 0 4 8. 1 8 7. 9 8 0 0 7. 4 7 0. 7 6 0 4. 4 9 0 0 0 8. 2 6 0. 8 7 1. 4 6 5. 8 7 8. 4 7 0 0 0 3. 1 4
P a gi n g C h a n n el Hij a c ki n g
Att a c k 8. 9 4 - 7. 7 4 0. 7 8 0 3 9. 1 5 0 4. 5 7 0 5. 7 6 0 0 6. 4 0 0. 5 8 8. 0 1 0 4. 4 0 5. 5 2 0 0 0 0

H a n d o v er hij a c ki n g 4. 2 7 - 0 0. 2 9. 1 5 1 0. 0 2 4 3. 4 6 0 0 0 0 3. 7 9 1. 7 8 0 6. 8 1 3. 5 9 0 0 0 0 1 0. 5 1 0 0. 4 6 0
I n c ar c er ati o n wit h

rr c R ej e ct
0 - 0 6. 2 5 0 0 6. 1 4 6. 8 2 0 3. 1 9 0 5. 3 9 2. 1 1 0 6. 0 5 0 5. 0 9 0 0 0 6. 8 1 5. 9 1 0 2. 0 6

P a ni c Att a c k 0 - 8. 2 0 0 3. 7 3 0 0. 7 2 3 0. 3 5 7. 4 4 8. 5 0 5. 9 6 6. 9 6 6. 7 7 0 0 7. 8 5 0 0 1 0. 1 8 0 0 3. 3 4
St e alt h y Ki c k off Att a c k 0 - 0. 1 9 1. 4 8 0 0 6. 2 5 8. 2 6 0 5 3. 0 1 4. 0 4 0 6. 3 5 0 3. 4 4 0 0 3. 9 2 1. 5 3 0 0 0 9. 5 5 1. 9 8
A ut h e nti c ati o n r el a y att a c k 0 - 0 0 0 0 4. 5 9 0 2. 9 6 0 4 9. 0 4 0 5. 8 7 0 6. 6 1 0 0 1. 3 9 4. 1 7 5. 7 2 0 4. 1 6 2. 0 4 4. 4 1
I M SI c at c hi n g 9. 4 9 - 0 0. 6 5 0 4. 3 1 0 7. 6 1 5. 3 5 0 0 4 8. 8 4 0 0 0 5. 9 5 0 0 7. 6 0 0 1. 8 7 0. 7 1 2. 5
L o c ati o n tr a c ki n g vi a
m e as ur e m e nt r e p orts 4. 4 5 - 8. 3 2 0 0 0 0 8. 7 6 0 0 8. 1 9 0 3 3. 6 9 0 0 0 9. 8 3 0 8. 1 5 0 7. 9 3 7. 5 7 1. 3 0. 0 4

C a p a bilit y Hij a c ki n g 0 - 2. 3 0 0 5. 4 4 2. 3 9 2. 5 9 0 6. 2 1 0 7. 6 8 0 5 7. 3 4 6. 2 6 0 0 0. 2 1 0. 4 8 2. 6 6 0 6. 4 3 0 0
Bi d di n g d o w n wit h

Att a c h R ej e ct
0 - 0 3. 5 8 3. 8 0 0 0 5. 1 9 0 5. 6 2 0 0 5. 1 8 5 6. 1 1 0 2. 6 4 5. 8 5 0 1. 3 8 5. 2 8 0 0 1. 6 7

Bi d di n g d o w n wit h

T A Ur ej e ct
0 - 0 6. 2 6 0 0 1. 8 8 0 4. 7 4 4. 7 1 6. 3 5 3. 9 1. 3 7 1. 4 1 0 5 8. 9 6 0 0 0 4. 4 1 0 1. 0 9 4. 9 2 0

Bi d di n g d o w n wit h

S er vi c e R ej e ct
5. 4 5 - 0 0 0 9. 0 7 7. 9 8 0 0 0 6. 8 8 0 8. 3 8 0 3. 9 8 0 3 8. 8 3 6. 6 7 0 0 1. 6 3 0. 8 9 5. 1 5 0

M o bil e N et w or k M a p pi n g
( M N m a p) 0 - 0. 7 4 0 0 0 2. 1 8 0 0 0 0 1. 4 7 0 7. 8 4 5. 3 7 3. 8 7 0 3 8. 7 2 1 0. 3 8 0 1 0. 9 5 2. 3 1 0 8. 0 5

I n c ar c er ati o n wit h

rr c R ej e ct , rr c R el e as e
8. 3 4 - 1. 4 5 0 0 0 8. 9 9 0 3. 6 3 1 2. 1 1 0 0 6. 2 1 1. 8 8 5. 0 6 0 0 1. 2 3 3 6. 6 7 0 1. 1 3 0 0 3. 3 2

I n c ar c er ati o n wit h

rr c R e est a blis h R ej e ct
0 - 0 0 4. 4 9 0 0 6. 8 4 9. 3 4 0 0 0 3. 3 4 0 5. 7 8 3. 1 5 0 0 0 3 9. 3 8. 6 7 1. 5 4 8. 1 4 6. 3

R R C r e pl a y att a c k 0 - 0 2. 2 4 4. 8 0 0 0. 1 5 0 6. 4 7 0 1 1. 3 3 7. 3 4 7. 0 2 7. 7 7 0 0 1. 8 9 0 1 0. 5 9 3 6. 1 4 0 0 0
L ull a b y att a c k wit h

rr c R e c o n fi g ur ati o n
0 - 5. 6 5 7. 6 4 8. 7 5 0 6. 2 7 7. 5 3 0 0 5. 6 7 5. 4 5 0 0 0 0 8. 6 5 3. 4 7 3. 1 4 0. 3 0 3 7. 4 6 0 0

L ull a b y att a c k wit h

rr c R e est a blis h R e-

q u est

9. 9 4 - 4. 3 9 0 9. 9 5 5. 5 9 0 0 0 2. 2 9 0 0 0 0 0. 5 4 6. 7 3 8. 3 5 2. 9 3 6. 5 6 0 1 0. 1 3 0 3 2. 6 0

L ull a b y att a c k wit h

rr c R es u m e
0 - 4. 4 2 5. 6 8 2. 2 8 2. 3 3 0 0 4. 4 3 0 0 0 5. 7 7 3. 8 1 1. 7 3 0 0 5. 9 4 0 2. 4 2 0 0 0 5 9. 6 6

Ta bl e 1 7: R es h a p e d att a c k d et e cti o n (s h o w n i n p er c e nt a g e)
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