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Abstract— Control systems can be severely impacted by node
faults due to natural failures or malicious attacks. This paper
considers two design problems for unknown input observer
(UIO)-based fault detection schemes. First, we consider the
problem of choosing optimal detection thresholds to ensure the
fault is detected before safety violations occur while avoiding
false alarms. We derive bounds on the thresholds to ensure
that any constant-magnitude fault can be detected. Second,
we investigate the problem of ensuring that the fault detector
has adequate information to detect and isolate faults. We
derive sufficient conditions for the existence of a UIO as a
function of the available sensors, and prove that the problem
of selecting a minimum-size set of neighbors is equivalent to
matroid intersection, enabling polynomial-time approximation
algorithms. Our simulation results confirm that our approach
is able to detect faults before safety violations occur.

I. INTRODUCTION

Control systems are prone to faults, in which one or
more system states deviates from its prescribed dynami-
cal model. These failures occur due to equipment failure,
environmental disturbances, or deliberate attacks, and may
jeopardize stability and performance. Fault-tolerant control
focuses on ensuring desired system behavior in the presence
of disruptions such as actuator failures [1]. Fault-tolerant
control often involves detection mechanisms, in which an
estimator attempts to detect, localize, and mitigate failures
to preserve stability [2]–[4].

One such detection method is based on the widely-studied
approach of unknown input observers (UIO) [5]. Under this
approach, the detector constructs a UIO for each fault mode.
The UIO is designed to ensure that the state estimate is
decoupled from the corresponding fault mode. Hence, when
that fault mode occurs, the error of the corresponding UIO
will remain low, while all other estimators will experience
high errors, thus enabling the monitor to detect and localize
the fault. This approach can then be combined with mitiga-
tion mechanisms to restore the stability of the system.

This paper presents two contributions towards the devel-
opment of UIO-based fault detection. We first consider the
problem of selecting optimal detection thresholds. Setting the
threshold too high may result in the monitor failing to raise
an alarm before a safety violation occurs, while a low thresh-
old may cause false alarms due to noise and environmental
disturbances. Current approaches to threshold selection are
based on domain knowledge or heuristic methods [5], [6].
We propose a systematic approach that bounds the detection
time and then selects a minimum threshold to ensure that
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detection occurs before a safety constraint on the norm of
the system state is reached.

Our second contribution concerns the design of the ob-
server itself. The existence of a UIO relies on having
sufficient sensor measurements to decouple the fault and
reconstruct the true system state. We propose an approach
for selecting a minimum-cost set of sensors to guarantee
existence of a UIO. We prove that this problem is equivalent
to a minimum-cost matroid intersection problem, which can
be approximately solved up to a provable optimality bound
that is linear in the number of matroids. We evaluate our
approach through a numerical study and find that the number
of sensors remains constant as the system dimension grows
(reflecting the local nature of the fault detection problem).

The paper is organized as follows. Section II presents the
system model. Section III presents our problem formulation
and proposed approach. Section IV presents simulation re-
sults. Section V concludes the paper.

II. MODEL AND PRELIMINARIES

This section presents the system and fault models we
consider in this paper. We also present background on
unknown input observers and matroids.

A. System and Fault Models

The dynamics of x(t) are given by ẋ(t) = Ax(t)+Gd(t),
where d(t) ∈ Rp is a disturbance with ||d(t)||2 ≤ d for all t
and some d > 0. We assume that there is a safety constraint
of the form ||x(t)||2 ≤ ξ for some given constant ξ > 0
which must hold for all time t. The sensor data at time t is
given by y(t) ∈ Rm where y(t) = Cx(t).

The fault modes are indexed in a set F = {1, . . . ,M}. For
the fault mode k ∈ F , the corresponding system dynamics
are

ẋ = Ax+ Ekfk +Gd.

We consider single-state faults where Ek is an n-dimensional
column vector with (Ek)i = 1 if i is the failed state in mode
k and (Ek)i = 0 otherwise.

B. Unknown Input Observers

The system maintains an observer for each fault pattern k,
which computes a time-varying state estimate x̂k(t) ∈ Rn.
Following the approach in [6], the observer for fault mode
k has internal state qk(t) and dynamics

q̇k(t) = Fkqk(t) +Kky(t) (1)
x̂k(t) = qk(t) +Hky(t) (2)

for matrices Fk, Kk, and Hk of appropriate dimension.



The estimator is an unknown input observer (UIO) for
fault k if limt→∞ ||x(t)− x̂k(t)||2 = 0 for any value of the
fault signal fk(t) when d(t) ≡ 0. The following result gives
sufficient conditions for (1)–(2) to define a UIO.

Proposition 1 ( [6]): Suppose that F i
k is Hurwitz and

Kk = K1 +K2, Fk = A−HkCA−K1C

K2 = FkHk, T
i
k = I −HkC

(HkC − I)Ek = 0

Then (1)–(2) is a UIO.
We denote the error zk(t) = x(t)−x̂k(t). The existence of

matrices satisfying the conditions of Proposition 1 depends
on the choice of monitoring nodes. The following gives
conditions for existence of a UIO based on the fault matrix
Ek and the monitoring matrix C.

Proposition 2 ( [6]): For the system with dynamics (1),
the sufficient and necessary condition to ensure the exis-
tence of a UIO using the measurements of a single node
i decoupled from a faulty node p is

rank(CEk) = rank(Ek)

rank
[
sI −A Ek

C 0

]
= n+ rank(Ek)

for all s ∈ C with nonnegative real parts.

C. Background on Matroids

In what follows, we give background results on matroids,
which can be found in [7].

Definition 1: A matroidM = (V, I) is defined by a finite
set V and a collection I of subsets of V satisfying: (i) ∅ ∈ I,
(ii) if B ∈ I, then A ∈ I for all A ⊆ B, and (iii) if
A,B ∈ I and |A| < |B|, then there exists v ∈ B \ A such
that (A ∪ {v}) ∈ I.

A basis of M is a maximal independent set, i.e., a set
A ∈ I such that there is no set B ∈ I that contains A. The
rank of a matroid is equal to the cardinality of a basis of the
matroid. The rank function of a matroid ρ : 2V → Z≥0 is
defined by

ρ(A) = max {|T | : T ∈ I, T ⊆ A}

with ρ(A) = |A| iff A ∈ I. The following lemma enables
us to construct matroids from rank functions.

Lemma 1: Suppose that V is a finite set and ρ : 2V →
Z≥0 satisfies: (i) ρ(∅) = 0, (ii) (ρ(A∪{v})−ρ(A)) ∈ {0, 1}
for all A ⊆ V and v ∈ V , and (iii) for any A ⊆ B ⊆ V and
v ∈ V , we have ρ(A ∪ {v}) − ρ(A) ≥ ρ(B ∪ {v}) − ρ(B)
(submodularity). Then the tuple M = (V, I) with A ∈ I iff
ρ(A) = |A| is a matroid.
We denote a matroid M constructed from a function ρ
satisfying the conditions of Lemma 1 as the matroid induced
by ρ.

Consider a collection of vectors {v1, . . . , vn} ⊆ Rm. We
can define a matroid M = (V, I) with V = {1, . . . , n} and
A ∈ I if the collection of vectors {vi : i ∈ A} is linearly
independent. The rank function ρ(A) of this matroid is equal
to the rank of the matrix with columns {vi : i ∈ A}.

Finally, if M = (V, I) is a matroid, then define M∗ =
(V, I∗) with A ∈ I∗ if (V \ A) is a basis of M. It can be
shown thatM∗ is a matroid, which is referred to as the dual
of matroid M.

III. PROBLEM FORMULATION

We consider the following policy [4] for UIO-based fault
detection and identification. We maintain a bank of observers
x̂k(t), k = 1, . . . ,M , as described in Section II-B. We let
rk(t) = y(t) − Cx̂k(t). Fault k is detected at time t if
||rk(t)|| ≤ ψk and ||rm(t)|| ≥ ψm for all m ̸= k. This
approach is motivated by the fact that, if fault k occurs,
the signal rk(t) associated with UIO k is unaffected, since
that UIO is decoupled from k. On the other hand, all other
estimators are not decoupled from fault k, and hence will
experience high values of r (Fig. 1).
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Fig. 1: Schematic illustration of our approach.

This section presents the formulation and solution ap-
proach for the two problems considered in this paper, namely
selecting monitoring thresholds and choosing the set of nodes
to act as observers. For the latter problem, we consider a
scenario where the system is unable to construct a UIO using
only the available sensor measurements, and must place
additional sensors to construct the observer and detect the
fault.

A. Selection of Observer Thresholds

Definition 2: The UIO-based FDI scheme described
above is safe if (i) fk(t) ≡ 0 for all k implies that ||rk(t)|| ≤
ψk for all t, k; (ii) fk(t) ≡ fk for t ≥ 0 and some fk
with |fk| ≤ fmax implies that ||rk(t)|| ≤ ψk and either
||x(t)|| ≤ ξ for all t, or there exists time t′ ≥ 0 such that
||rm(t′)|| ≥ ψm for all m ̸= k, and ||x(t)|| ≤ ξ for all
t ∈ [0, t′].

Property (i) implies that there are no false alarms in
the detection, while property (ii) implies that, if there is a
constant fault of any magnitude, then the fault is detected
correctly before the state x(t) enters the unsafe region.
Constant faults with known maximum amplitude could occur,
for example, when a fault causes an actuator to be stuck
in a fixed position, which is bounded by physical device
constraints. Based on the above definition, we have the
following problem formulation.

Problem 1: Given a collection of unknown input ob-
servers as described in Section II-B, choose thresholds ψk,
k = 1, . . . ,M such that the resulting FDI scheme is safe.

We make the following assumptions about the state and
estimator dynamics.



Assumption 1: The matrix A is symmetric and negative
definite with largest eigenvalue −λ, where λ > 0. The zero-
state L∞ gain from d(t) to rk(t) is bounded above by γk >
0. The matrix Fk is Hurwitz for all k and satisfies ||eFktz|| ≤
e−βkt||z|| for all z. The initial states and estimation error
satisfy ||x(0)|| ≤ ϕ and ||zk(0)|| ≤ θk. for some positive
constants ϕ and θk, k = 1, . . . ,M . We assume that ξ ≥ ϕ,
i.e., this system is initialized in a safe state.

Under these assumptions, the following theorem gives
conditions for selecting the thresholds to ensure safety.

Theorem 1: Let the conditions of Assumption 1 hold.
Suppose that for each k, we have γkd ≤ ψk. Define gk,m(w)
by

gk,m(w) =

(
ξ + 1

λ ||Em||w + 1
λ ||G||d

ϕ+ 1
λ ||Em||w + 1

λ ||G||d

)−βk/λ

and define gk,m(w) by

hk,m(w) = ||C(Fk)
−1TkEm||w

− ||C||gk,m(w)(||C(Fk)
−1TkEm||w + θk).

Suppose that hk,m(w) − γkd ≥ ψk for all w ∈[
ξλ−||G||d
||Em|| , fmax

]
and all m, k ∈ {1, . . . ,M} with k ̸= m.

Then the UIO-based FDI scheme is safe.
Proof: The approach of the proof is to derive a lower

bound W on the first time t when ||x(t)||2 = ξ under fault
mode m. We will then show that ||rk(W )|| ≥ ψk for all
k ̸= m, thus proving that condition (ii) of Definition 2 holds.

As a preliminary, we let x∗ = −A−1Emfm denote the
equilibrium of the network dynamics under the constant fault
fm, and let (zk)∗ = (Fk)

−1TkEmfm denote the equilibrium
of the estimation error zk. Next, we define ẑk = zk − (zk)

∗,
so that

˙̂zk = Fkẑk + TkGd.

We first derive an upper bound on ||x(t)||. We have

||x(t)||

≤ ||eAtx(0)||+ ||
∫ t

0

eA(t−τ)Em dτ |||fm|

+||
∫ t

0

eA(t−τ)Gd(τ) dτ ||

≤ e−λt||x(0)||+
∫ t

0

||eA(t−τ)Em|| dτ |fm|

+

(∫ T

0

||eA(t−τ)G dτ

)
d

≤ e−λt||x(0)||+
(∫ t

0

eλ(t−τ) dτ

)
(||Em|||fm|+ ||G||d)

= e−λt(ϕ− 1

λ
||Em|||fm| −

1

λ
||G||d)

+
1

λ
(||G||d+ ||Em|||fm|) ≜ x̄(t)

It follows that x(t) is monotone nondecreasing if
1
λ (||Em|||fm| + ||G||d) ≥ ϕ and monotone decreasing
otherwise with x(0) = ϕ, implying that we can restrict our

attention to the case |fm| ≥ ϕλ−||G||d
||Em|| . Furthermore, note

that limt→∞ x(t) = 1
λ (||G||d+ ||Em|||fm|), which gives an

upper bound on ||x(t)|| for all t. Hence in order to guarantee
the safety property, it suffices to detect the fault when
1
λ (||G||d+ ||Em|||fm|) ≥ ξ, i.e., when |fm| ≥ ξλ−||G||d

||Em|| .
Now, let W ≥ 0 satisfy x̄(W ) = ξ. Rearranging terms

yields

W =
1

λ
log

{
ξ + 1

λ ||Em|||fm|+ 1
λ ||G||d

ϕ+ 1
λ ||Em|||fm|+ 1

λ ||G||d

}
.

Since ||x(W )|| ≤ x̄(W ), we must have ||x(W )|| ≤ ξ. Hence
if ||rk(W )|| ≥ ψk for all k, then condition (ii) for safety
holds. We have that

||rk(W )||
= ||Czk(W )|| = ||C((zk)∗ + ẑk(W ))||
≥ ||Cz∗k|| − ||Cẑk(W )||
≥ ||C(Fk)

−1TkEm|||fm| − ||CeFkW ẑk(0)|| − γkd
≥ |C(Fk)

−1TkEm|||fm| − ||C||e−βW ||ẑk(0)|| − γkd

Substituting the value of W yields

||rk(W )||
≥ ||C(Fk)

−1TkEm|||fm| − γki d

−||C||

(
ξ + 1

λ ||Em|||fm|+ 1
λ ||G||d

ϕ+ 1
λ ||Em|||fm|+ 1

λ ||G||d

)−β/λ

||ẑk(0)||

= ||C(Fk)
−1TkEm|||fm| − ||C||gk,m(|fm|)||ẑk(0)|| − γkd

Now, we have ||ẑk(0)|| = ||zk(0) − (zk)
∗|| ≤ ||zk(0)|| +

||(zk)∗||. Hence we have

||rk(W )|| ≥ ||C(Fk)
−1TkEm|||fm| − γkd

−||C||gk,m(|fm|)(||C(Fk)
−1TkEm|||fm|+ θk)

Thus the conditions of the theorem imply that the FDI
scheme is safe.

We can therefore ensure safety if we select the threshold
ψk to ensure that hk,m(w) − γkd ≥ ψk for all w ∈[
ξλ−||G||d
||Em|| , fmax

]
. This can be checked by iterating over

possible values of w within the interval
[
ξλ−||G||d
||Em|| , fmax

]
.

In the case where the fault magnitude is insufficient to cause
safety violations, our proposed approach may still be able to
detect the fault, although it is not guaranteed by Theorem 1.

B. Selection of Monitoring Nodes

The preceding analysis assumed that a UIO could be
constructed based on the available sensor measurements.
However, this approach may fail if the set of measurements
is insufficient to enable a decoupled observation of the fault
k, as characterized by Proposition 2. In this scenario, we
can place additional sensors to recover more data. In what
follows, we formulate the problem of choosing a minimum-
cost set of sensors in order to ensure the decoupling property.
Unlike the preceding section, the following results do not
make any assumptions on the fault signals fk.



Formally, we let µj be the cost to add a sensor for state
j. We let S denote the set of sensors, and let C(S) denote
the induced observation matrix.

Problem 2: Select a set of nodes S in order to minimize∑
j∈S µj while satisfying the conditions of Proposition 2.
Our approach to addressing Problem 2 leverages the

following sufficient condition.
Lemma 2 ( [8]): There exists a UIO for system (1) that

is decoupled from faulty node k if (i) rank(C(S)Ek) =
rank(Ek) and (ii) (A−HC(S)A,C(S)) is a detectable pair,
for some matrix H satisfying (I −HC(S))Ek = 0.

One challenge of applying the preceding lemma is that
the matrix H is itself part of the UIO design. We give a
construction for H as follows.

Lemma 3: Let k be a faulty node with k ∈ S. Without
loss of generality, suppose the first row of C(S) has a 1 in
the k-th entry and 0s elsewhere. Then the matrix H with
Hk1 = 1 and all other entries 0 satisfies (I −HC)Ek = 0.

Proof: By definition of the matrices H and C(S), we
have the (j, l)-entry is given by

(HC(S))jl =

{
1, j = k, l = k
0, else

Hence, we have that (I−HC(S)) is a diagonal matrix with
a 0 in the (k, k) entry and 1’s elsewhere. Since Ek is a vector
with a 1 in the k-th entry and 0’s elsewhere, the we have
(I −HC(S)) = 0.

Let Zk(S) denote the value of HC(S) under this choice of
H . Then (Zk(S))kk = 1 and all other entries of (Zk(S)) are
zero, regardless of the other nodes in S. We therefore omit
S and write HC(S) = Zk, and the condition of Lemma 2
is equivalent to (A− ZkA,C(S)) being detectable.

Next, letting λ1, . . . , λL denote the eigenvalues of (A −
ZkA) with nonnegative real parts, we define functions
ρk,0, . . . , ρk,L : 2V → Z as

ρk,0(S) = rank(C(S)Ek)

ρk,j(S) = rank
(
A− ZkA− λjI

C(S)

)
−rank(A− ZkA− λjI)

By convention, let ρk,0(∅) = 0.
Lemma 4: The functions ρk,0, . . . , ρk,L are matroid rank

functions.
Proof: We need to show that for each j ∈ {0, . . . , L},

ρkj(S) satisfies (i) ρkj(∅) = 0, (ii) for any v, (ρkj(S ∪
{v}) − ρkj(S)) ∈ {0, 1}. We consider the cases j = 0 and
j ∈ {1, . . . , L}, and (iii) ρkj(S) is submodular separately.
j = 0: If S = ∅ then C(S) = 0 and hence ρk0(S) = 0.

We have that rank(C(S∪{v})Ek)− rank(C(S)Ek) is equal
to 0 if C({v})Ek is in the span of the rows of C(S)Ek and
1 otherwise, implying property (ii). Finally, if C({v})Ek is
in the span of the rows of C(S)Ek, then C({v})Ek is in the
span of the rows of C(T )Ek for any T with S ⊆ T . Hence
ρk0 is a matroid rank function.
j ∈ {1, . . . , L}: If S = ∅, then by definition ρk,j = 0. We

also have that ρkj(S ∪ {v}) − ρkj(S) = 0 if C({v}) is in

the row space of (
A− ZkA− λjI

C(S)

)
and is equal to 1 otherwise. This implies (ii) and (iii).

We let Mk,0, . . . ,Mk,L denote the matroids induced by
rank functions ρk,0, . . . , ρk,L. We can then describe the
necessary and sufficient conditions for existence of UIO in
terms of matroid constraints on S.

Theorem 2: There exists a UIO decoupled from fault
mode k if, for each j ∈ {0, . . . , L} there exists Tj ⊆ S
such that Tj is a basis for the matroid Mk,j .

Proof: We have that a set T is a basis for a matroid
M with rank function ρ iff ρ(T ) = |T | and |T | is equal
to the maximum value of ρ. We first consider Mk,0. Note
that ρk0(S) = rank(C(S)Ek) ≤ rank(Ek). Hence the first
condition of Proposition 2 holds iff ρk0(S) = rank(Mk0),
which is satisfied iff S contains a basis of Mk0.

Next, we consider j ∈ {1, . . . , L}. We have that

rank
(
A− ZkA− λjI

C(S)

)
≤ n

Hence the second condition of Proposition 2 holds iff
ρkj(S) = rank(Mkj) for j = 1, . . . , L, i.e., if S contains a
basis of Mkj for j = 1, . . . , L.

The following corollary will allow us to develop an
equivalent matroid optimization formulation for Problem 2.

Corollary 1: There exists a UIO decoupled from fault
mode k if and only if (V \ S) ∈M∗

k0 ∩ · · · ∩M∗
kL.

Proof: The condition that S contains a basis of Mkj

is equivalent to V \ S lying in the dual matroid M∗
kj . The

result then follows from Theorem 2.
From Corollary 1, Problem 2 is equivalent to

minimize
∑

j∈S µj

s.t. (V \ S) ∈M∗
k0 ∩ · · · ∩M∗

kL

(3)

which, by setting R = V \ S is equivalent to

maximize
∑

j∈R µj

s.t. R ∈M∗
k0 ∩ · · · ∩M∗

kL

(4)

Eq. (4) is a maximum matroid intersection problem. While
NP-hard in general, efficient approximation algorithms ex-
ist. One such approach is given in Algorithm 1. Letting
µ(S) =

∑
j∈S µij , the following gives optimality bounds

for Algorithm 1.
Proposition 3 ( [9], Corollary 3.1): Algorithm 1 returns

a set S satisfying µ(S) ≥ 1
Lµ(S

∗), where S∗ is the optimal
solution to (4).

Furthermore, if L = 1 (i.e., there is only a single unstable
mode), then (4) is a matroid intersection problem that can
be solved in polynomial time [9].
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Fig. 2: (a) Example of our proposed fault detection approach. We computed the thresholds using the method of Theorem 1.
(b) Number of sensors needed as a function of node degree.

Algorithm 1 Matroid intersection algorithm to solve (4)
1: Initialize: v ← argmaxµj , S ← {v} b← 1.
2: while b == 1 do
3: b← 0
4: if ∃S′ with |S′\S| ≤ 2, |S \S′| ≤ 2(L+1), µ(S′) ≥(

1 + ϵ
n(L+2)

)
µ(S) then

5: b← 1, S ← S′

6: end if
7: end while
8: Return S

IV. SIMULATION STUDY

We simulated our approach on a linear system described as
follows. Each node i followed grounded Laplacian consensus
dynamics given by

ẋi(t) =


−
∑

j∈N(i)Wij(xi(t)− xj(t))− 3xi(t),

i ∈ {1, . . . , 5}
−
∑

j∈N(i)Wij(xi(t)− xj(t)),
i ∈ {6, . . . , n}

with weights Wij chosen uniformly at random from [0, 10]
with Wij = Wji. The additional term −3xi(t) for i ∈
{1, . . . , 5} ensures that the system matrix A is negative
definite. The network topology G was chosen as a geometric
random graph, in which each node had a position chosen
uniformly at random within a deployment area in Y ⊂ R2

independent of all other nodes, and an edge existed between
two nodes if they were within distance 1 of each other. The
area |Y | of Y was varied in order to ensure a desired average
node degree via the formula davg = π

|Y |n.
For each simulation, the safety threshold was chosen as

ξ = 100, maximum disturbance d = 0.01, ϕ = 0.1, and
θk = 0.1 for all k. We first simulated our proposed approach
for setting the detection threshold in a network of 10 nodes
with a highly connected topology (average degree equal to
8). We considered two fault modes with V1 = {5}, and
V2 = {6}. We chose the UIO parameters to ensure that the
matrix Fk was Hurwitz for each k with eigenvalues ranging

from −1 to −10. The maximum fault amplitude was set to
fmax = 1000. Our proposed approach selected thresholds
that detected the faults when fmax ≥ 10. For smaller values
of the fault magnitude, the faults were insufficient to cause
safety violations.

The results are shown as Fig. 2(a). The blue curve indi-
cates the norm ||x(t)||, while the red dashed line shows the
safety threshold. Each vertical black line shows the detection
time for one of the monitoring nodes for the faulty node
when k = 6. All monitoring nodes detect the fault before
the safety violation occurs.

We next examined the effect of the network topology on
the number of sensors needed to ensure existence of a UIO.
This enabled us to evaluate the practicality of our approach,
as well as determine which network parameters influenced
the effectiveness of the fault detection. We considered a
network of n = 20 nodes. Using Algorithm 1, we determined
the average number of sensors needed to detect each fault
as a function of the average node degree. Each data point
represents an average over 50 independent random trials. We
found that the total number of sensors was roughly 6-7.

We also studied the number of sensors needed as a
function of network size when the average node degree was
equal to 4. We found that there was no clear relationship
between the number of nodes in the network and the average
number of sensors, suggesting that detecting faulty nodes is
primarily a local phenomenon, and hence is determined by
local network connectivity.

V. CONCLUSION

This paper studied the problem of fault detection in LTI
systems. We investigated an unknown input observer (UIO)-
based approach, with a focus on two design decisions.
First, we formulated the problem of selecting detection
thresholds in order to ensure that faults are identified before
safety violations occur, while avoiding false alarms. We
constructed thresholds with provable safety guarantees for
LTI systems. Second, we formulated the problem of selecting
a minimum-cost set of sensors to ensure existence of a
UIO. We proved that our derived conditions are equivalent



to a matroid intersection problem and proposed polynomial-
time approximation algorithms. A simulation result revealed
that our threshold selection ensured detection prior to a
safety violation. Future works should explore formulations
for nonlinear systems. We will also consider distributed
consensus-based UIO in our future work.
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