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ABSTRACT 
The CyberAI Programs of Study (PoS) represent a pioneering step in integrating Artificial Intelligence 
(AI) with cybersecurity education. Sponsored by the U.S. National Science Foundation (NSF) and 
developed in collaboration with the U.S. National Security Agency’s (NSA) National Centers of 
Academic Excellence in Cybersecurity (NCAE-C), the CyberAI initiative (www.towson.edu/cyberai)  
aims to produce a workforce adept in both cybersecurity skills and AI competencies. This paper presents 
the knowledge areas produced in collaboration with 200+ individuals, with two distinct programs of study 
– SecureAI, securing the lifecycle of AI, and AICyber – using AI tools and techniques in cybersecurity.  
A review highlighting the evolution of cybersecurity educational standards and the growing necessity of 



 
  
 

 

 

interdisciplinary AI integration in higher education is presented. Further, this paper outlines the 
development and validation processes for new Knowledge Units (KUs) supporting these programs, 
presents findings from pilot implementations, and discusses a validation framework aligned with the U.S. 
National Institute of Standards and Technology (NIST) NICE Framework and the U.S. DoD Cyber 
Workforce Framework (DCWF) standards. 
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1 Introduction 
Artificial Intelligence (AI) is revolutionizing every domain it touches, and cybersecurity is no 

exception. With the rise of generative AI, deep learning systems, and intelligent automation, both the 
attack surface and defense mechanisms in cybersecurity are undergoing rapid transformation. 
Consequently, the future cybersecurity workforce must possess foundational and advanced skills in AI 
to address the emerging challenges and leverage AI-enabled tools for offense and defense. 
In response to this imperative, the U.S. National Security Agency’s (NSA) National Centers of 

Academic Excellence in Cybersecurity (NCAE-C), in collaboration with the U.S. National Science 
Foundation (NSF), spearheaded the creation of two AI-focused cybersecurity programs: SecureAI and 
AICyber. These Programs of Study (PoS) incorporate novel Knowledge Units (KUs) that equip students 
with foundational knowledge that leads to competencies spanning cybersecurity fundamentals, AI 
governance, adversarial learning, and AI-driven security assessments. This paper presents the KUs and 
outlines the motivation, framework, development methodology, and validation mechanisms behind these 
novel KUs. 



 
  
 

 

2 Literature Review 
The evolving threat landscape and rapid integration of AI require the development of standards for 

post-secondary cybersecurity and AI (CyberAI) programs. Despite growing enrollment in cybersecurity 
programs, substantial discrepancies persist between what is taught and industry expectations and 
requirements [1]. Moreover, AI is increasingly embedded into technology, cybersecurity, and associated 
frameworks, yet lacks analogous standardized curricular units or validation mechanisms. 

2.1  Cybersecurity and AI Competent Workforce 
A workforce competent in cybersecurity and AI is critical to national security, economic 

competitiveness, and social trust. The global economy increasingly relies on digital infrastructure, data 
analytics, and autonomous systems. Reports from the World Economic Forum (WEF) [2] and U.S. 
Bureau of Labor Statistics (BLS) [3] predicted exponential growth in professionals skilled in 
cybersecurity, AI, and data governance. This growth exacerbates the existing workforce gap that is 
estimated at over 4.7 million globally [4] and over 500,000 within the U.S. [5]. Additionally, employers 
identify lack of skills, hiring freezes, budget cuts, employee burnout and turnover, and layoffs as 
challenges related to maintaining a competent workforce [2][4]. Further, ISACA [6] found that 
organizations identified the shortage of AI security skills as a strategic risk and that AI skills and 
training are increasingly essential [7]. 
The convergence of AI and cybersecurity in the workplace intensifies this need. AI systems are 

increasingly deployed in sensitive decision-making roles, such as fraud detection, access control, and 
behavioral analytics. These tasks carry high risks if compromised by adversarial attacks. The U.S. 
National Institute of Standards and Technology’s (NIST) AI Risk Management Framework (RMF) [8] 
acknowledged that the risks posed by AI are unique in many ways including how AI systems are trained, 
complex deployments making maintenance and management challenging, and the socio-technical nature 
of AI systems. This requires professionals to understand cybersecurity and AI to be capable of designing 
secure algorithms, detecting AI algorithms, utilizing AI-enhanced tools in Security Operations Centers’ 
(SOCs) daily activities, and ensuring responsible AI governance [9]. 

2.2  Guidelines in Cybersecurity Education 
Cybersecurity curricular guidelines have emerged from academia, industry training, and government 

programs with minimal convergence. The NIST’s National Initiative for Cybersecurity Education 
(NICE) Framework for Cybersecurity [10] the Knowledge, Skills, Abilities, and Tasks (KSATs) to 
bridge the needs of educators, industry, and practitioners. Due to confusion and similarities to Skills, the 
NICE framework and DCWF removed Abilities to include only Tasks, Knowledge, and Skills (TKSs) 
[11]. Additionally, the Cybersecurity Body of Knowledge (CyBOK) [12], Cybersecurity Curricula 2017 
Guidelines [13], and European Cybersecurity Education and Professional Training: Minimum Reference 
Curriculum [14] provided additional guidelines from U.S. and international perspectives. Dkaidek and 
Rashid [15] conducted a comparative study of these frameworks to identify the strengths in global 
applicability, interdisciplinarity, and curriculum guidance. Further, Towhidi and Pridmore [16] 
suggested that using Bloom’s taxonomy with the NICE Framework [10] can support the educational 
curriculum development. Despite these frameworks, challenges remain in standardizing cybersecurity 



 
  
 

 

 

education. Mukherjee et al. [17] and Ismail et al. [18] identified curricula gaps across programs 
worldwide, particularly in the areas of experiential learning and socio-technical domains. The imbalance 
between theoretical and hands-on skills impacts graduate employability and employer satisfaction [19]. 

2.3  AI Education: Emerging Needs and Gaps 
AI capabilities have transitioned from niche technologies to essential workplace tools and are 

increasingly integrated into corporate and consumer technologies. Institutions increasingly develop and 
integrate AI programs and curricula to respond to employer demand, and students increasingly view AI 
literacy and responsible use as critical for career preparedness [20]. AI literacy is the ability to 
understand, use, monitor, and critically reflect on AI applications. 
There are many approaches to integrating AI into current educational constructs. Southworth et al. 

[21] recommended integrating AI literacy across disciplines throughout K12 and post-secondary 
education as a minimum learning outcome. Additionally, Walter [22] promoted developing skills in 
prompt engineering, AI literacy, and the cultivation of critical thinking skills as crucial for education. In 
response, institutions are adopting policies [23] and exploring hybrid programs and certificates in 
applied AI and those that integrate cybersecurity fundamentals [24] [25], though enforcement and 
standardization remain inconsistent. Unlike cybersecurity education frameworks, AI education lacks a 
standardized set of knowledge units linking competencies and job functions. This gap becomes 
increasingly problematic as workforce frameworks have begun establishing AI-related workforce 
requirements. The U.S. Department of Defense (DoD) Cybersecurity Workforce Framework (DCWF) 
outlined 54 work roles, of which 11 fall within the Data/AI category [26]. DCWF provides an 
opportunity to build upon and complement the NICE Framework for cybersecurity and AI work roles’ 
TKSs, yet education programs lack structured guidance for developing AI-related curriculum. 

2.4  Gaps and Future Directions for AI and Cybersecurity Standards 
Knowledge Units (KUs) represent discrete curricular building blocks tied to defined learning 

outcomes. KU-based curricula enhance transparency and comparability across programs. These require 
periodic updates and adoption. Developing and deploying validated KUs and validation programs for 
cybersecurity and AI are a priority for academia and a strategic national imperative. Workforce 
readiness depends on embedding these competencies across disciplines, supported by evidence-based 
curricular standards. 
The lack of AI-specific KUs and specifically, those related to cybersecurity, provides an opportunity 

to develop these KUs mapped to industry needs and NICE Framework and DCWF work roles. AI 
knowledge units could align with the existing frameworks previously outlined or mapping to ABET 
guidelines that emphasize ethics, computing foundations, and interdisciplinary understanding [27]. 
Despite this, curriculum designers must contend with evolving technologies, cybersecurity threats, AI 
tools, limited faculty expertise, and institutional bureaucracies.  Standards development requires 
collaboration across academia, accrediting bodies, and industry to ensure relevance, quality, and 
flexibility. 
Beyond technical skills, a competent workforce requires adaptability, ethical reasoning, and systems 

thinking, which are considered essential attributes for navigating complex, high-stakes environments. 



 
  
 

 

Additionally, integrating cognitive thinking skills and technical-centric and human-centric skills [28] 
leads to programs that empower cybersecurity professionals. 

3 Methodology 
The rapid pace of development for the SecureAI and AICyber KUs represents a significant departure 

from traditional curriculum design timelines. Driven by the urgency of integrating AI competencies into 
cybersecurity education, the entire KU development cycle—from initial drafting to live release—was 
accomplished in under five months. This accelerated timeline was made possible through the combined 
use of AI-assisted drafting tools, coordinated national workshops, and a highly engaged academic 
community. The swift iterations of the "Straw Man" and the current "Stone Man" versions illustrate a 
model of agile curricular guidelines responsive to technological change and workforce demands. The 
development of SecureAI and AICyber KUs followed a structured, iterative approach led by a 
consortium of twelve subject matter experts (SMEs) from nine NSA-designated Centers of Academic 
Excellence (CAE) institutions. These experts included representatives with prior experience developing 
academic KUs, professional frameworks, and standards. 
Initial drafts began with six "Straw Man" versions and culminated in a final "Stone Man" draft, 

incorporating feedback from workshops, webinars, and federal stakeholders. In addition to human input, 
AI assistants were also employed to assist with the formulation of learning outcomes and KU 
descriptions, reflecting a novel and efficient use of generative AI in curriculum guideline development 
[29]. The final Stone Man version incorporated input from over 200 individuals, including educators, 
practitioners, federal partners, and academic stakeholders engaged throughout the development process. 
Each KU consists of a title, description, learning outcomes, topics, and notes. Learning outcomes are 

grounded in Bloom’s Taxonomy and designed to support diverse pedagogical models, including 
experiential and lab-based learning. The KUs were structured to allow alignment across varying 
academic levels and disciplines, supporting modular and stackable credentials. 
The KU development was guided by principles of national scalability, cross-disciplinary relevance, 

and responsiveness to technological trends. Feedback loops ensured transparency and refinement 
through broad community input, and validation workshops ensured the final KUs met both academic 
rigor and workforce relevance. 

4 Programs of Study (PoS) 
The “StoneMan” [30] document contains detailed information on the Programs of Study (PoS) and 

KUs. CyberAI programs were broken down into two distinct PoS defined below and outlined in the 
Thought Model (Figure 1): 

• Security of AI (SecureAI): Securing AI systems and infrastructure throughout their lifecycle. 
• AI for Cybersecurity (AICyber): Leveraging AI to support traditional cybersecurity.  



 
  
 

 

 

 

Figure 1: CyberAI Curriculum Guideline thought model. The “CD” and “CO” refer to the NSA 
CAE designations. 

This initiative defined a KU as a thematic grouping that encompasses multiple, related KU outcomes 
and learning topics [30]. A KU outcome is a specific assessment of a concept associated with a 
particular KU [30]. Each KU was developed based on a specified structure, including the following: 

• Name: Used to identify a KU followed by a three-letter key used for indexing in data structures 
[30]. 

• Description: Short narrative description of the scope and contents of the KU with the intent to 
provide students with [basic/intermediate/advanced] awareness of [details] [30]. 

• Outcomes: Description of student-based outcomes associated with the KU [30]. 
• KU Topics: A list of elements in the KU listed in an appropriate hierarchy of detail [30]. 
The KUs for each PoS are broken down into Cyber Foundational, AI Foundational, Core, and 

Optional KUs (Figure 2). Cyber Foundational and AI Foundational are consistent across Programs of 
Study. Cyber Foundational KUs include Cybersecurity Fundamentals (CSF), IT Systems Components 
(ISC), Basic Scripting and Programming (BSP), and Math Fundamentals (MAF). AI Foundational KUs 
include AI Governance, Laws, and Ethics (AIG); AI Fundamentals (AIF); and Machine Learning 
Fundamentals (MLF). Core and Optional KUs align with the overarching requirements for each PoS. 
SecureAI Core KUs include Computer Science Foundations (COF), Advanced Math for AI (AVM), 
Securing the AI Lifecycle (AIL), Machine Learning Algorithms (MLA), Deep Learning (DPL), 
Adversarial Learning (ADL), and Optional KUs include Model Selection, Evaluation, and Specification 
(MES) and Risk Management of AI (AIR). AICyber Core KUs include Basic Networking (BNW), 
Network Defense (NDF), and AI for Security Assessment (AIS), Optional KUs include Defensive 
Applications of AI (DFA), and Offensive Applications of AI (OFA). 



 
  
 

 

 

Figure 2: CyberAI PoS KU Breakdown and Alignment 

5 Validation Framework and Pilot Implementation 
Validation of the SecureAI and AICyber PoS followed National Centers of Academic Excellence in 

Cybersecurity (NCAE-C) protocols adapted for AI integration. As outlined in the 2024 CyberAI PoS 
Validation Requirements document [31], programs seeking validation must demonstrate alignment with 
foundational, core, and optional KUs, submit detailed curriculum maps, provide course syllabi with lab 
exercises, and document program-level learning outcomes tied to NICE/DCWF work roles. Applying 
institutions must maintain one of the NCAE-C designations: Cyber Operations (CAE-CO) and/or Cyber 
Defense (CAE-CD). 
Pilot implementations took place across 16 institutions (with most four-year colleges) beginning in 

March 2025. Four institutions applied for SecureAI and 12 institutions for AICyber. These pilots were 
preceded by peer reviewer selection, faculty mentor training, and intensive workshops. Feedback from 
student artifacts, faculty surveys, and validation rubrics informed final adjustments to both the KU 
documents and validation tools. 
Institutions applied using a formal adjudication rubric and were required to submit KU alignment 

evidence, student work samples, and proof of continuous improvement cycles. A major innovation was 
the use of digital equivalency metrics for courses with multiple sections, allowing for uniform validation 
while accommodating institutional diversity. 
The pilot phase concluded in June 2025 and the first validated programs will be officially recognized 

by October 2025. These PoS serve as exemplars for future implementations across the CAE-CD and 
CAE-CO communities. 

6 Future Work and Conclusions 
The integration of AI into cybersecurity education presents numerous challenges, many of which 

emerged during the development and pilot of the SecureAI and AICyber Programs of Study. Foremost 
among these is the rapid evolution of AI tools and techniques, which necessitates continual curriculum 
updates. Unlike foundational math and computer science topics,  cybersecurity topics, and AI 
developments often outpace academic publishing cycles, requiring institutions to adopt more agile 
content review and delivery models. 



 
  
 

 

 

Another challenge is the interdisciplinary nature of AI. Ethical, legal, and societal implications of AI 
must be embedded within technical courses. This task requires collaboration between computer science, 
engineering, policy, and humanities faculty. The Knowledge Units, specifically AI Governance, Laws, 
and Ethics (AIG), addresses these issues, but institutions must go beyond checkbox compliance to foster 
meaningful student engagement with these topics. 
Scalability also remains a critical concern. Institutions with limited resources may struggle to offer 

AI-focused lab experiences, especially those involving adversarial testing or deep learning frameworks. 
Centralized repositories shared virtual environments, and national consortia like the CAE Community of 
Practice (CoP) can alleviate some of these barriers. Additionally, faculty members with expertise in 
cybersecurity and AI are limited, further limiting the scalability of these programs. 
Despite these obstacles, the SecureAI and AICyber KU models offer a promising template for 

modernizing cybersecurity and AI education. By leveraging national frameworks and aligning with 
national priorities, these PoS support institutional innovation while maintaining rigorous validation 
standards. The integration of AI assistants during KU development also opens a new frontier for AI-in-
the-loop curriculum design, reducing faculty burden while enhancing quality assurance [29]. 
In conclusion, the development and validation of AI-integrated KUs represent a transformative step in 

cybersecurity and AI education. These frameworks ensure that graduates possess both foundational 
security knowledge and fluency in AI tools and ethics. As technology continues to evolve, programs that 
embed adaptability, interdisciplinarity, and continuous improvement into their core will be best 
positioned to prepare the next generation of cybersecurity professionals. 
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