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Abstract

Vertical Federated Learning (VFL) enables multiple clients
with feature-partitioned data to collaboratively train models
while preserving privacy by transmitting embeddings instead
of raw data. However, such embeddings can still expose sen-
sitive attributes (e.g., gender or race) unrelated to the target
task, making them vulnerable to attribute inference attacks.
Most existing privacy strategies may provide extra protec-
tion, but at the cost of reduced accuracy and excessive privacy
budget. In this paper, we propose a novel equilibrium-driven
VFL framework with selective privacy protection for sensi-
tive attributes that are difficult to isolate from embeddings,
thereby enhancing local privacy with minor accuracy com-
promise. We introduce two key innovations: (1) a NashCoder,
which incorporates a surrogate head to jointly optimize ac-
curacy and privacy; (2) an adaptive decomposition strategy
based on Shapley values, which dynamically decomposes the
global objective for distributed optimization from an equi-
librium perspective. We theoretically analyze our framework
and empirically evaluate it on three public datasets against
five baselines, demonstrating significant improvements in the
accuracy-privacy trade-off under various privacy settings. Ex-
tensive experimental results support our theoretical analysis.

1 Introduction

Federated Learning (FL) is a distributed learning paradigm
that enables multiple clients to collaboratively train models
while preserving data privacy. FL can be categorized into
two main types: Horizontal Federated Learning (HFL) and
Vertical Federated Learning (VFL). In HFL, data is hori-
zontally partitioned across different clients, with each client
holding a different sample space but sharing the same feature
space. In contrast, VFL involves vertical partitioning across
different clients, with each client holding a different fea-
ture space but sharing the same sample space. Specifically,
clients with distinct but complementary feature spaces col-
laboratively train models for mutual benefit. For instance, in
healthcare, different hospitals hold various medical features
for the same patients and collaborate on diagnostics. In mul-
timodal scenarios, different modalities for the same samples
are held by distinct clients (e.g., cloud service providers) due
to privacy concerns (Peng et al. 2024), while they collabo-
rate on a global target task, as shown in Fig. 1 (a). VFL ini-
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Figure 1: We aim to (1) design NashCoder to obfuscate sen-
sitive attributes, and (2) balance the trade-off between global
accuracy and local privacy from an equilibrium perspective.

tially protects privacy by (1) splitting the feature space so
that each client holds only a partial dataset, and (2) training
local models that map raw data into meaningful representa-
tions (embeddings) for transmission.

However, an honest-but-curious server or a potential at-
tacker may gain access to these embeddings and maliciously
infer sensitive attributes (e.g., gender or race) that are unre-
lated to the target task by feeding the embeddings into an
adversarial classifier. This type of threat is known as an at-
tribute inference attack (Liu et al. 2022a) and is the focus
of this work. Notably, the sensitive attributes are commonly
predefined and privately known to each client when aiming
to enhance privacy. However, they are not in the form of
features that can be easily isolated or removed, and are in-
evitably reflected in the embeddings to some extent for two
reasons. First, low-level features are entangled, e.g., the tar-
get task (emotion) prediction can be informally expressed as
§ = f(x), while the sensitive attribute (gender) prediction
is 2 = g(x), both based on the input x. Thus, sensitive at-
tributes cannot be easily removed by dropping a few selected
dimensions from «, as one might do by deleting specific pri-
vate columns from a CSV file. Second, ¢(-) is unknown in
practice, making it nearly impossible to isolate the sensitive
attribute. Thus, embeddings inherently carry privacy leakage
risks and are vulnerable to attribute inference attacks.



Most existing privacy-enhancing methods in VFL, such
as Differential Privacy (DP) (Tran et al. 2023), Homomor-
phic Encryption (HE) (Gong et al. 2023), and Secure Multi-
client Computation (MPC) (Huang et al. 2023; Li, Yao, and
Liu 2023), provide additional protection, but often at the
cost of degraded target task accuracy and excessive privacy
overhead, as they fail to identify which attributes are worth
protecting. In contrast, adversarial learning-based privacy
protection has gained significant attention in non-FL con-
texts (Wang et al. 2023; Li et al. 2021, 2020). This strategy
enables a more tailored approach by enhancing privacy only
for sensitive attributes without affecting other useful infor-
mation, thereby incurring minor accuracy compromise for
the downstream target task.

Challenges. However, VFL poses several new challenges.
First, clients hold distinct feature spaces and may inherently
possess different sensitive attributes, which we refer to as
heterogeneous privacy, such as race for image clients, polit-
ical affiliation for text clients, and gender for audio clients.
Second, enhancing local privacy inevitably degrades global
target task accuracy, reflecting the “no free lunch” principle
and leading to an accuracy-privacy trade-off. Third, these
challenges must be addressed in a distributed setting, where
clients perform local optimization without a global view,
making it difficult to balance the trade-off, as privacy is ad-
Jjusted locally while accuracy is achieved globally.

Solutions. We propose an equilibrium-driven VFL frame-
work with selective privacy protection for sensitive attributes
to enhance privacy with minor accuracy compromise. To fa-
cilitate efficient distributed optimization, we decompose the
global objective, which captures the accuracy-privacy trade-
off, into multiple local objectives tailored to each client.
Since each client can only optimize its local model with
conflicting objectives, the problem naturally lends itself to
a game-theoretic interpretation. We introduce two key in-
novations: (1) a NashCoder, which incorporates a surrogate
head to jointly optimize for accuracy and privacy; and (2)
a Shapley-based adaptive decomposition strategy that dy-
namically reshapes local objectives in a non-uniform yet fair
manner, thereby constructing a better equilibrium model.

Contributions. (1) We formulate a novel and practical
VFL problem that accounts for heterogeneous privacy and
accuracy-privacy trade-off. (2) We design NashCoder to se-
lectively obfuscate sensitive attributes, enhancing local pri-
vacy with minor global accuracy compromise. (3) We pro-
pose a Shapley-based adaptive decomposition strategy that
dynamically reshapes local objectives to construct a better
equilibrium model in a distributed setting. (4) We provide
theoretical analysis and evaluate our framework on three
public datasets against five baselines, demonstrating a better
accuracy-privacy trade-off across various settings. Extensive
experimental results support our theoretical analysis.

2 Related Work

There are two lines of VFL: one assigns an active party (la-
bel holder) and passive parties that transmit partial gradients,
while the other, adopted in this work and widely used in re-
cent VFL studies, transmits embeddings to enable flexible

feature space partitioning and support arbitrary server mod-
els for feature fusion (Peng, Lu, and Xu 2024). Most existing
VFL studies focus on two problems: (1) How to improve
efficiency? Methods include compression techniques such
as sparsification and quantization (Castiglia et al. 2022),
asynchronous coordination (Castiglia, Wang, and Patterson
2023), and feature selection (Castiglia et al. 2023). (2) How
to improve model effectiveness? VFL approaches include
self-supervised (He et al. 2024), semi-supervised (Sun et al.
2023) and knowledge-distillation-based (Gao et al. 2024).

However, these works either rely on the flawed assump-
tion that embeddings are privacy-preserving (which is not
true) or adopt generic privacy strategies such as DP (Tran
et al. 2023), HE (Gong et al. 2023), and MPC (Huang et al.
2023), some of which target inference attacks (Luo et al.
2021). Such one-size-fits-all privacy-enhancing strategies
often degrade the performance of downstream target tasks
and incur excessive privacy overhead as per no free lunch.

Adversarial learning-based methods (Wang et al. 2023; Li
et al. 2021, 2020) share a similar privacy-enhancing motiva-
tion to obfuscate sensitive attributes. However, they are lim-
ited to non-FL settings and are not applicable to VFL setting,
where privacy is adjusted locally while accuracy is achieved
globally. Put differently, in VFL, the conflicting objectives
among clients make distributed optimization challenging, as
each client must balance global accuracy gains with local
privacy costs without a global view.

3 Problem Formulation

To clearly formulate our problem, we clarify the usage of
several symbols: [-] denotes a set of elements, o represents
the composition of functions, and {-} denotes sets of fea-
tures, labels, or models depending on the context.

We consider a VFL system consisting of K clients and
a server. The dataset x € RV>*M is vertically partitioned
among the K clients, where N is the number of samples
and M is the feature dimension. We define the dataset for
client k (k € [K]) as & € RN*Me (M = Y25 | My,). The
i-th row of x corresponds to a sample z° (i € [N]), where
each sample ' is composed of feature subsets held by each
client k, denoted as z%, such that z* = {z%,..., 2% }. Each
2% is associated with a target task label y* and privacy task
labels {z,i}le, each corresponding to client-specific sensi-
tive attributes. For example, if the global target task is emo-
tion recognition, sensitive attributes may vary across dif-
ferent clients: race for images, political affiliation for text,
and gender for audio. These attributes are unrelated to the
global target task and are not in the form of easily isolated
features, thus posing privacy risks (e.g., vulnerability to at-
tribute inference attacks). Each client & locally holds an en-
coder model, parameterized by 0, implementing an embed-
ding function Ay (+). The server holds the server head model,
parameterized by 6, and a loss function £(-) for the target
task, which combines embeddings received from clients.

Threat Model. A potential external attacker (or curious
server) may gain access to the embeddings and maliciously
infer sensitive attributes (e.g., gender or race) unrelated to
the target task, as illustrated in Fig. 1(b). This is known as



an attribute inference attack, which can be formulated as a
classification problem where the attacker feeds the embed-
dings into an adversarial classifier for prediction. However,
in practice, clients lack knowledge of the attacker’s model
and only know which attributes (e.g., gender) are sensitive
to them. To mimic the potential attacker’s behavior, each
client k locally trains a surrogate head g to approximate
the attribute inference attack and employs a privacy loss
function ¢;(-) to measure the inference ability, as part of
our approach detailed in Section 4.2. A similar threat model
has been adopted in several privacy-related works in non-FL
contexts (Li et al. 2020, 2021; Wang et al. 2023).

Unlike standard VFL formulations, we explicitly account
for heterogeneous privacy and accuracy-privacy trade-off,
both posing key challenges in real-world distributed settings,
and integrate them into the global VFL objective:

maxe F(0) :==u(0) —a - 3 ck(@r), (D

where © = {6y,01,...,0k} represents the global model,
« controls the trade-off between accuracy and privacy, u(-)
is a predefined accuracy utility function that quantifies the
global model’s performance on the target task, and c(-) is
a predefined privacy cost function that captures the potential
privacy risk for client &, with details deferred to Section 4.2.
Our objective is to train the global model © in a distributed
manner that maximizes the global value function F'(©), de-
fined as the difference between the globally achieved accu-
racy utility and the sum of local privacy costs.

While the global objective is well-defined and practical
in real-world scenarios, solving it is challenging due to the
distributed nature of feature-partitioned data. To enable dis-
tributed training, we decompose the global value function
into a set of local value functions, one for each client k:

fu(©) :=qr-u(®) —a-cx(0r), Vkel[K], (2

where gy, is a decomposition weight that satisfies >, g =
1. This decomposition allows us to express the global value
function as F\(©) := > (k) fr(©), enabling each client

to focus on maximizing its local value, i.e., maxg fi(O).
Letqg = {q1,...,qx } denote the decomposition vector. The
choice of decomposition for g can significantly influence the
final training outcome, highlighting the importance of an ef-
fective decomposition strategy, detailed in Section 4.3.

A Novel Equilibrium Perspective. Although the global
value function F'(©) in Eq. (1) can be decomposed into mul-
tiple local value functions f;(©) in Eq. (2), each client k
cannot directly maximize its local value f;(©) since it only
maintains its local model 6, rather than the entire model
O, i.e., the absence of a global view. To explicitly capture
this dependency, we express the local value function fj(©)
as fi (0, ©_1), where O _, = {01 }121 denotes the rest of
the model excluding 6. This lack of global control naturally
leads to a game-theoretic interpretation, in which each client
k is a player aiming to maximize its local value f (0, ©_)
by optimizing its local model 6} under © _j. In this multi-
agent setting, a Nash Equilibrium (NE) provides a natural
solution concept, representing a stable state in which no
client can improve its local value fx (0, ©_j) by unilater-
ally adjusting its local model 6.

Definition 3.1 (Equilibrium Model). A global model ONE is
an equilibrium model if, for all k¥ € [K],

fr(0FF, 08%) > fiu(0;,0N%), VO, #6.F.  (3)

Here, we focus on the equilibrium conditions among the
K clients, excluding the server. Since all clients adjust their
local models based on the same server head 6, i.e., their ob-
jectives remain aligned with 6y, we can focus on optimizing
the local models {61, ..., 0k} in a distributed manner.

4 Methodology
4.1 Overview of our VFL Framework

To illustrate the core idea of VFL, we first describe an ideal-
ized training algorithm, disregarding practical communica-
tion and computation constraints. The training proceeds in R
global rounds, where each round r consists of local updates
performed independently by each client.

Idealized Training. At the start of round r, each client
k initializes its local model as 9,’;“’ = 9;_1, using the con-
verged local model from the previous round, and trains it
using local dataset xj. The local training process involves
iteratively applying (stochastic) gradient descent, updating
GZ’t at each local step ¢, and continuing until convergence.
Since each client k requires embeddings from other clients
{k'} i1 and server head 6y to compute its local partial
gradients, information exchange is essential. However, com-
munication occurs only at the end of each round r. Conse-
quently, during local updates in round r, client & only has ac-
cess to the embeddings from other clients {k’} 4/, from the
last round. Let hy (60}; 1) denote the embeddings generated
by client k using its locally converged model ¢;. We define
®" = {hi(0r; k), as the concatenated embeddings
from all clients at the end of round 7. During local updates in
round r, client k updates its local encoder 6, based on fresh
embeddings hy (6},"; x1,) computed using its current encoder
GZ’t, and stale embeddings from other clients {k'} /. from
the last round, denoted as ®”, = {hy (0}, % @) brrzn
At the end of each round r, clients upload their fresh em-
beddings to the server, which then redistributes the concate-
nated embeddings ®” and server head 6 to all clients for
the next round of training. Equivalently, by the end of each
round 7, each client £ updates its local model 6}, by solving
0, = argmaxg, fr(0k, @Tkl), while the global model ©"
is updated by composing the locally updated models {6}, }.

Practical Training. While conceptually clear, the above
idealized training paradigm poses significant computational
and communication challenges. Each global round can be
time-consuming, as it may require many local updates for
model convergence. Besides, sharing embeddings over the
entire dataset causes substantial communication overhead,
which is also impractical. To mitigate computational and
communication overhead, we adopt two practical training
strategies: (1) Fixed number of local updates: We perform
@ local updates per round to improve efficiency while main-
taining effective model training. (2) Mini-batch training: In-
stead of updating on the entire dataset, training is performed



on a sampled mini-batch 5. These two efficiency improve-
ment strategies have been widely adopted in recent VFL
works (Castiglia et al. 2022, 2023; Castiglia, Wang, and Pat-
terson 2023) and are orthogonal to our work, which focuses
on heterogeneous privacy and accuracy-privacy trade-off.

4.2 NashCoder: Selective Privacy Protection

We now present NashCoder, which replaces the standard
encoder in VFL and leverages adversarial training to selec-
tively obfuscate (client-specific) sensitive attributes that are
otherwise difficult to isolate and eliminate. We illustrate the
proposed training methodology in Fig. 2.

The training of NashCoder is guided by the following two
conflicting objectives, expressed from an information per-
spective: (1) Global accuracy objective: The output embed-
ding hy, should capture as much useful information as pos-
sible to collaborate with other clients and achieve high ac-
curacy on the global target task. (2) Local privacy objective:
The output embedding hj should convey as little sensitive
attribute information as possible to enhance local privacy.

For the local privacy objective, as discussed in the threat
model in Section 3, since the client lacks knowledge of the
attacker’s model and only knows which attribute is sensitive
to itself, each client k locally trains a surrogate head g to
approximate the behavior of a potential attacker (e.g., adver-
sarial classifier) with the following objective:

ming, & SN 4 (gx © hi(8x;75), 24) )
where (y(-) is the local privacy task loss measuring the sur-
rogate head’s ability to infer sensitive attribute.

To jointly optimize global accuracy and local privacy in a
distributed setting, the client locally trains the NashCoder 0y,
and the surrogate head g; under a given g and « by solving
the following problem: ming, [gx - £(-) — a - ming, £ (-)],
where £(-) represents the global target task loss. Further-
more, in practice, the globally achieved accuracy provides
utility to all participants, modeled by a server-defined utility
function w(-), which quantifies the real-world utility (e.g.,
monetary benefits) of the global model’s performance. Sim-
ilarly, local privacy leakage imposes a local cost on each
client k, modeled by a client-defined cost function c¢(+),
which captures real-world costs (e.g., monetary loss) as a
function of the privacy attack’s effectiveness. For training
purposes, we let u(-) depend on the target task loss instead of
the accuracy, and ¢ (+) depend on the local privacy task loss
instead of the attack accuracy. By combining the local pri-
vacy cost and the decomposed global accuracy utility, each
client solves the following min-max optimization problem:
ming, [a-maxg, cx(gk,0k) —qr - u(fk, ©—_k)], and local up-
dates alternate between 6 and gy, in practice. Thus, given a
qr (e.g., qx = %, Vk) and «, we train 6 using the follow-
ing objective to address heterogeneous privacy and balance
trade-off between global accuracy and local privacy:

ming, % Zfil [a - (Ur(gr © hi(Og; a:i), z}f))

Local privacy cost
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Figure 2: (1) Each client k£ selectively obfuscates client-
specific sensitive attributes via NashCoder ), by incorpo-
rating a surrogate head gy, for local adversarial training. (2)
The server adaptively updates the decomposition weight g
for each client k. Downloads occur at the start of each global
round, and uploads occur at the end. The spark denotes train-
ing, while the snowflake denotes a fixed state.

Note that u(-) and ¢ () are predefined by the problem and
not designed by our algorithm; their role is simply to con-
vert different losses into meaningful values for joint accu-
racy and privacy training. As a toy example for illustration,
we may set u(z) = —x, where the globally achieved accu-
racy utility is the negative of the target task loss; similarly
for ¢i. Besides, 6y and ®_j are only shared at the start of
each round for efficiency, which is widely adopted by VFL
paradigms (Castiglia et al. 2022, 2023). Such efficiency im-
provements are orthogonal to our main contribution priori-
tizing accuracy-privacy trade-off.

4.3 Adaptive Decomposition

So far, we have assumed a fixed decomposition vector q and
a given gy, for each client k in Eq. (5). However, the choice of
q clearly impacts training outcomes, and it remains unclear
which decomposition should be used. The simplest strategy
is a uniform decomposition, i.e., g = % for each client k,
which promotes equal contributions to the global model per-
formance, as shown in Fig. 3 (left). However, this method is
clearly suboptimal, as different clients contribute unequally
to the global target task depending on the importance of their
provided embeddings. Another decomposition strategy that
naturally arises is the weight-based approach, but it is still
essentially a fixed decomposition, and it remains unclear
how to fairly assign different g5 values to each client k in
practice. Notably, accuracy is achieved globally and privacy
is adjusted locally in VFL; thus, the trade-off balance differs
from the non-FL setting and naturally lends itself to a game-
theoretic interpretation. Different decomposition strategies
for g lead to different games and result in different equi-
librium models. Our goal is to find a better decomposition
strategy to construct a better equilibrium model by reshaping
the value functions { fi }c|x) in Eq. (2), thereby enhancing
overall outcomes reflected in a better trade-off.

To this end, we propose an adaptive decomposition strat-
egy from an equilibrium perspective, which dynamically ad-



justs the decomposition weights {qx },c[x) based on each
client’s contribution. Specifically, we use the Shapley value
to evaluate each client’s marginal contribution to the global
target task at the end of each round in a non-uniform yet fair
manner, which guides the decomposition of g in the next
round. For clarity, we omit ¢(-) and other unnecessary no-

tations below. To ensure Zszl qr = 1, we use a normal-
ized utility for any subset of clients S C [K], computed

as: 4(O7[S]) = %. Here, u(©"[9]) is the ac-
curacy utility achieved by coalition .S, and u(©"[0]) is the
utility achieved by the empty coalition. The marginal contri-
bution of each client k to the global model performance is
quantified by how much the accuracy utility increases when
adding k to a coalition S. For any coalition .S, the marginal
contribution of client &k is 4(©"[S U {k}]) — a(O"[S]),
Thus, the decomposition weight q; is computed by: qZ“ =

Sscp R (6(07[S U {k}) — a(07[S])).
An important motivation for using the Shapley value is
that the decomposition should be entirely determined by the
server, based solely on each client’s marginal contribution
rather than client-reported local values f; that incorporate
client-defined privacy costs cg; that is, the decomposition
is privacy-cost-agnostic to avoid imbalances caused by cy.
Moreover, most existing studies (Liu et al. 2024, 2022b;
Castiglia et al. 2022) suggest that the number of clients K
is typically small in VFL, as the number of splittable fea-
tures (modalities) is limited in practice (unlike HFL, which
involves many clients). Thus, the computational cost of cal-
culating exact g, on a powerful server is relatively minor. We
offer a sampling-based approximation for g, to address po-
tential scalability issues in extreme cases where K is large.
However, we do not claim this efficiency improvement as
our core contribution, as it is orthogonal to our main objec-
tive of balancing the trade-off from an equilibrium view.

4.4 Theoretical Analysis

We first demonstrate that, under common L-smoothness as-
sumptions (L1, Ly, L3), our idealized training with adaptive
decomposition converges to an equilibrium model.

Theorem 4.1 (Convergence). Define C £ 37, 37 s (x\ (1)

SIS yr 1Ly, Ly, Ly satisfy 2Ly LsC+ Ly < 1, then
the global model © and decomposition vector q obtained
by our distributed algorithm converge to stable O and q'.
Moreover, O is an equilibrium model under q'.
Furthermore, given any decomposition vector g and trade-
off parameter o, we bound the gap between the correspond-
ing NE and the global optimum under common smooth-
ness assumptions parameterized by constants L, Ly, L., and
Ly, where Lo = maxye(k) Lex and Ly = maxpe(x) Lg ks
which depend on the privacy cost functions {c }1e[x] and
the decomposition weights {qx } rc[k]. respectively.
Theorem 4.2 (Bound between NE and the global optimum).
If1 — Ly(K — 1) > 0, let ©°PT denote the global optimum
and ONE(q) denote the NE solution of F(©) under q. Then,
the gap between F(©°FT) and F(ONE(q)) is upper bounded
by: | F(69°T) — F(OM(q))|| < aL(Lo + r={5K—).
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Figure 3: We construct a better NE by adaptively reshaping
the value functions through global objective decomposition.

This upper bound aligns with the intuition that the NE so-
lution approaches the global optimum as o« — 0 (i.e., all
clients care only about global accuracy utility and ignore
local privacy cost, as in standard VFL). Detailed assump-
tions and proofs of Theorems 4.1 and 4.2 are provided in the
Appendix (Peng 2025) due to page limit. The “Theory vs.
Practice” discussion is deferred to Section 5.4, showing that
extensive experimental results under various privacy settings
align with our theoretical analysis.

5 Experiments

We aim to investigate the following three questions in our
experiments to validate our framework and theoretical anal-
ysis. The corresponding results and analyses are presented in
Sections 5.2, 5.3, and 5.4, respectively: Q1: Can we achieve
a better trade-off when sensitive attributes are homogeneous
across clients? Q2: Can we achieve a better trade-off when
sensitive attributes are heterogeneous? Q3: How and why do
key components and parameters affect performance?

5.1 Experimental Setup

Datasets: We adopt three publicly available datasets cov-
ering different VFL applications and tasks. (1) IEMOCAP
consists of visual, text, and audio modalities recorded from
multiple actors during conversations (Busso et al. 2008). The
target task is set as emotion recognition, while the privacy
task is set as gender prediction, as gender is unrelated to the
target task but can be maliciously inferred. (2) MIMIC-III is
a collection of medical records of patients admitted to ICUs.
Each sample has up to 76 features, such as vital signs and
medications within a period (Johnson et al. 2016). The target
task is set as the prediction of in-hospital mortality (IHM).
The privacy task is set as predicting a length of stay (LOS)
longer than two days, as this attribute can be maliciously in-
ferred for strategic insurance pricing. (3) CelebA contains a
large-scale collection of facial images, each labeled with 40
binary attributes (Liu et al. 2015). The predictions of “smil-
ing” and “gray hair” are set as different global target tasks,
while the predictions of “male” and “young” are set as dif-
ferent privacy tasks (client-specific sensitive attributes).
Baselines: (1) Standard VFL transmits embeddings in-
stead of feature-partitioned data but is vulnerable to poten-
tial attacks. (2) DP-Gaussian applies DP in VFL by inject-
ing Gaussian noise to enhance privacy (Wang et al. 2024).
(3) DP-Laplacian adopts DP in VFL by injecting Laplacian
noise (Ovi et al. 2023). (4) C-VFL employs a compression



strategy by pruning embeddings, which enhances privacy as
a byproduct (Castiglia et al. 2022). (5) Ours with uniform de-
composition (q = %, Vk) serves as an important baseline
to highlight the advantages of our adaptive decomposition.

Implementation and Metrics: We run all experiments
on NVIDIA GeForce RTX 4090 GPUs. Essential imple-
mentation details and metrics are provided below. For some
imbalanced datasets, we use the F1 score instead of accu-
racy. In the following, (1) and (/) indicate that higher or
lower values correspond to better performance. For [IEMO-
CAP, we partition the data across three modalities for three
clients. The privacy task metric is the F1 score for gender
prediction (), and the target task metric is the weighted
F1 score for emotion recognition (7). For MIMIC-III, we
partition up to 76 features across two clients and increase
the number of clients K for scalability experiments in Sec-
tion 5.4. The privacy task metric is the F1 score for LOS>2
(}), and the target task metric is the F1 score for IHM (1),
since only 16% of samples are positive (i.e., most patients
did not experience IHM). For CelebA, each image is ver-
tically split into two parts for two clients, which is com-
monly used for feature partitioning in VFL (Sun et al. 2023;
Castiglia et al. 2022). We use the potential attacker’s accu-
racy for predicting “male” and “young” as metrics for local
privacy task performance (), and accuracy for predicting
“smiling” and “gray hair” as metrics for two different global
target tasks (1). Notably, the privacy metrics, evaluated from
the potential attacker’s perspective, align with those used in
adversarial-learning-based methods in non-FL contexts (Li
et al. 2020, 2021; Wang et al. 2023), and are widely adopted
in attribute inference attacks (Liu et al. 2022a).

5.2 Results of Homogeneous Sensitive Attributes

To answer Q1, we first set the sensitive attributes of dif-
ferent clients to be homogeneous (note that clients are un-
aware of this homogeneity and c; may differ). For each
dataset, we present two types of results. First, we compare
our method against the baselines to observe the overall trend
in the accuracy—privacy trade-off. Each method (except the
standard VFL, which ignores privacy) is repeated five times
under different values of . In other words, each point with
the same marker represents the performance of a method un-
der a fixed . The horizontal axis indicates the global tar-
get task performance collaboratively achieved by all clients,
while the vertical axis indicates the average privacy per-
formance across all clients. As shown in Fig. 4 on IEMO-
CAP and MIMIC-III, our method consistently approaches
the optimal accuracy—privacy trade-off compared with the
baselines. The lower right corner corresponds to better tar-
get task accuracy from the server’s view and worse privacy
task accuracy from the surrogate’s view, as our method se-
lectively obfuscates sensitive attributes with less accuracy
compromise. Notably, our adaptive decomposition achieves
better performance by assigning higher weights to clients
with greater contributions in a non-uniform yet fair manner.

Second, we show each client’s individual performance
under a fixed «. The horizontal axis still represents the tar-
get task performance, while the vertical axis indicates each
client’s individual privacy task performance (solid, hollow,
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Figure 4: Overall trade-off trend between global accuracy
and (average) local privacy on IEMOCAP and MIMIC-III.

and bordered markers denote different clients). As shown
in Fig. 5, our method achieves a better trade-off, as clients
not only collaboratively improve global accuracy utility but
also reduce local privacy costs to maximize their individ-
ual value. Put differently, we construct a better equilibrium
model by adaptively reshaping the value functions.
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Figure 5: Individual trade-off between accuracy and privacy.

5.3 Results of Heterogeneous Sensitive Attributes

To answer Q2, we conduct experiments on CelebA by as-
signing heterogeneous privacy tasks (“male” and “young”)
to two clients (each with half of the facial image) as-
sociated with the same target task. Besides, we perform
experiments on two different target tasks (“smiling” and
“gray hair”) to demonstrate broad applicability. As shown
in Fig. 6, our method achieves a better accuracy-privacy
trade-off than baselines. Thus, it is suitable for personalized
privacy objectives commonly seen in real-world distributed
settings, where accuracy is achieved globally and privacy
is adjusted locally. Here, the server adjusts decomposition
weights solely based on each client’s utility contribution.
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Figure 6: Client-level accuracy-privacy trade-off when sen-
sitive attributes are heterogeneous under two target tasks.



5.4 Impact of Key Components and Parameters

To answer Q3, we conduct more experiments including ab-
lation studies. Results on MIMIC-III are presented, with
similar trends observed on the other two datasets.

Impact of Adversarial Training. As shown in Fig. 7 (a),
our method selectively obfuscates sensitive attributes with-
out affecting other useful information via adversarial train-
ing. Thus, for the target task, our method closely approaches
the performance of standard VFL, which is impractical in
the real world as it ignores privacy cost. Besides, although
the surrogate head is a relatively shallow classifier and effi-
cient to train, we further investigate its computational cost.
As shown in Fig. 7 (b), the smaller the shadow areas, the
better, i.e., privacy can be enhanced via adversarial training.
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Figure 7: (a) Convergence (b) Impact of adversarial training.

Impact of Adaptive Decomposition. As shown in Fig. 8
(left), our method with adaptive decomposition achieves a
better accuracy-privacy trade-off compared to uniform de-
composition. This is because the server dynamically adjusts
gy, to reshape the value functions fj, for each client k based
on their past contributions in a non-uniform yet fair man-
ner, thereby helping construct a better equilibrium model in
a distributed manner and improving overall outcomes.
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Figure 8: Impact of adaptive decomposition and dynamic gy.

Impact of o. As shown in Fig. 9 (left), increasing «
causes the value function to assign greater weight to pri-
vacy cost. However, changes in « are applied equally to all
clients, i.e., @ can only balance the trade-off between accu-
racy and privacy, but it cannot reshape the value functions to
construct a better equilibrium model, as our method does.

Impact of K. As shown in Fig. 9 (right), increasing K
slightly degrades the global target task performance, as a
fixed number of feature dimensions is distributed across
more clients, causing each client to maintain a narrower

feature space and rely on a larger proportion of stale in-
formation during local updates. Moreover, a larger K also
decreases the F1 score of the privacy task, as fewer (split)
features make it harder for the surrogate model to infer sen-
sitive attributes. Besides, since the number of splittable fea-
tures (modalities) is limited in practice, K is typically small
in VFL. As a result, scalability becomes a relatively minor
concern compared to the accuracy and privacy trade off.
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Figure 9: Impact of « (left) and impact of K (right).

Theory vs. Practice. Extensive experimental results in
Figs. 4 to 6 under homogeneous and heterogeneous sensi-
tive attributes, the convergence and improved privacy perfor-
mance via adversarial training in Fig. 7, the adaptive decom-
position results in Fig. 8, and the evaluation across different
trade-off parameters a and numbers of clients K in Fig. 9
collectively demonstrate the effectiveness of our framework.

Importantly, these results align with our theoretical analy-
sis in Theorem 4.1, which shows that the global model © and
decomposition vector g, obtained through our distributed al-
gorithm, converge to stable values Ot and qT, where OF is
an equilibrium model under g'. Such an equilibrium model
achieves a better trade-off between global accuracy and lo-
cal privacy. Furthermore, we show in Theorem 4.2 that our
NE solution approaches the global optimum as o — 0 (i.e.,
when all clients care only about global accuracy and ignore
local privacy costs, as in standard VFL), thereby highlight-
ing the practicality of our distributed algorithm in real-world
scenarios, where clients not only benefit from global accu-
racy gains via collaboration but also incur local privacy costs
that must be carefully balanced in a distributed setting.

6 Conclusion

In conclusion, we formulate a novel and practical VFL prob-
lem that explicitly accounts for heterogeneous privacy and
the accuracy-privacy trade-off, and propose an equilibrium-
driven VFL framework to solve it via global objective de-
composition. We introduce two key innovations: (1) Nash-
Coder, which incorporates a surrogate head to jointly opti-
mize global accuracy and local privacy; and (2) an adaptive
decomposition strategy based on Shapley values, which dy-
namically decomposes the global objective for distributed
optimization from an equilibrium perspective. We theoreti-
cally analyze our framework and empirically evaluate it on
three public datasets against five baselines, demonstrating
significant improvements in the accuracy-privacy trade-off
under various privacy settings. Extensive experimental re-
sults further support our theoretical analysis.
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