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Abstract—Hamming Quasi-Cyclic (HQC) has been selected in
the last round of the post-quantum cryptography standardization.
The HQC decryption involves decoding a concatenated Reed-
Muller (RM) code and Reed-Solomon (RS) code. The error-
correcting capability of the decoding algorithms decides the
codeword length, which in turn determines the key size and
the ciphertext size, and affects the implementation complexity.
Previous HQC instantiations have adopted hard-decision RS
decoding, which is straightforward but offers limited error-
correcting performance. This paper proposes soft-decision RS
decoding for HQC in order to improve the correction capability
and accordingly reduce the codeword length. Soft information is
extracted from intermediate results of RM decoding to determine
the reliability of RS decoder input symbols with small hardware
overhead. The trade-off between error-correcting performance
gain and implementation complexity is analyzed across various
soft-decision decoding schemes, and erasure-only RS decoding
is selected. Furthermore, low-complexity hardware architectures
are developed for the soft information extraction and erasure-
only RS decoder. For HQC-128, the proposed soft-decision
decoding achieves a 13% reduction in codeword length compared
to the current HQC specification with smaller estimated logic
area and shorter latency for overall HQC decryption module.

I. INTRODUCTION

In response to the challenges of quantum computing pos-
ing to conventional cryptosystems, the National Institute of
Standards and Technology (NIST) initiated the post-quantum
cryptography (PQC) standardization process [1]. In the most
recent round, the code-based finalists included the McEliece
cryptosystem [2]—[5], Bit Flipping Key Encapsulation (BIKE)
[6]-[8], and Hamming Quasi-Cyclic (HQC) [9], and the HQC
was selected for final standardization [10].

The HQC decryption process is composed of polynomial
multiplication and subtraction, followed by the decoding of
a concatenated Reed-Muller (RM) and Reed-Solomon (RS)
code. To satisfy the security requirements of HQC-J, the
decoding failure rate (DFR) must be below 2~* [9]. The DFR
is decided by the error-correcting performance of the decoding
algorithms and the lengths of the codes.

The polynomial operations have been optimized in [11],
[12]. The designs in [13]-[15] put together existing hardware
architectures for the steps to implement the overall HQC
system. The data flow was manually optimized to reduce the
latency. High-level synthesis [16] and hardware-software co-
design [17] were also explored in prior work. Algorithmic
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optimizations have been proposed for constrained processors
[18], and a unified architecture for different security levels
is designed in [19]. However, previous implementations use
hard-decision RS decoders. Compared to hard-decision RS
decoding, RS decoding algorithms that utilize soft inputs,
which are reliability information of the received symbols, can
achieve the target DFR with a shorter codeword length. This
means that the sizes of the keys and ciphertexts can be reduced.
This paper proposes an efficient soft-decision RS decod-
ing solution for the HQC system. Our proposed scheme
effectively utilizes the soft reliability information generated
during RM decoding to greatly improve the error-correcting
performance and correspondingly reduce the codeword length
without causing any hardware overhead. First, the type of soft
information that can be made available and the error-correcting
performance of the RS decoder are jointly evaluated. By an-
alyzing the achievable error-correcting performance gain, the
complexity of the soft-decision RS decoder, and complexity
of soft information extraction of various schemes, it was
proposed to utilize erasure-only RS decoder. The extracted soft
reliability information is ranked to identify the least reliable
symbol positions, which are marked as erasures, to improve
the error-correcting capability. Then low-complexity hardware
architectures are developed for the soft information extraction
and erasure-only RS decoder. For HQC-128, the proposed
design reduces the codeword length by 13% compared to the
current specification while achieving smaller estimated area
and shorter latency for the overall HQC decryption module.

II. BACKGROUND INFORMATION

The HQC-public key encryption (PKE) scheme is composed
of three components: key generation, encryption, and decryp-
tion. It operates over binary field GF(2) in the polynomial
quotient ring R = GF(2)[X]/(X™ — 1). Each polynomial in
the ring can be also represented by a vector consisting of its co-
efficients. In key generation, x and y of fixed weight w, along
with h, are sampled from R. Then the secret key and public
key are generated as sk = (x,y) and pk = (h,s = x + hy),
respectively. The encryption randomly samples ry and ro of
weight w, and error polynomial e with weight w, from R.
Then the public key is used to encrypt a message m into a
ciphertext ¢ = (u = r1 + hry,v = mG + sry + €), where
mG denotes the codeword generated by encoding m using
concatenated RM and RS codes. In decryption, the polynomial
v —uy is processed by a concatenated RM and RS decoder to



TABLE I
HQC PARAMETER SETS [9]

Sec. level (bits)[ RM code [ RS code [ n [ w [ Wy = We
128 384, 8 46,16 17669 66 75
192 640, 8 56,24 35851 100 114
256 640, 8 90, 32 57637 | 131 149
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Fig. 1. DFRs of the concatenated RM [384, 8] and RS [Ngg, 16] code for
HQC-128.

retrieve the original message m. The version of HQC selected
for final standardization is Key Encapsulation Mechanism
(KEM), which is constructed from the PKE components to
securely establish a shared secret key. However, the same
concatenated RM and RS codes are utilized.

The HQC decryption carries out RM decoding followed by
RS decoding. Denote the length and dimension of an RM
(RS) code by [n, k]rar(rs)- To avoid algebraic attacks, the
size of the ring, n, is the smallest primitive prime greater than
nrmnrs [9]. Table I lists the parameters to achieve 128, 192,
and 256 bits of security. RM codes are defined over GF'(2).
The lowest nras - nRrs bits of v —uy are taken as the input to
the concatenated decoding. They are grouped into nrg vectors
of npas bits, and each vector is individually processed by
the RM decoder. The output of each RM decoding instance
has krps bits and is interpreted as a single symbol over
GF(2Fr), The RS code is constructed over G F(2¥7), and
each symbol of RM decoder output becomes one input symbol
for RS decoding. Representing the RS decoding output symbol
in binary format gives the message m.

The decoding of RM codes can be carried out by the fast
Hadamard transform (FHT) algorithm [20], whose outputs
include 2F#v~1 integers. The binary representation of the
index of the integer with the largest magnitude along with
its sign are used to form the kpps-bit decoding output. Hard-
decision RS decoding consists of syndrome computation, key
equation solver (KES), and Chien search steps. The syndrome
computation and Chien search are straightforward. The KES
can be efficiently implemented by the enhanced parallel inver-
sionless Berlekamp-Massey (ePIBM) algorithm [21].

The DFR of the concatenated code is the product of the
DFRs of the RM and RS codes. To achieve A bits of security,
the number of message bits for RS codes needs to be A.
Besides, the DFR is required to be under 2~* to avoid
various attacks [9]. For the same code dimension and same

decoding algorithm, the DFR decreases as the codeword length
increases. Assuming the parameters of the RM code remain
fixed, to reduce the key length, the minimum npg to use for a
certain decoding algorithm can be determined from a plot of
the DFR vs. nrg curve. Such a curve for A = 128 and an RS
code of dimension krs = 16 over GF(28) with hard-decision
decoding is depicted in Fig. 1 from theoretical analysis [9]. It
can be observed that nrg needs to be at least 45 to reach a
DFR lower than 2. Since krg = 16, npg must be an even
number and nrg = 46 is chosen in the HQC proposal [9].

III. SOFT-DECISION RS DECODING FOR HQC

This section proposes to utilize soft-decision decoding for
HQC decryption to lower the DFR and accordingly reduce
the codeword length and key size. Various schemes trading
off error-correcting performance and complexity have been
investigated. It is discovered that erasure-only RS decoding
can effectively utilize the soft reliability information with low
hardware complexity.

A. Reliability Information Extraction from RM Decoding

In RM decoding, the FHT generates a vector of 2¢rM-1
integers. The one with the largest magnitude is considered to
be the most correlated to the correct message bits. Its index in
binary representation together with the sign bit are utilized to
generate the krjps-bit output. The magnitudes of the integers
vary. They actually give us reliability information about the
RM decoding outputs and hence RS decoding inputs.

Various settings have been exploited to utilize the mag-
nitudes of the integers to generate reliability information.
The maximum magnitude of the 27 integers, denoted by
max, itself can be considered as reliability information.
Alternatively, if max; is substantially larger than maxs, which
is the magnitude of the second largest integer, the symbol
corresponding to maz; is also more likely to be correct. Both
of these approaches have been investigated in our work and it
was found that using max1 —maxs leads to better estimation
on the RS input reliability and hence lower DFR. However,
fully pipelinable architecture with a parallel comparable tree
for finding maz; is needed to reduce the latency. Finding
maxo within the same latency causes large area overhead.
Therefore, max; itself is chosen to generate soft inputs to RS
decoder in our design to reduce the hardware complexity.

B. Erasure-Only RS decoding

Chase decoding and erasure decoding are two types of soft-
decision RS decoding schemes with low hardware complexity.
However, the Chase decoding would need two candidates
symbols for each unreliable input symbol. Finding the second
candidate would require the maxy value, and is not further
investigated in this work. In this design, the focus is given to
erasure-only RS decoding.

Two methods for assigning erasures were investigated in this
work. The first one selects the nrs —krs RM outputs with the
smallest max; to be the erasures. The simulation results are
shown in Fig. 1, and the curve is extrapolated using the method
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Fig. 2. Top-level block diagram of HQC decryption with the proposed erasure-
only RS decoder.
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Fig. 3. Computation schedule of the proposed concatenated RM and RS
decoder.

in [6] to lower DFR region. It can be observed that using
ngrs = 40 can meet the requirement of DFR< 27128 For RS
[40,16] codes, 40-16>16. Although the 16 RM outputs with
the largest maxz; can be selected and assigned as non-erasures
instead, the selector needs extra hardware to implement.

The second method tries to minimize the hardware com-
plexity of erasure assignment by using a threshold. If the
mazx; generated from the RM decoding is lower than the
threshold, then the corresponding symbol is assigned as an
erasure. Such a scheme only requires simple comparators.
Simulations have been carried out to exhaustively search
for the optimal threshold, and the DFR using the optimal
threshold is also shown in Fig. 1. It can be observed that
there is a significant gap between the DFRs of the first and
second erasure assignment methods. An (ngs, krs) RS code
can correct up to ngs — kgrs erasures. When the number
of erasures found from threshold comparison is more than
nrs — krs, extra erasures are discarded. When there are
less than nrg — kgrg erasures, random symbols are used
to fill the number. These two cases of imprecise erasure
assignment cause the performance degradation. To mitigate
the degradation, more thresholds can be utilized. However,
our simulations show that the improvement is marginal.

Although the selector requires extra complexity, it con-
tributes to a small portion of the overall decryptor area. Con-
sidering this, the first method of erasure assignment is adopted
in our design, since it leads to substantial RS codeword
length reduction. Our design is not using maxy for hardware
complexity purpose. To justify the claims made in the previous
subsectin, the DFR in the case that the npgs —krs RM outputs
with the smallest maxr; — mazs are assigned erasures is also
shown in Fig. 1. It can be observed that using max; — maxs
would further reduce the required RS codeword length to 38.

IV. HARDWARE ARCHITECTURE AND COMPARISONS

This section first develops an efficient HQC decryption
architecture with the proposed soft-decision RS decoder. Then
the hardware complexity is analyzed and compared with that
of the best prior design.

Fig. 2 presents the top-level block diagram of the HQC
decryption. The input ciphertexts v and u are first processed

by the polynomial operation module to compute v —uy. Since
all involved polynomials are binary, the multiplication can be
implemented by using the shift-and-add architectures proposed
in [14], [15]. For each of the w nonzero entries in y, the dense
u is shifted by the index of that entry, and the shifted terms are
sequentially accumulated to produce the final product. Then
the lowest nras - nrg coefficients of v — uy are partitioned
into nrs segments of nprys bits. Each segment serves as
an input to the RM decoder. Fig. 3 shows the computation
schedule of the concatenated RM and RS decoders. In the
RM decoder, depending on the security level, the ngys bits
are divided into three or five groups, which are added up bit-
wise. This is referred to as the de-duplication process. Then
the nrar/3(or 5) = 2Fr~Lentry vector is sent to the FHT,
which can be implemented by using the standard iterative
butterfly architecture [22]. The output of the FHT is a vector
consisting of 2¢#~1 integers. A binary tree can be used to
find the max; value and its index, from which the output of
RM decoding is generated. The parallelism of the tree, pyee,
can be chosen to trade off latency and complexity.

The RM decoding for the nrs segments is carried out one
after another. The max; value from each RM decoding is sent
to the top-x selector as it is generated. The top-x selector takes
one input at a time and iteratively finds the krg largest max;
values. Different from existing top-x sorters [23], our design
does not need the krg entries to be sorted with respect to their
relative magnitudes. Hence, the implementation architecture
can be substantially simplified. Our proposed top-x selector
keeps the krg largest max; values along with their indices in
the corresponding RM decoding output vector among all the
inputs it has received at any time. Inspired by the algorithm
[24], our design also tracks the smallest entry among the krg
maz; values. When a new input arrives, it is compared against
this minimum value. If the input is greater, then it replaces the
minimum entry. Then comparisons are carried out among the
updated set of krg entries to find the minimum value. Since
RM decoding takes many clock cycles, a simple comparator
in a feedback loop can be utilized to complete the comparison
in krg — 1 clock cycles. After all RM decoding outputs have
been processed, the registers in our top-x selector hold the
krs largest max, values and their indices.

The symbols received by the RS decoder other than those
with the krg largest max; values are set as erasures. Erasure-
only RS decoding consists of three main components: syn-
drome computation, erasure locator and evaluator polynomials
computation, and erasure magnitude computation. Assume that
the vector of nrg symbols received by the RS decoder is
[r0, 71, -, Tnps—1]- They are considered as the coefficients of
a polynomial r(X) =rg+ 71X + -+ rp,g—1 X" #5 "1 The
symbols set to erasures are replaced by zero. Then the nrs —
krs syndromes are computed as S; = Z;l;ol rad (0<i<
nrs — krs), where « is a primitive element of GF(2FrM),
The architecture for computing S; is shown in Fig. 4(a). A total
of ngs — krs such units are utilized in parallel to compute
all syndromes in nrg clock cycles.

Instead of using the ePIBM architecture [21] to compute
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Fig. 4. Architectures of the erasure-only RS decoder. (a) Syndrome compu-
tation; (b) A(X') computation; (c) (X) computation; (d) Chien search.

error locator and evaluator polynomials for hard-decision
error-correcting RS decoding as in prior works [14], [15],
our proposed design adopts direct polynomial multiplication
to compute the erasure locator and evaluator polynomials
to reduce the complexity. Denote the erasure locations by
lo, 01, ,lnps—krs—1- The erasure locator polynomial is de-
fined as A(X) = [[/% 7571 (X — al4). This polynomial
can be computed using the parallel architecture presented in
Fig. 4(b) simultaneously with the syndrome computation. The
registers Ao and A; are initialized to a0 and 1, respectively,
for the first term (X — a!0). In each clock cycle, one more
(X — al),i > 0 is multiplied, and the coefficients of A(X)
are located at the registers after ngs — krs + 1 clock cycles.
The syndromes can be considered as the coefficients of a
syndrome polynomial S(X). The erasure evaluator polynomial
Q(X) is defined as Q(X) = S(X)A(X) mod X"rs—krs,
This operation is realized by a polynomial multiplication
architecture similar to that of an FIR filter as shown in Fig.
4(c), where the coefficients of A(X) are supplied serially
and the coefficients of S(X) act as filter coefficients. The
coefficients of (X)) are located in the registers after the last
coefficient of A(X) is processed.

The magnitudes of the erased symbols are computed using
Forney’s formula e;, = Q(a~%)/A’(a~%), which can be
reformulated as e;, = a~“Q(a™")/Aoga(a™) [25], where
Abqq(X) is a polynomial consisting of the odd coefficients of
A(X). Q(a™%) and Aygq(a™") can be computed using the
Chien search architecture. Since ngrg is small and the latency
of the RS decoding contributes to a small portion of the overall
HQC decryption latency, a serial Chien search architecture
as depicted in Fig. 4(d) is employed for each of (X)) and
Abaqa(X) in our design to reduce the area requirement.

Table II lists the hardware requirement and latency of each
component in the proposed erasure-only RS decoder with the
reduced codeword length. For the operations in GF(28), the
areas for an adder, a general multiplier, and an inverter are
approximately the area requirement of 8, 100, and 148 XOR
gates, respectively. The areas of 1 bit of memory, multiplexer,
and register can be estimated as the areas of 1, 1, and 3
XOR gates, respectively [25]. The area of a constant multiplier
depends on the constant operand, and can be estimated as the

TABLE II
HARDWARE REQUIREMENT AND LATENCY OF THE PROPOSED
ERASURE-ONLY (40, 16) RS DECODER OVER GF(28)

General | Add. | Inv. | Constant | Mux | Reg. | Latency
mult. mult. | (8-bit) | (8-bit) | (# of clks)
Syn. comp. 0 24 0 24 0 24 40
A(X) comp| 23 23 0 0 23 25 25
Q(X) comp| 24 23 0 0 0 24 24
Mag. comp. 2 0 1 37 0 39 40
Total [ 49 [ 70 [ 1 [ 61 [ 23 [ 112 ] 104
TABLE III

AREA AND LATENCY COMPARISON FOR THE HQC-128 DECRYPTION

Proposed Prior works [14], [15]
Codeword len. (bits) 15361 17669
(normalized) (0.87) [€)]
Area Latency Area Latency
(# of XORs)| (# of clks) ||(# of XORs)| (# of clks)
Poly. operations 34332 8125 39006 9313
RM decoder 20362 760 19702 874
Top-x selector 748 + 16 / /
RS decoder 9683 104 11816 122

Total (norm.)  [65125 (0.92)[9005 (0.87)[] 70524 (1) [ 10309 (1)

area of 15 XOR gates on average in our design [26].

The area and latency of the overall HQC-128 decryption uti-
lizing the proposed erasure-only RS decoder and top-x selector
are analyzed and listed in Table III. Due to the improved error-
correcting capability of the proposed soft-decision decoder,
nprs is reduced from 46 to 40. Hence, the codeword length of
the proposed design is reduced to 15361, which is the smallest
primitive prime larger than nrpgn gy = 15360. The area and
latency of each module in the prior HQC decryptors with
the original RS [46, 16] code using the hard-decision ePIBM
decoder [14], [15] are also listed in the table. Since the critical
path delays are similar, the latency is compared by the number
of clock cycles. The polynomial operations process 128 bits
at a time. The FHT takes kras — 1 = 7 clock cycles. Using
Diree = 16 and taking into account the de-duplication, each
RM decoding is completed in 3 + 7 + (128/16 + 1) = 19
clock cycles. The proposed design has smaller area and shorter
latency than the prior works in polynomial operations, RM
decoder, and RS decoder because of the smaller nrg. The top-
x selector needs krgs clock cycles to incorporate one entry to
the set of entries it keeps. All these updates overlap with RM
decoding except the last one. Hence, it adds krs = 16 clock
cycles to the latency. Overall, our proposed design reduces the
codeword length, area requirement and latency by 13%, 8%,
and 13%, respectively.

V. CONCLUSIONS

This work presents an HQC decryption module with re-
duced key length through utilizing soft-decision RS decoder. A
top-x selector is adopted to generate the soft information from
RM decoding results and a low-complexity erasure decoder is
proposed to efficiently utilize the soft information. Efficient
hardware architectures for soft information extraction and RS
decoding are developed. The proposed design achieves signif-
icant key length reduction with lower hardware complexity.
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