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Abstract

Finding intersections across sensitive data is a core operation in
many real-world data-driven applications, such as healthcare, anti-
money laundering, financial fraud, or watchlist applications. These
applications often require large-scale collaboration across thou-
sands or more independent sources, such as hospitals, financial
institutions, or identity bureaus, where all records must remain
encrypted during storage and computation, and are typically out-
sourced to dedicated/cloud servers. Such a highly distributed, large-
scale, and encrypted setting makes it very challenging to apply
existing solutions, e.g., (multi-party) private set intersection (PSI)
or private membership test (PMT).

In this paper, we present Distributed and Outsourced PSI (DO-
PSI), an efficient and scalable PSI protocol over outsourced, en-
crypted, and highly distributed datasets. Our key technique lies
in a generic threshold fully homomorphic encryption (FHE) based
framework that aggregates equality results additively, which en-
sures high scalability to a large number of data sources. In addition,
we propose a novel technique called nonzero-preserving mapping,
which maps a zero vector to zero and preserves nonzero values. This
allows homomorphic equality tests over a smaller base field, sub-
stantially reducing computation while enabling higher-precision
representations. We implement DO-PSI and conduct extensive ex-
periments, showing that ours substantially outperforms existing
methods in both computation and communication overheads. Our
protocol handles a billion-scale set distributed and outsourced to a
thousand data owners within one minute, directly reflecting large-
scale deployment scenarios, and achieves up to an 11.16X improve-
ment in end-to-end latency over prior state-of-the-art methods.
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1 Introduction

In today’s digital landscape, sensitive information is often gathered,
distributed, and processed among many entities. Many industries,
including finance, healthcare, and government organizations, often
require balancing privacy with usability. Private Set Intersection
(PSI), which enables two parties to learn only the intersection of
their respective input sets without revealing non-matching items,
has been widely deployed to achieve this balance. It has become
a core building block in a wide range of privacy-sensitive data
ecosystems, including private contact discovery [26, 83], password-
breach checks [39], location sharing, malware signature check-
ing, and advertising conversion measurement [15, 16, 21]. Beyond
these one-shot examples, PSI often serves as a pre-processing step
for privacy-preserving record linkage and downstream analytics,
where organizations first use PSI to link records referring to the
same entity across silos and then perform additional computations
only on the linked subset, thereby minimizing disclosure and com-
putation on non-matches [15, 21].

Many real-world scenarios for PSI-applications are asymmetric,
i.e., a server (or service provider) holds a large, relatively static set
(e.g., credential dumps, malware signatures, watchlists), and many
clients hold comparatively small sets (e.g., a user’s contacts, installed
apps) that they wish to check against the server [21]. Consequently,
several PSI protocols are optimized for this asymmetric setting, aim-
ing to (i) allow the server to perform heavy work once in an offline
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phase and (ii) keep each per-client online run nearly linear in the
client’s set size while preserving strong privacy [15, 16, 21]. These
designs underlie applications such as password-breach checking,
private contact discovery at scale, and mobile malware scanning,
where the server’s database dwarfs individual client inputs [15, 16].
In particular, a special case of asymmetric PSI where the client’s set
has a single element, often referred to as Private Membership Test
(PMT), has also become a dominant primitive in practical applica-
tions such as password leak checks and watchlist screening [32, 81].

Furthermore, collaborative analysis of sensitive data in real-world
scenarios often spans multiple organizations and terabyte-scale
datasets. For example, in healthcare, data is siloed and highly frag-
mented across hospitals, clinics, and networks owned by different
entities. The United States alone has more than 6,000 hospitals [7]
maintaining their own patient databases. The finance domain is an-
other example where vast networks of data owned by banks, credit
unions, insurance companies, and market institutions are engaged.
There are over 11,000 financial institutions globally connected via
the SWIFT network [70] (each with its own transaction and ac-
count databases), and thousands in individual countries as well (the
United States alone has around 4,000 banks and 5,000 credit unions
[75]). In addition, these entities increasingly offload storage and an-
alytics to dedicated servers/cloud [24, 27, 37, 68], where regulations
such as GDPR and HIPAA obligate them to keep all outsourced
customer data encrypted [57, 80]. For stronger regulatory compli-
ance and individual privacy, sensitive data must be encrypted at
the point of collection and remain encrypted throughout storage,
distribution, and computation [12, 22, 53, 58, 78].

Such a large, distributed, encrypted ecosystem poses multiple
challenges to employing current PSI protocols. First, many state-
of-the-art designs assume that datasets are available in plaintext
or amenable to plaintext preprocessing for their protocol design
or core optimizations [21, 52, 83, 85], without which performance
degrades significantly. Second, scaling to many independent data
sources is costly as aggregation of queried results from a large
number of distributed data sources often requires significant com-
putation and communication overheads [15, 16, 21, 83]. For in-
stance, polynomial-evaluation approaches to test y € X, evaluates
f(x) = [1l,ex(x—2) to confirm if f(y) = 0 scale poorly across many
owners because multi-party aggregation requires the outputs to be
multiplied, yielding prohibitive computation and/or communica-
tion at crowd scale [2, 15, 16, 21, 30, 74, 83, 85]. Third, even though
some solutions like delegated PSI centralize encrypted datasets at
a cloud service [1-3, 26, 87]; these systems presume a powerful
aggregator that can ingest and manage all participants’ ciphertexts
and typically do not scale cleanly in either dataset size or the num-
ber of owners. Fourth, recent multi-holder PMT systems [19, 32, 81]
either disclose membership outcomes to a central computing entity
and/or incur costs that rise quickly with the number of participants.
Finally, recently proposed PSMT (Private Segmented Membership
Test) [45] partially addresses this setting by segmenting data across
owners and achieves high owner scalability, but it supports limited
set sizes, exhibits a non-negligible false-positive rate, incurs high
computation/communication, and requires non-overlapping sets,
which is often unrealistic in practice.

In conclusion, despite the emerging needs for the PSI protocols
tailored for privacy-sensitive data ecosystems, to our knowledge, no
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PSI protocol fully addresses the PSI over highly distributed datasets
that are encrypted and outsourced to a remote party for delega-
tion. In particular, such a restrictive setting prevents the direct
use of prominent cryptographic building blocks commonly used
for designing PSI protocols, including oblivious transfer (OT) [65],
oblivious PRF (OPRF) [29], oblivious key-value store (OKVS) [33],
and private information retrieval (PIR) [20], because they all require
plaintext access to the data. These limitations call for a new PSI
protocol that (i) operates directly over encrypted datasets, (ii) scales
across thousands of independent and distributed owners, and (iii)
remains efficient even with large sets and elements sizes.

Our Contribution. We present Distributed and Outsourced Pri-
vate Set Intersection (DO-PSI), a novel PSI protocol to simultane-
ously support encrypted, outsourced, and highly distributed sets,
thus fully addressing the limitations of prior approaches. Our proto-
col utilizes threshold fully homomorphic encryption (FHE), which
facilitates the design of communication- and round-efficient secure
multi-party computation protocols [6, 8, 45], while enabling data
owners to outsource their data in an encrypted form to remote
servers (e.g., cloud services). We introduce two core techniques
to build an efficient and highly scalable PSI protocol supporting
encrypted, outsourced sets distributed to thousands of servers. First,
we propose a generic, highly scalable framework for DO-PSI based
on threshold FHE, which supports efficient aggregation of mem-
bership results from servers holding outsourced data. Our core
insight is to leverage a homomorphic equality circuit, i.e., return-
ing 1 for identical inputs and 0 for otherwise. This enables cheap
addition-only result aggregation, hence avoiding the FHE parame-
ter blow-up from the growing number of servers, unlike previous
polynomial-evaluation approaches [2, 15, 16, 21, 83].

The main challenge of this approach is to design an efficient
homomorphic equality evaluation method. In particular, to ensure
negligible false positives from the collision between items, it should
support a sufficiently large domain, e.g., 80-bit or 128-bit integers.
To address this, we introduce a novel technique, called the nonzero-
preserving mapping (NPM), which enables us to compress a vector
3 to a scalar value w while ensuring that w = 0 if and only if § = 0.
This property enables us to handle long set items by viewing them
as vectors defined over a smaller field, e.g., F, with p = 216 4 q;
designing an equality circuit for a much smaller domain suffices.
With these techniques and several optimisations, we propose a
highly efficient DO-PSI protocol under the semi-honest model.

We conduct extensive experimental analyses in our protocol.
Among existing PSI/PMT methods and their variants, we compare
ours with FHE-based solutions [21, 45, 52] that can be naturally
adapted to the DO-PSI setting, demonstrating its superior scalabil-
ity in the number of data owners. Reflecting practical large-scale
scenarios, we show that our protocol can process a billion-scale
(230 items) dataset distributed and outsourced over 1024 servers, i.e.,
2% jtems per server. For a membership test of 2048 items over out-
sourced sets, where all elements are 128-bit integers, ours achieves
a total runtime of 67.6 s in a 10 Gbps bandwidth setting with a
constant per-server communication cost of 10.48 MB. These are
4.26—11.16X and 14.36—38.20X improvements in the total runtime
and communication overhead from previous solutions, respectively.
For reproducibility, we publicly release our source code on GitHub.
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Technical Overview. In DO-PSI, there are three types of entities:
data owners, servers, and clients. Data owners encrypt and out-
source their sets to designated servers, and remain offline thereafter.
A client then queries the servers to learn the intersection between
the query set and the union of outsourced sets, without revealing
non-matching items. The client interacts with the servers only.

Existing methods for PSI are not suitable for the DO-PSI setting,
and several useful building blocks for traditional PSI are not applica-
ble as is. For example, evaluating a polynomial f(x) = [1,ex(x—y)
has been widely used for instantiating PSI protocols [16, 21, 30, 85].
However, when checking y € Uﬁzlz\’l— for distributed sets Xi,...,X;
held by each server, one should compute Hé:l (Ixex, (x —y)) to
aggregate the membership results from servers, resulting in [ mul-
tiplications. Instead, we exploit the equality circuit based on the
value annihilating function (VAF) [45], which returns 0 for non-
zero inputs and 1 otherwise, thereby enabling equality checks by
applying it to the difference of two items (i.e., VAF(x — y) = 1 iff
x =y). We can check y € X by summing up >, x VAF(x —y) # 0
or not. More importantly, even for distributed sets Xj, ..., X}, we
can aggregate membership results from servers via addition only,
thus ensuring high scalability for the number of servers.

Efficiently evaluating the VAF is the key challenge in our frame-
work. A natural choice in finite fields is the Fermat’s little theorem-
based mapping x — 1 —xP*lforx e F ., which has been explored
in prior studies on homomorphic equality circuits [38, 44]. However,
it requires wider FHE plaintext slots during computation, degrading
the efficiency. We avoid this by designing an efficiently computable
mapping, called NPM, that maps a given long set item in [« into a
smaller field element in F,, while preserving nonzero property, i.e.,
a non-zero input always maps to a non-zero element while zero
maps to zero. This allows us to design a VAF over F i from one
over a smaller field Fj, thus removing the reliance on wider slots.

A naive approach to designing an NPM is viewing F,x as a k-
dimensional F,-vector space and applying a random inner product,
resembling random projection-based dimensionality reduction [40].
However, such randomized mappings incur false positives, where
a non-zero value maps to 0, with a probability of p~!, which is
non-negligible in typical FHE parameters. While repetition may
reduce this error, it prevents compression of the input into a single
element. Instead, we propose a deterministic, exact construction
inspired by the Pell equation. Specifically, we employ the bivariate
polynomial f(x,y) = x*—dy? for a non-quadratic residue d over F,,
which provably satisfy the NPM property without false positives.
Furthermore, we propose a recursive composition method for such
f, obtaining a general NPM of k variables that is both exact and
efficiently computable under homomorphic evaluation.

By combining our NPM with a VAF over F,,, we design an effi-
ciently evaluable VAF for F . Finally, with a hashing technique
tailored to our NPM-based VAF and a blinding technique to hide
the cardinality of matched items across the outsourced sets, we
obtain our DO-PSI protocol secure under the semi-honest model.

2 Related Works

(Multi-Party) Private Set Intersection. PSI is a problem where
the client wants to privately learn the membership of multiple items
in a server’s set. Usual PSI protocols are designed for the two-party
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scenario, and each party can access its set items in plaintext. Sev-
eral proposals have been made from various approaches, including
OT [63, 64, 76], FHE [15, 16, 21, 52, 74, 83], or OKVS [10, 31, 33, 66].
Extending the functionality of PSI has also been studied, such as
labeled-PSI [15, 21, 52] or circuit-PSI [35, 69, 74].

There are multi-party versions of PSI (mPSI) where the receiver
learns the intersection of sets from multiple parties. Although sev-
eral protocols have been proposed [14, 31, 46, 56, 84], these methods
are not applicable for DO-PSI as is. This is because, in the DO-PSI
setting, the receiver wants to learn which items in the query set
belong to the union of sets from each party, not an intersection.
On the other hand, there is another variant of mPSI, called quorum
PSI [9, 14, 85], which fits our problem in terms of desired function-
ality. In quorum PSI, the receiver learns whether the query item is
contained in the datasets of at least a threshold number, say 7, of
parties. However, these existing methods have limited scalability
for thousands or more parties [9, 14, 46, 84], or do not support
encrypted datasets due to their inherent protocol design [31, 85].

Delegated Private Set Intersection. Delegated PSI (D-PSI) is a
variant of PSI where each party delegates its encrypted data to a
cloud server. The cloud server performs all the heavy computations
for the set intersection. Several protocols have been proposed, e.g.,
based on (additive) HE [2, 43, 86], hashing techniques [3, 87], or
(garbled) bloom filter [1, 26]. D-PSI can be extended to multi-party
settings (D-mPSI) similarly to mPSI [1, 87], where multiple parties
outsource encrypted data to a single cloud server. However, these
protocols have limited scalability as they require the central party
(cloud server) to manage and process all the storage and compu-
tations. Furthermore, they often require each data owner to stay
online during the protocol execution [1, 3, 26, 87].

Private Membership Test. PMT is a special case of PSI where
the client holds only a single set element. Several real-world ap-
plications based on the PMT have been proposed, e.g., malware
detection [67, 77] or harmful media detection [47]. Recently, Vos et
al. [81] proposed a privacy-preserving query protocol that enables
a centralized entity to efficiently query sets held by multiple parties.
Their protocol is suited for cross-silo federations, where privacy
regulations and data fragmentation prevent direct data sharing.
However, applying theirs to the DO-PSI scenario is not straightfor-
ward because their protocol design allows the centralized entity to
learn the query. On the other hand, Koirala et al. [45] proposed a
PMT protocol over encrypted and segmented sets, aiming to reduce
the cost of aggregating results from many servers while ensuring
the privacy of outsourced data. To this end, they constructed an
approximated VAF over real numbers, which enables result aggre-
gation via homomorphic summation only, making their protocol
highly scalable to the number of data owners. However, their proto-
col suffers from huge communication and computation overheads
from evaluating the VAF, and the set items’ lengths are limited to
at most 25 bits, resulting in low data precision and, thus, high false
positive rates. In addition, they assumed that all the server’s sets
are disjoint from each other, which is unrealistic in practice.

Other Similar Techniques. Methods such as private information
retrieval (PIR), oblivious RAM (ORAM), and trusted execution en-
vironments (TEEs) have been widely used for privacy-preserving
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Table 1: Comparison of our protocol for DO-PSI with existing
PSI/PMT works in terms of supporting “distributed" data
sources, “outsourcing"” in an encrypted form, and “scalability”
wrt. the number of data owners. “Negl. FP" denotes that the
false positive rate is below 274,

Methods Distributed Outsourced Scalability = Negl. FP
PMT/PSI [21, 52] X X - M
mPSI [31, 84] v X X v
D-PSI [2, 26] X Ve - v
D-mPSI [1, 87] v v X v
PSMT [45] Vad v N X
Ours v v v v

*This work requires the sets held by data owners to be disjoint and support sets

Qf limited sizes only (e.g., at most 2%%).

"These works require the data owner to stay online during the protocol.
querying a database [49, 55, 77, 79]. However, PIR and ORAM focus
on hiding the access pattern of the receiver to the sender’s database.
In PIR, the sender’s dataset is typically assumed to be available
in public, and dealing encrypted database is impossible or incurs
heavy overhead. Although ORAM supports encrypted databases,
they do not scale well to a large number of parties [79]. TEEs have
been repeatedly shown to suffer from side-channel attacks, making
their use skeptical for highly sensitive use cases [59, 72, 82].

We compare representative prior works with ours in Table 1.

3 Preliminaries

Notation. For k € N, we denote [k] = {1,...,k}. We denote log
as a logarithm with base 2. For a prime number p and a positive
integer k, we denote I« as a finite field of order p¥. For a ring
R, we denote R* as a collection of elements in R excluding zero
divisors. We denote R[X] as a polynomial ring of an indeterminate
X with coefficients in R. For a polynomial f(X) € R[X], we denote
the quotient ring of R[X] over f(X) as R[X]/{f(X)). For a finite

$ . .
set S, we denote x « & as a uniform random sampling over S.

Fully Homomorphic Encryption (FHE). FHE, first introduced
by Gentry [34], is a cryptographic primitive that enables the execu-
tion of an arithmetic circuit in an encrypted domain. Several FHE
schemes have been proposed, including B/FV [28], BGV [13], and
CKKS [17]. The security of them is guaranteed by the hardness of
the ring learning-with-errors (RLWE) problem [50]. The homomor-
phic operations of these schemes are defined over the polynomial
ring F, [X]/{®pm(X)) with (polynomial) addition and multiplica-
tion, where ®@»;(X) = X" +1 is the M-th cyclotomic polynomial for
M = 2N and M is the power of two. Note that usual FHE schemes
are leveled, i.e., the number of multiplications is limited to some
number because of the growth of noise in RLWE samples. In our
protocol, we consider a leveled version of these schemes.

Many FHE schemes support SIMD (Single Instruction, Multiple
Data) operations to maximize the advantage of parallel computation.
To this end, they utilize NTT (number-theoretic transformation)
to encode a vector in ]_[fil F, into a polynomial F, [X] J(XN +1),
so that homomorphic operations on F,, [X]/ (XN + 1) correspond
to component-wise operations in Hfil Fp. In addition, by utilizing
the structure of NTT evaluation points, one can implement more
advanced operations in [T, F,, e.g, rotating components or evalu-
ating Frobenius automorphism for each component, by modifying
the encoded polynomial in F, [X] /(XN + 1).
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Threshold FHE (ThFHE). ThFHE is a thresholdized FHE that
supports splitting a FHE secret key via secret shares and broadcast-
ing them to several parties, say . Later, the decryption can be done
by combining partial decryptions of more than a pre-determined
number, say a. Each partial decryption can be computed from a
secret key share. We define the (e, I)-threshold FHE as a tuple of
PPT algorithms ThFHE = (Setup, Enc, Eval, PartialDec, Combine),
whose functionalities are as follows:

o Setup(1%, 1P, params) — (pk, evk, {sk}ézl): It takes a security
parameter A, the maximum depth D, and the FHE parameters
params as inputs, returning a public key pk, evaluation key
evk, and a [-secret share {sk}f:1 of the secret key.

e Enc(pk,msg) — ct: It takes a public key pk and a plaintext
msg as inputs, returning a ciphertext ct, an encryption of msg.

e Eval(evk, {cti}ick],C) — ct: It takes an evaluation key ek,
k ciphertexts {ct;}*_, and a circuit C with k inputs as inputs,
returning a ciphertext ¢t corresponding to C(vy, . . ., vx), where
v; is a plaintext corresponding to ct; for i € [k]. It can also take
plaintext inputs when C contains scalar operations.

o PartialDec(sk;, ct) — z;: It takes a partial secret key sk; and a
ciphertext ct as inputs, returning a partial decryption result z;.

e Combine(pk, {zi}ic[a]) — m U {L1}: It takes a public key pk
and « partial decryption results z; from partially decrypting the
same ciphertext with different partial secret keys, returning a
plaintext m or the symbol L that stands for decryption failure.

The Setup algorithm can be implemented by either secure mul-
tiparty computation (SMPC) protocols [6, 54] or the setup and
distribution by the trusted party [11, 41]. Note that the latter can
be aided by a trusted hardware such as TEE.

Semi-Honest Adversary Model. Let 7 be an protocol with [
parties P = {Py, ..., P;} for a functionality ¥ = (%;);c[s], where
each party P; receives F;(xy,...,x;) on its input x;. We say that
7 securely implements # against the semi-honest adversaries if
there is a PPT algorithm & that simulates the views of corrupted
parties from their inputs, corresponding outputs, and a security
parameter. The views of parties include their inputs, all messages
they received, and internal randomness used during the protocol
execution. We denote the view of party P; as V/ (x1,...,x;, A), and
the output of all parties as 7 (x1,. .., x5, A).

DEFINITION 1. Let ¥ = (Fi)ic[1] be a functionality and i be an
I-party protocol. We say that the & securely implements the function-
ality F in the presence of semi-honest adversaries A that can corrupt
any subset of parties P* C P with |P*| < a — 1 if there exists PPT
algorithm & such that for a security parameter A € N,

{SOM {xi, Fi(xty oo x) ey )s F (X1 X1) Y ags

{{(V(xb ces XD A)?}P,-EP*, ”(xl’ s X A)}Xl,...,)(l,/b

e

where x;’s are inputs of the protocol and < denotes computational
indistinguishability between the two distributions.

4 PSI over Distributed and Outsourced Data

We formalize Distributed and Outsourced Private Set Intersection (DO-
PSI) to capture deployments with many data owners and outsourced,
end-to-end-encrypted storage and compute. We first construct
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Parameters: Let Sy, ..., S;_; denote the servers and C the client, com-
prising a total of [ parties. We denote the dataset outsourced to each S;
as Xj fori € [l — 1]. We denote U as the universe set where each set
element lies.
Inputs:

e C:Aqueryset Y C U.

e S;: An encryption of a set X; ¢ U.

Outputs:
o (: The intersection Y N (Uf;ll Xi).
e S;: Nothing.

Figure 1: Ideal functionality 7pops; of DO-PSI

DO-PSI for a singleton-client regime, i.e., PSI with a one-element
client set, then lift the construction to larger sets via hashing. Our
generic framework builds on threshold FHE and enables secure,
communication-efficient aggregation of per-server membership
outcomes, while avoiding any centralized plaintext holder.

4.1 Problem Formulation

DO-PSI extends PSI to settings with distributed, outsourced, and
encrypted sets. In DO-PSI, there are three types of entities:

e Data Owner (D0;) handles a set X; who encrypts and out-
sources encrypted Xj to a server. They could be healthcare service
providers, business owners, or governmental departments.

e Server (S;) handles an encrypted set of X; that was outsourced
from the data owner DO;. Servers can be cloud platforms, HPC
clusters, or secure compute nodes.

o Client (C) handles a query set Y and wants to retrieve Y N (U;X;)
without revealing non-matching items to any of the servers.

Each data owner encrypts and outsources its dataset to an untrusted
server, and remains offline, playing no role during the protocol ex-
ecution. This mirrors delegated PSI and eliminates the need for
local storage or continuous availability for the data owner [42]. The
server possesses ample storage resources and computing power to
operate on encrypted data. Note that several data owners can out-
source their datasets to the same server under the same encryption
key. To simulate a setting requiring high scalability, we assume that
each data owner outsources its data to a dedicated server.

The goal of DO-PSI is for the client to securely learn the inter-
section between the client’s set Y and the union J!Z} X; of sets
from data owners leaking any information about the outsourced
data or the query, e.g., which server the intersection is coming from.
To ensure the data privacy of each DO; for the set X;, we assume
that each Xj is encrypted under some common public encryption
key and each server alone lacks the ability to decrypt. Since each
data owner can process their data in advance to remove duplicate
items, without loss of generality, we assume that each X; has no
duplicates internally. Unlike existing works [45], we allow common
items among different data owners’ sets X; and X; . We describe
the ideal functionality Fpops; of the DO-PSI in Fig. 1.

Adversary & Security Model. We consider the semi-honest model,
where all parties honestly follow the protocol but attempt to learn
as much private information as possible during its execution. Since
each data owner will not engage in the protocol after outsourcing,
we only consider the collusion between the servers and the client.
We implement Fpops; using (., [)-threshold FHE. The secret key
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shares are managed by the servers and the client, assuming that
the number of corruptions between them is at most (a — 1). Each
data owner’s data is secured using the threshold FHE. Remark that
we let the client C hold the secret key share to defend against an
external adversary who attempts to reconstruct the membership
results from the eavesdropped partial decryptions. Although such
an adversary was not considered in our ideal functionality as the
intersection result per se could be private information.

4.2 A Generic and Scalable Solution for DO-PSI

We present a generic framework to solve the DO-PSI problem,
which is highly scalable to the number of data owners. We tem-
porarily assume a client set size, |Y| = 1 with a single query ele-
ment y. This assumption will be removed in Section 5.3 to support
arbitrary client set sizes by using hash tables.

Let K be a field where each set item belongs to and eq : K XK —
{0, 1} be the equality operator over K such thateq(x,y) = 1ifx =y,
0 otherwise. Using this, one can securely check whether an element
y € K belongs to the set X C K by following procedure:

(1) For each x € X, securely compute s, < eq(x,y).
(2) Compute § «— ., x Sx and check § =1 or not.

The main advantage of this approach is that aggregating each output
sx can be done via additions only, as opposed to several HE-based
PSIs that require expensive multiplications [15, 16, 21]. In partic-
ular, the summation § can be further additively aggregated across
different servers having different sets X; to check the membership
of y in |J Xj, ensuring high scalability for the number of servers.

In the design of the equality operator, we are inspired by the
value annihilating function (VAF) f : K — {0, 1}, which returns
nonzero values given 0s as the inputs and 0s for nonzero inputs
[45]. With this function, we can implement eq(x,y) = f(x — y).
Unlike the previous work that considered real-valued inputs only,
we extend the definition over an arbitrary field K as follows:

DEFINITION 2 (VALUE ANNIHILATING FUNCTION). LetK be a field.
Then a function f : K — {0, 1} is called a value-annihilating function
(VAF) if the following property holds.

f(x)={1 yr=0

0 otherwise.

From this, we can construct a protocol to solve the DO-PSI prob-
lem using the («, [)-ThFHE that supports operations over the field
K. After running ThFHE.Setup between the client and servers and
outsourcing the encrypted set ctx, from each data owner, the pro-
tocol is executed in the following manner. First, the client encrypts
the query element y € K using ThFHE.Enc and broadcasts the
resulting ciphertext ct, to all the servers. Then, each server homo-
morphically evaluates the VAF on the difference of ciphertexts cty;
and ct,, and additively aggregates the resulting ciphertexts.

To aggregate the result ciphertexts from different parties, we
assume that there is a leader server that facilitates aggregating
individual VAF evaluations from each server. Without loss of gener-
ality, we assume that the first server, Sy, plays the role of the leader.
Each server sends the locally aggregated ciphertext to the leader Sy,
and S, additively aggregates them to obtain the final aggregation
ciphertext §. To facilitate the decryption of the result, the leader
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Parameters: [ parties Sy, ..., S;—1 and C, each of which corresponds

to the servers and the client, respectively. A is the security parameter. A

VAF f and an arithmetic circuit Cr(x, y) = f(x — y). A circuit Cs, for

summing up all the given inputs. The universe set K as a field.

Setup:

(1) All parties jointly run the protocol ThFHE.Setup using the security
parameter A, the FHE depth parameter D, and other FHE parameters
params as agreed inputs. Each party S; learns the encryption key
pk, evaluation key evk, and the secret share sk; of the secret key.
Client C learns skj.

(2) Each server S; sends pk to the corresponding data owner DO;
having the database Xj, receiving the encryption of a dataset Xj,
cty; = {ThFHE.Enc(pk, x) : x € X;}.

Protocol:

(1) Broadcast: C sends ct, < ThFHE.Enc(pk, y) to each S;.

(2) Evaluate VAF: For each S; and ctr € cty;, homo-
morphically subtract the query ciphertext from the out-
sourced ciphertext and evaluate the VAF by running
ThFHE.Eval(evk, {cty,cty},Cr) — si. After locally aggre-
gating all s’ to obtain ThFHE.Eval(eok, {s%, Cs}) — §;, send 5; to
the leader server Si.

(3) Aggregate: S; additively aggregates all the result by running
ThFHE.Eval(evk, {5;}ie[1], Cs) — §. Then S; broadcasts the re-
sult to C and (a — 1) servers.

(4) Partial Decryption: Each party having the aggregation result runs
ThFHE.PartialDec(sk;, §) — z; and sends the result to C.

(5) ResultRetrieval: C finally obtain the intersection result by running
ThFHE.Combine on received partial decryptions, obtaining m. C
confirms y is in the dataset pool if m # 0, otherwise y is not present
in the dataset pool.

Figure 2: Basic protocol for solving DO-PSI

broadcasts the final ciphertext to randomly selected (« — 1) servers
and the client. These servers run the partial decryption using their
share of the secret key, and then forward the partial decryption re-
sult to the client. Finally, the client learns the result by running the
Combine algorithm; if there is no matching, then the result should
be 0, otherwise it should be a nonzero field element. We describe
the basic protocol based on this approach for a single query item in
Fig. 2. Later, we will build our full protocol for an arbitrary client
set size based on this approach.

Key Aspects when Instantiating the Protocol. When instan-
tiating the DO-PSI protocol using the above-mentioned approach,
the design of a VAF plays a significant role in its efficiency. Exist-
ing protocol [45] that follows this approach uses VAF for K = R
through polynomial approximation techniques. However, such a
setting necessitates a highly accurate approximation in R to ensure
low false positives when supporting large set items, which results
in huge communication and computation overheads.

In addition, we note that the value in the aggregated ciphertext
§ might contain the cardinality of the matched items across the
servers’ data. However, such leakage is not permitted according to
the ideal functionality of Fpops. One naive mitigation, as in [45],
is to employ an assumption that all the data owners must have
disjoint items among them. However, such an assumption about
the data is rather too strong and unrealistic in practical settings as
each data owner does not share their sensitive data with each other
and is not aware of any potential duplicate items.
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5 Our Solution

We now present our key techniques to efficiently instantiate the
framework in Fig. 2. We first introduce VAFs over the finite fields,
which do not require polynomial approximation. Among them,
we propose a novel technique called nonzero-preserving mapping,
which sharply reduces the computational cost for the VAF evalua-
tion. Next, we lift the construction to support large query sets via
hashing and propose several optimizations that significantly reduce
both computation and communication costs. Finally, we employ a
technique to randomly blind the aggregated results by the leader
server, even in the existence of collusion between parties. With
these tools, we finally construct a protocol that securely implements
the functionality Fpops; under the semi-honest model.

5.1 VAFs from Fermat’s Little Theorem

To avoid the efficiency and accuracy issues incurred by the poly-
nomial approximation over R, we shift our attention to designing
a VAF over a finite field K = F x. Here, we can straightforwardly
design a VAF from Fermat’s little theorem over finite fields, which
tells us that (F k)" is a multiplicative cyclic group of order pF—1.

That is, x“’k_l = 1forall x € (IFpk)*. Therefore, the function

flx)=1- xP*~1 satisfies that f(x) =1if and only if x = 0; oth-
erwise f(x) =0, so f(x) is indeed a VAF defined over F k. Imple-
menting operations over [F  is possible by utilizing the well-known
technique based on the Chinese remainder theorem (CRT) [73].
However, dealing with elements in F x requires wider slots in
FHE to represent them, which can lower the throughput. In addition,
the choices of k and N are restricted because of the CRT technique,
resulting in limited flexibility for the supported size of set elements.
Here, one can exploit the idea of Kim et al. [44]: view F,x as a -
vector space ]_[f":1 F,, and then compute (x,...,xx) € ]_[f":1 Fp
Hi-‘:l(l - xf’ . Although this mapping can be evaluated with the
same number of multiplications and depths as the previous VAF,
their method still requires wider slots to represent each set item for
a single ciphertext, reducing packing density and thus throughput.

5.2 Designing VAFs over Finite Fields through
Nonzero-Preserving Mapping

To overcome the limitations above, we introduce nonzero-preserving
mapping, anovel method that enables us to construct a VAF over F «
with operations in F,, only, thereby avoiding wide-slot encodings
and maintaining high packing density.

High-Level Idea. Imagine that there is a multivariate polynomial
¢ ]‘[é‘:1 F, — F, satisfying ¢(x,...,x¢) = 0 if and only if x; =
- = x¢ = 0. That is, for the VAF f(x) = 1 - xP! for F,, we
can observe that the composition ® = f o ¢ becomes a VAF for
-, F,. This is because ®(x) = 1 if and only if ¢(x) = 0, ie,
x=(0,...,0) € ]_[{F:1 [Fp. We can view the role of ¢ as compressing
the given vector to a single component while preserving its non-
zero property, i.e., a nonzero input vector always gives the nonzero
output. Thanks to this property, computing a VAF over a smaller
field F,, is sufficient rather than computing it over the whole field
Fok after evaluating ¢. We call such a multivariate polynomial a
nonzero-preserving mapping and formally define it below.
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DEFINITION 3 (NONZERO-PRESERVING MAPPING). Let K be a field
and f : H;‘:l K — K be a multivariate polynomial. Then f is called
a nonzero-preserving mapping over K with k-variables (k-NPM over
K)if f(x1,...,xx) =0 is equivalent tox; = --- = x; = 0.

A Naive Approach: Random Inner Product. When we admit
failure probability, i.e., the nonzero vector could be probabilistically
mapped to 0 while the zero vector always is mapped to 0, there is a
trivial way to construct an NPM through a random inner product.

Precisely, for a vector (x1,...,xx) € Hi;l F,, sample r; i F, for
i € [k] and compute Z;‘zl x;r;. This plays a similar role as an NPM
because the random variable x;r; follows the random uniform distri-
bution over F, if x; # 0; otherwise, it becomes a constant distribu-
tion of 0. That is, Pr [ZL x;r; = 0| 3i € [k] such that x; # 0] = 11).

However, this approach per se cannot be used for designing an
NPM. To ensure a negligible failure probability, p should be suffi-
ciently large, but this yields a significant overhead for evaluating
the VAF over F,, after NPM. One may attempt to repeatedly run
the random inner product and check whether the results from each
iteration are all zero. But this does not fundamentally solve our
problem, though it can reduce the dimension of the input vector
akin to random projection [40]. Let &, ... &, € F;, as the w random
inner product results to ensure the failure probability of ﬁ Check-
ing all &;’s are zero is equivalent to running a w-NPM on inputs
&, ..., &m. However, because of the failure probability, we cannot
further reduce the number of variables in the same way. Therefore,
we need an exact NPM without failure probability at the end.

Nonzero-Preserving Mapping from Pell Equation. Pell equa-
tion is an integer equation of the form x? — dy? = 1, where x, y are
indeterminates and d is a positive integer. Its properties have been
studied a lot, and its connections to the number fields are widely
known. Particularly, if d is not a square, then f(x,y) := x? — dy?
becomes a multiplicative norm on the extension field Q(\/E) =
{x+ \/;ly 1 (x,y) € QxQ}l,ie, f(x,y) =0ifand only if x =y = 0.
Such a property is also preserved when we consider the general
field K, requiring that X? — d is an irreducible polynomial over K.
Therefore, we can regard the aforementioned bivariate polynomial
as a 2-NPM defined over K, as stated in the following Theorem 1.

TuroreM 1. Let K be a field and d € K be an element s.t. X? — d
is irreducible over K. Then f(x1,xz) = x2 — dxZ is a 2-NPM over K.

The key advantage of this choice is its simplicity: two homomor-
phic multiplications with one multiplicative depth are enough for
evaluation. We use it as a building block for designing k-NPM.

Composition of NPMs. To support further long items over Hile Fy,
we should be able to construct k-NPMs for any k € N. One pos-
sible approach is to generalize the Pell equation, but this results
in extremely huge computational overhead as k grows!. Instead,
we construct new NPMs by composing the existing ones. The core
idea is to view a 2-NPM as a bridge to compose other NPMs. More
precisely, let us consider 2-NPM f,, m-NPM f,,, and n-NPM f;, over
the same field K. Then we can construct a (m + n)-NPM f,,,, by,

Froen et Xmen) = o finC1s o X, fa G men) ).

'We provide detailed discussions about generalized Pell equations in Appendix B.
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Figure 3: Example of the summation tree for computing f;.

Checking fm+n becomes an (m + n)-NPM is straightforward, be-
cause fr+n(X1, ..., Xmen) = 0 if and only if f,(x1,...,x,) =0 and
fa(Xm+15 - - - Xm+n) = 0 by definition. With this idea and a 2-NPM
in Theorem 1, we can construct any k-NPM f;..

Depth-Efficient Composition. There are several ways to com-
pose fi. For example, one can inductively compose 1-NPM, i.e.,

firrneox) = fol it .
quires k — 1 sequential evaluations of f, so the required depth is
k—1. We show that there is a good composition where [log k] depth
suffices while requiring the same number of evaluations of f;.

First observe that a computational graph for calculating f; can
be viewed as a binary tree T with the following property:

.,x,—),xl—ﬂ) for i € [k — 1]. This re-

o T has k leaf nodes, and each leaf node has a value of 1.
e Each parent node has a sum of the values in its children.

Each value in the node is the current number of variables in an NPM,
and ascending to the ancestor is akin to composing two NPMs via
fo. We visualize a computational graph for calculating f; in Fig. 3.

We can observe that (1) the depth required for computation
depends on the depth of T, and (2) the number of evaluations of f,
depends on the number of non-leaf nodes. Since the number of non-
leaf nodes is always k — 1, minimizing the depth gives the optimal
way to evaluate fi. Hence, splitting k as balanced as possible is the
best strategy. We summarize this approach in Theorem 2, whose
proof is straightforward via mathematical induction.

THEOREM 2. Let K be a field and d € K be an element s.t. X* — d
is irreducible over K. For k € N, we define fi. : [T, K — K by

o fi(x1) =x1 and fo(x1,%2) = x2 — dx2.

o filxy,...,xx) :fz(ngj(xl,...,ngj),fr%](xL%JH,...,xk)).
Then fi is a k-NPM over K.

Computational Cost. Evaluating f; requires (k — 1) evaluation
of f; with consuming [log k] depths. Since each evaluation of f;
requires 2 multiplications, the total number of multiplications is
2(k — 1). To make it a VAF, we need to compose a VAF over K after
evaluating fi. If K = [Fp, then the total number of multiplications
and depth consumption are 2(k — 1) + [log p] and [log k1 + [log p],
respectively. Unlike the VAF discussed in Section 5.1 and the NPM-
free method of Kim et al. [44], NPM-based methods do not require
multiple slots in a single ciphertext to represent each item. Thus,
the NPM-based method has better amortized cost than the former
one, though it requires more computation for one evaluation.

Probabilistic NPM. We also note that the above exact NPM can
finally be combined with the naive random inner product idea.
More precisely, if p~" is sufficiently small for some w < k, then we
can first apply w random inner products for the given inputs and
apply the w-NPM from the above construction. Since these inner
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products consist of additions and scalar multiplications, we can
reduce both the number of non-scalar multiplications and depth
consumption. We will denote such an NPM as a probabilistic NPM.

5.3 PSI for Large Query Sets via Hashing

We show how to integrate hashing (bucketing) with DO-PSI, which
is a standard technique to convert a PMT into PSI [15, 16, 21, 52, 63].

Vector-friendly Hashing Table. When applying the hashing
technique with our NPM-based VAF approach, since we are dealing
with k-dimensional F,,-vector, each component of the set elements
should be well-positioned in the hash table. More precisely, we need
to ensure that (1) components from the same vector are placed
in the same column of the table, and (2) components of the same
position are aligned for comparison during the PSI for a single item.

To address these, we design a hash table for vectors that forces
components from the same vector to lie in the same column of the
table. Our strategy is to segment the hash table of N bins for each
component and assign it to the same position for each sub-table. To
be precise, let us consider a hash function h : [T5, Fp, — [m]. We
assume that N = km for simplicity. From this, we define a function
H: H;‘:l F, — {S c [N] : |S| = k} that assigns the position of
each component of the input vector, as follows:

H(xy,...,x¢) ={i-m+j:i€[k]and j=h(xy,...,xx)}.

Here, for i € [k], x; is placed in (i - m + j)™® bin of the table.

By construction, H(¥) N H(y) = ® whenever h(X) # h(y), oth-
erwise these two sets are equal. In addition, each component of the
input vector is placed in the same position as the sub-tables. Due to
these properties, we can check that the resulting construction satis-
fies both aforementioned conditions. Note that we can utilize any
hashing technique because we use the positioning function h as a
black-box. For example, we can use cuckoo hashing [60], which has
been widely used in many FHE-based PSI constructions [15, 16, 21].
In addition, to prevent leakages from the number of columns in the
hash table, we pad each bin with dummy values to ensure that the
number of items per bin is always a pre-defined public number B.

Query Extraction from Hashing Table Structure. In our hash-
ing table H, the i component of each input vector lies in bins from
i-mto (i+1)-m—1.To leverage this structure, we first extract i
components by multiplying a masking vector 3.7, €.+, Where
€ is the one-hot vector whose i™ component is 1, otherwise 0.
We then replicate the extracted component k = N/m times to fill
the whole ciphertext slots by rotation and addition. This gives k
ciphertexts in total, one for each position of the input vectors, thus
enabling our NPM and VAF techniques. In addition, since there are
k duplicates for each ciphertext, we can process k columns of each
server’s hashing table at once by packing them in a single cipher-
text. This allows for k-fold speedup for computing the intersection.
We visualize the overall process in Fig. 4.

Aggregating Intersection Results. After evaluating the NPM
and VAF, the server can aggregate the local intersection results by
summing them up from each k column, obtaining a single ciphertext.
Within this ciphertext, the slots from i - m to (i + 1) - m — 1 contain
intersection results for the input vector and i™ column of all sub-
tables. Hence, by summing up these k partitioned slots, i.e., rotation
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Figure 4: Our vector-friendly hashing and query extraction
method to handle k columns at once. Best viewed in color.

and addition of stride N/k, the server obtains a single ciphertext
that contains the result for the server’s set. Finally, the leader server
can aggregate the results from the others by simply summing them.

5.4 Hiding the Cardinality of Matched Items

The aggregated ciphertext as above may leak the cardinality of
matched items across the whole set, which is not permitted in
DO-PSI. To prevent this, we must randomly blind the aggregated ci-
phertext while still allowing checking (non-)intersection. One naive
solution is to let the leader server sample a plaintext that encodes a
vector in ]_[fil I}, and multiply it to the aggregated ciphertext. This
completely hides the cardinality while enabling the client to check
the membership of each item, i.e., the resulting ciphertext contains
0 if and only if the item is not in the set. However, because a sin-
gle party (the leader server) knows the whole blinding factor, the
receiver can retrieve the cardinality information through collusion.
To mitigate this, we let all servers contribute to the blinding
factor. For each server S;, i € [[—1], it samples a random vector r; in
Yy, [Fp. The servers then send their encryption to the leader server
along with the VAF result. The leader server homomorphically
computes 7 = Y'\Z}' 7; and considers it as the blind factor for the
aggregated VAF result, z. At the end, the receiver obtains 7Oz for the
component-wise multiplication ®, and can decide the membership
of the query by checking whether all received results are zero or not.
Since each component of 7 is independent and follows the uniform
distribution over [, the resulting value may be all zeroes even
when there are matched items. However, this probability can be
made negligible. Due to our aggregation strategy, the intersection
result for each query vector is duplicated over k positions. Hence,
if there were an intersection, then the probability of all the values
in the duplicated position becoming 0 is at most p~*. Thus, the
receiver cannot learn the cardinality unless it colludes with all the
servers because all the servers contribute to the blind factor 7.

5.5 The Proposed Protocol

By leveraging all these techniques, we implement the DO-PSI proto-
col following the framework in Fig. 2. For completeness, we provide
the detailed procedure of the protocol. The full protocol is described
in Fig. 5. Due to space constraints, we provide detailed algorithms
for NPM and the query compression technique in Appendix C.
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Parameters: Servers Sy, ..., S;—1 and a client C. C holds a set Y. FHE params params, depth D, security parameter A, the number of variables in NPM k,
and the vector-friendly hashing H. Each set element belongs to [0,2") and for a plaintext modulus p of a FHE, 2* < p* holds. Arithmetic circuits Cgp, Cvar,
Cs,, Crotadd corresponding to NPM, VAF, summation, and rotation-and-addition technique, respectively.
Setup and Preparing the Encrypted Data:
o All parties jointly run ThFH E.Setup(lA, D, parmas) — (pk, evk, {sk,—}ll.:1 ). Each S; obtains a secret key share sk; and C learns sk;.
e Each S; sends pk to the corresponding data owner D O;, which holds a set X; = {x;1,x;2,...,%;p, }. Then each DO; do the following:
(1) For each x; j for j € [D;], parse x; j into X; j := (X j1,...,Xijk) € H{-‘Zl [0, p) such that x; ; = Z’fnzl Xijm - Pl
(2) Build a hash table T; : [N] x [B;] — Fp U {1} from H and {X;;} je[p,], Where B; denotes the maximum number of items per bin. Vacant slots are
filled with a dummy value L.
(3) For Q; := f%'l, compute ¢ty < ThFHE.Enc(pk, Xg,m ), where Xg m reads out the sub-table of T; from ([N/k]- (m —1) + D% to ([N/k]-m)t
rows and from (k- (¢ — 1) + 1) to (k - q)th in a column-major order. When k - g* + m* > B; for some g* and m*, we set such a slot to L.
(4) Send the resulting ciphertexts ctx; := {ctqm : q € [Q;],m € [k]} to the corresponding server S;.
Client-Side Query Processing;:
(1) For each y; € Y, parse y; into §; := (Yi1s- .-, Yik) € anﬂ[o,p) such that y = Zlfn=1 Ym - pL
(2) Build a hash table T; : [N] x [B;] — F, U {1} from H and {7} yey. For each column c; of T; for j € [B;], compute a‘j « ThFHE.Enc(pk, c;) and

Computing Intersections:

(2) For q € [Q;], compute d; 4 < ThFHE.Eval(evk, {dj,q,m}k

m=1>

and z; ; < ThFHE.Eval(evk, z; j, Crotadd)-

Aggregating the Results from Each Server:

Partial Decryption and Interpreting the Output:

the column index j,, where y lie on. If mjy’s some of iyymth

e Fori € {ny,...,ng-1,1}, compute m; ; < ThFHE.PartialDec(sk;,Z;). Then S,,, ...
e C computes m; < ThFHE.Combine(pk, {mp,,...,mp,_,,m;}) for each j € [B;]. Initialize 7 = (. For each y € Y, find H(y) = {iy;,...,iyk} and

send {Etj }ielgy) for Qp = f%] to the leader server S;. After, S; broadcasts {Et,— }iels to Sz, .., Sima

e Upon receiving {Etj}jE[Bl], each S; runs Ext(gtj) — {E}j,l, .. ,,E\tj,k}, and do the following:
(1) For each ctgqm € ctx;, compute dj g m < ThFHE.Eval(evk, {ctgm, cAtj,m}, —) for j € [By], where — denotes the subtraction.
d C4). 2j,q < ThFHE.Eval(evk, d; g, Cvar), 2i,; < ThFHE.Eval(evk, {z;4} <, Cs).

q=

(3) For j € [B;], sample 7; & H’fn:] Fp and encrypt ctr;,; < ThFHE.Enc(pk,7; ;). Finally, send{(Z; j, ctri ;) } je[B;] to Si.

e Upon receiving {(Z;j, ctri;) }je[B,;]> S1 aggregates the intersection results.
(1) Compute z; < ThFHE.Eval(evk, {Zi,j}ll.;ll, Cs) and ctg j < ThFHE.Eval(evk, {ctR,i,j}f»;ll, Cs).
(2) Compute z; « ThFHE.Eval(evk, {z;,ctg ;},®), where ® denotes homomorphic multiplication.
o After aggregation, S; broadcasts {Z; }leBlJ to the client C and randomly selected (« — 1) servers, Sp,,...,Sn,_, for {ny,...,nq—1} c [I - 1].

» Sng_y sends {m; ;} ;= to C.

components is non-zero, then append y to 7. Return 7 as the intersection Y N ( Uﬁ;ll Xi).

Figure 5: Full protocol for solving DO-PSI.

Step 1: Setup and Server-Side Preprocessing. Before executing
the protocol, we assume that the client C and servers Sy, ..., S;_;
agree on parameters needed for the protocol, e.g., plaintext modulus
p and ring dimension N for ThFHE, the size of each set element, the
decryption threshold «, and the parameters to build a hashing table.
Then, they jointly run ThFHE.Setup through an SMPC protocol or
a trusted hardware to obtain the encryption key, evaluation key,
and the secret key shares for each party. Each server sends the
encryption key to the corresponding data owner. Each data owner
encrypts its data and then sends the ciphertext to the corresponding
server. More precisely, for each set element x, they parse it into
k components xi,...,x¢ € [0,p) such that x = Zi-;l xip'~L. By
viewing the components as vectors (xi, . . ., X ), they run the vector-
friendly hashing H in Section 5.3, obtaining a hashing table. For each
sub-table that contains N/k bins, they pack consecutive k columns
at once in the same ciphertext. Since there are k sub-tables for each
k columns, they finally obtain k ciphertexts corresponding to each
component of the parsed inputs. If the number of columns exceeds
k, then they repeat the same procedure on the next columns.

Step 2: Query Processing. Next, on the client side, C first parses
its inputs y € Y into components y;,...,yx € [0,p) such that
y= Zé‘:l y;p'~ L. Then, the client constructs a hashing table from

these parsed set items. Finally, the client encrypts each column of
the table and sends the ciphertexts to the leader server Sy, who
distributes them to other servers. For simplicity, we assume that
the client’s set is small enough to ensure that its hashing table has
only one column with high probability, e.g., 1 — 274

Step 3: Compute Intersections. Upon receiving a query cipher-
text ct, each server computes the intersection by following the
strategy in Section 5.3. More precisely, suppose that the server has
ciphertexts {ct;};c[x], Where ct; is an encryption of items belong-
ing to the i sub-table. The server first extracts ciy, . . ., Ctr with
the query extraction method. The server then homomorphically
subtracts c#; from ct; and evaluates NPM on these subtractions.
After evaluating the VAF on an input ct;, the resulting ciphertext
contains 0 or 1. If the server holds more ciphertexts, the server sums
all the VAF outputs to compress them into a single ciphertext. Next,
the server exploits the rotation-and-addition technique to sum all
values in slots. Additionally, the server also randomly samples a
vector 7 € ]—Ifil Fj and encrypts it to obtain a ciphertext ctg ;. The
resulting ciphertexts are sent to the leader server S;. Since the
remaining part of the protocol requires only one multiplication,
each server can compress its ciphertexts using modulus switching
to reduce the communication cost between servers.
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Step 4: Aggregation, Partial Decryption, and Result Retrieval.
After receiving ciphertexts from each server, the leader server first
sums them, obtaining the two ciphertexts for the intersection result
and the blinding factor, respectively. Then, the leader server multi-
plies them to hide the cardinality of matched items. To provide the
decryption result to the client, the leader server designates (a — 1)
servers and requests them to partially decrypt the aggregated ci-
phertext. The client also receives the aggregated ciphertext. All the
partially decrypted ciphertexts are sent to the client, and the client
finally runs ThFHE.Combine to recover the message. Finally, for
each item, the client checks whether the corresponding positions
in the hashing table with k duplicates are all zero or not, thereby
determining the intersecting items over the entire set(s).

6 Theoretical Analysis

Efficiency Analysis. The major computational overhead of each
server comes from the VAF evaluation. Since k columns can be
evaluated at once, if we denote B; as the maximum number of
items across the whole bins in the S;’s hashing table, the total num-
ber of VAF evaluations is [%]. Since one VAF evaluation requires
2(k — 1) + log p multiplications, the total number of non-scalar
multiplications is [221(2(k — 1) + log p). With probabilistic NPMs,
we can reduce the number of multiplications by 2(w — 1) +log p for
some w < k when we allow a false positive probability of p~". After
VAF evaluations, each server applies the rotation-and-addition tech-
nique, which requires [B;/k] + log k additions and log k rotations.
We can perform these operations on compressed ciphertexts via
modulus switching for efficiency. Finally, the leader server aggre-
gates the evaluated ciphertexts and blind factors independently and
multiplies them. For the communication cost, per one column of
the receiver’s hashing table, only one ciphertext is communicated
between any two parties. In addition, both the ciphertext from VAF
evaluation and the constant random values for blind factors can
be compressed via modulus switching. The final process for partial
decryption and combining the results requires communicating o
compressed ciphertexts. We note that the scale of B; depends on
the hashing algorithm. Because our vector-friendly hashing can
exploit an existing hashing technique as a black-box, e.g., cuckoo
hashing, we can directly follow prior results on the bound of B;
with respect to the server’s set size from the PSI literature [16, 52].

How Many Servers Can Engage? To support the use cases de-
scribed in Section 1, our protocol must be scalable to accommodate
potentially thousands of servers. Moreover, since the evaluation
of the VAF at each server can be performed in parallel, increasing
the number of servers can improve the protocol’s ability to handle
larger aggregate datasets. We assume no duplicate items within an
individual server’s set, but these items may exist across the sets
of different servers. Hence, the number of overlapped items for
each client’s item is at most the number of servers. Since the leader
server sums the received ciphertexts over Fp, to avoid overflow, at
most p — 1 servers can be engaged in our protocol.

Security Analysis. Several threshold FHE proposals support im-
plementing SMPC under the semi-honest model [6, 23, 25, 54],
whose corruption threshold solely depends on the decryption thresh-
old. By following their proof strategy, we can prove the security
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of our protocol. Note that these proposals assume that the circuit
evaluation process does not incur any communication between
parties [6]; we can easily handle this issue because the colluding
parties cannot decrypt ciphertexts communicated between servers.
Hence, they are computationally indistinguishable from the random
string, and all communications in our protocol are simulatable if
the inputs and outputs of the protocol are provided. We prove the
following statement, whose proof is provided in Appendix A.

THEOREM 3. The protocol in Fig. 5 securely implements Fpopst
under the semi-honest model with at most (¢ — 1) colluding parties.

Remark: Security Against Malicious Adversaries. Achieving
malicious security can make our protocol more robust in practice.
As discussed in FHE-based PSI works [15, 21], by applying an OPRF
for each party’s items before the protocol, one can achieve security
against malicious clients while providing privacy against malicious
servers, which is a somewhat relaxed notion of security compared
to the standard definition [36]. Since our protocol has the same
format as theirs, i.e., the client encrypts the query and lets the server
do all computations in an encrypted domain during the protocol, we
can also take advantage of the OPRF technique. Nevertheless, we
need to introduce further assumptions that each data owner agrees
on the same OPRF key or an additional entity that takes charge of
OPREF evaluation. Hence, we focus on the semi-host model only;
we leave addressing malicious adversaries as future work.

7 Experimental Analysis

We implement DO-PSI using C++17 and OpenFHE v1.2.3 [4] with
a 64-bit backend. For reproducibility, we provide an anonymized
GitHub link: https://github.com/whitesoonguh/DOPSI. All exper-
iments were conducted on a machine with an AMD EPYC 7313P
CPU (16 physical cores and 32 threads; 2.50GHz clock speed) and
128 GB of memory. Since we assume that each server has strong
computational capability, we use all the cores in all experiments.

Experiment Setup. We used the threshold BFV scheme imple-
mented in the OpenFHE library, using the plaintext modulus p =
2% + 1 and the ring dimension N = 2'°. The remaining parame-
ters, e.g., the ciphertext modulus, are chosen to ensure the 128-bit
classical security [5]. For the security of underlying threshold FHE,
we enabled NOISE_FLOODING_MULTIPARTY preset provided by
OpenFHE, which adds a 120-bit random noise during partial decryp-
tion. In our experiments, likewise to [11, 41], we assume a one-time
trusted initializer to process ThFHE.Setup. Note that the choice of
threshold FHE instantiation is orthogonal to our DO-PSI; one can
employ SMPC-based setup [6, 54] at a cost of higher communication
overhead. We set the number of key shares a = L%J

To simulate the scenario with several servers, we measured the
time elapsed for the single server’s local computations; each server’s
computation is independent of the others, so it can be parallelized.
We also simulate the cost of the aggregation for the leader server by
using randomly generated ciphertexts with compressed to leave 3
modulus chains, reserving room for the noise flooding at the partial
decryption phase. We account for the communication latency under
both LAN and WAN settings. In LAN, we assume 10 Gbps band-
width and 0.2ms round-trip time (RTT) latency, while our WAN
assumes 200 Mbps bandwidth with an 80ms RTT latency.
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Baseline Protocols for Comparison. As discussed earlier, several
building blocks for designing PSI protocols, as well as the protocols
based on them, are not applicable as is in DO-PSIL Therefore, for
comparison, we select and implement three previous FHE-based
protocols that can be straightforwardly adapted to DO-PSI, includ-
ing APSI (asymmetrical-PSI) [21], PEPSI [52], and the protocol by
Koirala et al. [45]. APSI is widely regarded as a strong baseline
among FHE-based PSI protocols [45, 52, 74, 83]. PEPSI supports an
additive aggregation on the leader server as they use an equality
circuit-based approach for carefully encoded set items. Since the
original implementations of APSI and PEPSI were in SEAL [71],
we reimplemented the semi-honest version of these protocols in
OpenFHE for a fair comparison. We also used the same threshold
BFV scheme with the same amount of noise flooding as ours.

Although the original APSI and PEPSI assume unencrypted
sender’s sets, they can directly support encrypted sets without
changing the protocol structure by encrypting the sender’s set and
performing ciphertext-ciphertext operations, so we reported the
results from this setting. We set the size of each item to 80-bits and
followed the recommended parameters by the authors. This ensures
the false positive probability is less than 274 for all settings. In
contrast, as the protocol by Koirala et al. [45] only supports items
up to 25 bits due to the VAF design, we used their maximum sup-
ported parameters. We also emphasize that Koirala et al’s protocol
did extend their protocol to the PSI setting (i.e., | Y| > 1), though
one can implement it in an inefficient way by repeatedly running
their protocol for each item. Hence, we compare it with others in
the PMT setting only (|JY| = 1). For the other protocols, we use
cuckoo hashing with 3 hash functions. We set the parameters, e.g.,
the maximum number of items per bin, when the failure probability
of constructing a hash table is 274

7.1 Overhead Analysis

We first analyze the overall overhead of our protocol. We assume
that each set item is a 128-bit string. We view each 128-bit string
item as an 8-dimensional Fj,-vector by parsing it into 16-bit chunks.
In this setting, our protocol requires at most 19 depths because of
NPM and VAF evaluations, and each ciphertext has a size of 7.34
MB and 1.57 MB before and after compression, respectively.

We measure each server’s computational latency for computing
the intersection and scale the number of total items being processed
for each server, including dummy values in the hash table, from
215 to 2%, We test three methods, namely, (i) the VAF without NPM
(Section 5.1; from the idea of Kim et al. [44]), (ii) the exact NPM, and
(iii) the probabilistic NPM (Section 5.2). For the latter, we reduce
8-NPM to 4-NPM, which ensures the false positive rate from the
NPM evaluation becomes less than 2764, We also measure the leader
server’s overhead for receiving and aggregating ciphertexts from
the servers. We scale the number of servers from 2* to 2!%. Note
that in our protocol, the aggregation and communication costs do
not depend on the number of items per server.

The results are shown in Fig. 6. Each server’s computational
cost linearly scales with the number of items. NPM significantly
reduces the latency as it can process more items at once than the
method without NPM. With 220 items, the NPM-free method takes
95.13 s, while the exact and probabilistic NPMs require 22.14 s and
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Figure 6: Local server’s computation latency on computing
intersection (left) and the aggregation/communication over-
heads of the leader server (right). Full numerical values are
provided in Tab. 6 of Appendix E.

15.86 s, achieving 4.30x and 6.00X improvements, respectively. The
slight non-linear behavior for smaller items (2!3-2'%) comes from
the fact that the NPM-based method can process 2'° items at once,
thus not fully utilizing the available threads in our environment.
On the other hand, aggregation and communication overheads
scale linearly with the number of servers. The aggregation time is
relatively cheaper than each server’s individual computation, e.g.,
0.94s for 1024 servers and 7.12s for 8192 servers. In contrast, the
communication cost can dominate when the number of servers is
huge, e.g., 2!! or more servers. The leader server exchanges about
10.48 MB with each server, 7.34 MB for distributing the query and
3.14MB for retrieving ciphertexts of intersection results and random
masking. For 1024 and 8192 servers, the total communication cost
amounts to 11.99 GB and 95.95 GB, respectively. Nevertheless, we
later show that this is in fact significantly lower than prior works.

7.2 Comparison with State-of-the-art Protocols

We now compare ours with the state-of-the-art FHE-based solutions,
including APSI, PEPSI, and Koirala et al. [45]. For ours, we used the
probabilistic NPM as it shows the best performance. We consider
two settings: the PMT and PSI. As mentioned before, we compare
Koirala et al’s with others for the PMT setting only. For the PSI
setting, we set the client’s set size as 2048. To encode this, a hash
table of 4096 bins from cuckoo hashing suffices. When the ring
dimension exceeds 4096, we pack as many hash table columns as
possible to fully utilize the plaintext slots. Conversely, if 4096 bins
cannot be set, we use fewer bins and repeat the protocol as many
times as needed to process all 2048 queries. We provide the detailed
parameter settings of these protocols in the Appendix D.

We focus on the scalability with respect to the number of servers.
Hence, we fix the number of items per server to 22° and measure
the end-to-end latency for processing queries. This includes the
computation time for each server, the aggregation time, and the
communication latency for various numbers of servers. For all
protocols, we vary the number of servers from 16 to 1024.

The results are provided in Fig. 7. Ours consistently outperforms
the baselines, except for the LAN setting with a small number of
servers, i.e., 16-64. Note that APSI is tailored for a two-party setting,
so it performs better for a lower number of servers. However, APSI
requires multiplications for aggregating results, which inflates the
FHE parameters as the number of servers grows, resulting in larger
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Table 2: The computation/communication costs of ours, APSI [21], and PEPSI [52] in the DO-PSI setting for varying number of
servers . Each server has an encrypted set of size 22, and the client’s query set size is 2048. For each row, we emphasize the
lowest and the second lowest latency or communication size as bold and underlined, respectively.

Total Comm. Size (GB) Communication Latency (s) Computation Latency (s)
l (21] [52] Ours LAN (10 Gbps) WAN (200 Mbps) Each Server’s Computation | Leader Server’s Aggregation
[21] [52] Ours | [21] [52] Ours [21] [52] Ours [21] [52] Ours
16 4.57 2.67 0.18 3.66 213 0.14 | 184.73 108.91 9.34 21.22 150.52 57.13 3.18 0.08 0.08
64 23.88 10.70 0.74 19.11 8.56  0.59 | 957.25 430.0 31.72 25.8 150.52 57.13 2226 0.11 0.11
256 91.46 4281 2.98 7317  34.25 2.38 3660 1714  121.25 || 17.04 150.52 57.13 72.54 0.26 0.26
1024 | 455.81 171.3 11.93 | 364.65 137 9.55 | 18234 6852 479.4 24.06 150.52 57.13 366.03 0.94 0.94
o]~ A o] 7o Apst oA 1 Table 3: Communication cost per server (MB). Since the over-
5 ba i::::a(f/:rj)l (LAN) I E:::a(‘;m) (WAN) A head for APSI depends on the total number of servers, we
2 —e— Ours (LAN) —e= Ours (WAN) ;‘,’/' provide the results with 1024 servers. Note that Ours and
= - 103 /;Z"' 1 PEPSI’s incur the same overhead for both PMT and PSI.
§ " P Protocols C-S8[S—-8[S—>C|S—>C
3 0] 5 — APSI [21] (PMT) | 288.36 2831 8.49 4.25
q I APSI[21] (PSI) | 366.03 | 99.62 29.88 14.94
, Koirala et al. [45] 127 4.2 4.2 2.1
16 32 64 128 256 512 1024 16 32 64 128 256 512 1024 PEPSI [52] 162.87 314 1.57 0.79
# of Servers
Ours 7.34 3.14 1.57 0.79

(a) DO-PMT Setting; | Y| =1
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Figure 7: End-to-end latency of ours compared to FHE-based
methods in LAN (10 Gbps) and WAN (200 Mbps) settings.
Upper and lower figures correspond to DO-PMT and DO-PSI
with V| = 2048, respectively.

ciphertext sizes and unit costs for each operation. Additionally,
APSI requires the client to send several powers of query ciphertexts
to the servers. On the other hand, PEPSI and Koirala et al. support
additive aggregations; hence, similar to ours, the computation cost
for each server does not depend on the number of servers. This
explains APSI’s rapid performance degradation as the number of
servers increases. Except for APSI, our protocol shows better latency
than others across all the settings with different numbers of servers
and network bandwidths. In particular, for the PMT setting, the
protocol by Koirala et al. [45] shows higher overheads in all these
settings, though they report that theirs outperforms APSI when the
size of each server’s set is limited to 21°.

We also provide a detailed breakdown of latencies for the DO-PSI
setting? in Table 2. Ours achieves the lowest communication and ag-
gregation costs across various numbers of servers, while per-server
computation cost remains comparable to APSI. Nevertheless, we
can observe that ours outperforms the second-best one by a large

2Numerical values for the DO-PMT setting are provided in Tab. 7 of Appendix E.

margin, while the computation time for the single server stays com-
parable with APSI. We highlight that the proposed protocol takes a
total latency of 67.62 s (537.43s, resp.) in LAN (WAN, resp.) settings
for 1024 servers, which is 4.26—11.16 (13.03—34.65) X improvement
in LAN (WAN, resp.) settings. We also provide the communication
overhead per party in Table 3. Ours shows the lowest overhead for
all types of communications. In particular, for the communication
from the client to the server, ours shows a 17.30—49.86 X reduction
compared to other protocols. This further highlights the scalability
of our DO-PSI protocol with respect to the number of servers.

8 Conclusion

With the emergence of various real-world use cases requiring col-
laboration on sensitive data across different data sources, finding
intersections among these sources in an encrypted form has become
an important yet challenging problem. We address this problem by
proposing a novel framework and several techniques to enhance
efficiency. In particular, we proposed a novel tool called the nonzero-
preserving mapping (NPM), which is of independent interest to
improve the efficiency of other cryptographic protocols. Thanks to
our techniques, our proposed protocol significantly outperforms
existing solutions based on PSI both in computation and communi-
cation costs and shows superior scalability in terms of the number
of servers, which can reach thousands or more.
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A Security Proof

We provide the security proof of the proposed protocol by following
Definition 1. Due to the page limit, we provide the proof sketch
only; the complete proof is available in the full version [61].

We first briefly introduce the (informal) security notions of
threshold FHE. Semantic security means that for any adversary
A who can access the partial secret keys of corrupted parties, the
encryptions of any two messages are indistinguishable except with
negligible probability. In addition, simulation security implies that
given (a — 1) partial decryptions for distinct partial secret keys and
the final decryption result m of ct, the remaining partial decryption
of ct that gives the correct final decryption result can be efficiently
simulated. We refer to [11] for formal definitions of them. Note that
the ThFHE implementation by OpenFHE follows the construction
by Asharov et al. [6], which satisfies all these security notions.

We now prove the following, which restates Theorem 3 in terms
of Definition 1. We denote our protocol as mpopsy for simplicity.

THEOREM 4. Let ThFHE be a secure (a, 1)-threshold FHE scheme
used for instantiating mpopmt. Then mpopsi securely implements
Fpopst under the semi-honest model with at most (a — 1) collusion.

Proor SKETCH. We need to show the existence of a simulator

& for the following cases of corruptions:

e Case 1: 5;,C ¢ P,

e Case2:S; e P*and C ¢ P*,

e Case 3:S; ¢ P*and C € P*

e Case4: S;,C € P*.
Note that we excluded the collusion by the data owner because it
does not engage in the protocol after outsourcing.

Before providing simulators, we first show that the output of the
real protocol is indistinguishable from that of the ideal functional-
ity. In our protocol, probabilistic NPM and the blinding factor have
failure probabilities p~* and p~¥, respectively. We selected these
parameters to ensure sufficiently low false positive (< 27%4) and
false negative probabilities (< 27128), thereby ensuring that the out-
puts of the real protocol and the ideal functionality are statistically
indistinguishable with an advantage of at most 274,

We now provide the core idea for constructing simulators. We
assume that the ThFHE.Setup was successfully executed over all
parties, resulting in a public key pk, an evaluation key evk, and a
share sk; of the secret key. We focus on simulating transcripts only,
as all the internal randomness for each party during the protocol is
independent of the input or internal state. The full constructions of
simulators are provided in the full version [61].

Simulator for Case 1 & Case 2. In these cases, the corrupted par-
ties’ view contains the ciphertexts, including the query ciphertext
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ct, the final one Zz for partial decryption, and the local intersection
results (Z;, ctg;) for Case 2 only, whose plaintexts are not available
to these parties. Thus, due to the semantic security of ThFHE, & can
simulate them via random strings, which is indistinguishable from
corresponding ciphertexts in the real execution of the protocol.

Simulator for Case 3 & Case 4. In these cases, now the corrupted
parties view the intersection result and its partial decryptions. We
will focus on simulating them only; the remaining views are cipher-
texts that are already treated in Case 1 & Case 2.

First, © can simulate the plaintext for final decryption msp by
filling a random element sampled from F, on the positions chosen
from vector-friendly hashingony € Y N (Uf;llz\’i), otherwise 0.
Then, for zgny < ThFHE.Enc(pk, mspy), © can simulate the partial
decryptions from servers as follows:

(1) S first (¢ — 1) indices I c {1,---,]—1}.

(2) Among selected servers, for corrupted ones, say S; for some
i € I, compute m;spv = ThFHE.PartialDec(sk;, zsim)-

(3) For non-corrupted Sj,,...,Sjy, ji,-- ., jN € I, sample random
values mj, siv for k € [N — 1], and compute mj, sy such
that ThFHE.Combine(pk, m;, {m;sim}ier) = msivm, where m; =
ThFHE.PartialDec(sk;, zsiv) for the secret key share sk; of C.

Due to the simulation security of ThFHE, the simulated partial
decryptions m;spv are indistinguishable from those in the protocol.

To sum up, S defined as above can simulate the views of any
corrupted parties of size up to (« — 1), completing the proof. O

B Optimality of Our Choice of 2-NPM

With a simple case analysis, we can show that our Pell equation-like
choice is optimal among 2-NPMs in terms of efficiency.

THEOREM 5. Let f : K X K — K be a 2-NPM over a field K. Then,
evaluating it requires at least 2 multiplications and 1 depth.

Proor. We first note that any function without depth consump-
tion is a linear combination of indeterminates, which is of the form
ax + by for a,b € K. One can easily find a non-trivial solution by
setting (x,y) = (—b, a). That is, at least 1 depth is required.

Now we consider functions using only 1 multiplication. Then the
resulting function should be one of (1) x%+ax +by or (2) xy+ax+by
for a,b € K. For the former, we can observe that (x,y) = (—a,0)
gives a nontrivial zero. On the other hand, for the latter case, we can

observe that fory # —a or 0, (x,y) = (% y) gives a non-trivial

solution. This completes the proof. ]

Although this does not ensure that our NPMs from recursive
composition are optimal, it shows that ours is a fairly good choice.

Constructing NPMs from Field Norm. For the choice of NPMs,
one may attempt to seek a 2/-NPM directly, rather than the recursive
construction by Theorem 1. We provide a generic yet inefficient
method using the field norm induced from the field extension.

DEFINITION 4 (FIELD NorM). Let K be a finite field and L = K(«)
is a degree-d simple extension of K. For § € K, we define the field
norm Nik (B) of B as the determinant of the K-linear operator x
Px. For variables (x1, . ..,x4), we define the field norm polynomial

Sk 1K1 5K by f(x1,...,xq) = Npjx (2?:1 xiai_l).
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The properties of the field norm have been well studied, and
our 2-NPM construction can be seen as the field norm polynomial
obtained from the field norm operator Ny (,z)/k (), Where & € K
such that X%~ is irreducible over K. The following are well-known
properties of the field norm, e.g., see [48, Section V-§5].

® Ni/k(0) =0and forall x € K, N /x(x) € F.
e The restriction Ny K- K* — F* becomes a group homomor-
phism between multiplicative groups.

These properties immediately imply that the field norm polyno-
mial satisfies the definition of NPMs. However, despite its theoreti-
cal beauty, exploiting the field norm polynomial is rather intricate
because we need to homomorphically compute the determinant of
the given matrix. For example, we provide an example of 4-NPM
over K = Fgs537 and L = K(V/3) obtained from this approach:

f(x1, %2, X3, X4) =xf - 12x12xQX4 - 6xfx§
+ 12x1x§x3 + 36x1x3x£ + 18x§x§
- 36x2x§x4 + 3x§ + 9x‘31 - 27x§.
Note that this can be represented by a depth-2 arithmetic circuit:
F(x1, %2, 23, %4) =12A(x% + 3x%) — 3(4Bx? + x; — 6B% + 9x7)
- 6x%(6B + x7) + x| + 9x3,

where A = x;x3 and B = x,x4. Nevertheless, computing this poly-
nomial requires 14 multiplications, which is considerably more
expensive than 6 multiplications from our approach. This is the
reason why took an alternative approach for recursively composing
the NPMs using the simple 2-NPM from Pell equation.

C Omitted Algorithms

In this section, we provide algorithms for NPMs in our protocol,
which were omitted due to space constraints.

Efficient Evaluation of NPMs. Since we constructed the NPM
in Section 5.2 through recursion, we can immediately obtain an
algorithm to evaluate the NPM from the given input. In particu-
lar, we present a recursion-free algorithm based on the following
observation: when traveling the computational graph for NPM
evaluation, which is a binary tree, we can take a breadth-first
search-like strategy. More precisely, we can think of the input vec-
tor ¥ = (x, ..., xx) as a leaf node of the computational graph and
attempt to compute the nodes of the same depth first. For example,
when evaluating 5-NPM with an input vector X = (xy, X2, X3, X4, X5,
the order of operations in our strategy becomes

(1) Compute y; = fo(x1,x2), y2 = f2(x3, x4), and set y3 = xs.

(2) Compute z; = fo(y1, y2) and set z; = ys.

(3) Return f5(z1, z2).
Here, the intermediate values of the same symbol are placed at
the same level from the root node. In addition, if the number of
variables at the current level is odd, then we just apply the identity
mapping, i.e., 1-NPM, and ascend it to the next level. We describe the
algorithm to evaluate the NPM using this strategy in Algorithm 1.

Query Extraction Method. To enable k parallel processing of
columns in the hash table, we exploited a method to extract a query
vector from the client. The algorithm is provided in Algorithm 2.
Throughout describing algorithms, we use the following notations:
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Algorithm 1 Recursion-Free Computation of NPM

Require: An input vector ¥ = (x,...,xx) € H{;l K and a field
element o € K such that X? — « is irreducible over K.
Ensure: Evaluation of k-NPM fi (x1, - - -, x¢) in Theorem 2.
1: Initialize n « k and z; < x; for i € [k].
2: whilen > 1 do

3 fori=1from |7] do
2

4: Update z; « Z%i—l —a-zy
5:  end for

6: if nis odd then

7: Z(%] =2Zn.

s:  endif

9: Updaten « [7].
10: end while
11: return zp.

Algorithm 2 Query Extraction

Require: A ThFHE ciphertext ¢t from a column of a vector-
friendly hash table and ThFHE evaluation key evk. The number
of compressed components k.
Ensure: Ciphertexts {cl‘i}{“:1 where each ct; is an encryption of a
vector filled with the same some value, say y;.
: Setm «— N/k.
: for i from 1 to k do
Set /ity = 2T, €im1).mej € [11 Fp-
ct; «— ThFHE.Eval(evk, {ct, m;}, x).
for j from 1 to log k do
Compute tmp « ThFHE.Eval(evk, ct;, <,,,.5j-1) and up-
date ct; « ThFHE.Eval(evk, {ct;, tmp}, +).
7. end for
8: end for
9: return {cti}i.‘:l.

AR A

€, denotes the one-hot vector whose n’th component is 1. + and x
denote the addition and multiplication operators, respectively. We
denote <, as a left-hand side rotation across message slots of the
given threshold HE ciphertext. When invoking X for the message
vector, we apply the NTT encoding on the vector in advance.

D Parameter Descriptions for Other Protocols

We provide brief descriptions and parameter selections for each
protocol we compared. The FHE parameters are provided in Table 4.

Maximum Items per Bin for Cuckoo Hashing. We calculated
the maximum number of bins in the Cuckoo hashing from the result
by Chen et al. [16]. When we denote the event E as the case when at
least one bin has more items than B when inserting N set elements
into a hash table of m bins, we utilize the following formula

N i N-i
Pr(E]<m ) (7) (%) (1 - %) . 1)
i=B+1

Since we are using cuckoo hashing with 3 hash functions, we put
3N in place of N in the above formula. For m = 211 212 and the
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Table 4: Parameters for Each Protocol. N: Ring dimension.
t: Plaintext modulus for BFV. A: Scaling factor for CKKS.
Q: Ciphertext modulus. |ct|: Size of a fresh ciphertext. The
numbers in APSI denote the number of servers.

Protocol Scheme | N | t(A) | Depth 0 |ct| (MB)

24 214 | 216 4 5 ~ 2360 1.57

2° 214 | 210 4 q 6 ~ 2420 1.84

26 215 | 216 41 7 ~ 2480 4.19

APSI | 27 BFV | 2V | 21041 8 ~ 2540 4.72
28 215 | 216 41 9 ~ 2540 4.72

2° 215 | 210 41 10 ~ 2000 5.24

210 215 | 210 41 11 ~ 2000 5.76

PEPSI BFV | 2™ [ 210 41 6 ~ 2420 1.84
Koiralaetal. | CKKS | 28 | ~2% 62 ~ 22870 127

given N, we find the largest B when the RH.S. of Eq. (1) is less than
27%, as provided in Table 5.

On the other hand, from the client side, we borrow the results
from Chen et al. [16] on the maximum size of supported query
sets. We observe that |Y| ~ % ensures 40-bit statistical security
from their empirical data. Hence, we select a conservatively smaller
bound, |Y| = %, although it is expected that our protocol can
support a slightly larger query set without incurring efficiency loss.

Table 5: Maximum items per bin when inserting 3N items
into m = 2!! (Upper) and m = 2'2 (Lower) bins. The failure
probability is at most 2740,

N 205 316 307 38 o0 0 i g 273
113 185 314 552 1,001 1,862 3,528 6,785 13,190

B
N | 215 216 ol7 518 o9 220 21 022 223
B | 74 114 186 315 554 1,004 1,865 3,533 6,792

APSI [21]. In APSI, the server homomorphically evaluates a poly-
nomial f(x) = [[yex(x — y) using some (encrypted) powers of
x from the receiver. They utilized the Paterson-Stockmeyer al-
gorithm [62] to reduce the number of non-scalar multiplications
during polynomial evaluation. In addition, they introduced a new
technique called the global postage stamp to reduce the number
of powers sent by the receiver. Finally, they used the hashing tech-
nique to reduce the degree of the polynomial, while leveraging
the batched evaluation of such polynomials constructed from each
bin. To handle longer items, they simply chunk the given item into
smaller chunks to fit into the plaintext modulus on the FHE and
place them in contiguous bins of the hash table.

The computation and communication costs of APSI depend on
the number of pre-computed powers by the receiver. They provided
the presets for various sizes of servers’ and receivers’ sets, even
for the membership test. However, we should carefully use them
because of the discrepancy in settings between theirs and ours.
First, their protocol in the DO-PMT scenario requires multiplicative
aggregation, which results in additional depth consumption. In
addition, because of the noise flooding technique, there should be
an additional budget for the ciphertext modulus. For these reasons,
we need to select a larger ring dimension than that from their
presets under the same security level. This affects the number of
maximum items per bin in their hash table and the structure of
their global postage-stamp technique.
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Table 6: The time taken by each server during the VAF evaluation for various scales of sets |X;| for various types of VAFs. The
aggregation time of the leader server and the total communication cost for various numbers of servers /. W/O, ENPM, and
PNPM correspond to VAFs without NPM, with an exact NPM, and with a probabilistic NPM, respectively.

|X1| 215 216 217 218 219 220 221 222 223 224
W/O | 711 7.82 1298 2479 4850 95.13 184.04 360.72 716.93 1428.07
ENPM | 348 574 1134 11.77 1281 22.14 42.02 82.84 163.68 325.29
PNPM | 2.84 446 825 8.56 9.40 1586 30.17 58.78 11535 229.18

1 ‘ P 25 26 o7 28 29 210 P 212 213
Agg. ‘ 0.084 0.092 0.10 0.15 0.26 0.49 0.94 1.82 3.60 7.12
Comm. | 0.18 037  0.75 1.50 3.00 5.99 1199  23.98 47.97 95.95
LAN 0.15 030  0.60 1.20 2.40 4.80 9.59 19.19 38.38 76.76
WAN | 11.37 18.86 33.86 63.84 123.81 243.74 483.62 963.36 1922.84 3841.82

Table 7: The computation/communication costs of ours, APSI [21], Koirala et al. [45], and PEPSI [52] in the DO-PMT setting for
varying number of servers . Each server has an encrypted set of size 22°. For each row, we emphasize the lowest and the second
lowest latency or communication size as bold and underlined, respectively.

Total Comm. Size (GB) Communication Latency (s) Computation Latency (s)
1 [21] [45] [52] Ours LAN (10 Gbps) WAN (200 Mbps) Each Server’s Computation Aggregation by the Leader Server
[21] [45] [52]  Ours [21] [45] [52] Ours [21] [45] [52]  Ours [21] [45]  [52] Ours
16 1.61 2.14 2.67 0.18 129 1.71 2.14 0.15 68.33 89.54 110.91 11.37 3.75 1388.16 3842 15.86 0.55 145 0.08 0.08
64 7.70 8.58 10.70 0.75 6.16 6.87 8.56 0.60 312.18 347.16 432.01 33.86 4.60 1388.16 38.42 15.86 3.96 578 0.11 0.11
256 66.33 3434 4281 3.00 53.07  27.48 3425 240 | 2657.22 1377.62 1716.44 123.81 || 11.35 1388.16 3842 1586 | 50.10 23.13 0.26 0.26
1024 | 330.78 137.39 171.25 11.99 | 264.62 10991 137.01 9.60 | 13235.02 5499.48 6854.13 483.62 || 16.40 1388.16 38.42 15.86 | 288.34 92.53 0.94 0.94

Nevertheless, we observed that in the parameter presets for
the membership test of size 1M provided by the authors?, they
used neither the global postage-stamp technique nor the Paterson-
Stockmeyer algorithm. For this reason, we directly follow their pa-
rameter settings across the experiments, i.e., "max_items_per_bin":
55, and set an appropriate depth as the number of the server grows.
In addition, we also implemented the encrypted database case by
encrypting the hash tables in a column-wise manner.

PEPSI [52]. In PEPSI, each set item is encoded to the codeword
set called constant-weight codewords, which is defined by C;, =
(% € {0,1}} : HW(X) = a} for parameters [, @ indicating the
length and Hamming weight of codewords, respectively. As shown
by [51], there is an efficiently computable, injective mapping from
an integer x < (;) to a codeword in Cj 4. They built an FHE-based
PSI protocol from an efficient algorithm to homomorphically check
the equality of two codewords.

Their computation and communication costs strongly rely on the
choice of [, a. Precisely, their protocol requires  plaintext-ciphertext
multiplications, & ciphertext-ciphertext multiplications, while con-
suming log a depths. If we assume that the server’s set was en-
crypted, then the above cost becomes (I + «) ciphertext-ciphertext
multiplications and (log a + 1) depths. In addition, the receiver
sends [ ciphertexts during the protocol. We also note that the sup-
porting length of items depends on (;) For these reasons, selecting
appropriate [ and « is crucial for the efficiency of their protocol.

In our experiments, to ensure the false positive probability <
2740 we select (I, &) such that (;) > 2% while choosing « as the
power of two. We empirically found that (I, @) = (89,32) shows
the best efficiency while satisfying (g;) ~ 28035 Hence, we used
this parameter during experiments. We note that they employ
permutation-based hashing [63] to reduce the length of each set
item, which is crucial in enhancing the efficiency of the PEPSI
However, we disabled it here because we are interested in the mem-
bership test, and employing a hash table in PEPSI increases the
number of operations in this case.

3https://github.com/microsoft/ APSI/blob/b967a126bde1c682b039afc2d76a98ea2c993230/
parameters/1M-1.json

Koirala et al. [45]. In their protocol, the major computational over-
head comes from evaluating their approximated VAF over a huge
domain. To mitigate this, they first evaluate the domain extension
polynomial (DEP) [18], which facilitates homomorphically evaluat-
ing the approximated polynomial in a large interval. More precisely,
the DEP extends the domain [-R,R] to [-L"R, L"R] through re-
cursively applying the domain extension procedure n times. They
combined DEP with the Chebyshev polynomial approximation of
the function fx.s(X) = K- (1—tanh?(S-x)) of degree ¢, where K and
S are parameters to tune the shape of the function. After approxi-
mation, they do additional squaring and multiplying some constant
p to separate the evaluation results of matched and non-matched

k
cases, namely, fx s(x) — (p (fxs (x))zj)2 .

We used the parameters provided in their original paper, which
were chosen through extensive empirical analysis. Since their pro-
tocol cannot support long items to ensure the desired level of false
positive rate, we used the parameter that supports the largest do-
main, which is 25-bits. The precise parameter settings are as follows:

e DEP parameters: L = 2.59, R = 6400, n = 9.

e Chebyshev Approximation: ¢ = 247, K = 1.5, S = 10.

e Squaring: j =12,k =3, p = 2.7.
In this setting, evaluating the VAF takes 62 depths. We used their offi-
cial implementation result in GitHub: https://github.com/tjungND/
caoe-cerberus-query.

E Full Numerical Experiment Data

We provide the full numerical data for Fig. 6 and Fig. 7 for the
DO-PMT scenario in Section 7. The corresponding tables for each
figure are presented in Tab. 6 and 7, respectively.


https://github.com/microsoft/APSI/blob/b967a126b4e1c682b039afc2d76a98ea2c993230/parameters/1M-1.json
https://github.com/microsoft/APSI/blob/b967a126b4e1c682b039afc2d76a98ea2c993230/parameters/1M-1.json
https://github.com/tjungND/caoe-cerberus-query
https://github.com/tjungND/caoe-cerberus-query
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