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Abstract. We study the problem of random-access authenticated encryption. In this setting, one
wishes to encrypt (resp., decrypt) a large payload in an online matter, i.e., using a limited amount
of memory, while allowing for the processing of plaintext (resp., ciphertext) segments to be in a
random order. Prior work has studied online AE for in-order (streaming) encryption and decryption,
and later work added additional constraints to support random access decryption. The result is
complicated notions that are not built from the start to account for random access.

We thus provide a new, clean-state treatment to the random-access setting. We introduce
random-access authenticated encryption (raAE) schemes, which captures AEAD that provides
random-access encryption and decryption. We introduce formal security definitions for raAE schemes
that cover confidentiality, integrity, and commitment. We prove relationships with existing notions,
showing that our simpler treatment does not sacrifice achievable security. Our implications also
result in the first treatment of commitment security for online AEAD as well, an increasingly
important security goal for AEAD.

We then exercise our formalization with a practice-motivated case study: FIPS-compliant raAE.
We introduce an raAE scheme called FLOE (Fast Lightweight Online Encryption) that is FIPS
compliant, compatible with existing AES-GCM APIs that mandate random nonces, and yet can
provide secure, random-access, committing encryption of orders of magnitude more data than naive
approaches that utilize AES-GCM. FLOE was designed in close collaboration with leading cloud
data platform Snowflake, where it will soon be used in production to protect sensitive data.

1 Introduction

A ubiquitious problem in large-scale production environments is online encryption of large messages
(e.g., databases, video streams, etc.), where encryption must be performed using a constant amount of
memory. While straightforward when only (unauthenticated) encryption is required—say, by encrypt-
ing/decrypting in chunks, using a standard encryption scheme—this is more challenging in the presence
of active attackers, who may drop or reorganize ciphertext segments arbitrarily. Moreover, many use
cases additionally require both encryption and decryption to be random access, meaning that messages
(resp., ciphertexts) can be encrypted (resp., decrypted) in any order. These requirements are the starting
point for our work in this paper.

Existing treatments of online AE. The problem of online authenticated encryption has received
formal academic treatment before (see Section 3). Most recently, this setting was formalized by the
work of Hoang et al. [17], who introduce the notion of an online authenticated encryption scheme, which
encrypts and decrypts large messages by breaking them up into smaller segments that are processed
individually. They introduce an accompanying security definition, nOAE, which captures confidentiality
and authenticity requirements. Notably, in addition to per-segment guarantees, nOAE also models cross-
segment authenticity attacks, such as reordering or dropping segments.

Hoang et al. additionally provide a practical construction, called STREAM, which they prove satisfies
nOAE. STREAM has an elegant design: encrypt each segment individually using a nonce-based authen-
ticated encryption scheme AE with (N, ,b) as the nonce, where N is an input nonce, 7 is the segment
number, and b is a bit indicating whether the segment is terminal or not. The inclusion of ¢ and b in the
nonce is the simple (yet powerful) design choice that allows STREAM to prevent cross-segment attacks.

While a good starting point, Hoang et al.’s formalism of online AE had an important limitation:
it assumed that encryption and decryption are performed in a streaming fashion, i.e., that message
and ciphertext segments are processed in order. Yet, various real-world use cases require decryption of
segments in a random order, such as reading subsets of a large file. Motivated by this, later work by Hoang
and Shen [18] extended the syntax of [17] to allow for random-access decryption. They refer to this class
of schemes as canonical online AE schemes, which they define as a particular type of online AE scheme
by adding syntactical constraints to the primitive of [17]. Similarly, they introduce nOAE2, which adapts



nOAE to allow for the decryption oracle to be used in any order, so that nOAE defaults to a special case
of this new definition (in-order use of the decryption oracle). They show that STREAM remains secure
under nOAE2. Then, as the primary contribution of their work, Hoang and Shen formalize and analyze
the security of the streaming encryption scheme in Google’s Tink library [3], which was heavily inspired
by STREAM, but deviated from it in important ways [18] that required a new security analysis.

In summary, there are two important gaps in our present formal understanding of online AE. First,
existing definitions are compler and unintuitive; see Section 3. This stems from the fact that random
access is defined as an extension to the streaming setting, which requires molding the syntax of in-order
encryption and decryption in complicated ways to fit the random-access setting. Second, and perhaps
more importantly, current treatments do not consider random access encryption. This is an important
requirement in practice, for instance, to parallelize segment encryptions. Indeed, existing constructions,
such as STREAM and Tink, can be used to encrypt segments in a random order, yet existing security
definitions do not model this. In particular, as we show in Section 3, nOAE2 does not imply security in
the random-access encryption setting. Therefore, for example, parallelized encryption in STREAM and
Tink would not benefit from the formal guarantees of nOAE2.

These limitations motivate the need for revisiting the definitional landscape of online authenticated
encryption.

New definitions for random access online AE. We begin our work by providing a new formalization
for online AE with random-access decryption and encryption. One possible starting point would be to
continue the trend of prior works, extending canonical AE schemes and nOAE2 security to allow for
random-access encryption. However, this would result in an even more complex set of definitions, which
further deviate from the intuition and canonical usage of online random-access schemes. We therefore
take a clean-slate approach, and introduce random-access authenticated encryption (raAE) schemes, a
new primitive with random-access encryption and decryption as a first principle. Like online AE schemes,
raAE schemes process large messages in terms of individual segments. Yet, our syntax makes a number
of refinements to explicitly allow for encryption and decryption of segments in any order (see Section 4).

We then introduce an all-in-one, simulation-based confidentiality and authenticity security definition
for raAE schemes, which we call ra-ROR. Our definition is an extension of the standard multi-user real-or-
random security definition for AEAD schemes, but on a per-segment basis. In particular, ra-ROR allows
the adversary to adaptively interleave encryption and decryption of segments for different messages and
ciphertexts, in any order, and across different users. The result is a simple definition, which captures the
intuition of how online AE schemes are used in practice.

We formally prove that ra-ROR implies nOAE2, and thus our simplified treatment does not degrade
our understanding of security. However, the converse implication does not hold: we show that schemes
can be nOAE2-secure but not ra-ROR-secure, and so our definition is strictly stronger than existing ones.
In light of this gap, we proceed to show that STREAM does satisfy ra-ROR security, and thus remains
secure even if segments are encrypted at random, say, during parallelized encryption.

After revisiting existing notions, we expand the definitional landscape with additional security goals
not yet considered in the online setting. We define context commitment for raAE schemes, called ra-CMT,
which requires that an adversary should not be able to produce two different decryption contexts (key,
nonce, and associated data) that successfully decrypt a single ciphertext. An important and (by now)
standard security requirement for conventional AEAD schemes, commitment notions are notably absent
from the online AE landscape, and thus we address this gap. We analyze existing online AE constructions
through the lens of ra-CMT, and show that their security reduces to the commitment security of the
underlying AEAD they use.

Practical challenges with existing constructions. At this point, it may seem like ours is a solved
problem, since existing constructions like STREAM satisfy ra-ROR security. However, existing schemes
face a number of practical challenges that limit their applicability in many settings. We describe these at
a high-level below, and discuss them in more detail in Section 6. Our understanding of these limitations
was informed by close collaboration with Snowflake, which, requiring online encryption of large files,
deemed both STREAM and Tink unsuitable solutions.

First, and most notably, existing schemes do not comply with NIST’s cryptographic standards. Specif-
ically, Section C.H of FIPS 140-3 [27] allows a limited number of ways for selecting IVs (e.g, 96-bit random
nonces), none of which are met by STREAM and Tink. As mentioned earlier, IV selection is critical for
the security of these schemes, and thus they cannot be naively adapted to comply with NIST’s require-
ments. FIPS compliance is important in many production environments, for example, because customers
of an encryption-using product require it.



A second limitation is that, as mentioned above, the commitment security of existing schemes reduces
to the commitment security of the underlying AEAD. In particular, use of non-committing AEADs (e.g.,
AES-GCM, ChaCha20,/Poly1305, etc.) would mean losing commitment properties. It would instead be
desirable to decouple commitment of the raAE scheme from commitment of the AEAD, thereby enabling
the use of generic AEADs while maintaining security.

Third, an inherent requirement of the online setting is encryption of very large messages, which require
many AEAD segment encryptions. This can lead to rapid wearout of AEAD keys, i.e., the amount of
data that can be safely encrypted. As we unpack in Section 6, existing schemes require key rotations
that are more frequent than desirable.

Our scheme: Fast Lightweight Online Encryption (FLOE). This leads to our final contribution:
the design of Fast Lightweight Online Encryption (FLOE), a new raAE scheme motivated by practical
production requirements. At a high-level, FLOE encrypts each segment individually using an underlying
AEAD, with a number of key design choices along the way that address the practical requirements
mentioned above. The result is an efficient, FIPS-compliant raAE scheme, with explicit support for
random-access encryption and decryption. FLOE was developed in conjunction with Snowflake, where it
is slated to be deployed in production, and thus is designed with large-scale, real-world usage in mind.

We prove that FLOE satisfies ra-ROR security, showing both general security bounds that reduce to
the security of underlying algorithm choices, and concrete bounds for instantiations that use AES-GCM.
Furthermore, we show that FLOE’s ra-CMT security is independent of the commitment of the underlying
AEAD, thus preserving commitment security irrespective of AEAD choice.

Snowflake has released an open-source reference implementation of FLOE-GCM (i.e., FLOE instanti-
ated with AES-GCM) in various programming languages, which can be found at https://github.com/
Snowflake-Labs/floe-specification.

2 Preliminaries

Notation. We denote the length of a bitstring X by |X|. For a finite set S, we denote by X «s S the
process of sampling from S uniformly at random and assigning this value to X. For two strings X and Y,
we denote concatenation by X || Y. For a tuple T consisting of ¢ bitstrings, we denote by (X1, ..., X)) < T
parsing T into its individual components. We let {0,1}™ be the set of all n-bit strings, 0™ be the n-bit
string consisting of all zeroes, and ¢ the empty string.

Block ciphers. An n-bit block cipher is a deterministic function E : {0,1}* x {0,1}" — {0,1}", which
defines a family of permutations. The (multi-user) security of E is defined by game mu-PRP, which
consists of oracles NEw and EvAL. The behavior of these oracles is determined by a challenge bit b
sampled randomly at the start of the game. The NEW oracle takes no inputs, and generates new random
k-bit key instances if b = 1, or a new random permutation if b = 0. The EVAL oracle takes as input a key
index and n-bit input, and returns the output of E under the corresponding key if b = 1, or the output
of the random permutation for the key index if b = 0.

In this work, we will analyze security based on the ideal cipher model [12], where, in game mu-PRP,
E is replaced with a family of random permutations, one per key. That is, we replace each n-bit function
E(K, ) with a permutation sampled uniformly at random from the space of all n-bit permutations,
denoted by Perm(n). Moving forward, all security definitions assume that adversaries have oracle access
to these permutations and their inverses.

Authenticated encryption. An AEAD scheme AE is a triple of algorithms AE = (Kg, Enc, Dec).
The randomized key generation algorithm AE.Kg takes no inputs and outputs a key K of a predefined
length. The deterministic encryption algorithm AE.Enc(K, N, A, M) takes as input a key K, nonce N,
associated data A, and message M, and outputs a ciphertext C. The deterministic decryption algorithm
AE.Dec(K, N, A, C) takes as input a key, nonce, associated data, and ciphertext, and outputs a message
or error symbol L. Deterministic function clen(|}/]) indicates the ciphertext length for message M. As
usual, we require that AEAD schemes are correct, meaning that decryption always reverses encryption: for
any K, N, A, M,C, it follows that Enc(K, N, A, M) =C = Dec(K,N,A,C) = M. We will sometimes
make use of AEAD schemes that use random nonces, which we denote by C «+s AE.Enc(K, A, M); note
that parameter N is omitted in this case. The generated nonce is returned as part of C.
Confidentiality and authenticity: Our security notion for confidentiality and authenticity is multi-
user real-or-random security, mu-ROR, defined by the games shown in Figure 1. The adversary has
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mu-AE-Realzt : mu-AE-Rand* :

u <40 u <+ 0

b s ANEW,Bxc,Drc b s ANEW.Enc,Drc
return b return b
u—u+1 u—u+1

K., +sAE.Kg return

return

Enc(i, N,A, M) : Enc(i, N,A, M) :
if i > u: return L if i > u: return L
return AE.Enc(K;, N, A, M) C < {0, 1} (IMD
Dec(i, N, A,C) : return ¢

if i > u: return L M
return AE.Dec(K;, N, A, M) return L

Fig. 1. Games for mu-ROR security of AEAD schemes.

CMT“AAE:

(C7 (K17N17A1)7(K27N27A2)) <~ A

M1 < I'I.Dec(Kl,Nl,Al,C’) ; M2 < I'I.Dec(Kg,Ng,Ag,C)
if My =1 or My =_1": return0

return (K1, N1, A1) # (K2, N2, A2)

Fig. 2. Game for CMT security of AEAD schemes.

access to encryption and decryption oracles, which they can call with any key index of their choosing.
In the real world, these return ciphertexts and messages computed using the input scheme; and in the
ideal world, these return random strings of the appropriate length for encryptions, and always return
L for decryptions. We denote the randomized variant of mu-ROR by mu-RORS$, which simply omits
parameter N in the encryption oracle, and internally samples the nonce at random instead. We assume
that adversaries are nonce-respecting, and so they never reuse nonces for the same user. We define the
advantage of mu-ROR adversary A over AEAD scheme AE as

AdvipROR(4) = ‘Pr [mu—AE—Real“A‘lE = 1} —Pr [mu—AE—Rand“A‘lE =1 } ‘

and respectively for mu-RORS.

Commitment security: We will also rely on the context commitment [7,10] of an AEAD, which
requires that any ciphertext can only be decrypted under a single decryption context (K, N, A). This
property is formalized by security notion CMT, defined by the game shown in Figure 2. Hereafer, when-
ever we use the broad term “commitment”, we are referring to full context commitment, as opposed to
weaker commitment variants like (just) key commitment. We define the advantage of CMT adversary A
over AEAD scheme AE as

AdvERE(A) = Pr | CMTA: = 1} .

Pseudorandom functions. A pseudorandom function (PRF) F is a deterministic function F' : {0,1}" x
{0,1}* — {0, 1}°. We define the multi-user security of a PRF, mu-PRF, with the games shown in Figure 3,
where the adversary is tasked with differentiating the real F from a random function with the same domain
and range as F. We define the advantage of mu-PRF adversary A over PRF F as

AdvP(4) = ‘Pr {mu-PRF-RealA - 1] ~Pr {mu—PRF—RandA —1 } ‘ .

We will also rely on the collision resistance CR of F. Simply, the adversary must produce a tuple
(K',K", X', X") such that F(K',X') = F(K", X", subject to the constraints that (K’, X') # (K", X"),



mu-PRF-Realf* : mu-PRF-Rand* :

u<+ 0 u<+ 0

b s ANEW,EVAL b s ANEW,EVAL

return b return b

NEwW : NEW :

u+u+1 u+u+1

K, +s{0,1}" Tu + ()

return return

EvaL(i, X) : EvaL(i, X) :

if i > u: return L if i > u: return L

return F(K;, X) if T;[X] # L: T;[X] +s{0,1}°
return T;[X]

Fig. 3. Games for mu-PRF security of PRFs.

F(K',X')# L, and F(K"”,X") # L. We define the advantage of CR adversary A over F as
AdvE (A) = ’Pr [CR# = 1”

We will sometimes be interested in PRFs that support variable output lengths. Such a PRF accepts
as third parameter some positive integer ¢, specifying the desired output length. For our purposes, it is
sufficient for variable-output length PRFs to be extendable-output functions (XOFs) [4], meaning that,
for any K, X, {1, and ¢5 > ¢1, F(K, X, ¢1) is a prefix of F(K, X, ¢3). In terms of security, for simplicity, we
model a variable output-length PRF F as simply truncating the output of a standard PRF F’. That is, F
has some maximum allowable output size £max, and is defined by F(K, X, ¢) = Prefix(F'(K, X), £), where
F’ has output space 0 = fnax and Prefix(Y, £) returns the first £ bits of Y if £ < fjhax and L otherwise.
Notice that this definition implies that F achieves the same security guarantees as F’ if and only if F is
only queried on a single ¢ for each (K, X); this is different from the stronger security goal of requiring
that each output length produces independent outputs [4]. Looking ahead to Section 6, we will never
query an input to a variable-output length PRF on more than one output length, and thus this definition
is sufficient for our purposes.

3 Online Authenticated Encryption

We begin by recalling the syntax and security definitions for online authenticated encryption with
random-access decryption from Hoang et al. [17] and Hoang and Shen [18]. We do so for two reasons:
first, to highlight the complexity of the current definitional landscape and, second, to allow formally
comparing these prior treatments to our new, simpler one.

Syntax for online AE. An online authenticated encryption (0AE!) scheme N = (Kg, Enc, Dec) is a triple
of algorithms. The randomized key generation algorithm Kg outputs a secret key K from the key space
K associated with I1. The encryption and decryption algorithms differ from those of traditional AEAD
schemes in two ways. First, messages, associated data, and ciphertexts consist of vectors of bitstrings;
full vectors of messages are referred to as segmented messages, and the individual bitstrings as message
segments (and, respectively, for associated data and ciphertexts). Second, encryption and decryption are
stateful processes. Concretely, the encryption algorithm Enc consists of three subroutines:

e S« Enc.init(K, N): A deterministic algorithm that takes as input a key K and nonce N, and returns
a state S. This initiates state for encrypting a segmented message.

o (C,S) + Enc.next(S, A, M): A deterministic algorithm that takes as input a state S, an associated
data segment A, and a message segment M, and returns a ciphertext segment C' and the updated
state S.

! The shorthand “oAE” for online AE (and, later, “coAE” for canonical online AE) is not part of the definitions
from prior work, but we introduce it here for convenience.



e ( «+ Enc.last(S, A, M): A deterministic algorithm that takes as input a state .S, an associated data
segment A, and a message segment M, and returns a ciphertext segment C'. This concludes the
encryption of the segmented message.

These three algorithms work in conjunction to encrypt a segmented message. First, Enc.init is called
with a key and nonce, followed by Enc.next on every non-terminal message segment. Then, Enc.last is
called on the terminal segment. The final ciphertext is composed of the resulting ciphertext segments.

The decryption algorithm Dec consists of three analogous subroutines (Dec.init, Dec.next, Dec.last)
with the same interface and behavior as the encryption algorithms (but with ciphertext segments instead
of message segments). Notably, when using all three algorithms together, if any call to Dec.next or Dec.last
fails and returns 1, the process immediately aborts and returns the message segments that have been
decrypted thus far.

The use of separate algorithms for encrypting/decrypting terminal and non-terminal segments may
seem surprising. While (confusingly) the reason for this is never stated explicitly in [17,18], this enables
preventing truncation attacks, where the adversary can trick a recipient into closing the decryption stream
before all ciphertext segments have been processed. Attacks of this type have led to vulnerabilities
in various other contexts [6]. Thus, this formalization enables schemes to process terminal segments
differently (e.g., cryptographically binding a flag indicating that a ciphertext block is terminal).

Online AE with random-access decryption. Hoang and Shen [18] refine the definition of 0AE
schemes above to allow for random-access decryption, meaning that decryption of segments can be per-
formed in any order. They refer to such schemes as canonical online AE (coAE) schemes, a subset of
the entire space of 0AE schemes, which they define by constraining the structure of decryption states: Il
is canonical if (1) for any key K and nonce N, we have that S < Dec.init(K, N) returns a state of the
form S = (1,0) for some o; and (2) calling (M, S) < Dec.next((i,o), A,C) returns a state of the form

S=(+1,0).

In other words, coAE schemes use S to encode the index of the input ciphertext segment, which guides
the behavior of Dec.next and Dec.last accordingly. Also note that, importantly, o is the same across all
states, and so the only variation in S is the ciphertext segment identifier. Therefore, we can decrypt any
segment by directly instantiating S with the segment identifier, which is independent of other segment
decryption calls.

nOAE2 security. Hoang and Shen [18] introduced the nOAE2 notion, which generalizes the NOAE
definition [17] for oAE schemes to coAE schemes. We show the security game for nOAE2 in Figure 4
(slightly simplifying the syntax of [18] to an equivalent one). Using the encryption oracles, adversary A
can arbitrarily interleave encryptions of message segments corresponding to different encryption streams
under different keys. Note, however, that segment encryptions for a single segmented message must be
performed in order. The decryption oracle requires A to specify a segmented message and associated
data as inputs, and the subset and order of segments they want to decrypt (via variable I). Additionally,
the adversary must specify whether the input segmented message and associated data are full via input
bit @, which indicates whether decryption of the last segment should use the Dec.last algorithm. The
advantage of adversary A over coAE scheme [1 is defined by

AdvPP*?(A) = % — Pr[nOAE2{ = 1]

where A is assumed to be nonce-respecting. Further, A is prevented from the following behaviors to
disallow trivial wins:

(i) Querying g + INITENC(i, N) and Cj < NEXTENC(i,q, Ak, My) for k € [1,m] (for some positive
integer m), followed by DEC(i, N, A, C,1,0) where A[j] = A; and C[j] = C; for every j € L.

(ii) Querying g + INITENC(i, N) and C) + NEXTENC(%,q, A, M}) for k € [1,m] (for some positive
integer m), followed by DEC(3, N, A, C,I,1) where |C| ¢ I, and A[j] = A, and C[j] = C; for every
jel

(iii) Querying g < INITENC(i, N), Cy < NEXTENC(i, q, Ak, M) for k € [1,m — 1] (for some positive
integer m), and C,, < LASTENC(%, ¢, A, My, ), followed by DEC(4, N, A, C,I,1) where A[j] = A;
and C[j] = C; for every j € L.

Intuitively, the conditions above prevent A4 from computing Dec.next (resp., Dec.last) with a ciphertext
obtained from Enc.next (resp., Enc.last) and with the same parameters as that corresponding encryption
query. Concretely, condition (i) disallows decrypting segmented ciphertexts where each segment (as spec-
ified by I) is the output of some previous NEXTENC call, and in the same position as that NEXTENC call.



nOAE27 : Dec(i, N,A,C,1,a) :

Ki,Ka, ...+sX ; Q1,Q2,... < 0 if b=0or |A| # |C|: return false
b+s{0,1} (1,0) < M.Dec.init(K;, N)

b/ s AIN[TENC,NEXTENC,LASTENC,DEC C |C|

return b’ =b for r € [1,|I]] :

if Ir] <1 or I[r] > ¢: return false

INntTENC(2, N) :
INITENG(, IV) : ifa=0orIfr] <c:

Qi+ Qi+1;q+ Qs j 1]
Si,q < M.Enc.init(K;, N) S « (j,0)
return ¢ (M, ) « M.Dec.next(S, Alj], C[j])
NexTENC(i,q, A, M) : else :
S + (c,0)

if S;q =L : return L
(C1, Siq) < M.Enc.next(Si,q, A, M)
Co +s {0, 1}/

return Cp

(M, S) < M.Dec.last(S, A[c], Clc])
if M = 1 : return false

return true

LastENc(i, q, A, M) :

if S;q =L : return L

C1 < M.Enc.last(S;,q, A, M)
Co s {0, 1}/

Si,q +— L

return Cp

Fig. 4. Game for nOAE2 security of canonical online AE schemes.

For example, say that A calls C; + NEXTENC(1,1, A, My) followed by Cy + NEXTENC(1,2, Ay, My).
Then, C = (C1, Cs) with I = (1) would not be allowed, but C = (Cs, Cy) with I = (1) would: when b = 1,
the former would call M.Dec.next with input ((1,0), A1, C1), and the latter with input ((1,0), Ag, Cs).
Condition (ii) is essentially the same as condition (i) but for the case when A sets a = 1 without including
the ciphertext’s terminal segment number in I (which would thus be ignored, degrading to condition (i)).
Lastly, condition (iii) is the same as condition (i), but extending the constraints to terminal segments.

STREAM and SE1 constructions. The most promiment coAE scheme is the STREAM construction of
Hoang et al. [17], shown in Figure 5. At a high-level, STREAM encrypts each message segment indepen-
dently using a standard AEAD AE (a parameter to the scheme) with key K and nonce (N,4,b), where
1 is the segment number and b is a bit indicating whether the segment is terminal or not. The nOAE2
security of STREAM was analyzed in [18], showing a direct reduction to the multi-user real-or-random
security of AE.

Hoang and Shen [18] later introduce coAE scheme SE1, shown in Figure 6, which formalizes the
streaming encryption scheme of Google’s Tink encryption library [3]. Tink’s scheme was inspired by
STREAM, but, due to usability issues, introduced several changes. At a high-level, like STREAM, SE1
encrypts each message segment individually using AE. However, instead of using the key K directly, the
encryption key is derived using a KDF F applied to K and a string R that is part of the input nonce
N = (P, R). Nonces for the underlying AEAD calls are of the form (P, 4,b), where i and b are defined
as in STREAM. The nOAE2 security of SE1, analyzed in [18], reduces to the multi-user real-or-random
security of AE and the PRF security of F.

Tink’s streaming encryption scheme can be cast as a particular instantiation of SE1, where F is
HMAC-SHA256 and AE can be either AES-GCM or AES-CRT-HMAC. Furthermore, Tink does not
support per-segment associated data, and instead lets users specify a header H at the start of encryption,
which can be modelled as SE1 when A must always be the empty string. Lastly, Tink does not allow
users to specify nonces, which are instead internally computed as the concatenation of a random 7-byte



Enc.init(K, N) : Dec.init(K, N) :

return (1, K, N) return (1, K, N)
Enc.next(S, A, M) : Dec.next(S, A,C) :

(.,K,N)« S (i, K,N) « S

S+ (i+1,K,N) S« (i+1,K,N)

C «+ AE.Enc(K, (N,i,0), A, M) M < AE.Dec(K, (N,i,0), A,C)
return (C, S) return (M, S)
Enc.last(S, A, M) : Dec.last(S, A, C) :

(i, K,N)«+ S (i, K,N)«+ S

C «+ AE.Enc(K7 (N,i,1), A, M) M «+ AE.Dec(K, (N,i,1), A, C’)
return C' return M

Fig. 5. Specification of coAE scheme STREAMI[AE] from Hoang et al [17].

Enc.init(K, N) : Dec.init(K, N) :

(R,P) « N (R,P) « N

K « F(K,R) K + F(K,R)

return (Lf(,N) return (l,f(7 N)

Enc.next(S, A M) : Dec.next(S, A,C) :

(i, K,N) 8 ; (R, P) (i, K,N) S5 (R,P) < N

C + AE.Enc( ,(P,4,0), A, M) M < AE.Dec(K, (P,i,0), 4,0)

S+ (i+1,K,N) if M=_1: return (L, 1)

return (C, S) S+ (i+1,K,N)

Enc.last(S, A, M) : return (M, 5)

(i, K,N)«< S ; (R,P)+ N Dec.last(S, A, C) :

C « AE.Enc(K, (P,i,1), A, M) (i,K,N)+ S; (R,P)« N

return C' M «+— AE.Dec(f(7 (P,i,1), A, C)
return M

Fig. 6. Specification of coAE scheme SE1[F, AE] from Hoang and Shen [18], which closely resembles STREAM [17],
and formalizes the streaming encryption scheme of Google’s Tink library [3].

prefix P, a random 16-byte salt S, and the user-specified header H. Through the framework of SE1, this
corresponds to N = (P, R) where R=S || H

Towards random access encryption. A glaring limitation of the current treatment of online AE
is that it only supports random-access decryption (i.e., coAE schemes), while ignoring random-access
encryption. Yet, in practice, many applications demand random-access encryption as well, most notably,
to parallelize encryption of large messages. It is thus important to extend our formal treatment of online
AE to account for this setting.

A natural starting point would be to mirror the extensions from oAE to coAE, which added support
for random-access decryption. That is, to define a new class of coAE schemes, call it dcoAE (doubly
canonical 0AE), which restricts encryption states to be of the form (i, 0), where 7 is the segment number,
matching the structure of decryption states. However, this would require us to define yet another extension
to nOAE2, since this definition is fundamentally sequential in encryption, which does not match how
real-world adversaries would observe ciphertexts. In particular, this added flexibility raises new security
challenges not captured by nOAE2 (which, recall, only allows encrypting message segments in order).

To make this concrete, say we adapt nOAE2 into a new definition, call it nOAE3, that replaces
the INITENC, NEXTENC and LASTENC oracles with a single ENC oracle, analogous to the complex
DEC oracle, thereby allowing random-access encryption. (This mirrors the extensions from nOAE to
nOAE2, which replaced the three decryption oracles with one that allows random-access decryption.)
Then, consider the toy dcoAE scheme shown in Figure 7. It is similar to STREAM, but adds a backdoor



Enc.init(K, N) : Dec.init(K, N) :
K7 || K | N* < F(K, N) K7 || K | N* < F(K, N)
return (1, K7, K5, N*) return (1, K7, K5, N*)
Enc.next(S, A, M) : Dec.next(S, A,C) :
(i, K{, K3,N") < S (i, K{,K3,N") < S
S(‘(Z‘FI,KT,K%‘,N*) S%(Z+I7KT7K57N*)
if M = F(K{,i+1): (H,R,C*) + C

R« oM M <« AE.Dec(K3,(N*,i,0), (R,i),C*)
else : return (M, S)

R <s{0,1}/M!
B+ F(K{,i) || R
C < B | AE.Enc(K3,(N*,i,0), (R,1), M)
return (C, S)

Fig. 7. coAE scheme that is nOAE2 secure, but not secure if adversaries can encrypt segments in random order.
Functions F and AE are a PRF and AEAD, respectively. Algorithms Enc.last and Dec.last are analogous to their
next counterparts, but without returning a state, and setting the terminal bit to 1.

by prepending F(K7,7) || R to the ciphertext, where F is a PRF; key K7 is generated during encryption
start, and is not known by the adversary; and string R is equal to the all-zero string if M = F(K7,i+1),
and random otherwise. Therefore, finding an M that satisfies this relationship would allow distinguishing
real encryptions (i.e., containing the all-zero string) from random ones.

The key idea is that triggering this backdoor requires encrypting position 7 4+ 1 before position . In
nOAE2, however, since encryption is in order, the adversary cannot learn F(K7,7+ 1) until after it has
encrypted the i-th segment, and so the backdoor is not useful, meaning that the scheme is equivalent
to STREAM, which is nOAE2-secure. It may seem tempting to suggest that the adversary can (1) jump
ahead to the i+ 1 position by making ¢ “dummy” encryption calls, which set the correct i+ 1 state for the
next segment encryption; (2) perform the ¢ 4+ 1-th encryption call; and (3) go back and re-encrypt from
the first until the i-th segment as usual, leveraging the backdoor. Critically, however, this would require
starting a fresh encryption stream between steps (2) and (3). Since the adversary is nonce-respecting,
K7 would be different in both encryption streams, and thus the F(K7,7 + 1) from step (2) would not
trigger the backdoor in step (3). Conversely, in nOAE3, since the adversary can encrypt segments in any
order, they can simply request an encryption of Enc.next((i+1,0),e, M) for any M to learn F(K3,i+1),
followed by an encryption of Enc.next((i,0),e, F(K7,i+ 1)), which clearly breaks security.

As this example shows, existing definitions do not imply security when random-access encryption is
allowed—similar to how nOAE2 is not implied by nOAE [18]—and thus extensions to the definitional
landscape are required.

4 New Definitions for Random-Access AEAD

We provide a new AEAD formalization for random access in both encryption and decryption. One
approach would be to continue the progression discussed at the end of the last section: defining dcoAE
schemes as coAE schemes with restrictions on encryption states; and defining nOAE3 as an extension
to nOAE2 with an oracle for random-access encryption and an expanded set of trivial win conditions.
However, the result would be an even more complex definitional landscape, impeding their utility. The
root cause of this complexity is that the original formalism of oAE assumed in-order encryption and
decryption, so syntactical complexity is required to mold this rigid syntax to support random access.

Instead, we take a clean-slate approach—motivated by random-access encryption and decryption from
the start—that achieves simpler definitions while simultaneously supporting the features required by our
motivating applications.

Random-access AEAD. We introduce random-access AEAD, a new primitive with syntax directly
motivated by random access encryption and decryption. We then introduce a simulation-based, all-
in-one security definition for confidentiality and authenticity, followed by a new commitment security
notion.



Formally, a random-access authenticated encryption (raAE) scheme consists of a tuple of five algo-
rithms M = (Kg, StartEnc, EncSeg, StartDec, DecSeg), defined as follows:

o K +s[l.Kg: A randomized algorithm that takes no input, and outputs a secret key K.

e (T,,S) « MN.StartEnc(K, N,G): A deterministic algorithm that takes as input a key K, nonce N,
and global associated data G, and outputs a ciphertext header T, and initial state S.

o (; <sTl.EncSeg(S,p, A;, M;): A randomized algorithm that takes as input an encryption state S, a
position identifier p, associated data segment A;, and message segment M;. It returns a ciphertext
segment, C;.

o S « TM.StartDec(K,N,G,T,): A deterministic algorithm that takes as input a key K, nonce N,
global associated data G, and a ciphertext header T}. It outputs either a state S or an error symbol
1.

e M, < MN.DecSeg(S,p, A;,C;): A deterministic algorithm that takes as input a decryption state S,
position identifier p, associated data segment A;, and a ciphertext segment C;. It outputs message
segment M; or error symbol L.

We also define M.Hdrs as the set of all possible header strings (e.g., {0,1}2%%) and M.Ctxts(p,¢) to be
a function that maps a position indicator p and a message length ¢ to a set of all possible ciphertexts for
messages of that length and position.

Like coAE schemes, raAE schemes operate over segmented messages and segmented associated data
of the form M = (My, ..., M,;) and A = (A4, ..., A,). We similarly have a dedicated algorithm, StartEnc,
to initiate an encryption stream. Our syntax here has two important differences from that of coAE
schemes. First, StartEnc accepts an (optional) additional parameter, which is a “global” associated data
G. Second, StartEnc may output a header T, alongside the state. This header is included as part of
the ciphertext (see below for further discussion of headers), and so resulting ciphertexts have the form
C=1T,(C,...,Cp). We say that a raAE scheme is headerless if header T is omitted from outputs and
inputs. Equivalently, one can think of it as a scheme for which M.Hdrs = {€}, and thus T, is always ¢.

Discussion: position indicators. There are notable differences between our segment encryption/
decryption algorithms and those of prior work. Most notably, coAE schemes rely on separate segment
encryption/decryption routines for terminal and non-terminal segments. Instead, our raAE formalization
surfaces explicitly segment position as an input to EncSeg and DecSeg. A segment position identifier p
captures context about the location of an input segment. The specific format of position identifiers will
not be important to our correctness or security definitions: it suffices that they provide a total ordering
of segments and somehow flag when a segment is terminal. The latter is important for security against
truncation attacks. For simplicity, we will assume that p is a tuple of the form (i,b), where i € N is a
segment number and b € {0,1} a terminal bit indicator.

Our approach of including explicit position indicators is key to a simpler formalization compared to
coAE. The previous formalization had to explicitly model how a syntax designed for sequential decryption
could be rejiggered to allow random access. This required modeling explicitly specification of decryption
orderings as an API input (e.g., to security definition oracles). In our approach, we instead externalize
from the formal model how applications treat groups of segments, giving applications instead the ability
to directly engage with encryption and decryption of individual segments. At the same time, position
identifiers allow applications to take advantage of security guarantees related to position and the total
number of segments. As we will see, this increases flexibility, e.g., allowing for sequential encryption of
a complete set of segments, an arbitrary order of encryption or decryption of segments, or even partial
encryption or decryption (not all segments end up processed).

Discussion: immutable state. Another notable design choice for our syntax is that we have state S
be fixed: segment encryption and decryption do not update it. This choice reflects our random-access
setting, where encryption and decryption processes of large plaintexts or ciphertexts, respectively, should
be fully parallelizable with no dependencies between different segments. In-use coAE schemes are fully
parallelizable (see previous section); applications demand it. At the same time, our formalization allows
cryptographically binding position to segment, ensuring we do not lose anything in terms of security.

Discussion: ciphertext headers. Our formalization includes explicit ciphertext headers generated by
StartEnc and validated by StartDec. Looking ahead, we will use these for committing to the key, nonce,
and global associated data. This reflects within the formalization an attractive design pattern, in which
applications store a cryptographically verifiable ciphertext header in some untrusted location (e.g., cloud
storage), and use it to validate the ciphertext-wide decryption context (key, nonce, and global associated
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data). As we will see in our case study, our raAE formalization easily supports specification and analysis
of such designs. Relatedly, we note that per-segment associated data was the only type supported by
coAE formalizations. We additionally allow a global associated data, which proves useful in applications
and is supported efficiently using headers.

Furthermore, we consider headerless schemes that omit headers. As such, our confidentiality and
integrity security goals will come in two flavors, one for schemes with headers and one for headerless.
Headers provide an extra integrity check on decryption contexts that headerless schemes do not support.

Correctness. As usual, we require correctness for raAE schemes. Correctness in our setting is more
nuanced than that of traditional AEAD schemes, since it needs to account for encryptions and decryptions
of all segments simultaneously, which may occur in any order. However, an important observation is that,
since decryption is random access, it suffices to consider correctness of decrypting individual ciphertext
segments, which together imply correctness of decrypting the entire segmented ciphertext, irrespective
of decryption order. Essentially, if correctness of one segment decryption depends on the correctness
of another segment decryption, then the scheme cannot be random access, as the former cannot be
decrypted before the latter.

We now formally define correctness for raAE schemes, based on this insight. Intuitively, a scheme is
correct if decryption of any ciphertext segments recovers the underlying message segment.

Definition 1 (raAE correctness). An raAFE scheme I is correct if, for any K, N,G,p, M, A, C defined
as above, it holds that

(Ty,S) « MN.StartEnc(K, N, G) ; MN.EncSeg(S,p, A,M) =C
— 5’ + MN.StartDec(K, N, G,T,) ; MN.DecSeg(S’,p, A,C) = M.

In words, running StartEnc on any key, nonce, and global associated data, followed by running EncSeg
on the resulting state plus any position, segment associated data, and message segment results in a
ciphertext segment that will be decrypted successfully by running StartDec and DecSeg appropriately.
Notice that here EncSeg is assumed to always output a valid ciphertext; our schemes will successfully
encrypt for any input position indicator. In Appendix A, we show a more general definition in terms of
correctness of decrypting entire segmented ciphertexts, and show that our definition here is equivalent
the more general definition, given that decryption is random access.

We note that prior treatments of online AE schemes (Section 3) do not formally define correctness;
it is only referred to in passing in [18], stating that for correctness of oAE schemes, “we require that
decryption reverses encryption.” Yet, this is not trivial to define for coAE schemes. Our formalization
makes defining correctness simpler.

Confidentiality and authenticity security definitions. We now turn to defining security for raAE
schemes. As is standard for authenticated encryption, we want raAE schemes to maintain confidentiality
and authenticity. We capture these two goals in an all-in-one, simulation-based security definition, which
we call random-access real-or-random (ra-ROR). Our definition is based on the standard multi-user real-
or-random (mu-ROR) security notion for traditional AEAD schemes, but adapted to the random-access
setting, which intuitively means that ROR security should hold on a per-segment basis.

In more detail, ra-ROR consists of two games, ra-Real and ra-Rand, which we formally define in
Figure 8. In both games, the adversary A has oracles to request encryptions and decryptions of message
and ciphertext segments. Importantly, A can arbitrarily interleave segment encryption/decryption queries
corresponding to different segmented messages or ciphertexts, even across different users. We keep track
of key instances (i.e., users) via variable u, and, for key instance i, we keep track of active encryption
and decryption sessions (i.e., segmented message/ciphertext queries) via variables e; and d;, respectively.
When calling ENCSEG or DECSEG, the adversary specifies as input a tuple (7,j), indicating the key
instance and session within that instance that this query corresponds to. In the real world, ra-Real, A
receives outputs computed using the input raAE scheme. In the ideal world, ra-Rand, encryptions return
random samples from the space of possible headers and ciphertexts for the input message length, and
decryptions always return an error message.

We define the advantage of an ra-ROR adversary A over raAE scheme I1 as

AdvEToT(4) = ‘Pr [ra-Realﬁ‘ - 1} _Pr [ra—Randf—,“ —1 } ‘ .

We assume that adversaries are nonce respecting, meaning they do not query STARTENC twice using
the same nonce for the same key. Adversaries can repeatedly query STARTDEC on the same nonce and
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ra-Realf :

u+0 ;CS+0; HS« 0
b«s A°

return b

NEwW :

u—u+1;e,+0;d,«0
K, +sT.Kg

return

STARTENC(i, N, G) :

if i > u: return L

ei+—e; +1

(Ty, Si,e,) < M.StartEnc(K;, N, G)
HS <+ HSU{(i, N, G, Ty)}
return 7T}

ENcSEa(i, j,p, A, M) :

ifi>wuorj>e;: return L

ra-Randf :

u<+ 0
b+s A°
return b

NEw :

u—u+1; e, +0
return

STARTENC(7, N, G) :
if i >u: return L
e;+—e +1

Ty <—s [1.Hdrs
return 7T}

ENcSEG(i, j,p, A, M) :

ifi>wuworj>e;: return L

C «s M.EncSeg(S; ;,p, A, M) C <+ N.Cexts(p, | M|)
CS + CSuU{(i,4,p, O} return C
return C

STARTDEC(Z, N, G, T}) : StArRTDEC(Z, N, G, T}) :

if i > u: return L return |
if (i, N,G,Ty) € HS : return L
Si'q, + MN.StartDec(K;, N,G,T,)
if S;q;, = L :return L

return true

DEecSEG(t, 3, p, A, C) : DEecSEG(¢, j,p, A, C) :
ifi>worj>d;: return L return |

if (4,4,p,C) € CS: return L
M < MN.DecSeg(Si;,p, A,C)
return M

Fig.8. Games for ra-ROR security of raAE schemes. Adversary A has access to oracles
O ={NEw, STARTENC, ENCSEG, STARTDEC, DECSEG }.

key. We will also sometimes restrict attention to adversaries that are position respecting, meaning that
they never query ENCSEG twice on the same (i, j, p) triple.

To disallow trivial wins, the adversary cannot query the decryption oracle with a ciphertext segment
under a key instance, session number, position identifier, and associated data that was obtained from an
encryption query with these same parameters. Note that we do allow reusing ciphertexts across different
key instances, sessions, and even across different positions within a segmented ciphertext. In other words,
trivial wins only consist of decryption oracle queries that correspond exactly to previous encryption oracle
queries. We prevent trivial wins explicitly in our game definitions.

In Section 5, we analyze the relationship between ra-ROR and nOAE2, the security definition for
coAE schemes from prior work (Section 3).

Headerless confidentiality and authenticity. No headerless scheme can achieve ra-ROR. security,
because it requires no adversary be able to forge a valid input to StartDec. But for headerless schemes,
StartDec always outputs a value (never 1) in ra-Real. We therefore give a variant of ra-ROR security
called raw-ROR. For any scheme [1, we define game raw-Realn to be the same as ra-Realn except that
STARTDEC returns L even if S; 4, # L. Advantage of an adversary A is defined as

AdvV TN (A) = ‘Pr [rauw—Real“,—,4 = 1} —Pr [ra—Rand’,—‘,l =1 ] ‘ .

12



ra-CMT-x7} :
(Ty,C,(G1,p1, K1, N1, A1), (G2, p2, K2, N2, A2)) + A
if x #p and p; # p2:
return false
S1 — I'I.StartDec(Kl, N1, G17Tg)
M < N.DecSeg(S1,p1,A1,C)
Sa <+ M.StartDec(K2, Na, G2, Ty)
My < MN.DecSeg(S2, p2, A2, C)
if My =1L or My =_1": return0
return (G1,p1, K1, N1, A1) # (G2, p2, K2, N2, A2)

Fig.9. Game template for the ra-CMT-p (with x = p) and ra-CMT (with x = ¢) security games for raAE
schemes. The latter requires that the two position identifiers match.

Notice that the ra-Rand game is the same for both security goals.

Commitment security. We now turn to commitment security. Unlike confidentiality and authenticity,
ours is the first treatment of this security property in the online AE setting. Similar to correctness, com-
mitment for online schemes is more complex than for traditional AEAD schemes, since we deal with two
“types” of ciphertexts: segmented ciphertexts, and individual ciphertext segments therein. Commitment
could thus be framed in terms of both ciphertext types. Just like correctness, however, we can focus on
commitment to individual ciphertext segments, since this implies commitment to the entire segmented
ciphertext, given that the scheme is random access.

Another subtlety of the online setting is defining the decryption context. That is: of all inputs to
StartDec and DecSeg (excluding ciphertexts), which ones can be adversarially-controlled? Matching com-
mitment definitions for traditional AE schemes, we assume that keys, associated data, and nonces can
be manipulated by the adversary. Whether the final parameter, the position identifier p, can be manip-
ulated by the adversary, is application-specific. We thus capture both settings via two definitions—we
refer to position commitment as the setting when p is part of the decryption context, and can thus be
controlled by the adversary; and to positionless commitment as the setting when p must match across
both contexts.

We formally define commitment security, capturing the ideas above, via two games. They are close
variants of each other, and so in Figure 9 we give a template that captures both, which we denote
by ra-CMT-x. Adversary A produces a header and a ciphertext segment, alongside two decryption
contexts that include a key, global AD, position, nonce, and AD segment. In the positionless commitment
variant, ra-CMT, A produces a single position identifier as enforced by the first if statement; and, in the
position variant, ra-CMT-p, A produces two identifiers. We define the positionless commitment variant
by ra-CMT = ra-CMT-x with x = ¢, and the position commitment variant by ra-CMT-p = ra-CMT-x
with x = p. Finally, we define the advantage of a ra-CMT-p adversary A over a random access AEAD
scheme [1 as

Advi ™ P(A) = Pr [ra—CMT—pf—,4 = 1}

and analogously for ra-CMT.

5 Relations with Existing Notions

The preceding section introduced our new formalism for raAE. It simplifies syntax and security, relative
to prior definitions. We now turn to the relationships between prior notions and ours.

ra-ROR implies nOAE2. We start with confidentiality and authenticity, comparing nOAE2 and ra-ROR.
Our goal is to show that ra-ROR implies nOAE2, and thus our new security definition is stronger than
prior ones. Notice, however, that nOAE2 and ra-ROR are defined over different primitives (coAE and
raAE schemes, respectively), and so we cannot directly compare both definitions over a single scheme.
Instead, we can interpret a raAE scheme as a coAE scheme, simply by restricting usage of ENCSEG to
be in order, and defining the next and last encryption (resp., decryption) algorithms as EncSeg (resp.,
DecSeg) with terminal bit in p set to 0 and 1, respectively. We formally define this simple transform,
R2C, in Figure 10, which wraps any raAE scheme 1 into its canonical coAE scheme.
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R2C[M].Kg :
K +sT.Kg

return K

R2C[M].Enc.init(K, N) :
(Ty,S™) < M.StartEnc(K, N, ¢)
return (1,5%)

R2C[M].Enc.next(S, A, M) :
(1,57) = 5 p+ (3,0)

C + MN.EncSeg(S*,p, A, M)
S+ (i+1,8%)

return (C, S)

R2C[M].Dec.init(K, N) :

(T,,S) + N.StartEnc(K, N, ¢)
S* < MN.StartDec(K, N, e, Ty)
return (1,S5%)

R2C[M].Dec.next(S, A, C) :

(3,8*) « S ; p<+ (3,0)

M <« MN.DecSeg(S*,p, A,C)
S+ (i+1,57)

return (M, S)

R2C[M].Dec.last(S, A, C) :

(4,87) < S5 p< (3,1)
M « M.DecSeg(S*,p, A, C)

R2C[N].Enc.last(S, A, M) : return M

(5,8") S5 p+ (3,1)
C < MN.EncSeg(S™,p, A, M)

return C

Fig. 10. Wrapper algorithm that transform an raAE scheme into a coAE scheme.

Equipped with this transform, we can now show that a scheme that is ra-ROR-secure is also (after
casting it in the syntax of coAE) nOAE2-secure.

Theorem 1. Let I be a raAE scheme, and A be a nOAE2rycn) adversary. We give an ra-RORn ad-
versary B such that
AdvRSER) (A) < AdviT(B).

Adversary B makes the same number of segment encryption queries as A, at most as many segment
decryption queries as the number of ciphertexts in A’s decryption queries, the same number of decryption
start queries, and one additional encryption start query. Adversary B runs in time similar to that of A.

We show the proof of this theorem in Appendix B.1. Intuitively, it follows from the fact that, if a scheme
is secure when segment encryptions can be performed in any order, then it is secure in the particular
case when encryptions are performed in order.

While ra-ROR implies nOAE2, the converse of Theorem 1 does not hold. Consider the contrived
scheme [ shown earlier in Figure 7 and discussed in Section 3. Recall that 1 is an extension to STREAM,
which uses a PRF F to reveal F(K7,i 4+ 1) during encryption of message segment ¢, and includes a
backdoor that undermines security if M = F(K;,i + 1). As discussed earlier, since nOAE2 enforces
in-order encryptions, the adversary cannot learn F(K7,i 4+ 1) until encryption of segment i + 1, and
so leveraging the backdoor in [T requires inverting F. Conversely, consider an equivalent version of [,
adapted in the canonical way to the syntax of raAE, i.e., using p = (i,b) to set the value of ¢ in S
and to choose between calling the next or last encryption/decryption algorithms. This scheme is clearly
not secure under ra-ROR: the adversary can just call ENCSEG with any message for segment position
i+ 1 to obtain (F(K7,i+ 1),R,C), followed by a call to ENCSEG for segment position ¢ with with
M =F(K{,i+1).

The scheme in Figure 7 thus implies that ra-ROR is strictly stronger than nOAE2, and so existing
schemes that are nOAE2-secure do not directly satisfy ra-ROR security. In particular, it is not clear
whether security holds when existing constructions are used (if allowed by the scheme) to encrypt seg-
ments in any order, a natural use case in many real-world scenarios.

ra-ROR security of STREAM. We proceed to address this gap, and show that STREAM is indeed secure
under random-access encryption. While STREAM is defined as a coAE scheme, we can directly cast it
in the syntax of raAE by, as described above, using p = (4,b) to set S and call the correct next or last
encryption/decryption algorithms. We refer to this scheme as STREAM*, which, for completeness, we
define in Figure 16 in Appendix B.2. Note that STREAM™ is headerless, and so we use the headerless
variant of ra-ROR in the theorem that follows.
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Theorem 2. Let AE be an AEAD scheme, 1N < STREAM*[AE], and A be a raw-RORp adversary. We
give a mu-RORAg adversary B such that

AdV[I;IaW—I'Or (A) S Advxlé]—ror (B) .

Adversary B makes as many encryption and decryption queries as the number of segment encryption and
decryptions, respectively, from A. Adversary B runs in time similar to that of A.

We show the proof of this theorem in Appendix B.3. This follows from a straightforward reduction,
where adversary B runs 1rauW—Real“|-|4 using the encryption and decryption oracles of its mu-ROR game to
compute segment encryptions and decryptions, respectively.

A similar argument shows that SE1 also satisfies (the headerless variant of) ra-ROR security, but with
an additional Adernu'prf advantage term in the bound above to account for the PRF F used to derive
keys at the start of encryption and decryption. This introduces an initial game hop in the proof, where
we replace computations of F with random strings of the appropriate length, which then allows us to
reduce to the security of AE.

Commitment security of existing schemes. Lastly, we consider commitment security. Since com-
mitment is not addressed in prior works, there are no equivalent definitions against which to compare
ra-CMT and ra-CMT-p. Furthermore, it is unclear whether existing constructions are committing or not.
We address this by deriving a bound for the commitment (in)security of STREAM, which follows from a
reduction to the commitment security of the underlying AEAD AE. We focus on STREAM for clarity of
presentation and generality, but note that an analogous argument gives the same bound for SE1 (and,
thus, for Tink). As in Theorem 2, we show our result in terms of scheme STREAM®, which is simply
STREAM mapped to the syntax of raAE (Figure 16 in Appendix B.2).

Theorem 3. Let AE be an AEAD scheme, N < STREAM*[AE], and A be a ra-CMTp adversary. We
give a CMTag adversary B such that

Advi™ (A) < Advig!(B).
Adversary B runs in time similar to that of A.

We show the proof of Theorem 3 in Appendix B.4. Adversary B obtains a ciphertext and pair of
decryption contexts from A for I, which B can use in its own game against AE. Notice that the bound
above is for the positionless commitment variant, and so it applies directly to the position variant too.

Let us now analyze the tightness of the bound in Theorem 3. For the position commitment variant,
any non-committing AEAD leads to a non-committing instantiation of STREAM, since any CMTag
adversary A can be used to construct a ra-CMT-p adversary BB with the same advantage. On output
(C, (K1, N1, A1), (K2, Na, As)) from A, adversary B first parses the nonces as (N7 || 41 || by) + Ny and
(N3 || é2 || b2) < Na, where by, by are single bits and iq,is are any substrings preceding them. Then,
B outputs (5, C, (e, (i1,b1), K1, N7, A1), (¢, (i2, b2), Ko, N3, Ag)) in its game. Notice that the probability
that B wins game ra-CMT-pp is equal to the probability that A wins game CMTag: the decryption
contexts from B result in calls to AE.Dec(K7y, (N7, i1, b1), A1, C) and AE.Dec(Kz, (N3 ,i2,b2), A2, C) inside
N.DecSeg, matching the behavior in CMTag.

The positionless commitment variant is more subtle, since it requires that position indicators are the
same in both decryption contexts. Therefore, we cannot generically construct a ra-CMTp adversary by
parsing N7 and N> from a ra-CMTp adversary as above. Instead, we require that N7 and Ns are such that
(i1 ]| b1) = (i2 || b2), so that position indicators (i1,b;) and (i2, by) are equal in both decryption contexts
from the ra-CMTp adversary. Therefore, for positionless commitment, a non-committing AEAD leads
to a non-committing instantiation of STREAM if and only if there exists a CMTag adversary for which
(at least) the last two bits of N1 and No do not matter for its attack, and can thus be equal. If such an
adversary exists, we can construct a ra-CMTp adversary in the same manner as for the position variant
above. In practice, most non-committing AEADs have attacks that satisfy this condition on nonces
(including AES-GCM, ChaCha20/Poly1305, etc.) [14], and so STREAM would not be ra-CMT-secure
when instantiated with these.

Note that AEAD commitment is not a requirement of STREAM nor SE1, and it is likely that com-
mon instantiations use non-committing AEADs. In particular, Google’s Tink library supports [2,1] two
AEADS: AES-GCM, which is not comitting [14]; and AES-CTR-HMAC, which is comitting [14].2

2 Unless independent keys are used for CTR and HMAC, in which case AES-CTR-HMAC is not committing [14],
which Tink does not do.
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6 FLOE: A New raAE Scheme for Practical Constraints

Our results from the previous section establish that existing constructions, such as STREAM, are se-
cure raAE schemes. However, such a scheme does not satisfy our original motivation, which is a FIPS-
compatible mode of operation for AES-GCM that can be used securely to encrypt large amounts of data.
We therefore provide a new scheme called Fast Lightweight Online Encryption (FLOE). It provides a
FIPS-compliant, high-performance, and secure raAE.

Practical goals. We start by outlining the practical challenges that motivated this project, which are
based on real-world product concerns.

FIPS compliance and AEADs: The elegant designs of STREAM and SE1 are natural solutions
to the problem of streaming encryption. Yet, they face an important usability issue: they do not comply
with NIST’s cryptographic standards. Specifically, Section C.H of FIPS 140-3 [27] mandates a handful
of allowed ways of selecting IVs for use with any AEAD algorithm. The simplest is 96-bit random IVs,
where the IV is generated by a FIPS-validated random number generator. But STREAM and SE1 use
structured I'Vs with the underlying AEAD: they append segment numbers and terminal bits (both critical
to security) to the nonce. Another FIPS-compliant option is to use deterministic nonces, but these have
a prescribed structure that the nonces used in STREAM and SE1 do not match. FIPS compliance is
important in many production environments, for example, because customers of an encryption-using
product require it.

Even if an application need not be FIPS compliant, many production environments nevertheless use
FIPS-validated cryptographic modules. Many of these do not allow callers to specify deterministic nonces,
and thus it is impossible to implement STREAM nor SE1 using those systems.

Ultimately, the landscape in practice is that we need an raAE scheme that uses black-box calls to an
underlying AEAD that uses random IVs.

FIPS compliance and KDFs: Similarly to the above, FIPS compliance mandates use of approved
key derivation functions (KDFs). NIST specifies in SP 800-133 Revision 2 [5] the use of KDFs from SP
800-108 Revision 1 [11], which includes ones based on HMAC [23], KMAC [22], and CMAC [13]. This
rules out some design approaches, such as DNDK [15,16].

Commitment: As shown in Section 5, the ra-CMT and ra-CMT-p security of STREAM and SE1
reduce to the commitment security of the underlying AEAD. But most widely used AEADs are not com-
mitting (e.g., AES-GCM, ChaCha20/Poly1305, etc.), and so these schemes do not provide committing
raAE. It would instead be desirable to decouple commitment of the raAE scheme from commitment of
the AEAD, thereby enabling the use of generic AEADs while maintaining security.

Long key lifespans: We need to support encryption of very large payloads, which requires splitting
up plaintexts across many AEAD encryptions. This can, in turn, lead to small key lifespans, meaning the
amount of plaintext that can be encrypted under the same key. Small lifespans complicate deployments,
which then must rotate keys frequently. As required by FIPS 140-3, when using random nonces, one
needs to ensure a low probability of nonce collisions under the same key; such collisions lead to complete
security loss. In particular, NIST requires that this probability be no greater than 2732 [25]. For AES-
GCM with 96-bit random nonces, this implies key rotations after just 232 encryption calls, which is well
within the scale of modern workloads [21].

Neither STREAM nor SE1 provide satisfying key lifespans. STREAM uses the same input key for all
AEAD encryptions, and so even if one replaces its use of structured nonces with random nonces, one
would require key rotations after encrypting just 23? segments (regardless of the number of messages).
SE1 has better key lifespans, due to deriving a fresh key for every plaintext. This, however, still implies
that we cannot encrypt a single message with more than 232 segments.

Even ignoring nonce collisions, the 128-bit block size of AES also constraints the lifespan of keys:
after ¢ encryption calls with total length at most ¢ blocks, an adversary has distinguishing advantage
(0 + g+ 1)%/21% [20], which exceeds 2732 after just 2%° blocks. Once again, this limits the amount of
data that can be encrypted across messages (for STREAM) and within a message (for SE1).

Other goals: In addition to the main requirements above, there are a number of other usability
goals that would make a scheme more friendly for developers. In particular, it would be useful for a
scheme to be able to output different error messages during decryption, granularly indicating where and
why decryption failed (instead of a single, generic symbol L), which can aid developers when debugging
systems. However, returning multiple error messages may lead to security failures, as it could introduce
side channels that can be leveraged by an adversary [9]. Therefore, we want a scheme to remain secure
while supporting an expanded set of error symbols.
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Parameter Symbol

Description

Input key length K

Length of key K input to StartEnc/StartDec

Input nonce length In Length of nonce N input to StartEnc/StartDec
Intermediate key length Kin Length of message key K, derived from K
Header length L, Length of ciphertext header Ty

Segment length s Length of non-terminal message segments
Max. segments maxs Max. number of segments a message can have
AEAD block size n Block size of AEAD AE used in EncSeg/DecSeg
AEAD key length Kse Length of key K. for AE derived from K;,,
AEAD nonce length Ve Length of nonce for AE sampled at random
AEAD tag length t Length of tag for ciphertexts from AE
Rotation mask r Number of encryptions (2") before rotating K.

Fig. 11. Parameters for FLOE[AE, F], which we capture in variable p. Segment length s is the only parameter not
fixed by the FLOE specification and left to the control of developers.

FLOE.Kg : FLOE.Ctxts(p, ¢) :
K +s{0,1}" (4,b) < p
return K if b=0: return {ca} x {0, 1}

else : return {encode(4 + ¢,4)} x {0, 1}C|en(s)

FLOE.StartEnc(K, N, G) :

Ty < F(E,p [N [[es || G, br,)
Kin = F(K,p [ N[l c2 | G, Kin)
S «— (Kin,N7 G)

return (T, S)

FLOE.StartDec(K, N, G, Ty) :

if T, # F(K,p | N || cs | G, tx,)
Kin < F(K,p || N || c2 || G, Kin)
S (l{in,]\f7 G)

return S

return |

FLOE.EncSeg(S,p, M) :

(Kin, N,G) < S ; (i,b) < p

k < mask(z, )

Kse + F(Kin,p || N || cs || encode(k, 8) || G, kse)
A < encode(i, 8) || encode(b, 1)

C s AE.Enc(Kse, A, M)

ifb=0: H<+cq

: H < encode(4 + |C|s,4)

return H || C

FLOE.DecSeg(S,p, H || C) :

if S=_1: return L
(Kin,N,G) < S ; (i,b) < p
ifb=0and H # ¢4 :
if b= 1 and H # encode(|C| + 4,4) :
k < mask(z, r)

Ko <+ F(Kin,p|| N || cs || encode(k, 8) || G, kse)
A <+ encode(i, 8) || encode(b, 1)

M + AE.Dec(K,., A, C)

return M

return L

return |

else

Fig.12. Our raAE scheme FLOE using AEAD AE, KDF F, and associated parameter set p (Figure 11). All
c; are fixed constants, appropriately encoded: ¢; = ¢HEADER_TAG:’’; c; = ‘MESSAGE_KEY:’’; c3 = ‘DEK:’’; and
cs = OXFFFFFFFF. Function encode(z,f) encodes input x as an usigned big-endian value of length ¢ bytes; and
function mask(é,7) = ¢ — (¢ mod 2") masks the low-order r bits of 4 to 0.

For clarity of presentation, we defer discussion of multiple error symbols to Appendix F, and restrict
attention to a single error symbol | in the rest of the body of the paper. In Appendix F, we specify the
full list of FLOE’s error symbols, refine ra-ROR and ra-CMT-x to account for schemes that may return
multiple error symbols during decryption, and show that FLOE meets these definitions.

The FLOE scheme. Motivated by these requirements, we present FLOE. It is configurable, with a
number of developer-specified parameters; * see Figure 11. We denote the parameters used via variable p.
Pseudocode appears in Figure 12, and a diagram depicting the main encryption steps in Figure 13.
FLOE relies on two underlying cryptographic components: a variable-output-length PRF F, and a
randomized AEAD scheme AE. We discuss their instantiations later. In more detail, we assume a PRF
F: £ x {0,1}* x N — Y where £ 2 {0,1}* U {0,1}"» supports the relevant key lengths and ) 2

3 In practice, all of these values are fixed by the FLOE specification (see Section 8) with the exception of segment
length.
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Fig. 13. Diagram of the main steps in the encryption process of FLOE[AE, F]. The left side shows StartEnc, and
the right side shows EncSeg. See pseudocode in Figure 12 for the full steps of FLOE.

{0,1}75 U{0,1}" U{0,1}"= supports intermediate key length and the AEAD’s key length. We require
that F(K, X,¢) outputs a bit string of length ¢ bits, and we will only use £ such that 2 € ).

FLOE encryption works as follows. Running StartEnc(K, N, G) on key K, nonce N, and global AD G
generates a PRF-output 7y, that commits to &, N, G. It also commits to the parameters p, which will be
useful in practice for preventing use of the incorrect parameters during decryption. Finally, StartEnc also
prepares an intermediate key (also called message key). For simplicity of implementation, we use two
calls to the same PRF F, with almost identical inputs except, importantly, domain separation provided
by fixed constants. Note that all inputs to F except for the global associated data are prefix-free. The
resulting state is the intermediate key K, and we include also IV and G since we use them again during
segment encryptions.

Encryption of an individual message segment derives an AEAD key, using the same F in the same
manner as before, but with K;,, and a distinct constant. Here, however, derivation depends on the segment
number and a parameter r: we zero out the low-order r bits of the segment number before we include it
in the AEAD key derivation. We denote this masking process via function mask(i,r) = ¢ — (¢ mod 2").
This results in what we call key epochs: we use the same AEAD key with 2" consecutive segments.
This allows a performance-security trade-off, as discussed further below. Finally, we encrypt the message
using randomized AEAD AE (thus complying with FIPS), and under an associated data that includes an
encoding of the position (that is, segment number and terminal bit), which prevents from, e.g., dropping
or reorganizing ciphertext segments. (In theory, we can therefore allow up to max, = 25 segments,
though the forthcoming specification will by default establish a more reasonable limit of 249). We output
the resulting ciphertext (which includes the nonce and tag) preceded by a 4-byte plaintext header that is
either a fixed constant string (OxFFFFFFFF for non-terminal segments) or the length of the full segment
output (four plus the length of the ciphertext in bytes) for a terminal segment.

Decryption proceeds in the obvious way, rederiving keys and performing decryption using the under-
lying AEAD with the appropriate key. Segment decryption additionally checks that the plaintext header
is correct. In implementations, all routines should additionally check that inputs are allowed (e.g., of
appropriate lengths); we omit such checks from our pseudocode for simplicity.

Discussion. FLOE requires non-terminal segments to be fixed lengths. This is pragmatic since appli-
cations will use FLOE to encrypt very large files by splitting them into m — 1 full-length segments and
possibly one partial-length segment, thus making length encodings of non-terminal segments superfluous.
We could support variable length non-terminal segments; our security analyses allow adversaries to make
such queries and so cover this case even though it deviates from intended usage.

One may wonder why have intermediate message keys. The reason is defense-in-depth. By deriving
K, using F, even if K, is somehow compromised, the adversary learns nothing about the root key K
and, in particular, other plaintexts will still be secure. For example, this means implementations can use
a separate, isolated module for StartEnc and StartDec, providing extra protections for K.

From a security perspective, because Kj,, is already bound to N and G, we could drop the latter two
from the input to the final AEAD key derivation within EncSeg and DecSeg. But in practice N and G
are short, and it simplifies implementation to have similar F input message format everywhere. It also
somewhat simplifies security analysis and slightly improves some security bounds (i.e., because we do
not have to worry about intermediate key collisions when unique nonces are used).
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The parameter 7 allows a security-performance trade-off. Note that for each key epoch, encryption (or
decryption) can cache K, and skip recomputing F and also avoid any re-keying costs for the underlying
AEAD. For our FIPS-compliant instantiation, we will end up using a relatively slow F based on HMAC,
and so larger r will be rather beneficial for performance. On the other hand, as we will show in the
security analysis in Section 7, increasing r lowers concrete security when using an underlying AEAD
with relatively short random nonces (such as AES-GCM’s 96-bit nonces) due to increasing probability
of nonce collision under a same AEAD key.

7 Security Analysis of FLOE

We analyze the security of FLOE in this section. We start with confidentiality and authenticity, and then
turn to commitment.

Confidentiality and authenticity. Our target security notion is ra-ROR, as defined in Section 4. We
first present a general security bound, reducing to the security of the underlying AEAD AE and KDF
F. We later instantiate this result with a particular AE and F, to obtain concrete bounds for specific
useful-in-practice FLOE configurations.

Theorem 4 (FLOE confidentiality and authenticity). Let AE be an AEAD scheme, F be a PRF,
and N = FLOE[AE, F] with associated parameter set p. Let A be a position-respecting ra-RORp adversary
that makes qse start encryption queries, qe segment encryption queries, qsq start decryption queries, and
qa segment decryption queries. We give a mu-PRFg adversary B and a mu-RORS$Ag adversary C such
that

AV (A) < 2 AdvE" P (B) + AdvRe T (€) + S

Adversary B makes at most qg = max{2(gse + qsd), ge + qd} queries to at most qp users. Adversary C
makes qe encryption queries and qq decryption queries to at most qe + qq users. Both adversaries run in
time similar to that of A.

A benefit of FLOE’s design and our new, random-access-first definitions is that the proof follows from a
straightforward analysis: the simpler proofs are to verify the more assurance we have in scheme security.
We defer details to Appendix C, and just sketch the game-hopping argument here. By the mu-PRF
security of F, and the fact that A is nonce-respecting, we can replace computations of header tags and
intermediate message keys during STARTENC and STARTDEC calls with sampling random strings. Then,
by the mu-PRF security of F again, and the fact that message keys are now random, we can similarly
replace computations of AEAD keys within EncSeg and DecSeg with sampling random strings. Next, by
the mu-RORS$ security of AE, and the fact that AEAD keys are now random, we can replace all AEAD
encryptions with sampling random ciphertexts, and decryptions always returning 1. Lastly, in this world
the adversary can only query a valid header tag to DecSeg with probability at most 1/ 2Ty —a union
bound gives the final term in the advantage inequality.

Bounds for concrete instantations. Theorem 4 is a general template, which can be instantiated with
a specific AE and F to obtain concrete bounds. We now consider FLOE-GCM, which is FLOE but with AE
being AES-GCM using 96-bit random nonces, and F being HMAC in the expand mode of HKDF with
SHA-384 as the underlying hash function. These choices align FLOE-GCM with FIPS requirements, and
allow black-box use of cryptographic modules that only provide interfaces for AES-GCM using internally
generated random nonces.

Towards full security bounds, we will rely on (a slight variant of) the multi-user AES-GCM bound
from Gueron and Ristenpart [16], shown below, which follows by applying hybrid arguments to the single-
user confidentiality and authentiticy bounds of [20]. The bound in [16] considers a granular treatment of
adversaries, accounting for how queries are distributed across key instances. In particular, they introduce
the notion of a g-bound adversary, which makes at most i encryption queries to ¢; key instances. For
example, an adversary that is ¢-bound for ¢ = (10,5,0,...,0) makes at most one query to 10 different
key instances, and two queries to at most five different key instances. Note that the total number of key
instances is ), ¢; (15 in our example), and the total number of queries is >, - ¢; (20 in our example).
They also define the weight of ¢, denoted by w(§), as the largest ¢;. This treatment will be useful for us,
allowing us to derive more fine-grained bounds. Below, let §,(a) = (1 — (a — 1)/27)~%/2.
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Theorem 5 (AES-GCM multi-user security [16]). Let AE = AES-GCM used with 96-bit nonces and
T-bit tags built from an n-bit block cipher E. Let A be a g-bound mu-RORS$Ae adversary that makes at
most d decryption queries, where the mazimum plaintext length across all encryption queries is L1 blocks
and the maximum input length across all encryption and decryption queries is Lo blocks. Then, there
exists an explicit mu-PRPg adversary B such that

mu-ror mu-pr q_; i (ZL +i+ 1)2 (Z "0 (Z — 1)

AdvRET® (A) < 2 AdvE ™ PP(B)+ ) ( 21n+1 > +
=1

d(Lz +1)

5 on(w(@) (L1 +1) +d+1).

Adversary B runs in time that of A, and makes at most ), ¢; key generation queries, Y. q; -i- (L1 +2)
enciphering queries, and d decryption queries.

This presentation of Theorem 5 makes two minor modifications to the bounds shown in [16]. First, [16]
assumes nonce-respecting adversaries, whereas we deal with randomized nonces. However, by a standard
reduction (see, e.g., [19]), we can simply add an additional term to the bound to account for the prob-
ability of nonce collisions under a same key; this can be derived using a birthday bound to compute
the probability of collisions under a single key, and taking a union bound over all key instances, which
corresponds to the ¢; -i - (i —1)/2°7 term in Theorem 5. Second, [16] shows separate confidentiality and
authenticity bounds, but, by a standard reduction, these can be summed to get a single all-in-one bound.

We can now apply Theorem 5 to Theorem 4, and get a bound for FLOE-GCM. Notice, however, that
the parameters in Theorem 5 depend on the specific query profile from the ra-ROR adversary A: the
key instance of AE used by an ENCSEG(3, j,p, A, M) query from A depends on the key epoch that p
corresponds to. For instance, if A makes ¢e queries, all positions p therein could correspond to unique
key epochs, leading to ¢. key instances in mu-ROR$ and one query per key; conversely, the positions p
could fill all key epochs, leading to ¢e/2" key instances and 2" queries per key; and so on. These yield
different instantiations of Theorem 5, and so we need a more fine-grained handle on queries from A:

Definition 2. An ra-ROR adversary A has query profile of f if it makes at most i ENCSEG oracle
queries for f; key epochs.

In words, f; encodes the number of key epochs for which ENCSEG queries from A use up to i positions
from that epoch (out of 2" total). Since, recall, we assume that A is position-respecting, it follows that
|f| = 2". Going back to our examples above, all unique epochs per query corresponds to f: (ge,0, ..., 0),
and full key epochs corresponds to f = (0,...,0,¢¢/2"). This formalization of query profiles now lets us
benefit from the granular treatment of AEAD queries in Theorem 5,* arriving at the bound for FLOE-GCM
shown below, where we use the ideal cipher model for the security of the block cipher underlying AES.

Theorem 6 (FLOE-GCM confidentiality and authenticity). Let AE = AES-GCM used with 96-bit
nonces and T-bit tags built from an ideal cipher E : {0,1}% x {0,1}" — {0,1}", F be a PRF, and
M = FLOE[AE, F] with associated parameter set p. Let A be a position-respecting ra-RORn adversary that
makes p primitive queries, gse Start encryption queries, qe segment encryption queries with query profile

f, (sd start decryption queries, and qq segment decryption queries. We give a mu-PRFg adversary B such
that

ra-ror mu-pr QEP+Qeqe—1 - ’iS+’l"I’L+’I’L2 - (1 —1
AdV () < 2+ Advpr (B4 B0t del@e = 1) s <fz~~( DY ))+

2’4.@;:—1
i€[1,27]

Q2200 5w (s/m+ 1) aa+ 1) +

2fry

Adversary B makes at most qg = max{2(gse + ¢sq)} and runs in time similar to that of A.

Above, r and s correspond to the rotation mask and segment size in p (see Figure 11), respectively. We
show the simple proof of this theorem in Appendix D, which follows from instantiating Theorem 4 with
Theorem 5 for the AdviE™™® term, and translating f for A to a g-bound for C.

Theorem 6 gives the adversary flexibility to distribute queries however they wish (subject to the
position-respecting assumption). We can focus on particular query profiles of interest, to understand

4 This is similar to how Gueron and Ristenpart [15] introduce the notion of “nonce head respecting” adversaries
in their security definition, in order to interface with the g-bound notion in their bound for AES-GCM.
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security in these settings. For instance, we can consider query profile f = (0,0, ...,¢¢/2") mentioned
earlier, which corresponds to the “canonical” usage of an online scheme (i.e., where all segments within
a key epoch are encrypted). This yields the following for the summation term in Theorem 6:

@(2"s+2'n+n)?  q(2"—1)
n2ontrl 997 °

Furthermore, since each segment encryption query is of length (at most) s, the total number of encrypted
bytes across all queries is @ := ¢es, and so we can restate this equation as

Q(2"s +n2" +n)? Q2" —1)
sn2ontr+l 5297

We discuss our confidentiality and authenticity security bounds in more detail in Section 8, where
we analyze how adversarial advantage scales as a function of FLOE’s parameters, and thus the security
achieved in practice.

Commitment security. We now shift gears to commitment security, where our target security notion
is ra-CMT, as defined in Section 4.

Positionless commitment: Unlike STREAM and SE1, the positionless commitment security of
FLOE does not depend on the commitment security of AE. As mentioned in Section 6, FLOE’s ciphertext
header commits to the key, nonce, and global associated data, and thus the collision resistance of F
guarantees that two different decryption contexts will not both correctly pass the header check during
decryption start. We formalize this in the theorem below.

Theorem 7 (FLOE positionless commitment). Let AE be an AEAD scheme, F be a PRF, and
M = FLOE[AE,F] with associated parameter set p. Let A be a ra-CMTp adversary. We give a CRg
adversary B such that

Advrﬂa—cmt(A) S AdV'c:r(B) .
Adversary B runs in time similar to that of A.

We show the proof of this theorem in Appendix E. During every segment decryption, AEAD nonces
are included in the ciphertext, and so are committed to explicitly. Then, AD segments are computed
from p, which are required to be the same in both decryption contexts in ra-CMT. Lastly, AEAD keys
are derived from the input key, nonce, and global associated data, and so their commitment reduces to
the collision resistance of F, as mentioned above.

Position commitment: Like STREAM, the position commitment of FLOE depends on the commit-
ment security of AE. This is due to the fact that segment identifiers are not committed to, and so A
could submit two decryption contexts with different p; and ps that would lead to different AD segments
Ay and As. Therefore, if AE is not committing, these would both result in valid decryptions.

Theorem 8 (FLOE position commitment). Let AE be an AEAD scheme, F be a PRF, and I =
FLOE[AE, F] with associated parameter set p. Let A a ra-CMT-pp adversary. We give a CMTag adversary
B such that

AQVE(A) < AdVRE!(B).

Adversary B runs in time similar to that of A.

This theorem follows by an analogous reduction to that of Theorem 3, so we omit it for brevity.
We note that, since AES-GCM is not committing, consequently FLOE-GCM is not position committing.
However, minor modifications to FLOE could add support for position commitment. For example, one
could simply add p to ciphertext segments, at the cost of an additional 9 bytes of ciphertext length.

8 Performance of FLOE

As discussed in preceding sections, rotation mask and segment size are the two key levers of FLOE, guiding
its usage of the underlying AEAD. These parameters are critical for both security and performance, and
thus their selection is an important consideration for practical deployment. We explore this security-
performance tradeoff in detail in this section, focusing on FLOE-GCM. We first revisit our security bounds
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from Section 7, quantifying how adversarial advantage scales as a function of these parameters, and thus
the security achieved in practice. We then turn to FLOE-GCM’s performance, analyzing how parameter
selection translates to computational overhead, followed by an experimental evaluation of FLOE-GCM’s
runtime.

Security. Our security bound for FLOE-GCM (Theorem 6) relies on various parameters and adversarial
considerations. We start by contextualizing our bound for practical parameter choices, analyzing what
this entails for security in practice.

Interpreting our bound: Let us first fix standard parameter values for AES-GCM: a block size of
n = 128 bits for AES-GCM, tag size of 7 = 128 bits, and key size of ks = 256 bits. Similarly, let us
set the header length to be {7, = 256 bits. Next, recall that Theorem 6 depends on the adversary’s
specific query profile, i.e., how their segment encryption queries are distributed across key epochs. For
our analysis, we will focus on the “canonical” query profile mentioned in Section 7, where the adversary
encrypts all 2" positions in every key epoch. In this setting and with these parameters, our bound from
Theorem 6 becomes:

Gep + Qe(Qe - 1) Gsd

ra-ror mu-prf
Advip™® (A) <2 Adve ™ (B) + 55— + oo T
Qs+ 2T+ 272 Q2 —1)  quls+27) rir .
Sor+143 + 5297 + 9135 0n(Q/27" + Q/(s2") +qa + 1).

To simplify this further, following [16], let us assume that Q/2"t7 + Q/(s2") + qq + 1 < 2%4. Then,
we can rely on a result from Bernstein [8] that shows that, if n = 128 and z < 2%, it follows that
On(x) < 1.7. We thus arrive at:

ra-ror mu-prf qp+q(q_1) qsd
Advi™ (A) <2- Adve™P(B) + % + 22556+
Qs + 27T 49 Q@ 1) _auls +27) "
gr+143 §297 2134 :

With this simplified bound, we can now analyze its dominant terms, and how they depend on r and s.
First, if » > 1, the dominant term in Equation 1 is Q(2" —1)/(s2°7), which corresponds to the probability
of nonce collisions under any individual AEAD key. Notice that this term decreases if r decreases and/or
s increases. This makes sense: rotating keys more frequently implies fewer nonces are used per key, and
larger segment sizes implies fewer key instances are required for a fixed adversarial workload. Therefore,
in this case, lower r and larger s improve security.

If » = 1, however, this term disappears: if keys are only used once, the probability of same-key nonce
collisions is zero. If so, assuming that ge/qq > 512s, the dominant term is instead

Q(ZOS+20+7+27)2 Q(S+28)2

520+143 T golaz

which corresponds to the multi-user security of AES-GCM. Notice how, converse to the r > 1 case,
decreasing s improves security, as this term is proportional to s. This follows from the fact that decreasing
s decreases the number blocks that the adversary can encrypt under each AEAD key. If ge/q4 < 512s
instead, the dominant term becomes ¢q(s + 27)/2134, which is also proportional to s.

In summary, decreasing r improves security, as this lowers the probability of nonce collisions. De-
creasing s also improves security for the same reason, unless we derive a fresh key for every segment
encryption, in which case a lower s leads to better security.

Security scaling: To make this analysis concrete, we now quantify adversarial advantage for different
values of r and s. Figure 14 shows how (the dominant terms of) Equation 1 scales as we vary r and
s, under a fixed adversarial workload of @@ = 2°0 encrypted plaintext bytes (i.e., one petabyte). Notice
how, as explained earlier, decreasing r improves security, and increasing s improves security if and only
if » > 1. The red dashed horizontal line indicates where adversarial advantage crosses 2732. We can see
that, even for a fairly small segment size of 1 KB, a large rotation mask of r = 25 yields acceptable levels
of security.

We can similarly quantify adversarial advantage as a function of the adversary’s workload @) instead,
fixing values for r and s. In particular, notice that Equation 1 is a linear function of Q. So, if we set s
and r to, for example, s = 1 MB and r = 20, the dominant terms of Equation 1 become

QERY+22+27)? QE2*-1) _ Q , Q _33Q

9183 9117 < 2102 + 997 T 9l102”
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Fig. 14. Adversarial advantage as a function of r and s, for an adversarial workload of Q = 2°° and the canonical
query profile (Section 7). Lower is better. The red horizontal line indicates where adversarial advantage crosses
2732, Notice that decreasing r improves security, and increasing s improves security if and only if r > 1.

Therefore, an adversary can encrypt approximately 2% bytes (32,786 petabytes or 32 exabytes) before
their advantage is greater than 2732,

Performance. Our analysis thus far shows that FLOE’s security benefits from a smaller rotation mask
and larger segment size. However, these parameter choices heavily affect FLOE’s performance, which we
now explore.

Analytical evaluation: We start by analyzing how varying r and s lead to additional computational
steps during message segment encryptions, thus arriving at closed-form formula for overhead as a function
of some fixed runtime for F and AES-GCM’s underlying operations.

We first consider key derivations. Let T¢ be the cost of deriving a key of length x. using F. Decreasing
either r or s results in additional AEAD keys: the former results in deriving keys more frequently, and the
latter results in more segment encryptions. In particular, for a segmented message of size £, the number
of required keys are {%L which leads to an overhead of Tf - {%W

Turning to AEAD encryptions, only s affects performance, since encryption overhead is independent
of the key being used. Decreasing s affects encryption overhead in two ways: more encryption calls are
required, but the input to each is smaller. We refer readers to [24, Figure 1] for a helpful diagram of the
steps involved in AES-GCM'’s encryption process. First, notice that, since AES-GCM uses counter mode
for encryption, the time required to process each plaintext block is the same regardless of how these
blocks are distributed across encryption calls: each requires one call to AES, two XOR operations, and
one GHASH multiplication. Then, each new encryption call requires one additional AES computation,
two additional GHASH multiplication operations, and two additional XOR operations. Furthermore, since
FLOE uses random nonces, each encryption call requires sampling a new nonce of length v,.

To make this concrete, let Tags be the cost of one AES computation, Tgyasy be the cost of one
GHASH multiplication, and T,% , be the cost of sampling a random string of length v.; we omit the cost
of XOR operations for clarity as their overhead is negligible. Then, for a segmented message of size £,
the total encryption cost is

v (2] ) [ 1) e []-

¢ i ¢
(Taes + TGHAsH) - [nl + (Taes + 2TgHasH + Tr5g) - Lw .

Putting it all together, we arrive at a total message encryption cost of:

y4
s27

¢ Y.
TrLoe-cem (4,7, 5) = TE - { -‘ + (Taes + TGHASH) - [n-‘ + (Taes + 2TgHasH + Tr5g) - L-‘ (2
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Fig. 15. Throughput in millions of bytes per second when processing an input message of length 1 GB, under
various rotation masks and segment sizes. Higher is better.

Notice that the middle term is independent of r and s, and thus the first and third terms correspond
to the added overhead from varying r and s. In practice, however, it will generally be the case that n < s
and n < 2", and so the middle term dominates as ¢ increases.

Ezxperimental evaluation: Equation 2 provides a general template for gauging the overhead of
FLOE-GCM on arbitrary platforms. To get a better sense of how it translates to overhead in practice, we
now report on an empirical evaluation of FLOE-GCM.

We implemented FLOE-GCM in C++ on top of OpenSSL [28] for AES-GCM and HKDF-Expand, and
evaluated our implementation on an Apple Macbook Pro with an M1 Pro chip for various values of r and
s. (We discuss our implementations further in the section.) For each parameter set, we first performed a
warm up of 500ms, followed by five iterations of encrypting a message of length 1GB. For each iteration,
we computed the time required to encrypt the entire message (encryption start, followed by all segment
encryptions), from which we derived the throughput in terms of millions of bytes per second (MB/s).
We then report the median value across all five iterations. We use throughput as opposed to the more
standard metric of cycles-per-byte since Apple does not provide access to cycle counters for an M1 Pro
chip. Nevertheless, throughput is sufficient to showcase trends in performance.

We show the results of our experiments in Figure 15. We consider segment sizes of 4KB, 32KB,
256KB, and 1MB, and rotation masks of 0, 5, 10, 15, 20, and 25. As expected from Equation 2, a small
rotation mask of r = 1 leads to a noticeable decrease in throughput across all segment sizes, since a
large number of key derivations are required (e.g., 262,144 keys when s = 4 KB). However, the number
of key derivations quickly decreases as we increase r (e.g., 8,192 keys when r = 5 and s = 4 KB), and
this overhead is drowned by the cost of processing the plaintext. Similarly, decreasing the segment size
also leads to noticeable overhead for small sizes, which primarily comes from deriving more random
nonces. However, like key rotations, this quickly plateaus: as segments become larger and fewer nonces
are required, the cost of encrypting all plaintext blocks dominates.

Implementation. Snowflake provides open-source reference implementations of FLOE-GCM in C++,
Go, Java, and Rust at https://github.com/Snowflake-Labs/floe-specification. In addition, a
developer-friendly specification documenting the usage of FLOE-GCM can be found at blob/main/spec/
README . md.
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A Additional Definition of Correctness for raAE Schemes

In Section 4, we defined correctness for raAE schemes based on correctness of decrypting individual
segments (Definition 1). This is based on the observation that, in the random access setting, correctness
of decrypting individual ciphertext segments is equivalent correctness of decrypting the entire segmented
ciphertext. We now make this concrete, by introducing a correctness definition in terms of segmented
ciphertexts, and showing that it is equivalent to Definition 1.
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Definition 3. An raAE scheme Tl is correct if, for any key K, nonce N, global AD G, segmented
message M, segmented AD A, segmented ciphertext C, positive integer n, subset-permutation I of [1,n],
and subset-permutation J of I, it holds that

(Ty,S) < N.StartEnc(K, N, G) ; Ty || (EncSeg(S7 (4, (i = n)), As, M,)) =C

iel
= S < StartDec(K, N, A,T,) ; (DecSeg(S, (j,(j = n)),Ai,Ci))].eJ = (M;)jer.

Note how this definition is parametrized by subset-permutations I and J, which specify the order of
segment encryptions and decryptions, respectively. We now show that Definition 3 is equivalent Defini-
tion 1. Intuitively, if a scheme supports random-access decryption, correctness of decrypting a ciphertext
segment cannot depend on correctness of decrypting another ciphertext segment.

Theorem 9. A raAE T is correct according to Definition 3 if and only if Tl is correct according to
Definition 1.

Proof. Say that we have K, N, G, M = (My, ..., M), C = (C4,...,C,), I and J that fails the conditions
of Definition 3. If so, there must be some j € J such that DecSeg(S, j, (j = n), A;, C;) # M;. Importantly,
S is fixed across all segment decryptions, and so (K, N, G, (j, (j =n)), M;, A;,C;) would also not satisfy
the conditions in Definition 1. For the converse, say that there is some (K, N, G, (i,b), M;, A;, C;) that
fails the conditions of Definition 1. These same parameters would not satisfy Definition 3, simply by
setting M = M;, A=A;,, C=C;,and I = J = [i].

B Additional Details on Relations Between raAE and coAE

In this section, we present the full proofs and additional details for the results of Section 5.

B.1 Proof that ra-ROR implies nOAE2

We show the proof of Theorem 1 in this section.

Proof. Adversary B runs nOAEQéZC[n], using the oracles from its ra-RORp game to simulate the envi-
ronment and reply to queries from A, as follows.

Initialization of keys. First, before any inputs from A, B calls the NEW oracle in its game once for
every key initialized in the setup phase of nOAE2“R42C[|-|].

Start of encryption streams. On every INITENC(4, N) oracle call from A, B calls StartEnc(i, N, ¢), and
returns an integer corresponding to the number of encryption streams that have been initialized for key
instance i, which B keeps track of locally. Internally in ra-RORp, in the real world, this results in a call
to M.StartEnc(K;, N, ), which matches the behavior of R2C[M].Enc.init.

Encryption of non-terminal segments. On every NEXTENC(i, s, A, M) oracle call from A, B calls
ENCSEG(i, s, (,0), A, M) and forwards the resulting ciphertext C to A, where j is the number of
calls of the form NEXTENC(i, s, -,-) made by A thus far, which B keeps track of locally. In the real
world of ra-RORp, this results in a call to M.EncSeg(S; s, (j,0), A, M), which matches the behavior of
R2C[M].Enc.next.

Encryption of terminal segments. This is analogous to the encryption of non-terminal segments men-
tioned above, expect that calls from B are now of the form ENCSEG(3, s, (4,1), A, M).

Decryptions. On every DEC(i, N, A, C,1,a) oracle call from A, B will do as follows. First, B checks
whether |A| # |C|, returning false if so. Otherwise, B computes T, corresponding to this query, as
follows. If there was a previous query of the form StartEnc(i, N, ¢), B simply uses the result of that query.
Otherwise, B queries StartEnc(i, N, €). Then, using Ty, B calls STARTDEC(¢, N, €, T ). In the real world of
ra-RORp, this results in a call to N.StartDec(K;, N, ¢, T;;), which matches the behavior of R2C[M].Dec.init.

Then, B checks that every index in I is between 1 and |C|, returning false if not. If this check passes,
B then iterates over every r € [1,|I]|, doing as follows. If a = 0 or r is such that I[r] # |C|, B calls
DECSEG(4, d, (I[r],0), A[r], C[r]), where d is the number of calls of the form DEcC(i, -) made by A thus
far, which B keeps track of locally. If any of these calls return L, B returns false to .A. In the real world
of ra-RORp, each of these calls results in a call to IN.DecSeg(S; 4, (I[r],0), Alr], C[r]), which matches
the behavior of R2C[M].Dec.next. Conversely, if a = 1 and r is such that I[r] = |C|, B will instead call
DEcSEG(i, d, (I[r], 1), Ar], C[r]), returning false if this oracle call fails. If no L is returned at the end,

26



STREAM* Kg : STREAM* StartDec(K, N, G, T,) :

K «s{0,1}" (1, K, N) < STREAM.Dec.init(K, N)
return K S+ (K,N)
STREAM* .StartEnc(K, N, G) : return §
(1, K, N) + STREAM.Enc.init(K, N) STREAM".DecSeg(5, p, €) :
S+ (K,N) (K,N) <« S; (i,b) < p
T, ¢ S« (i,K,N)
return (7y, S) ifb=0:
STREAM* EncSeg(S, p, M) : 1 (M, S) < STREAM.Dec.next(S, A, C)
else :
(K,N)« 55 (i,0) < p M < STREAM.Dec.last(3, A, C)
5 (LK N) return M
ifb=0:
(C,S) + STREAM.Enc.next(S, A, M)
else :
C < STREAM.Enc.last(S, A, M)
return C'

Fig. 16. Scheme STREAM*, which casts STREAM in the syntax of raAE.

B returns true to A. By an analysis analogous to the one for non-terminal segments, this matches the
behavior of R2C[M].Dec.last.

Lastly, we analyze whether simulating the DEC oracle requires calls that result in trivial wins in
ra-ROR but not nOAE2. Trivial wins in ra-ROR result from calls to DECSEG(4, s, (4, ), A, C') where C
was the output of some query of the form ENCSEG(i, s, (j,b), A, M). So, if a call to DEC from A requires
an underlying DECSEG call from B that leads a trivial win in ra-ROR, B simply skips this call and
continues iterating through ciphertext segments, interpreting this call as if its output was different from
L. If this is required for all queries, then this is also a trivial win in nOAE2, so A would not be allowed
to make a query of this form to begin with.

B.2 STREAM in the Syntax of raAE

While STREAM is defined as a coAE scheme, we can directly cast it as an raAE scheme. We call this
scheme STREAM™, and show its specification in Figure 16.

B.3 Proof of STREAM’s ra-ROR Security
We show the proof of Theorem 2 in this section.

Proof. We build adversary B as follows. Adversary B runs ra—Realf—?, using the oracles from its mu-ROR g
game to reply to queries from A. We leave implicit that, on every query from A, B first verifies whether
the inputs are valid, returning L if not.

First, whenever A queries the NEW oracle, B queries the NEW oracle in its game accordingly. Since
encryption keys for STREAM™ correspond to keys for AE, this ensures that key instances in both games
remain synchronized.

Next, whenever A queries STARTENC(%, N, G), B stores ((i,¢e;), N) in a key-value store T' and incre-
ments e;, where e; is a counter that keeps track of the number of encryption streams started for each
key index thus far. Then, B returns ¢ to A, since recall that STREAM” is a headerless scheme.

Turning to segment encryptions, on every ENCSEG(i,j,p, A, M) call from A, B makes oracle call
ENc(i, N*, A, M) in its mu-RORAg game, where nonce N* is computed by retrieving N « T[(4, j)] and
appending (¢,b) < p to it to obtain N* < N || i || b.

Decryptions are handled analogously: decryption starts keep track of nonces across key instances and
decryption streams in a key-value store, which are later retrieved during segment decryptions to generate
the correct input nonce to AE.

Lastly, since A is nonce-respecting, B is also nonce-respecting.
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B.4 Proof of STREAM’s Commitment Security
We show the proof of Theorem 3 in this section.

Proof. This follows from a standard reduction. Adversary B runs ra—CMTﬁ7 and receives a ciphertext
segment C alongside decryption contexts (g, (i,b), K1, N1, A1) and (e, (¢,0), K2, Na, A5) from A. (Notice
that A does not output Ty, G1, nor Gg, since STREAM® is headerless and does not use global ADs.)
Then, in its game, B submits challenge ciphertext C' and decryption contexts (K, Ny || ¢ || b, A;) and
(K, N || b, Az).

In CMTag, this results in M| < AE.Dec(K7, N1||i||b, A1, C) and M} < AE.Dec(K71, N2||i||b, A2, C).In
ra-CMTp, the outputs from A result in S « [M.StartDec(K7, Ny, e, €) followed by IN.DecSeg(S, (i,b), A1, C),
which in turns results in M7 < AE.Dec(Ky, Ny || ]| b, A1, C); and respectively for the second decryption
context to obtain MY. Therefore, by the correctness of AE, it follows that M| = M and M} = MY, and
so we arrive at the desired bound.

C Proof of FLOE’s Confidentiality and Authenticity

We show the full proof of Theorem 4 in this section.

Proof. Our proof uses a game-hopping argument. Let GO be equal to ra—Real,“—,‘l. We begin by addressing
encryption and decryption starts. We define G1 as GO0, but replacing computations of F in IN1.StartEnc and
M.StartDec during intermediate key derivations and header computations by calls (with an appropriate
key index) to a random function with the same domain and range as F. Notice that, since F is domain-
separated for intermediate key derivations and header computations, each of which have a fixed output
length, no input to F is queried under more than one output length. By a standard reduction, there
exists an adversary By such that

Pr[Gl1=1]—Pr[G0=1]] < AdvP" P (By).

Adversary By runs G1 but, in calls to StartEnc and StartDec, replaces all computations of F(Kj, p||N|[c4 |G, {1, )
and F(K;, p|| N || c2|| G, kin) with calls to its evaluation oracle for this key index in its own KDFr game.
Furthermore, any calls to NEW in G1 also result in calls to NEW in KDFE.

Recall that A is assumed to be nonce respecting. Therefore, K;, and T, in Gl are computed via
random functions on unique points. So, we can define G2 as G1, but directly sampling fresh random
strings of the appropriate lengths for K, and T,. It follows that

G2~ G1

where “~” denotes that both random variables are identically distributed.

Since all K, are now random, we next define G3 as G2 but replacing calls to F in IN.EncSeg and
MN.DecSeg during AEAD key derivations with calls (with an appropriate key index) to a random function
with the same domain and range as F. Like before, there exists an adversary B; such that

Pr(G3=1]—Pr[G2=1]] < AdvP" ™" (B)).

Adversary B; runs G3, and operates analogously to By, but with computations of K. instead of Kj,.
Note that, since all Kj,, are random in G2, they are distributed exactly like the keys in B;’s (real) game.

Then, like before, we can use the fact that A is nonce respecting to define a new game G4 which
replaces computations of K. via random functions by sampling fresh random strings of the appropriate
length. Since inputs to the random functions in G3 are unique, it follows that

G4 ~ G3.

Next, we define G5 as G4 but replacing AEAD ciphertexts in IN.ENCSEG with random strings of
the appropriate length, and [N.DECSEG always returning 1. By a standard reduction, there exists an

adversary C such that
|Pr[G5=1]—Pr[G4 =1]| < AdviEros(c).

Adversary C runs G5 but, in calls to ENCSEG, computes all ciphertext segments by first computing
the appropriate segment ciphertext header H and segment associated data A based on the value of p,
followed by calls to the encryption oracle in its own mu-ROR$ag game for the appropriate key index.
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Then, in calls to DECSEG, C computes the segment associated data A based on p, followed by calls to
the decryption oracle in its game. Lastly, derivations of K. in G5 additionally trigger calls to NEW in
mu-ROR$Ae. Note that AEAD keys in G5 are uniformly random strings, and so they are distributed
exactly like the keys in D’s (real) game.

Lastly, notice that the only difference between ra—Randf—‘,‘ and G5 is that the former always returns
1 in STARTDEC, while the latter verifies ciphertext tag T, instead, by comparing it against a random
string of the same length (since, recall, G5 replaces F computations with sampling random strings).
Therefore, since trivial wins prevent the adversary from using tags output by previous StartEnc queries,
these games are only distinguishable when the adversary queries STARTDEC with a new T, that collides
with a fresh random string of length ¢1, , which happens with probability 2775 By a union bound across
all STARTDEC queries, we get that G5 is distinguishable from 1"a—Rand“|-‘|l with probability gsg - 277

Putting all game hops together, we get that

AdVET(A) < 2+ AdviP(B) + AdVAETP(C) + gsa - 2717,

as desired. Adversary B simply samples a random bit ¢ and runs adversary B;; by a standard reduction
B satisfies that
AdVEPE(By) + AdvPT(By) < 2 AdvPP(B).

D Proof of FLOE-GCM’s Confidentiality and Authenticity

We show the full proof of Theorem 6 in this section.

Proof. We can use the bound from Theorem 5 to instantiate the Advie™"*(B) term in Theorem 4.
Recall that the advantage bound of Theorem 5 is as follows:

G - (iLy +i+1)? q:--z'-(z'—l)>+

AR (A) < 2 AdVESPR(C)+ Y ( o o7
i=1

d(Ls +1
dikz + 1) ;T ) O (w(q) - (L1 + 1) +d+1).
By design, query profile f of ra-ROR adversary A directly maps to the ¢g-bound notion in Theorem 5,
and so ¢; = f; where i € [1,2"]. Then, since we deal with a fixed message segment size s, it follows that
L; < s/n and Ly <9 + s/n, where the 9 correponds to the length of the segment ADs. Lastly, we can
use the bound from [26] for the PRP security of E in the ideal cipher model:

-1
AdVIEl’lu—prp (C) S qep + gz(Qe ) .

Plugging these pieces into Theorem 4, we get that

ra-ror mu-prf gep + qe(Qe - 1) ﬁ . (ZS/n +17+ 1)2
Advy T (A) < 2- Advi™™P(B) + RS — + Z s, +
1€[1,27]

Gsd
2ty

on(w(@) - (s/n+1) +qa +1) +

3 ﬁ-i-(i—1)+qd(s/n+10)

297 27
1€[1,27]

as desired.

E Proof of FLOE’s Commitment

We show the full proof of Theorem 7 in this section.

Proof. Let A be the ra-CMTp adversary. We show how to construct a CRg adversary B against F. A
returns (Tg,C’, (G1,p, K1, N1), (G2, p, Kg,Ng)). Notice that, since this is for positionless commitment,
the value p in both contexts is the same. Furthermore, since FLOE does not take as input associated
data segments for DecSeg, the adversary A excludes them from the decryption contexts it returns.
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Error Symbol Algorithm Description Condition
Header length €hdr, StartDec Ciphertext header does not have ex- |Ty| # éTg
pected length
Header value €hdry StartDec Ciphertext header is not valid for input Ty #F(K,p|| N |lei|l G, Lry)
key, nonce, global AD, and parameters
= P > -
Max. segments €max DecSeg Ciphertext segment number is beyond b O_and ¢ < Tmaxs Lor
. b =1 and 7 > maxg
maximum allowed =
Non-terminal . . b=0 and
€nt, DecSeg Non-terminal ciphertext segment does
segment length not have expected length [H| +1Cl # 4+ ve +s+1
Terminal segment . . . . b=1 and
length (short) €ty DecSeg Terminal ciphertext segment is shorter |H|+|C| <4+ ve +t
than allowed
Terminal segment . . . b=1and
€ty DecSeg Terminal ciphertext segment is longer
length (long) than allowed |[H|+|C| >4 +ve +s+t
Non-terminal ent DecSeg Header of non-terminal ciphertext seg- b=0and H # c4
segment header h
ment does not match expected value
Terminal segment ey DecSeg Header of terminal ciphertext segment b =1 and H # encode(|C]|, 4)
header h
does not match expected value
AEAD decryption failure €dec DecSeg AEAD decryption of ciphertext seg- AE.Dec(Ke, A,C) = L

ment failed

Fig. 17. Description of error symbols that may be returned by FLOE®", the variant of FLOE with an expanded
set of error symbols.

For A to win, it must be the case that both calls to DecSeg in the ra-CMT game return valid
decryptions, which also implies that both calls to StartDec must not return L. This then means that we

have
Ty =F(K1,pl| N1l ci|| Giilr,) = F(K2,p || N2 || c1 || G2, 1) -

We thus construct adversary B as follows. B runs ra—CMT,’-,“, and receives the outputs as specified
above. It then returns (K1, Ko, (p || N1 || c1 || G1,41,), (p || N2 || c1 || G2, ¢1,)). Notice that when A wins
game ra-CMTq, then B wins game CRg, thus completing the proof. O

F  FLOE with Multiple Error Messages

Recall from Section 6 that a usability goal for FLOE is to output useful error messages on failed decryption,
without introducing security issues. We discuss security under multiple error messages in this section.
First, we extend the syntax of raAE schemes to allow for returning more than one error symbol during
StartDec and DecSeg. We then introduce FLOE®", a variant of FLOE that supports multiple error symbols.
Lastly, we extend ra-ROR and ra-CMT-x to capture (in)security in this new setting, and argue that
FLOE®" meets these definitions.

Multi-error raAE schemes. Recall from Section 4 that our syntax for raAE schemes allows the
StartDec and DecSeg algorithms to return a single error symbol L. So, to capture schemes with multiple
error symbols, we extend this syntax in the natural way, and define multi-error raAE schemes as identical
to raAE schemes, but with an associated error space £, and StartDec and DecSeg may now return any
symbol e € £.

FLOE’s error symbols. We refer to the multi-error variant of FLOE as FLOE®*". We outline FLOE®"’s
error space £ in Figure 17, including the algorithm in which each error is output (StartDec or DecSeg)
and the condition that triggers it. FLOE®" is identical to FLOE, but verifies all conditions shown in the
last column of Figure 17, except for AEAD decryption failures, in order immediately at the start of
FLOE.StartDec or FLOE.DecSeg, returning the appropriate error symbol if any error check is triggered.
AEAD decryption failures are verified as the last step of FLOE.DecSeg before returning message M.

Notice that only epd,, and eqec depend on secret information (keys K and K., respectively). There-
fore, all other error symbols can be computed directly from the inputs to the STARTDEC and DECSEG
oracles, and thus are publicly computable. This will be relevant later on when arguing that FLOE®"
remains secure under this expanded set of error symbols.

ra-ROR with multiple error symbols. As currently formulated, ra-ROR does not capture the (in)security
of multi-error raAE schemes. That is, any such scheme will trivially be insecure: the STARTDEC and
DECSEG oracles in ra-Rand always return a single error symbol 1, and so the adversary can simply
submit inputs to either oracle that result in a different error symbol; the real world would return the
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ra—Rand—errﬁ’s'm :

u+0; CS«+0; HS« 0
b s A°
return b

NEw :
u+—u+1;e,+0

return

STARTENC(i, N, G) :

if i > u : return false
ei+—e; +1

Ty s M.Hdrs

HS <+~ HSU{(i, N,G,Ty)}

return 7}

EncSEG(i,7,p, A, M) :

if i > uwor j > e;: return false
C s N.Ctxts(p, | M)
CS « CSUA{(i,5,p, C)}

return C'

STARTDEC(Z, N, G, T}) :

if ¢ > u: return false
if (i, N,G,Ty) € HS : return false
return Sim(HS, CS,i, N, G, Ty)

DecSEG(3, j,p, A, C) :

if i >wor j > d;: return false
if (¢,4,p,C) € CS: return false
return Sim(HS, CS, i, 7,p, A, C)

Fig. 18. Games for the ideal world of ra-ROR-err security of raAE schemes. Adversary A has access to oracles
O ={NEw, STARTENC, ENCSEG, STARTDEC, DECSEG}. Changes with respect to the ideal world of ra-ROR are
higlighted in red. The real world of ra-ROR-err is identical to that of ra-ROR.

correct error symbol, while the ideal world would always return L. As a concrete example, for FLOE®",
the adversary can call StartDec with a header T}, that is shorter than ETQ, which would return eypgq,, in
the real world and L in the ideal world.

We thus need to refine ra-ROR to account for multi-error raAE schemes. To do so, we simply generalize
STARTDEC and DECSEG so that, instead of always returning L, they return the output of a simulator
Sim that has access to the inputs and outputs from all oracle calls thus far (including the present oracle
call). Thus, for a scheme to be secure, we require that there exists a Sim that is able to simulate the
correct output error symbols given only the same knowledge as the adversary.

We refer to this variant of ra-ROR as ra-ROR-err, and show its ideal world in Figure 18, with the
changes with respect to the ideal world of ra-ROR highlighted in red. The real world of ra-ROR-err is
identical to that of ra-ROR. Notice how ra-Rand-err returns false exclusively if the inputs to STARTDEC
or DECSEG trigger a trivial win (matching the real world), and instead defer production of the correct
error symbol to Sim. Finally, we define the advantage of an ra-ROR-err adversary A over multi-error
raAE scheme [N, with respect to simulator Sim, as

Adviygim 1 (A) = ‘Pr [ra—Real—errf—,4 = 1} —Pr [ra—Rand—errﬁSim =1 ] ’ .

ra-ROR-err security of FLOE®". Equipped with ra-ROR-err, we now argue that FLOE®" meets this
security definition, and thus FLOE remains secure when supporting multiple error messages.

The key idea is that, as mentioned earlier, all errors except for enq,, and egec are publicly computable,
and so Sim can just check the conditions in Figure 17 with the given oracle inputs to trigger the correct
error symbol. If all checks pass, then Sim returns epqy, in STARTDEC and eqe. in DECSEG. Finding an
input to STARTDEC that does not return error symbol enq,, in ra-Real-err requires forging an output
of PRF F. Similarly, finding an input to DECSEG that does not return error symbol ege. in ra-Real-err
requires forging an AEAD ciphertext. Looking at FLOE’s security bound in Theorem 4, header forgeries
are captured by the game hops that replace F with random strings, and the probability of such strings
colliding with A’s input tags; and AEAD ciphertext forgeries are captured by the game hop that replaces
AEAD ciphertexts with 1. We capture these ideas in the following simple theorem:

Theorem 10 (FLOE®" confidentiality and authenticity). Let AE be an AEAD scheme, F be a PRF,
M = FLOE®"[AE,F] and M* = FLOE[AE, F| both with associated parameter set p. Let A be a position-
respecting ra-ROR-errn adversary. There exists a ra-RORp~ adversary B and efficient simulator Sim
such that

AV g (A) = Advi™(B)
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ra-CMT-x with multiple error symbols. Just like ra-ROR, we also need to adapt ra-CMT-x to capture
multi-error raAE schemes. The change here is simple: instead of requiring that decryption under both
contexts returns a message different from 1, we now require that both messages are outside the error
space £. Concretely, in the pseudocode in Figure 9, instead of verifying whether M; = 1L or My = 1,
we now check whether M; € £ or My € £. We refer to this variant of ra-CMT-x as ra-CMT-err-x, and
define the advantage of an adversary A over multi-error raAE scheme [1 as

Advlr_la-cmt-err-X(A) — Pr ra—CMT—err—XﬁA = 1:|

Note that ra-CMT-err-x only verifies whether M7 or Ms is equal to some symbol in &, returning 0
if so, irrespective of their specific value: even if M; and Ms correspond to different symbols in &, this
would not constitute a win by A. In other words, commitment to error symbols is outside the scope
of ra-CMT-err-x. Exploring this notion is an interesting direction for future work, for both multi-error
raAE schemes and other multi-error primitives more broadly. This would amount to defining a more
fine-grained win condition than simply checking for (lack of) presence in £.

ra-CMT-x security of FLOE®". The positionless and position commitment bounds of FLOE®" are equal
to those of FLOE’s, reducing to the collision resistance of F (Theorem 7) and the commitment security
of AE (Theorem 8), respectively.
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