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Consensus algorithms play a central role in many distributed systems, including blockchains. The most practical
consensus algorithms are based on the partial synchrony model. While partially synchronous protocols are
relatively simple, they cannot maintain liveness when the message delivery latency is uncertain. Asynchronous
protocols do not rely on bounded latency to maintain liveness, but they are much more difficult to understand
and implement, being usually described as a composition of several layers of algorithms. Moreover, due
to the FLP impossibility theorem, they only provide probabilistic liveness guarantees. These factors make
the correctness of asynchronous protocols challenging to verify, and there have been liveness bugs in these
protocols that remain unnoticed for years.

We introduce SureDistrib, a formal framework for specifying and verifying probabilistic safety and liveness
properties of asynchronous distributed protocols. Our framework supports specifying probabilistic algorithms
that depend on other probabilistic functionalities, such as binary agreement algorithms depending on common
coins. We define refinement relations for such systems, and prove composition lemmas that replace the
underlay functionality with an implementation, so that the composed system refines the original system with
an abstract underlay. Based on our framework, we give the first mechanized proof that an asynchronous
byzantine fault-tolerant binary agreement algorithm terminates with probability 1 (“almost-sure termination”).
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1 Introduction

Blockchains are large-scale distributed systems that run upon thousands of server nodes commu-
nicating over the open Internet. They must maintain robustness in the face of a diverse range of
adverse network conditions, such as byzantine attacks and uncertain network delays. While early
blockchains like Bitcoin [51] used Proof-of-Work (PoW) to determine the transaction log, most
modern blockchains use Proof-of-Stake (PoS), where a dynamic set of validator nodes participate
in a byzantine fault-tolerant (BFT) consensus protocol to build the transaction log. The security of
the blockchain thus depends on the safety and liveness of the BFT protocols.

Authors’ Contact Information: Longfei Qiu, Yale University, New Haven, USA, longfei.qiu@yale.edu; Jinggi Xiao, University
of Hong Kong, Hong Kong, China, u3013038@connect.hku.hk; Ji-Yong Shin, Northeastern University, Boston, USA, j.shin@
northeastern.edu; Zhong Shao, Yale University, New Haven, USA, zhong.shao@yale.edu.

This work is licensed under a Creative Commons Attribution 4.0 International License.
© 2026 Copyright held by the owner/author(s).

ACM 2475-1421/2026/6-ART215

https://doi.org/10.1145/3808293

Proc. ACM Program. Lang., Vol. 10, No. PLDI, Article 215. Publication date: June 2026.


https://orcid.org/0009-0008-7811-4231
https://orcid.org/0009-0003-9430-6165
https://orcid.org/0000-0002-1595-4849
https://orcid.org/0000-0001-8184-7649
https://doi.org/10.1145/3808293
https://orcid.org/0009-0008-7811-4231
https://orcid.org/0009-0003-9430-6165
https://orcid.org/0000-0002-1595-4849
https://orcid.org/0000-0001-8184-7649
https://creativecommons.org/licenses/by/4.0
https://creativecommons.org/licenses/by/4.0
https://doi.org/10.1145/3808293

215:2 Longfei Qiu, Jinggi Xiao, Ji-Yong Shin, and Zhong Shao

Every message-passing distributed system depends on getting messages delivered to make
progress. A key factor in the design of distributed protocols is the assumption one makes on the
message delivery latency. The most practical BFT protocols [15, 32, 73] are all based on the so-called
partial synchrony model [23]. Under this model, the network system may alternate between periods
of synchrony, where there is a known bound A on the message delivery latency, and periods
of asynchrony, where messages may arrive arbitrarily late, hence the name “partial synchrony.”
The goal of the protocol is to maintain safety regardless of network latency, but provide liveness
guarantees only during periods of synchrony.

While partially synchronous BFT protocols have worked remarkably well in practice, their
inability to guarantee liveness during periods of asynchrony has often been viewed as a sore
point. This has led to a long line of works [3, 8, 12, 21, 29, 34, 40, 49] proposing BFT protocols that
guarantee liveness under asynchrony. Despite that significant progress made in the theoretical
design of asynchronous protocols, these protocols have remained little adopted in the industry. We
believe this situation is due to a combination of two factors.

First, there is a theoretical limitation on what asynchronous protocols can provide. By the well-
known FLP impossibility theorem [28], no deterministic consensus protocol can maintain both
safety and liveness under asynchrony even with only one faulty process. Therefore, all asynchronous
protocols must exploit randomness to provide probabilistic liveness guarantees.

Second, compared to the partially synchronous protocols, asynchronous protocols are notably
more complex to understand and implement. Whereas partially synchronous protocols usually have
simple structures and are described monolithically, asynchronous protocols are often described as a
composition of several layers of algorithms. For example, the HoneyBadger protocol [49] is defined
in three layers: a binary agreement (BA) layer, an asynchronous common subset (ACS) layer, and
an encryption layer for avoiding censorship. This increased degree of complexity, combined with
the probabilistic nature of these algorithms, makes it very easy to introduce bugs that are difficult
to discover through manual review or conventional testing techniques.

In fact, as we will see later, the HoneyBadger protocol [49] contains a very subtle liveness bug
[48]. The bug was not noticed until a year after HoneyBadger was published, and years after its
discovery, there are still controversies regarding the fix [72]. These controversies highlight the
limitations of on-paper proofs for safeguarding the correctness of asynchronous protocols.

The probabilistic and compositional nature of asynchronous consensus protocols also poses
serious challenges to formally verifying their correctness. In the realm of partial synchrony, it has
been observed that almost every consensus protocol can be interpreted as a periodically rotated
leader driving the growth of a consensus tree, leading to formal models such as QTree [17], LIiDO
[54], and Trees & Turtles [52]. Even very complex protocols can be formally verified by showing a
contextual refinement to these abstract models [55]. By contrast, formally verifying or even just
specifying the liveness properties of asynchronous protocols, such as “the processes eventually
reach agreement on a single value with probability 1,” remains challenging. These difficulties hinder
the development of mechanized correctness proofs for asynchronous protocols.

In this work, we study the problem of formally verifying the probabilistic safety and liveness
properties of asynchronous consensus protocols. We introduce SureDistrib, a compositional frame-
work for specifying and proving probabilistic safety and liveness properties of distributed systems.
We focus on systems with static corruption and where the network adversary A always has full
knowledge of the system state, but each process in the system including the adversary can make
probabilistic moves. We use the “adversary” as an abstraction for all non-deterministic events
in the system that are beyond the control of honest processes, including message delivery and
byzantine process actions. By “full knowledge” we mean the adversary can inspect the content of
every network packet and the internal state of every process, and can behave adaptively according
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to this knowledge. While this model excludes certain protocols that assume network messages
are opaque to the adversary (e.g. [29]), we will see that a large class of asynchronous protocols
(e.g. [21, 34, 40, 49]) that use common coins [58] as the sole source of randomness can be analyzed
with our framework, provided the common coin is modeled as a black box primitive. Thus the
SureDistrib framework can be interpreted as a small fragment of the I/O automata theory [46, 71]:
although it lacks many advanced features of I/O automata, it is sufficient for the most practical
kinds of probabilistic distributed algorithms. On the flip side, the simplicity also makes the theory
easy to mechanize in a proof checker like Rocq [68].
Based on our framework, we formally specify
in Rocq [68] abstract models of common coins, Binary Agreement
graded crusader agreement (GCA), and binary
agreement (BA). We adapt the segmented trace

Iterated GCA

Graded Crusader Graded Crusader
technique of Qiu et al. [54] to the asynchronous  |Agreement(GCA)| | Agreement (GCA)
and probabilistic setting to specify the liveness Mostefaoui
properties of these functionalities. We provide Common Coin Common Coin
(black box) (black box)

formally verified implementations of binary GCA
and BA (Fig. 1). Our implementations of binary
GCA and BA are loosely modeled upon the BA Fig.1. Summary of our verification results. We imple-
algorithm from Mostefaoui et al. [50] used in Hon- mented graded crusader agreement (GCA) from com-
eyBadger [49], including the fix for its liveness MM coins following an algorithm from Mostefaoui
bug. We prove almost-sure termination of BA by et al. [5.0]. We.als.o.lmplemented bmary.agreement
. . . (BA) using an infinite sequence of GCA instances.

analyzing the expectation of a state variable of
the transition system, and proving the variable is a submartingale (i.e. its expectation never de-
creases). To our knowledge, this is the first foundational proof that an asynchronous agreement
algorithm terminates with probability 1.

To summarize, our contributions are:

o SureDistrib, a compositional framework for specifying and implementing probabilistic
distributed systems;

e Formal models of three asynchronous functionalities under the SureDistrib framework:
common coins, graded crusader agreement (GCA), and binary agreement (BA);

e Implementations of binary GCA and BA with formally verified safety and liveness proofs.

e Almost-sure termination proof of BA by analyzing the expectation of a state variable.

Our mechanized proofs are available as an artifact [56]. We provide some more technical details in
our extended technical report [57].

2 Overview
2.1 Motivation: The Liveness Bug of HoneyBadger

Our analysis begins with an asynchronous consensus algorithm called HoneyBadger [49]. The
HoneyBadger protocol implements a functionality known as atomic broadcast [19]. Informally,
an atomic broadcast protocol provides each process with an API called Input(tx). Each process
may call Input(tx) multiple times, each time submitting a transaction tx. Each process outputs a
sequence of transactions, and all honest processes must output the same sequence. Also, transactions
submitted by honest processes must eventually appear in the output. Thus atomic broadcast is the
asynchronous counterpart of what partially synchronous algorithms like HotStuff [73] provides.
Throughout this work we assume a standard 3f + 1 network configuration: there are a total of
3f +1 processes and the adversary may statically corrupt f processes at the beginning of execution.
The corrupted processes are called byzantine and the remaining processes are called honest. A
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quorum is any set of at least 2f + 1 processes. We also call a set of at least f + 1 processes a blocking
set. Every quorum has a blocking subset with only honest processes. A quorum and a blocking set
always intersects on at least one member.

The HoneyBadger protocol has a three-layered structure Atomic Broadcast
(Fig. 2). The lowest layer is a BA protocol. The BA functionality
allows each process to input a single bit b € {0, 1}. All honest

. . . Asynchronous

processes eventually agree on a single output bit b’, which Common Subset
must be the input of at least one honest process. More precisely,
the BA algorithm needs to satisfy:

Threshold Encryption

Ben-Or (1994)

Binary Agreement

e Agreement: If one honest process outputs b, then the
output of every honest process is b.

e Validity: If one honest process outputs b, then b is the
input of an honest process;

Fig. 2. The three-layered structure of
HoneyBadger. The lowest layer is a BA

rotocol from Mostefaoui et al. [50].
o Probabilistic Termination: After all honest processes r : . [£0)
t implements ACS upon BA using an

input a bit, with a probability that converges to 1 over algorithm from Ben-Or et al. [9]. Fi-
time, all honest processes eventually output a bit. nally, it implements atomic broadcast

The HoneyBadger protocol then implements asynchronous upon ACS using threshold encryption.
common subset (ACS) upon 3f + 1 instances of BA. The ACS The purpose of encryption is to avoid
protocol allows each process to submit an input from some ~censorship from the adversary.
domain of bit-strings. Each process eventually receives the inputs from at least 2f + 1 processes,
and every honest process receives the same set of inputs. Thus each process can take the received
set of inputs, ordered by process ID, as the sequence of committed transactions to output. The idea
of ACS is to let each process reliably broadcast its input, which prevents equivocation of byzantine
processes. Upon receiving the input of process p; via reliable broadcast, each process inputs 1 to the
i-th instance of BA. After receiving an output of 1 from at least 2f + 1 instances of BA, each process
inputs 0 to the BA instances that it has not input a value, to ensure termination of all instances.
HoneyBadger also employs encryption to avoid censorship from the adversary.

From the above description it is immediately clear that liveness of HoneyBadger depends on
liveness of ACS, which in turn depends on the conjunction of 3f + 1 instances of BA. If any single
instance of BA gets stuck, the protocol cannot make progress. Unfortunately, the BA algorithm
used by HoneyBadger has a liveness bug.

The BA Algorithm. The BA algorithm used by HoneyBadger is adapted from Mostefaoui et al. [50]
and we summarize it in Alg. 1. Like partially synchronous algorithms, the BA protocol proceeds in
rounds, and every step is associated with a round number r, starting from 0. The algorithm depends
on an infinite sequence of common coins, also indexed by round numbers. Each instance of the
common coin provides a single API called OpenCoin(), which is a request to reveal the value of the
coin. The coin value is a single uniformly random bit, and it is not revealed until f + 1 processes
have called OpenCoin(). After the coin value is revealed, each honest process eventually receives
the same bit, provided the process has called OpenCoin() previously.

The protocol uses two kinds of messages called BVAL and AUX. Each message has an id field for
the sender ID, an r field for the round number, and a b field that carries a single bit. The underscore
is a placeholder for fields whose value we do not care. On line 7, id’ denotes the sender ID. The
prime distinguishes it from id which is ID of the current process.

An intuitive explanation of the algorithm is as follows. At the beginning of each round, the
processes need to find values which are valid (submitted by at least one honest process). They do
so by broadcasting BVAL messages for values they believe are valid. If a blocking set of processes
have sent BVAL for a particular bit b (line 3), then at least one honest process have sent BVAL for b,
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so b is certainly valid. Furthermore, if a quorum of processes have sent BVAL for b (line 5), then at
least f + 1 honest processes have sent BVAL for b, and everyone will eventually learn that b is valid.
At this point, the process sends out an AUX message for b, which can be interpreted as a request to
commit b in this round. Notice that within each round, an honest process may send out multiple
BVAL messages, but will only send out one AUX message (line 5). Hence two sets of AUX messages,
each from 2f + 1 processes, must intersect on at least one member.

To check whether b can be actually committed in
this round, a process needs to wait for a quorum of
AUX messages (line 9?. If it receives 2f + 1 AUX mes- 2 Broadcast (BVAL, id, 0, b). (id is process ID)
sages for the same bit b, then every honest process - .

h . 3: upon receiving (BVAL, ,r,b) for a particular
will receive at least one AUX message for b, due to (r,b) from f + 1 processes, and this process did
the intersection property above, so b can be poten- not broadcast (BVAL, id, r, b) previously:
tially committed, but it cannot be sure whether AUX 4 Broadcast (BVAL, id, r, b).
messages for the other bit exist. In the more general ~ 5: upon receiving (BVAL, _,r,b) for a particular
case, the process receives AUX messages for both val- (r ’tl;) fr‘:im th< :U;Pf;CeS;ff;,fand thl;/proce_ss dlld

. s not broadcas ,la, r, or any previously:
ues b € {0,1}, apd a'de<:1.5101'1 cannot’ be ma'lde. Here 6 Broadcast (AUX, id, 7, b).
the common coin kicks in: it supPlles a.blt B such 7: upon receiving (AUX,id’, r, b) for a particular
that if any honest process commits a bit b in this (id’, r, b), and the process has previously received
round (line 15), then b = B. With this promise, we (BVAL, _, 1, b) from 2f + 1 processes:
proceed as follows. If we observe AUX for B from 8  Mark (AUX,id’,r, b) as valid.
2f + 1 processes (line 14), then we say B is “commit- 9: upon observing valid (AUX, _, r, _) for a particular
ted” in this round, and output B to the caller (line r from 2f + 1 processes: ,
. K 10: Call OpenCoin() on the r-th common coin.
15). If we observe AUX for both possible values (line - .
. 11: upon receiving the value of the r-th common coin:
17), then we cannot be certain whether some other |,

Algorithm 1 BA Protocol from Mostefaoui et al. [50]

1: upon receiving input bit b:

B « value of the r-th common coin.

process will commit B in this round. In this case we 13 vals «— {b | valid (AUX, , 7, b) received}.
broadcast BVAL for B in the next round. We say Bis 14 if vals = {B} then
“maybe committed” in this case. Finally, if we don’t 1% gmpélt B. g .
observe any AUX for B (line 19), then we are certain ~ .* roadcast (BVAL, id, 7 +1, B).
. . . . . 17: else if vals = {0,1} then
no process will commit B in this round. We say Bis 5. Broadcast (BVAL, id, r + 1, B).
“not committed” in this case. 19: else > vals is non-empty, so vals = {1 — B}
Agreement of BA relies on the following observa-  20: Broadcast (BVAL, id,r + 1,1 — B).

tion. If some honest process commits B in round r,

then in round r + 1 all honest processes will broadcast BVAL only for B. By induction, we see that
only B can be committed by other processes in any round r* > r. Liveness of BA requires that some
honest process will eventually commit a bit B.

The Liveness Bug. Recall (see Sec. 1) that in our system model the network adversary A always
has full knowledge of the system. It turns out that under this model, there is a way for the adversary
to prevent Alg. 1 from reaching convergence [48]. We assume that at least one honest process has
broadcast (BVAL, _, 0, 0), and another honest process has broadcast (BVAL, _, 0, 1). If each byzantine
process broadcasts both (BVAL, _, 0,0) and (BVAL, _, 0, 1), then each honest process will execute line
4 of Alg. 1, and we get both (BVAL, _,0,0) and (BVAL, _, 0, 1) from 2f + 1 processes.

Now we segregate the honest processes into two sets X and Y with |[X| = f + 1,|Y| = f. We
deliver the BVAL messages to processes in X, so they will broadcast AUX messages. By controlling
the delivery order we can get both at least one (AUX, _, 0,0) and at least one (AUX, _, 0, 1). We also
let each byzantine process broadcast an AUX message, so we have a total of 2f + 1 AUX messages. We
deliver these AUX messages to processes in X, so they will call OpenCoin() and we can reveal the
coin value. (Technically, we only need one honest process to call OpenCoin() to get over the f + 1
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threshold, but the point here is Alg. 1 fails even if we increase the threshold to 2f + 1.) Regardless
of the coin value B, each process in X will believe B is “maybe committed,” because they observe
AUX messages for both bits. These processes will broadcast BVAL for B in the next round (line 18).

Now the liveness attack is to let the remaining honest processes, i.e. the processes in Y believe
that B is “not committed.” They will broadcast BVAL for 1— B in the next round (line 20). By repeating
this process for each round, the algorithm will never converge. Recall that regardless the value of B,
there is at least one AUX for 1 — B from the processes in X. We deliver the BVAL messages for 1 — B
to the processes in Y, so that all of them will broadcast AUX for 1 — B. Also, we let each byzantine
process broadcast an AUX message for 1 — B. Together, this gives us 2f + 1 AUX messages for 1 — B.
If we deliver these AUX messages to processes in Y, they will consider B as “not committed.”

Since its discovery, the liveness bug of Alg. 1 has been analyzed by several works [2, 30]. Abraham
et al. [2] summarized the issue as the failure of a binding property of each round: by the time the
common coin is revealed, there should be a bit b such that every process will receive at least one
AUX message for b. However, Alg. 1 allows the adversary to choose which AUX messages each honest
party receives based on the coin value.

The Takeaway. Without following all the details of HoneyBadger in the previous pages, we can
make some general observations about asynchronous consensus protocols. First, these systems
are both probabilistic and nondeterministic. The nondeterminism comes from the large number of
events occurring concurrently in the system: message delivery, local processing at each process,
and byzantine actions. “Liveness” of such algorithms is thus a game between the system and
the adversary, and the liveness bug is a strategy for the adversary to prevent the system from
reaching an expected state (some process commits a bit) indefinitely. Therefore, to prove liveness of
asynchronous consensus we have to quantify over all possible strategies of the adversary, and place
a lower bound on the probability of good events occurring in the resulting distribution of states.

Second, these protocols have an inherently compositional structure, as shown by the layered
structure of HoneyBadger (Fig. 2). Even the BA algorithm (Alg. 1) should not be considered
monolithically: what happens within each round is sufficiently complex that merits studying
independently. As we will see, in the distributed system literature, what happens within each round
of Alg. 1 is often called Graded Crusader Agreement (GCA) [2], and Alg. 1 can be interpreted as a
loop running iterated instances of GCA. Therefore any liveness guarantee we prove about these
systems must be presented in a way that can be easily reused by overlay applications. These factors
make asynchronous protocols highly challenging to formally model and verify. We now look at
how the SureDistrib framework handles these challenges.

2.2 Formal Modeling of Agreement Functionalities under SureDistrib

Probabilistic Transition Systems. Under SureDistrib we model the asynchronous functionalities
and their implementations as probabilistic transition systems (PTS) with additional structures. Here
we introduce the basic notions of PTS. We characterize a PTS by a tuple (S, s, 84, 5,), where:

e Sis a set of possible states of the system. We represent state distributions of the system by
values of type 1ist (S x Q). Within this work, we shall assume all probabilities are rational.
If e is an element in a distribution D, we shall write e.s for its state part, and e.p for its
probability part. We say a distribution D is valid, if Ve € D, e.p > 0. We say D is normalized, if
Yeep €-p = 1. When analyzing liveness of protocols, we often consider the system evolution
along different branches of a distribution, which are valid but non-normalized distributions.
We write distg for the set of valid distributions over S.

e 5o € S is the initial state of the system.
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o 54 € P(SXS) is a non-probabilistic transition relation. Informally, ;4 represents the possible
steps of the system, with any randomness provided as an explicit paramter. Even when
analyzing probabilistic systems, most invariants are still non-probabilistic. Therefore, it is
easier to prove them by approximating the system with §;. We write s —4 s” if (s,s") € dg4.
We write s —7 s” if s” is reachable from s through zero or more steps in &,.

e §, € P(S xdistg) is a probabilistic transition relation. We require that if (s, D) € §,, then D
is normalized, and for every e € D we have s —7 e.s. Thus when defining transition systems
on paper, we can just define §,, and d; is implicitly defined by taking all possible transitions
in §,. In the artifact it is the other way round: we first define d; and then &,,.

The semantics of a PTS is a non- D =dy ++ [e] ++ do,

probabilistic transition system on dists. 0< P pn<l Yipi=1

The initial state is [(so, 1)]. There are two Split
kinds of steps, which we call “split” and D=pditilesep-pi-s(esep-pn)l++dz
“action” steps (Fig. 3). In a split step an ele- D= dy++ [e] ++d

ment e of the distribution is split into mul- -aTle >

tiple elements, all having the same state as (D) €8p, D" =[(s1,p1); -+ 5 (sn. pn)] Action
e, and the probabilities of these elements D —p di ++ [(s1,e.p - p1); -+ 5 (sp,e.p - pn)] ++d2

sum up to e.p. In an action step a transi-

tion in 8, is executed upon an element e, Fig. 3. Split and action steps.

and e is replaced by the resulting distribution. If two PTS denoted by A, B execute in parallel, then a
probabilistic action in A that does not affect B would be a split step from the perspective of B. Also,
if the adversary interacting with the PTS makes an internal probabilistic choice, it would be a split
step from the perspective of the PTS. We write D —, D’ if D’ is reachable from D with one split
or action step. We write D —7 D’ if D" is reachable from D with zero or more split or action steps.

It is easy to see if D is valid and D —}, D’ then D’ is also valid; if D is normalized then D’ is also
normalized. By induction on probabilistic steps, we can get the following lemma:

LEmma 1. IfD —>; D’ and D = [ey; - -+ ; ey], then there exist D}, - -- , D;, such that D" = D] ++
-~ ++ D} and [e;] —}, Dj foreach1 <i <n.

In other words, each element of D is a probabilistic system that evolves on its own right. This
lemma will be important when we formalize the liveness assumptions later.

We will work with expectations of state functions when proving liveness. If f is a function
S+ Qand D € distg then we define Ep[f] = . .cp(f(e.s) - e.p).

Interpreting Alg. 1: The Graded Crusader Agreement Functionality. As shown in Sec. 2.1, although
both asynchronous and partially synchronous consensus algorithms have a round-based structure,
what happens within each round of asynchronous agreement is notably more complex than partially
synchronous algorithms. The goal of this work is to verify liveness of a modified version of Alg. 1.
To this end, we will not specify Alg. 1 as a monolithic transition system, as was done in, e.g.,
IronFleet [36] for Multi-Paxos and LiDO [54] for Jolteon.

The general structure of our interpretation of Alg. 1 is shown in Fig. 1. We capture each round
of Alg. 1 with an independent functionality called Graded Crusader Agreement (GCA). The BA
algorithm is then a loop that executes iterated instances of GCA. As such GCA has a central position
in this work. Here we first introduce GCA semi-formally, and then explain how it is encoded in our
SureDistrib framework.

In the distributed computing literature, GCA is a concept with many names (e.g. Graded Broadcast
[25], Gradecast [22], Adopt-Commit [6]) and characterizations. The general theme is that each
process inputs a value from some domain V, and receives a graded value as outcome. The outcomes
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received by honest processes do not need to be the same as each other. Typically there are three kinds
of graded values, and we denote them by Committed(v), MaybeCommitted(v), and NotCommitted.
In the Committed and MaybeCommitted case the caller receives a value v € V. In the NotCommitted
case the caller receives nothing. In Sec. 2.1, we hinted at these outcomes when introducing the
intuition of Alg. 1. In other works the outcomes of GCA are denoted by (v, x), where v € V U {1}
and x € {0, 1, 2} is a grade value. Grade 2 corresponds to our Committed(v); grade 0 corresponds to
our NotCommitted. Here we adopt the more intuitive names for these grades.

In Alg. 2 we describe our abstract model of Algorithm 2 An abstract model of GCA
GCA. We use Gy to denote the set of graded 1: Implementation-specific parameters:
values with domain V. Our model can be sum- 2.V, the domain of input values.
marized by the following properties. 3: I, aset of adversary choices which the adversary pro-

Validity votes and proposals: Each pro- vides when deciding the global outcome of GCA.

. . 4:  D(choice), a function that maps each choice in 7 to

cess may call AddValidVote(v) to add a valid- . o
K a normalized distribution on Gy .
ity vote for v. It may call Propose(v) to add . State variables:
a proposal for v. Honest processes may call validity_votes : list(ID X V).
AddValidVote(v) for multiple values, but may proposals : list(ID x V).
only call Propose(v) once (line 13). A proposal global_outcome : optionGy.
. . . . local_outcomes : FinMap(ID — Gy).
is not considered valid until there are 2f + 1 ,

e . . ] 10: upon p;4 calls AddValidVote(v):
validity votes for it. Otherwise byzantine pro- ;.
cesses can simply propose and commit any-

R A

validity_votes « (id,v) :: validity_votes.
: upon p;4 calls Propose(v):
thing they want. Notice the analogy between 13 if p;q is honest and has already called Propose (¢)
validity votes and BVAL messages, and between for some o’ then
proposals and AUX messages in Alg. 1. 14: return InovalidOperation.

The Global Outcome: After 2f+1 processes 1% proposals « (idv) :: proposals.
have submitted valid proposals, the adversary ~ 16: upon pig calls Learn():

.. 17: i il id] =
may set the global outcome of this instance 1; :Z:Erl:ln? local_outcomesid] = Some(t)
of GCA, which is a value in Gy. However, it 19: upon A calls OpenGlobalOutcome(choice):
cannot set the global outcome arbitrarily. In-  20:  if proposals does not contain valid (having 2f + 1
stead, it must call OpenGlobalOutcome(choice) validity votes) proposals from 2f + 1 processes then
with choice € I, and the global outcome is 2L return InoalidOperation.
randomly drawn from a distribution D(choice) 22: if D(choice) is not an allowed global outcome dis-
(line 24; I and D(choice) are implementation- tribution then
o . p 23: return InvalidOperation.
specific). This corresponds to the instant where $ _ $ A
.. . 24: t < D(choice). (< means random sampling)
the value of the common coin is revealed in :
B ' 25: global_outcome « Some(t).
Alg' 1. The choice value captures f.iny. 1nﬂT,lence 26: upon A calls SetLocalOutcome(id, outcome):
the adversary may have on the distribution of 7. if global_outcome = None then
the final outcome. One of the key assumptions 28 return InvalidOperation.
of the liveness proof of BA is that, there isa 29 elseif local_outcomel[id] # None then
30: return InvalidOperation.

lower bound p, on the probability of the global

. . 31: else if outcome is not valid or consistent with the
outcome becoming Committed(_) regardless of

global outcome then

choice, and the GCA implementation needs to  3p. return InvalidOperation.
satisfy this condition. As we explain below, this  33: else if outcome is not consistent with the local out-
corresponds to requiring GCA to be probabilis- come of some other process then
tically binding, a relaxed version of the binding 3‘51: ) return [nvalidOperation.
H else
property of Abraham et al. [2]. 36: local_outcome[id] < Some(outcome).

If D(choice) contains Committed(v) or
MaybeCommitted(v) as a possible outcome, then we require there must be a valid proposal for v.
Otherwise we say D(choice) is not allowed and OpenGlobalOutcome(choice) is rejected (line 22).
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The Local Outcomes: After the global outcome is probabilistically determined, the adver-
sary may call SetLocalOutcome(id, outcome) to adaptively assign the local outcomes received by
honest processes. However, they must be valid and consistent with the global outcome (line 28),
and consistent with each other (line 30). To be “valid” means if the outcome is Committed(v) or
MaybeCommitted(v), then there is a valid proposal for v. The consistency rules are:

o If the global outcome is Committed(v), or the local outcome of some process is Committed(v),
then the local outcome of every process must be either Committed(v) or MaybeCommitted(v).

e If some process p; receives Committed(v) or MaybeCommitted(v), and another process p;
receives Committed(v’) or MaybeCommitted(v’), then v = v’.

o If the global outcome is Committed(v) but some process receives MaybeCommitted(v), then
there exists a valid proposal for a value different from v. In other words, if honest processes
only make validity votes for a single value v, and the global outcome is Committed(v), then
all honest processes output Committed(v).

The point of GCA is to allow reasoning about the outcomes observed by each process axiomati-
cally through these consistency rules, which will greatly simplify the liveness proof of BA. Readers
may find our characterization of GCA more complex than expected. Some increase in complexity
is unavoidable when translating the very informal specifications in works like [25] to a formal
transition system model. We weakened the binding property of [2] to being only probabilistically
binding: the adversary calls OpenGlobalOutcome(choice) to reveal the global outcome, and binding
is in effect only if the global outcome is Committed(v). Of course, this implies the coin-flipping
step is now part of GCA (line 24), in contrast to [2] which formulate GCA deterministically.

There are two considerations behind our formulation of GCA: (1) If we make GCA deterministic,
then the BA loop needs to interact with both an infinite sequence of GCA instances and an infinite
sequence of common coins. Since each common coin is tied to a particular instance of GCA, we feel
it is natural to consider coin-flipping as part of GCA. (2) The deterministic binding property is only
possible in the binary setting, while probabilistic binding can be implemented also for multi-valued
agreement, which facilitates porting our work to multi-valued agreement algorithms later.

Encoding the GCA Functionality in SureDistrib. We now use GCA as an example to show how to
encode an abstract functionality in SureDistrib. Our theory of functionality composition borrows
ideas from game-based semantics [41]. We encode GCA as a PTS whose step relation §, is the
union of three types of steps:

e Opponent moves are the steps where an honest process calls one of the APIs. The APIs of
GCA are AddvalidVote(v), Propose(v), and Learn().

e Proponent moves are the steps where the functionality returns some information to an
honest process. The AddValidVote(v) and Propose(v) calls complete atomically and return
no information, so they have no proponent moves. The only proponent move is to return the
local outcome after the process calls Learn().

e Local moves are the other steps that are invisible to the honest processes in the overlay appli-
cation. This includes the byzantine processes calling AddValidVote(v) and Propose(v), and
the adversary calling OpenGlobalOutcome(choice) and SetLocalOutcome(ID, outcome).

This work does not depend on further technical details of [41], but the connection between I/O
automata and game-based semantics is an interesting direction we plan to investigate further.

We say a step (s, D) € 9, is non-probabilistic if D has only one element, i.e. D = [(s’,1)] for
some s’. In SureDistrib we postulate that all opponent and proponent moves are non-probabilistic.
Specifically, let I" be the set of API calls an honest process may make, and © be the set of values the
functionality may return to the caller. We postulate there is a function §p : S X ID X T' — S that
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specifies the non-probabilistic state transition when process p; calls some APIin I'. We also postulate
that all proponent moves are contained in a set 5p € P (S X (S X ID x ©)). If (s, (s",i,v)) € p, this
means the abstract functionality at state s may return o to process p;, and transition to state s’. The

local steps are represented by a set 5y € P(S X dists); if (s, D) € ;. then D is normalized. The

probabilistic step relation &, is defined by o, 5p, 51, (Fig. 4).

pihonest geT

In the artifact we simply represent dp as f}mctio'ns on (oG ia 1)) €y Opponent
the abstract state, and Jp, ;. are represented as inductive re-
lations. This completes the encoding of GCA (Alg. 2). The (s, (s",i,0)) € Sp
remaining questions are: How to define an implementation (s [(s.D)]) € 8p Proponent
of GCA, and prove that it refines Alg. 2? How to specify an
overlay application that runs atop GCA? How to compose ESZ;—EZL Local
5 P

such an application with an implementation of GCA? We
resolve these questions in Sec. 3. In Sec. 4, we present a for-
mally verified implementation of Alg. 2, and a BA algorithm
built on top of it.

Fig. 4. Opponent, proponent, and local
moves of an abstract functionality.

2.3 Specifying Liveness Properties of Agreement Functionalities

To make liveness guarantees available to overlays which have no knowledge about the imple-
mentation, we specify them as safety properties on segmented traces of the abstract functionality
(Fig. 5). Implementations of the functionality must then prove that their segmented traces refine
the segmented traces of the abstract functionality.

Time T T+A T+2A T+3A

Segmented traces were originally introduced by Qiu Trace . i > @
et al. [54] for (partially) synchronous protocols. They are
an intuitive way to formalize the notion of communication ...
steps typically employed in distributed system reasoning.  Step
Let us first review how trace segmentation works for
partially-synchronous systems. These protocols assume
two parameters denoted by GST (the global synchroniza- Trace

tion time) and A, such that after GST, each sent message
will be delivered within A.

In temporal logic, the delivery guarantee for message
m can be expressed as a fairness assumption O(m € Tk
Msent — O(m € Myerin)) where Mien; is the set of sent
messages and M., is the set of delivered messages (see

Tk+1

Fig. 5. Segmented traces under partial syn-

Sec. 3.2). At any given moment, there are only a finite
number of active fairness assumptions since Mgen; is
always a finite set. The informal notion of a “communica-
tion step” can be defined as a time period, during which
all fairness assumptions that became active before the
start of the period are fulfilled by the end of the period.
Under this notion, the partial-synchrony assumption can
be formalized as saying each period of A is a communica-

chrony and asynchrony. Under partial syn-
chrony we can represent an infinite timed
trace with its snapshots at periods of A.
This is the segmented trace idea of Qiu
et al. [54]. Under asynchrony the trace is
now a tree of probabilistic branches. With
Def. 1, 7 = [leool], Tke1 = [ler1 €121l
ko = [lez1,e22], [e23, €241, and 7343 =
[[e31]. [e32]. [e33]. [e3.a]l.

tion step. Hence Qiu et al. [54] represents an infinite timed trace as the limit of an infinite number
of finite traces 7y, 71, 7, - - -, each 7x4; being 7x extended with events over a new period of A. Under
this representation, we can state liveness guarantees in terms of the communication steps needed
to achieve the results, which closely corresponds with how the protocols are analyzed on paper.
Asynchronous protocols assume no upper bound on network latency, so we cannot segment
traces by periods of A. Still, the notion of a “communication step” is useful. Each step is no longer a
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fixed period of time, but an arbitrarily long period needed to fulfill all the fairness assumptions:
messages sent before the beginning of the step are delivered and processed by the end of the step.

An additional complication in our setting is that the trace is no longer linear but a probabilistic
tree. Hence in a PTS trace D —>; D’, when we consider a state e/ € D’ we also have to consider
its origin e € D. For example, if a message m was sent in state e; € D but not e; € D then m is
eventually delivered only in states that branched out from e; but not e,. Here Lemma 1 comes to the
rescue. If D —;, D" then Lemma 1 says we can always split D’ into Df, - - -, D;,, each representing
the subtree of the trace that grew out of an element in D. We can then define liveness properties as
safety properties that relate each element e; € D to its subtree D;.

DEFINITION 1. A segmented trace of a PTS is a sequence Ty, 1, T2, - - - of values of type list(dists),
s.t. length(rxy) = length(concat(zy)), and if e is the i-th element of concat(ty), D is the i-th
element of Ty11, then [e] —, D. Here concat(+) is list concatenation, as each D € distg is itself a list.

In other words, each concat(zy) represents the system state distribution at some instant, so that
concat(rg) —>;‘, concat(rg41), and the i-th element of 73, represents the subtree that grew out
of the i-th element of concat(z). In Fig. 5, the subtree that grew out of ey ; contains e; 1, 12, and
the subtree that grew out of e; ; contains ey 1, €5 2. We call the evolution from 7 to x4 a time step,
which corresponds to the informal notion of an asynchronous communication step.

A Small Liveness Logic. To work effectively with probabilistic segmented traces, we define two
operators which we denote by ¢, and ¢,,,. Let R(s, s’) be a binary relation on system states. We
use ¢,(R) to denote that, given any k and any e € concat(zy), let D be the sublist of 74, that
branched out from e, then every e’ € D satisfies (e.s, ¢’.s) € R. In particular, the “always” operator
O(P) where P is a predicate can be defined as ¢o(s = s’ A P(s)).

We use ¢, to denote that, given any k and any e € concat(z), let D be the sublist of 74, that
branched out from e, then there is a sublist D’ of D, whose total probability is at least p - e.p, and
every ¢’ € D’ satisfies (e.s,e’.s) € R. It is similar to the U —;, U’ operator in [45].

For example, “each message is eventually delivered” can be formally stated as Ym, ¢1(m €
s Msent = m € s". Mgerin). This is a safety property over consecutive steps, rather than a liveness
property. We proved a number of lemmas for manipulating and chaining ¢, and ¢, , statements.

Almost-Sure Termination. With the above preparation we are now ready to state what is proved
as “almost-sure termination” in this work. Let R(s, s”) be a binary relation on system states.

DEFINITION 2. R almost surely holds, if there exist functions f(n) : N+ [0,1] and t(n) : N — N,
8.t. O¢(n).f(n) (R) holds for every n, andlim,_, f(n) = 1.

In Sec. 4, we present our modified version of Alg. 1. Let R(s,s’) be the relation “if all honest
processes have input a bit in s, then all honest processes have received an output in s’ Our formal
liveness conclusion is that R holds almost surely. We prove this proposition by defining a state
variable Hope(s) which we call the “termination hope.” Informally, it is a lower bound on the
probability of terminiation within a given number of time steps. We prove that the expectation
of Hope(s) increases monotonically during execution. In the terminology of [62], Hope(s) is a
submartingale. We derive almost-sure termination from this fact. It is also possible to derive the
expected number of time steps needed for termination. See Appendix A for details.

3 The SureDistrib Framework
3.1 Abstract Functionalities

We characterize an abstract functionality by a tuple (S, so, T, ©, do, dp, O1), where S is the state space
of the functionality, and sy is the initial state. The I set consists of the operations each honest
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process may invoke on the functionality. We assume  Algorithm 3 Abstract model for common coins

all functionalities in the system have the same set
of participants, and for each functionality, the inter-
faces exposed to each honest participant are identi-
cal. The function 8¢ : (SXID XT') + S specifies the
state change upon an honest process invoking an
operation. Operations may be invoked at any given
time. However, sometimes the invocation will be
rejected (such as honest processes proposing two
different values in an instance of agreement, line 14
of Alg. 2). Such invocations result in no change to
the system state.

Some operations cannot be completed atomically.
For example, the Learn() operation of GCA needs
to wait until an outcome is actually available. Such
operations are modeled by maintaining a list of pro-
cesses currently waiting upon the call. Invoking an-
other Learn() operation when the process is already
waiting upon one is rejected as invalid operation.

The set © contains all values the functionality may
return to the caller. Such return steps are specified
by the set dp € P (S X (S X ID X ©)). Steps that are
neither invocations nor returns are called local steps,
and are specified by 6 € P (S X distg). The state
transitions of the functionality are thus defined by
80, Op, L, as shown in Fig. 4.

Functionalities Used in This Work. In this work we
work with three concrete functionalities, which are
common coins, graded crusader agreement (GCA),
and binary agreement (BA). We already introduced
GCA in Sec. 2. Here we define common coins and
BA. The common coin functionality is defined in
Alg. 3. Each process may call OpenCoin() to request
revealing the coin. After 2f +1 processes have called
OpenCoin(), the adversary may call RevealCoin()
to sample the coin value from a fixed distribution
D. In this work we only use binary common coins,
which are common coins with domain V = {0, 1},
each with probability 1/2. Common coins cannot be
implemented under our system model, and in this
work we treat them as black box primitives.

The BA functionality is defined in Alg. 4. Each

1
2
3:
4
5

0 ®

10:
11:
12:
13:
14:

15:
16:
17:
18:

: Implementation-specific parameters:

V, the domain of output values.
D, a normalized distribution over V.

: State variables:

open_votes : list ID, list of processes voted
to reveal the coin value.
value : optionV, the value of the coin.
upon p;4 calls OpenCoin():
open_votes «— id :: open_votes.
Wait until value = Some(v).
return o.
upon A calls RevealCoin():
if value # None then
return InvalidOperation.
else if open_votes does not contain 2f + 1
processes then
return InovalidOperation.
else
v« D.
value < Some(v).

Algorithm 4 Abstract model for binary agreement

1:
2:
3:

8:

9:
10:
11:
12:
13:
14:
15:

16:
17:

18:
19:
20:

Notation: B = {0, 1}.
State variables:
proposals : 1ist(ID X B), list of proposers and
their proposals.
outcome : option B, the outcome of this BA
instance.
upon p;g calls BAPropose(b):
if piq is honest and has already called
BAPropose(o’) for some v’ then
return InvalidOperation.
proposals < (id,b) :: proposals.
upon p;q calls Learn():
Wait until outcome = Some(b).
Return b.
upon A calls SetOutcome(b):
if outcome # None then
return InvalidOperation.
else if proposals does not contain proposals
from 2f + 1 processes then
return InvalidOperation.
else if b was not proposed by some honest
process then
return InvalidOperation.
else
outcome «— Some(b).

process may call BAPropose(b) to propose a bit b. Each honest process may only make one proposal.
After 2f + 1 processes have submitted proposals, the adversary may call SetOutcome(b) to set the
agreement outcome. Subsequently, the honest processes will receive this outcome. Unlike the GCA
functionality, the global outcome of BA is not chosen probabilistically. The adversary may set the
global outcome to any value proposed by at least one honest process.
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3.2 Overlays of Functionalities

We will implement binary GCA upon binary common coins, and BA upon GCA. To do so, we first
need a formalism for specifying overlay applications atop underlay functionalities. Typically, in
such applications each honest process will maintain some state variables, and exchange messages
independent of the underlay. We use Sjycq; to denote the state space of each honest process. The
initial state of each honest process is sé"wl . We use M to denote the set of messages that may be
exchanged between processes. Each message m has a sender, denoted by m.sender, and we assume
each process can only fill this field with its own ID. We represent the interface of the application
by the pair (I, ©) to distinguish it from the underlay interface (T, ©).
Several kinds of events may occur in the application system:

e An honest process may accept an invocation, or return some value to the caller. We specify
these events with ;, : (ID X Sjocar) X T” > Sjocar and 8}, € P ((ID X Siocar) X (Siocal X ©”)).
The prime distinguishes these entities from those of the underlay. In general, we do not
assume the ID of a process is stored inside the process local state. Therefore, when specifying
the behaviors of honest processes we provide its ID as an argument.

e An honest process may send a message, or invoke an operation of the underlay. We specify
these events with 5£,send € P((ID X Sipcar) X (Siocat X M)) and 52’“1” € P((ID X Sjpear) X
(S10cal X T')). We require that if ((i,s), (s’,m)) € 5£)send, then m.sender = i.

e An honest process may receive a message, or some value from the underlay. We specify these

events with 5Lrew : (ID X Sjpeal X M) = Sjocar and 5Lretum : (ID X Sjpcal X ©) B Siocal.

o An honest process may make a probabilistic or non-probabilistic state transition. These events

are specified with 5£’pmb € P((ID X Sipcar) X distg,, ).

o A byzantine process may inject a message into the network, or the underlay may make a local
move (which includes byzantine processes calling interfaces of the underlay). Both kinds of

events do not have an immediate effect on the honest processes of the overlay.

We maintain some ghost variables regarding message broadcast and delivery. We maintain a
set Msens € M for the set of all messages ever sent into the network. We also maintain a set
Maeiiv € P(ID x M) of message delivery records. We use Sp,4 to denote the record type that
carries Msenr and M geri,. Thus the complete state of the system is a value of type FinMap(ID +—
Stocal) X Smsg X Sunderlay- In Fig. 6, we show the semantics of each possible step.

3.3 Refinement

What does it mean that an application built on top of a common coin implements GCA? A necessary
condition is the application G provides the same interface (T, ®) as the abstract model ¥ of GCA,
but this is clearly not sufficient. We also need to prove that the behavior of G simulates the behavior
of F. Formally, this is achieved via a refinement proof, which consists of a refinement relation R,
and proofs for the following propositions:

e The initial states of ¥, G are related by R.

e Each opponent move of G (Opponent in Fig. 6) refines the corresponding opponent move of
¥ (the same process invoking the same operation).

e For each proponent move of G (Proponent in Fig. 6), there is a proponent move of ¥ that
returns the same value to the same process, and the end states of ¥, G are related by R.

e For each local move of G (all steps other than Opponent and Proponent in Fig. 6), there exist
a sequence of zero or more local moves of ¥ and split steps (Fig. 3), such that the final state
distributions of ¥, G have the same number of elements, and each pair of corresponding
elements have the same probability value, and the states are related by R.
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pi honest  sjpcqrlil =s qel’
(slocalasmsgs Sund) —p [((s10carli < 510(1-) S, q)],smsg, Sund)> 1]

Opponent

pihonest  sjocqrlil =5 ((i,s), (s",0)) € 5

(slocalasmsg)sund) —p [((s10carli < 5’])3msga Sund)> 1]

Proponent

pihonest sjocq[i] =5 ((i.s),(s"\m)) € 5] 4

- Send
(slocab Smsg» Sund) —p [((slocal [l “— s,]> Smsg [Msent = m]’ 5und)> 1)]

pihonest  sjocq1li] =5 ((i,9).(s".q)) € 52’%”

(Stocal> Smsg> Sund) —p [((Stocat [P < 71, Smsgs 30 (Sund> 1 9)), 1]

Call

pi honest  sjeqrlil =s me Msent

- - - Deliver
(Stocal> Smsg> Sund) —p [((stocarli < 5]:,recv(l’ s,m)], Smsg [Maetiv += (i m)], syna), 1]

pi honest  sjpcarlil =5 (Syng, (s'.1,0)) € 5p
(Siocal> Smsg Sund) —p [((Sjocarli < 5Ii,return(i’ $:0)]. Smsg> s"), 1)]

Return

m € M m.sender byzantine
(Stocals Smsg> Sund) —p [((stocals Smsg [Msent +=m], syna), 1]

Byzantine Send

pi honest Stocatlil =s  ((i,5),D) € 5]1,prob

(slocalﬁsmsgs Sund) —p map(e = ((Spocar[i — e-s]»smsgs Sund)>€-p)) D

Overlay Local

(sunas D) € 4L
(slocal’smsg’ Sund) —p map(e ((slocalasmsg’ e.s),e.p)) D

Underlay Local

Fig. 6. Semantics of an overlay application. Here sj,.4; is a finite map from process ID to the state of an
honest process; smsg consists of Msenr and Mgeliy, and s,,,4 is the underlay state. The overlay defines the &’
entities, while the underlay defines the ¢ entities. In this figure s —, D means [(s,1)] — D.

Our notion of refinement is closely related to the strong observational refinement of probabilistic
programs [5]. It is also related to simulation-based security proofs [44] used in cryptography: the
refinement proof serves as the simulator that translates local moves of the implementation to local
moves of the abstract model. However, in our setting the adversary always has full knowledge of
the system, so we do not need to prove indistinguishability of states.

3.4 Parallel Composition

The BA algorithm depends not on a single instance of GCA, but rather a countably infinite sequence
of GCA instances. We now define an operator ®;X;O that represents the parallel composition of an
infinite number of identical functionalities. The definition is straightforward. We use FinMap(S)
to represent the state space of the composed system, where S is the state space of the original
system. If the state of instance r is not defined in the finite map, we take its state to be so, the initial
state of the original system. We replace the interface of the system (T, ®) with (N x I',N x ©). The
transition relations dp, dp, 1 are similarly replaced with a countably infinite number of copies.

The parallel composition of overlay applications can be similarly defined. We replace the underlay
functionality ¥ with ®:10 . The local state of each process is now FinMap(Sjocqr). If the state of
instance r is undefined, it is taken to be sé"”“l . The interface (I, ©"), the message space M, and the
transition relations §” are replaced by an infinite number of copies.
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LemMA 2. If an application G refines a functionality F, then (R) .- G refines X),-, F.

This is proved by projecting the state of the composed system to each individual instance. Each
step affects only a single instance, and is a split event from the perspective of all other instances.

3.5 Layered Composition

Given an application G(!) that implements 7 with underlay 77, and another application G*
that implements 73 with underlay %3, we can define a composed application GV © G that
() % s® and the

local local’

message space is the disjoint union of M) and M?). The opponent and proponent steps are
inherited from G®. The local steps are the union of the local steps of G and G@. Each time
G® makes a call on 73, it is processed by the 6, handler supplied by GW. When GV returns
handler supplied by G(?).

implements 73 with underlay ;. The state space of each honest process is S

some value, it is processed by the 5£
,return

LemMA 3. If G implements F; with 1, and G» implements F3 with 73, then GV © G
implements F5 with 7.

Each local move of GV © G® affects either the local state of G(?), the local state of GV, or
the state of 3. In the first case, the refinement proof of G® translates it into a sequence of local
moves of 73. In the latter two cases, the refinement proof of G(!) translates it into a sequence of
local moves of 73, and then the refinement proof of G @ translates it into local moves of 7.

3.6 Compositional Liveness Proofs

Under SureDistrib liveness properties are stated as safety properties on segmented traces. Therefore
they can be proved following the same methodology for composing safety proofs.

Let G be an application that refines a functionality ¥ with refinement relation R. We say a
distribution D € dist Sg refines a distribution D’ € distg,, if D, D" have the same number of
elements, and corresponding elements in D, D’ have equal probability values, and the states are
related by R. Then from each segmented trace 7o, 71, 72, - - - of G we can construct a segmented
trace 7;, 7], 7,, - - - of ¥, such that 7, and rl’c have the same length, and each element D € 7 refines
the corresponding element D" € 7;. We say {7, } is the trace {z;} lifted to F.

If P is a liveness property on # (a statement of ¢, or ¢,,,), and Q is a liveness property on
G, we say Q refines P if every segmented trace of G that satisfies Q will also satisfy P when the
trace is lifted to . If G’ is an application that depends on ¥, and liveness of G’ can be proved
assuming ¥ satisfies P, then liveness of the composite system G ® G’ also holds, provided the
liveness assumption Q of G is respected. Therefore, it is sufficient to prove that each individual
application satisfies the expected liveness properties of the overlay functionality, assuming liveness
of the underlay functionality.

4 A Compositional Implementation of an Asynchronous Binary Agreement Algorithm

We now describe our verified implementation of BA. As shown in Fig. 1, the algorithm has two
layers: MSFA which implements binary GCA using common coin, and BAImpl which implements
BA using (X)'-, GCA. The whole implementation is thus (X);., MSFA) ® BAImpl.

4.1 The Binary GCA Implementation

As explained in Sec. 2.1, the BA algorithm listed in Alg. 1 does not achieve liveness, because each
round of Alg. 1 fails the binding property of Abraham et al. [2]. MacBrough [48] suggested adding a
phase where each process broadcasts the values for which valid AUX messages have been observed.
The message for this phase is called CONF in [48], but we call it ASET which stands for “set of AUX.”
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Algorithm 5 Binary GCA Implementation (code for each honest process)

1: State variable: local_outcome initialized to None. 16: upon receiving (ASET, id’, qo, q1):
2: upon p;4 calls AddvValidVote(b): 17: Discard the message if o = g1 = false.
3: Broadcast (BVAL, id, b). 18: Mark the message as valid when the two conditions
4: upon p;g calls Propose(b): are both met:
5: Broadcast (AUX, id, b) if this process did not broad- ~ 19: 1) qo = false or a valid (AUX, _, 0) observed.
cast any AUX message previous]y. 20: 2) q1 = false or a valid (AUX, _, 1) observed.
6: upon p;g calls Learn(): 21: upon observing valid (ASET, , _,_) from 2f + 1 pro-
7: Wait until local_outcome = Some(t), return ¢. cesses and this process has sent an ASET message:
8: upon receiving any message: 2z: Call OpenCoin().
9: Forward the message to other processes. 23: upon receiving the value of the common coin:

24: B « value of the common coin.
25: vals « {b | valid (AUX, _, b) received}.
26: if vals = {B} then

10: upon receiving (AUX, id’, b) for a particular (id’, b),
and the process has previously received (BVAL, _, b)
from 2f + 1 processes:

11: Mark (AUX, id’, b) as valid. 27: local_outcome < Some(Committed(B)).
. . 28: else if vals = {0,1} then
12: upon observing valid (AUX, _, _) from 2f + 1 processes: .
. 29: local_outcome «— Some(MaybeCommitted(B)).
13: qo < whether valid (AUX, _, 0) observed. 30: else
14: heth lid (AUX, _, 1) ob d. )
q1  whether valid (AUX, _, 1) observe 31: local_outcome «— Some(NotCommitted).

15: Broadcast (ASET, id, qo, q1) if this process did not
broadcast any ASET message previously.

Our implementation of binary GCA is shown in Alg. 5, with changes from Alg. 1 marked in blue.
Alg. 5 only specifies the behavior of each honest process. The refinement proof will simulate the
adversary events like OpenGlobalOutcome(choice) from network-level adversary actions. Since
Alg. 5 represents only a single round of BA, the messages do not have the round number field.
We assume all messages are forwarded between honest processes (lines 8-9), which makes the
liveness proof easier. We ignore the performance impact of this assumption. Upon observing 2f + 1
valid AUX messages, instead of voting to open the common coin immediately, we broadcast an ASET
message that indicates whether the process has observed valid AUX messages for each value (lines
12-15). The common coin is revealed only after an honest process has observed 2f + 1 valid ASET
messages (lines 21-22). Also, each honest process broadcasts at most one ASET message (line 15).

The Refinement Proof. When a byzantine process sends (BVAL, _, b), it is interpreted as calling
AddValidVote(b), and sending (AUX, _, b) is interpreted as Propose(b). The key part of the refine-
ment proof is to determine the global outcome when the common coin is revealed, and show that
the local outcomes received by each process (lines 23-31) are consistent with this global outcome.
Our probabilistic binding requirement says that the global outcome must become Committed(_)
with non-zero probability. We first observe the following lemma:

LEMMA 4. By the moment the first honest process calls OpenCoin() (line 22), there exists a bit B,
such that any honest process that calls OpenCoin() will have observed a valid AUX for B.

Proof: The first honest process that calls OpenCoin() must have observed 2f + 1 valid ASET
messages. Among these messages, let T be the set of ASET messages from honest processes, and
|T| > f + 1. Then every honest process must observe at least one member of T before calling
OpenCoin(). If every m € T has qo = true then every honest process must observe a valid AUX
message for 0. Otherwise, some m € T has qo = false and q; = true. Then there exist 2f + 1 valid
AUX messages for 1, and every honest process must observe at least one valid AUX message for 1. O

Based on Lemma 4, the refinement proof simulates OpenGlobalOutcome(choice) by following
Alg. 6. When the adversary calls RevealCoin(), some honest process must have called OpenCoin().
We find a bit B that satisfies Lemma 4, and call OpenGlobalOutcome(B). The network state now
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Algorithm 7 BA Implementation (code for each honest process)

1: State variable: outcome initialized to None. 12: upon receiving (OUTPUT, _, b) for a particular b from
2: upon p;q calls BAPropose (b): f +1 processes:
3: Broadcast (INPUT, id, 0, b) if BAPropose(b’) was  13: Broadcast (OUTPUT, _, b).
never called for any &’. 14: upon receiving (OUTPUT, _, b) for a particular b from
4: wupon p;g calls Learn(): 2f + 1 processes:
5: Wait until outcome = Some (b), return b. 15: outcome « Some(b); terminate execution.
6: upon receiving (INPUT, _, r, b) for a particular (r, b) 16: upon receiving outcome of the r-th instance of GCA:
from f + 1 processes: 17: if outcome is Committed(b) then
7: Broadcast (INPUT, id, r, b). 18: Broadcast (OUTPUT, id, b).
8: Call AddvalidVote(b) on the r-th instance of GCA.  19: Broadcast (INPUT, id, r + 1, b).
9: upon receiving (INPUT, _, r, b) for a particular (r,b) 20 else if outcome is MaybeCommitted(b) then
from 2f + 1 processes: 21: Broadcast (INPUT, id, r + 1,b).
10: Call Propose(b) on the r-th instance of GCA if this 22 else
process did not propose any input in the r-th instance. 23 Broadcast (INPUT, id, r + 1, b) for every b upon
11: Call Learn() on the r-th instance of GCA. observing (INPUT, _, r, b) from f + 1 processes.

splits into two states, where the coin value B’
is 0 and 1 respectively. The abstract function-
ality state also splits into two states accord- ~ 1: Implementation-provided parameters:

ing to D(B) (line 3). The network state where i giloobl:lejztcir:e{i,sgiiaution

B = B’ refines the Committed(B) state, and the D(b) = [(Committed(b), 1/2), (NotCommitted, 1/2)].
B # B’ state refines the NotCommitted state.  4: upon A calls RevealCoin():

Then it is easy to prove that the local outcomes 5: Find honest p; that called OpenCoin().

(lines 23-31 of Alg. 5) are consistent with this 6 Read p; state to find bit B that satisfies Lemma 4.
global outcome. The global outcome becomes ! Call OpenGlobaloutcome (B). (see Alg. 2)

Committed(_) with probability 1/2.

Algorithm 6 Setting the Global Outcome

The Liveness Proof. To guarantee progress of GCA, we require that: 1) every honest process
eventually proposes a value; 2) after an honest process proposes a value b, every honest process
makes a validity vote for b within one time step. Under these assumptions, after each honest
process has proposed a value, every honest process will receive 2f + 1 AUX messages within one
time step. They also make validity votes for the proposed values. Therefore, they will mark these
AUX messages as valid and broadcast an ASET message within two time steps. After any honest
process broadcasts an ASET message, all honest processes will mark the message as valid in one
time step, since we assume the BVAL and AUX messages are forwarded between processes. Hence,
within three timesteps every honest process calls OpenCoin(). If the coin value is revealed within
one time step, then every honest process returns an outcome within four time steps.

4.2 The BA Implementation

The BA algorithm is shown in Alg. 7. The INPUT messages are used to coordinate the honest
processes to build validity votes and proposals. Each INPUT message has a round number r and a bit
b. The OUTPUT messages represent the termination gadget [1]: they ensure each honest process can
terminate without executing the GCA rounds indefinitely. These messages do not have the round
number field. After each honest process has submitted an input (lines 2-3), there will be either
at least f + 1 INPUT messages for 0, or at least f + 1 INPUT messages for 1 in round 0. Therefore,
there is at least one value b for which every honest process will execute lines 7-8. When the honest
processes observe the 2f + 1 INPUT messages for b, they propose the value b (line 10). It is also easy
to see that if any honest process executes line 10 to propose a value b, then all honest processes will
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execute line 8 to build a validity vote for b in one time step. Therefore, by the progress guarantee
of GCA in Sec. 4.1, we get the outcome of round 0 in six time steps. After each honest process
receives the outcome of round r, it broadcasts at least one INPUT message for the next round (lines
16—23). The process repeats for each round until some honest process terminates (line 15). From
this description we see that:

LEMMA 5. If no honest process terminates, then eventually a new round of GCA is completed.
The Refinement Proof. The BA algorithm maintains the following invariant:

LEMMA 6. Ifthe global outcome of the r-th instance of GCA is Committed(b), or some honest process
receives Committed(b) from the r-th instance, then in every round r’ > r all honest processes only
broadcast INPUT messages for b.

Proof*: If in the r-th instance of GCA, the global outcome is Committed(b), or some honest
process receives Committed(b), then by the consistency rules of GCA (see Sec. 2.2), every honest
process receives either Committed(b) or MaybeCommitted(b). They will all execute line 19 or 21
to broadcast the initial INPUT messages in round r + 1. From this we see that all honest INPUT
messages in round r + 1 are for b. It follows, the outcome received by any honest process in round
r + 1 can only be Committed(b), MaybeCommitted(b), or NotCommitted. Thus all honest INPUT
messages in round r + 2 must be for b as well. The higher rounds follow the same reasoning. O

Now an honest process broadcasts an OUTPUT message for b only when receiving a Committed(b)
output from some instance of GCA (line 18), or upon observing f + 1 OUTPUT messages for b (line
13). By Lemma 6 it can be proved that all honest OUTPUT messages must be for the same value b.
Therefore, at the moment the first honest process broadcasts (OUTPUT, id, b), we interpret it as the
adversary calling SetOutcome(b). An honest process outputs b only upon receiving 2f + 1 OUTPUT
messages for b (line 15), at which point the global outcome must have been already set to b.

The Liveness Proof. Three liveness properties of Alg. 7 can be proved deterministically:

o If no honest process terminates, then eventually a new round of GCA is completed.
o If one honest process terminates (line 15), then all processes will terminate.
e If two rounds of GCA have global outcome Committed(b), then all processes terminate.

The first property is proved as Lemma 5 above. For the second property: if one honest process
terminates by observing 2f + 1 OUTPUT messages for the same bit b, then every honest process
receives at least f + 1 OUTPUT messages for b in one time step. They will all broadcast OUTPUT
messages for b (line 13), and everyone will terminate in two time steps.

For the third property: if there are two rounds r < r’ whose global outcomes are both Committed(b),
then by Lemma 6, all honest INPUT messages in round r’ are for b. Now by the consistency rules
of GCA, every process will receive Committed(d) in round r’. They will all broadcast OUTPUT
messages for b, and everyone will terminate in one time step. It follows that to prove almost-sure
termination of BA, we only need to estimate the probability of getting two rounds with global
outcome Committed(b), which is what we discuss next.

4.3 The Almost-Sure Termination Proof

To prove almost-sure termination of BA, we assume that every time the adversary sets the global
outcome of an instance of GCA by calling OpenGlobalOutcome(choice), there is a non-zero lower
bound p, on the probability that the global outcome becomes Committed(_). For Alg. 5, we proved
that this probability is 1/2. Now it is tempting to think that we can treat each instance of GCA as
an independent event with probability py. This idea does not work because strictly speaking, the
individual instances of GCA are not independent. The input to each round depends on the output
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of the previous round, and the adversary can manipulate the outcome distribution adaptively. Thus
the almost-sure termination proof is not so straightforward.

Our liveness proof is based on the following consideration: for a given state s of Alg. 7 and a
positive integer N, what is the probability p that, starting from state s, eventually either some
honest process terminates, or we get two rounds r,r’ < N with global outcome Committed(_)?
We cannot compute the exact value of p, but we can derive a lower bound for p, which we call the
“hope value” of s. Formally, we define two functions:

Ak = 0 (k=0) 0 (k=0)
S e+ 1= po)fitk=1) (k> 0) po-fitk=1)+(1=-po)fa(k=1) (k>0)
Thus fi (k) is a lower bound on the probability that

within k consecutive rounds, at least one round gets
the global outcome Committed(_), and f;(k) is a

> (k) =

Algorithm 8 The Hope Value

1: Notations:
2:  N:afixed integer, the number of rounds to con-

lower bound on the probability that within k con- sider.
secutive rounds, at least two rounds get the global ~ 3:  T(s): the total number of rounds in s with their
outcome Committed(_). Now the hope value of s, global outcomes determined.

4:  C(s): the total number of rounds in s with global
outcome Committed(_).
procedure HoPE(s)

if at least one honest process terminated then

denoted by Hope(s), is defined in Alg. 8. If some
honest processes have already terminated, or we
already have two committed rounds, then we are

5:

6:
certain that all processes will terminate, and in this 7: return 1.
case we return 1 (lines 6-9). In the second case, we 8  elseif C(s) > 2 then
have already completed N rounds, but we did not get % return 1.

. . . 10: else if T(s) > N then

two committed rounds. In this case there is no hope return 0
to terminate execution within the first N rounds, 15.  elseif C(s) = 1 then
and we return 0 (lines 10—11). In the third case, we  13: return f; (N — T(s)).

have not yet completed the first N rounds. We have 14:  else

N — T(s) rounds remaining, and we need to get 1> return fo(N - T(s)).

2—C(s) rounds committed within these rounds. The

probability of achieving this is estimated with the f; and f, functions defined above (lines 12-15).
We now make two crucial observations:

LEMMA 7. Let s be a state of Alg. 7 where either some honest process has terminated, or T(s) > N.
Then Hope(s) = 1 if some honest process has terminated, or C(s) > 2, and Hope(s) = 0 otherwise.

Proof': The lemma follows directly from the definition of Hope(s). O

LEMMA 8. If [(Spefores 1)] —p D is some action step of Alg. 7, where spefore is the system state
before the step, then Ep [Hope] > Hope(spefore). (Ep[-] defined in Sec. 2.2)

Proof: Clearly there are only two events that affect the value of Hope(s): 1) an honest process
terminates, or 2) the adversary opens the global outcome of a new round. In the first case, the hope
value is 1 in the end state, but we always have Hope(spefore) < 1, so the inequality holds. In the
second case, T(s) increases by 1 in each end state; C(s) increases by 1 with probability at least py,
and stays the same with probability at most 1 — pg. If C(spefore) = 2, then we have C(s) > 2 in
every end state, so Ep[Hope] = 1 > Hope(spefore). If C(Spefore) = 1, then we have

ED[HODG] 2 pot (1 _pO)fl (N - T(sbefare) - 1) = ﬁ(N - T(sbefare)) = HOpe(sbefare)~
Similarly if C(spefore) = 0 then we have
Ep [HOpe] 2 po- ﬁ(N - T(Sbefare) - 1) + (1 - PO)ﬁ(N - T(sbefore) - 1)
= fé(N - T(sbefore)) = HOpe(sbefare)'
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Thus the expectation of Hope(s) never decreases. O
A corollary of Lemma 8 is that if D —} D’ is a sequence of steps of Alg. 7, then Ep [Hope] <
Ep [Hope]. Now starting from the initial state of Alg. 7, eventually we will reach a state distribution
D where in every state e € D either some honest process has terminated, or T(e.s) > N. By
Lemma 7, in this case Ep[Hope] is the total probability in D that either some honest process has
terminated, or C(e.s) > 2, and every process will terminate in two time steps. In the initial state s, of
Alg. 7, we have T(sp) = C(sg) = 0. Therefore by Lemma 8, we have Ep[Hope] > Hope(sy) = f2(N).
A minor technical issue with the above argument is that: by Def. 2 we need to prove probabilistic
termination starting from any state s in which all honest processes have input a bit, and in general
we do not have T(s) = C(s) = 0. This can be circumvented by replacing N in Alg. 8 with N + T(s).
By induction we can prove the following closed form expressions for fi(k), f>(k):

fitk) =1—(1-po)¥, (k) =1- (1= po)* (1 + (k - 1)po).

From this it is easy to see limny_,c f2(N) — 1.

4.4 Proof Effort in Rocq Table 1. Proof Effort Breakdown

A full breakdown of our proof effort in Rocq is Part Proof Effort

shown in Table 1. The proofs were developed by (Lines of Rocq)

two persons over three months. The “probabilistic ~ roPabilistic Transition Systems 3005
Network Configurations 757

transition systems” part contains a complete library

. ! o Public Coin (abstract model) 381
for defining a PTS and working with its segmented  gca
traces, including the liveness logic based on ¢, and Abstract model 2276
On,p- The “network configurations” part formalizes and its parallel composition
the standard 3f + 1 network configuration. We ex- [mplementation 1731
h b df babilisti Refinement 1283
pgctF ese parts gan e reuse or.m.any probabilistic Liveness 420
distributed algorithms. The remaining parts are spe-  pga
cific to the BA algorithm formalized in this work, Abstract model 222
and can be reused by incorporating the algorithm Implementation 1855
into more complex systems, like the asynchronous Refinement 412
. . Liveness 2539
consensus algorithm of Cachin et al. [12].
5 Experimental Evaluation
Our Rocq specification is detailed enough such that we can extract _ 1222 :
w i i
the specification into executable OCaml code. Our extracted code £ 4 |- % i i
is an event driven program where an incoming network message § 400 | : 1
triggers corresponding actions to the message. For example, after = 20| ]
. . 0 L L
receiving a vote message, the code checks whether a quorum of 0 1 2 3
votes are received, and sends new messages if needed. Messages Rounds

generated by the event handlers are sent using a trusted network Fig. 7. Rounds and latencies to
shim layer. The shim layer uses OCaml’s Unix socket libraries and reach consensus.

no changes are made to the extracted core logic. The common coin is simulated with a fixed array
of random bits that is read upon calling OpenCoin().

We evaluated the executable code on a local cluster of four nodes, each with Intel Xeon Gold
6338 CPU, 128 GB memory, and 10 GigE NIC. We provided random binary inputs to each node
and measured how many rounds and how much time it took to reach an agreement. Fig. 7 shows
results from 140 runs; all runs completed at round 1 (9 out of 140) or 2 (131 out of 140) and the
average latencies for each case were 496 and 630 ms, respectively. The experiment shows that
despite probablistic guarantees, the protocol practically finishes within round 2.
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6 Related Works

Asynchronous Consensus Protocols. Consensus under asynchrony is a problem with a very long
history. Fischer et al. [28] proved that asynchronous consensus cannot be implemented determinis-
tically, but Ben-Or [8] circumvented the impossibility by using randomization. Aguilera and Toueg
[4] showed that Ben-Or’s protocol maintains liveness under the public information model. Thus it
is technically possible to analyze [8] under our framework. However, [8] has multiple probabilistic
events in each round, so the formal proofs could be more difficult to develop.

Almost simultaneously with Ben-Or’s result, Rabin [58] introduced the common coin primitive
based on secret sharing, and described the first asynchronous consensus protocol that terminates
with a constant number of expected rounds, but did not provide an efficient way to implement
an infinite sequence of common coins. Cachin et al. [12] provided an implementation of common
coins under the random oracle model [7] using deterministic threshold signatures, making Rabin
[58]’s protocol practical.

Mostefaoui et al. [50] introduced an efficient common coin-based binary agreement algorithm,
which was later incorporated into HoneyBadger [49]. However, it was soon found that [50] has a
liveness bug against adaptive adversaries, which is the motivation for this work. Several recent
works [31, 34, 64] have improved upon HoneyBadger. We plan to verify these schemes in the future.

There is also a line of work [20, 32, 63, 67] that seeks to combine the liveness guarantees of
asynchronous protocols with the performance of partially synchronous protocols. While they
represent a middle-ground between asynchrony and partial synchrony, they also introduce non-
trivial liveness issues, such as reducing fallback to the asynchronous path [37].

Almost all known efficient common coin protocols are based on factoring or elliptic curve
assumptions [26], which are not post-quantum secure. Designing and verifying a post-quantum
asynchronous consensus protocol is an interesting challenge [29].

Verification of Distributed Algorithms. Many works have studied verifying safety and liveness
properties of distributed algorithms. For example, Verdi [70], Disel [60], and Grove [61] all provided
frameworks for safety verification. Qiu et al. [54], Zhao et al. [74] provide more extensive surveys
of these results. Similar to our work, they decompose systems into modules using techniques like
separation logic. These works can also handle safety of asynchronous consensus, since most of
these protocols still provide deterministic safety. However, they cannot handle liveness properties.

Kwiatkowska et al. [43] presented mechanized proofs for a probabilistic consensus protocol.
In this work, the probabilistic events are replaced with non-deterministic choices, so that only
deterministic liveness properties are mechanized. The work used a model checker to compute
the termination probability under a fixed number of processes. To model-check systems with
a parameterized number of processes requires specialized model-checking techniques [39, 42],
and these techniques have only recently been applied to asynchronous consensus [11, 30], with
limitations discussed below. Our work gives mechanized proofs for the termination probability
with any number of processes.

Bertrand et al. [10] reported model-checking liveness of a composite asynchronous consensus
protocol. The liveness property proved in this work is deterministic, and the work established
asynchronous liveness by introducing a non-standard fairness assumption.

Several works [18, 69] claimed verifying liveness of probabilistic consensus protocols. These
works assumed that certain probabilistic event eventually occurs, and they derived deterministic
liveness from this assumption. The probabilistic part is not verified.

Zhao et al. [74] introduced Bythos for verifying safety and liveness of composite asynchronous
protocols using linear temporal logic (LTL). A similar work by Sun et al. [65] applied LTL to verify
liveness of cluster managers. These works only handle deterministic properties, and so could
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not handle asynchronous consensus. They do not use refinement to achieve layered composition.
For example, Bythos could only handle sequential composition of primitives. As we have seen,
establishing refinement between Alg. 5 and an abstract model of GCA is a crucial part of this work,
and we think the proofs in this work would be much more difficult to construct without refinement.

Ticl [38] provides a more foundational treatment of temporal logic by introducing a computation
model called ICTrees. The representation of a non-deterministic computation process as a tree
structure is similar to our representation of probabilistic traces (Fig. 5). However, in our setting
each branching corresponds to a probabilistic sampling, whereas in Ticl it is an adversarial non-
deterministic choice. Ticl currently does not handle probabilistic liveness, but it seems promising
to adapt its ideas to give a complete program logic for our computation model.

Two works [11, 30] achieved results very close to our work, both based on model-checking.
Bertrand et al. [11] introduced a method for checking liveness of probabilistic threshold automata,
and applied it to several algorithms including Ben-Or’s protocol. Gao et al. [30] extended Bertrand
et al. [11]’s approach to protocols based on common coins, and verified liveness of a modified
version of Mostefaoui et al. [50]’s BA algorithm. Both works rely on a reduction to round-rigid
adversaries that is only proved on paper. In effect, they only verified liveness of a single round of
the protocol. Our work is the first foundational proof of the same result, and we also established
almost-sure termination of the composite protocol.

A concurrent work of Enea et al. [24] verified almost-sure termination of a Ben-Or-like binary
agreement algorithm using the super-martingale methodology of Chakarov and Sankaranarayanan
[16]. Their proof requires defining both a variant function and a super-martingale on the system
state, while our work requires only defining a submartingale for termination reasoning. Similar to
our work, Enea et al. [24] decomposes BA into an outer loop and an inner GCA algorithm. However,
Enea et al. [24] does not provide a way to compose probabilistic systems with cryptographic
primitives, so they leave verifying the more practical common coin-based protocols to future work.

Our theory of functionality composition and refinement bears similarity to those for I/O au-
tomata [46]. The original theory was extended to probabilistic automata by Segala [59], Wu et al.
[71], and then to task-structured automata [14] for modeling cryptography. Each component under
our framework can be viewed as an I/O automaton or a composition of multiple I/O automata. The
input events are receiving invocations from the overlay, messages from the network, or return
values from the underlay. The output events are returning values to the overlay, broadcasting a
message, or calling the underlay. The local moves are internal state transitions. The I/O automata
formalism has been used to give on-paper analyses for several distributed algorithms [13, 53], but to
our knowledge these works have never been mechanized. Indeed, the full I/O automata framework
involves several more features that present additional challenges for verification. For example,
modeling distributions with infinite support would require measure theory, but we assume all
distributions are of finite support. As future work, we plan to investigate this connection and extend
our mechanized framework to support general I/O automata.

Verification of Almost-Sure Termination. Proving a probabilistic program terminates almost surely
is a challenge with a similarly long history [35], and martingales have proved to be a important
tool in this area [16]. Some recent results are [27, 33, 47]. Most of these works target sequantial
probabilistic programs, while probabilistic termination of concurrent programs remains largely
unexplored, with the notable exception of Enea et al. [24] discussed above. Our work gives an
example of encoding a martingale-based liveness proof of a distributed algorithm into a proof
checker. The technical approach is slightly different in that we are using submartingales instead of
ranking super-martingales like Enea et al. [24]. Our approach can be interpreted as a specialized
application of the y-scaled submartingale approach of Takisaka et al. [66].
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