


and satellite-ground platforms [14], [15], where performance

is jointly dependent on local capacity and remote latency. For

clarity of exposition, our analysis in this paper will focus

on edge-cloud systems, where local computation and remote

communication jointly determine performance under attack.

We study an edge-cloud system with k edge sites, rep-

resented by C = (C1, . . . , Ck), λ = (λ1, . . . , λk), x =
(x1, . . . , xk). Site i hosts Ci edge servers and its intended

tasks arrive as a Poisson process at rate λi. A fraction xi

of tasks is processed locally at the edge site i, while the

remaining fraction 1− xi is offloaded to the cloud, incurring

additional communication delay. Figure 1 depicts an example

of the system with three edge sites (k = 3). The adversarial

attack is represented by v = (v1, . . . , vk), where vi servers

are disabled at site i. The complete model is given in Section

III.

When evaluating the damage inflicted by an attack, we focus

on two key performance metrics that capture delay-related

service degradation:

• Expected response time, D: This quantifies the average

latency experienced by tasks after queueing and offload-

ing, defined as:

D
(

λ,x,C − v
)

= E[latency of an arbitrary task] . (1)

• SLA violation probability, P : This is the probability that

a task’s end-to-end delay exceeds a real-time deadline t,

defined as:

P t
(

λ,x,C − v
)

= Pr{latency > t} . (2)

We consider an adversary with a total attack budget V , who

selects an attack vector v such that ∥v∥1 ≤ V , aiming to

maximize service degradation as defined by the above metrics.

That is, the attacker chooses how many servers to disable at

each edge site. In Fig. 1, this corresponds to deciding how

many attack efforts to allocate to each site.

To reflect realistic system behavior, we allow for online

mitigation by the operator through adaptive offloading deci-

sions x, determining the fraction of tasks to process locally

versus offload to the cloud. The goal is to minimize worst-

case performance degradation via robust provisioning and

offloading strategies.

This naturally leads to a max–min optimization problem,

in which the attacker seeks to maximize system damage by

selecting an attack vector v, anticipating that the system will

optimally adjust the offloading strategy x in response. At a

high level, this can be expressed as

max
v:∥v∥1≤V

min
x:x∈[0,1]k

D
(

λ,x,C−v
)

and P t
(

λ,x,C−v
)

. (3)

A formal definition is provided in Section IV. This at-

tacker–defender interplay lies at the core of our analysis.

Our Contributions

We introduce a convex-analytic framework for evaluating

worst-case attacks in edge-cloud systems. A central insight

is that when the performance degradation function is convex

in the attack vector, optimal attack strategies become concen-

trated, they inflict the most severe degradation by focusing

on a small number of critical sites rather than spreading

effort system-wide. In Section IV, we formalize this principle

and show, via marginal damage analysis (i.e., the effect of

increasing vi to vi+1), that convexity in this setting naturally

induces concentrated attack behavior.

We then examine per-site behavior to understand how

localized degradation propagates system-wide. We begin with

the widely used M/M/1 queueing model [16] (Section V). We

show that the performance degradation at an individual edge

site is convex in the number of disabled servers. We examine

both performance metrics: expected latency and SLA violation

probability. We analyze their dependence on both the attack

size v and the system’s offloading decision x, and prove that

both metrics are jointly convex in x and v.

Within our max–min formulation, where the system reacts

to attacks by adjusting the offloading decisions x to minimize

degradation, we show that this joint convexity implies that the

resulting objective, latency under optimal offloading, remains

convex in the attack vector v. In turn, this ensures that even

under optimal reaction by the system, the attacker’s best

strategy remains concentrated. A similar result is given for

the SLA violation metric P t.

Next, we extend the analysis to the M/D/1 queueing model

[17] (Section VI), which is relevant for many edge workloads

with low service time variability, such as AI inference tasks.

We show that the expected latency remains convex with respect

to both the attack size and the offloading fraction. Because the

exact formulas for SLA violation are not always analytically

tractable [18], [19], we employ approximations and validate

them via numerical analysis, through which convexity is

empirically demonstrated.

We generalize our results to the M/G/1 setting [20], where

service times follow an arbitrary distribution with finite vari-

ance (Section VII). Despite the increased generality, we es-

tablish convexity of the expected latency in both attack and

offloading variables, under any service time distribution. To

support the analysis, we evaluate several service-time distribu-

tions commonly used in the computer-networks literature, e.g.,

hyper-exponential, uniform, log-normal, and Pareto, spanning

low-variance, high-variance, and long-tailed behaviors. Using

simulations we demonstrate convexity in all cases.

We further evaluate multi-site systems in Section VIII,

demonstrating that worst-case attacks are consistently concen-

trated and thus confirming our theoretical results. As observed,

concentrating the attack budget on a single site causes in-

creased damage than distributing it across multiple sites, across

varying cloud delay settings and service-time distributions.

This work establishes broadly applicable structural results

for edge–cloud systems across a wide range of service-time

distributions. The convexity of key performance metrics under

adversarial capacity loss provides a principled foundation for

resilient planning to ensure SLA compliance under attack.

Moreover, the concentration property reduces the attacker’s ef-

fective search space, from exponential in the number of sites to
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