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Abstract

Backdoor attacks are emerging threats to deep neural net-
works, which typically embed malicious behaviors into a
victim model by injecting poisoned samples. Adversaries can
activate the injected backdoor during inference by present-
ing the trigger on input images. Prior defensive methods
have achieved remarkable success in countering dirty-label
backdoor attacks where the labels of poisoned samples are
often mislabeled. However, these approaches do not work
for a recent new type of backdoor — clean-label backdoor
attacks that imperceptibly modify poisoned data and hold
consistent labels. More complex and powerful algorithms
are demanded to defend against such stealthy attacks. In this
paper, we propose UltraClean, a general framework that
simplifies the identification of poisoned samples and defends
against both dirty-label and clean-label backdoor attacks.
Given the fact that backdoor triggers introduce adversarial
noise that intensifies in feed-forward propagation, Ultra-
Clean first generates two variants of training samples using
off-the-shelf denoising functions. It then measures the suscep-
tibility of training samples leveraging the error amplification
effect in DNNs, which dilates the noise difference between
the original image and denoised variants. Lastly, it filters out
poisoned samples based on the susceptibility to thwart the
backdoor implantation. Despite its simplicity, UltraClean
achieves a superior detection rate across various datasets
and significantly reduces the backdoor attack success rate
while maintaining a decent model accuracy on clean data,
outperforming existing defensive methods by a large margin.
Code is available at https://github.com/bxz9200/UltraClean.

1. Introduction

With the thriving of machine learning, deep neural networks
(DNNs5) have achieved unprecedented progress and reached
human-level performance in various tasks, including com-
puter vision [17, 27], natural language processing [5, 13]
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Figure 1. [llustration of dirty-label and clean-label attacks (Top row:
poisoned training samples; Bottom row: backdoored test samples.
Red: incorrect labels; Green: correct labels. Dirty-label poisoned
samples always possess incorrect labels while clean-label poisoned
samples are imperceptible compared to benign samples and possess
correct labels.

and game playing [53]. Given the remarkable success, DNNs
are further deployed to safety-critical applications such as
authentication [61] and autonomous driving [4]. However,
DNNSs are proven to be vulnerable to a variety type of ad-
versarial attacks. One notorious attack is the adversarial
example [22] that occurs at test-time, where an adversary
fools well-trained DNN models by adding imperceptible per-
turbations on test images. Another well-known attack is the
data poisoning attack [3] that occurs in the training phase,
where an adversary can inject well-crafted poisoned samples
into the training data and introduce malicious behavior to
models trained on the poisoned dataset. This paper focuses
on backdoor attacks [23], where an adversary attempts to
contaminate the training dataset via data poisoning and in-
stall a backdoor into models trained on the corrupted dataset.
During inference, backdoored models

misclassify inputs with backdoor triggers to a target label
while behaving normally on benign inputs.

Backdoor attacks come in two flavors: dirty-label at-
tacks [9, 44, 46] and clean-label attacks [2, 25, 52, 58].
Poisoned samples of dirty-label attacks are always mis-
labeled. For example, as shown in Figure 1, a poisoned
sample “airplane” is labeled as “dog”. In contrast, clean-
label attacks hold consistent labels to images content. Al-
though dirty-label attacks are effective, they can be easily



distinguished due to incorrect labels. Existing defenses have
shown decent performance in detecting and mitigating such
attacks [21, 36]. On the other hand, clean-label attacks are
more stealthy and insidious. The clean-label poisoned sam-
ples are almost visually indistinguishable from benign sam-
ples; thus, defenses against the attack become a more chal-
lenging task. Some recent works [29, 39] attempted to allevi-
ate the clean-label attacks by decoupling the training phase
to suppress the backdoor injection. However, they require
complicated algorithms with significantly more operations
in training and do not identify the backdoor samples in the
poisoned dataset. Thus, users have to re-run the defense algo-
rithms every time they train a new model by using the same
potentially poisoned dataset, which dramatically increases
the cost.

In this work, we propose UltraClean, a poisons-filtering-
based framework (i.e., dataset cleanse) to detect backdoor
samples, cleanse poisoned datasets, and train backdoor-
mitigated models against both dirty-label and clean-label
backdoor attacks. We focus on the image classification task.
Our idea is inspired by prior works [40] and [64, 65], which
have demonstrated that adversarial perturbations of adver-
sarial examples are amplified during the feed-forward prop-
agation (i.e., error amplification effect) in DNNs and can
be effectively eliminated by simple image-denoising tech-
niques. We argue that although backdoor samples hold fun-
damentally different generation mechanisms to adversarial
examples, the backdoor triggers share a similar error ampli-
fication effect as the adversarial perturbations. To this end,
our training framework, UltraClean, employs off-the-shelf
image-denoising functions and the error implication effect
to filter out poisoned samples from benign training data and
thwart the backdoor implantation.

The proposed method first trains an arbitrary model on
the potentially poisoned dataset and uses it as the backdoor
detection model. We then produce two variants of each train-
ing image using denoising functions and feed the difference
corresponding to the original image into the detection model.
We leverage the error amplification effect to compute the
susceptibility of the training data in a feed-forward pass. The
susceptibility of poisoned data tends to be higher, guiding
the model to detect and remove these samples. Finally, we
obtain a backdoor-mitigated model by retraining on the ster-
ilized dataset. We show that UltraClean is highly effective
in defending against various representative attacks includ-
ing both dirty-label and clean-label ones, achieving a high
detection rate while maintaining the model accuracy.

Our contributions are summarized as follows:
¢ UltraClean is a once-for-all backdoor-free training frame-

work and a poisons-filtering-based (i.e., dataset cleanse)
defense against both dirty and clean-label backdoor attacks.
The method not only defends against backdoor attacks but
also identifies poisoned samples regardless of generation
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mechanisms and dataset complexity.

* We propose an effective approach that does not affect the
normal training process and significantly simplifies the
backdoor identification and mitigation.

* We demonstrate that two widely adopted poisons-filtering-
based defenses are only effective on dirty-label attacks but
are unsuccessful in defending against clean-label attacks.

* We conduct comprehensive experiments and examine dif-
ferent types of dirty-label and clean-label attacks to illus-
trate the effectiveness of UltraClean.

2. Related Work
2.1. Backdoor Attacks on DNN

Backdoor attacks can be broadly categorized into data poi-
soning [9, 23, 52, 69, 70] and model poisoning [15, 16, 45,
46]. Data poisoning backdoor attacks implant the backdoors
by modifying training data (i.e., injecting poisoned samples),
which does not require access to the training process. Such
attacks affect victims indirectly through the poisoned data
set. In contrast, model poisoning backdoor attacks require
full control of the training process to alter model parameters
and embed backdoors into the model. Such attacks affect
victims by providing the poisoned model directly. Our work
focuses on the defense against data poisoning attacks via
dataset cleanse.

The very first backdoor attack via data poisoning against
neural networks is BadNets [23] where poisoned training
samples are generated by stamping a pre-defined pattern
(trigger) onto benign images and assigned with incorrect
target labels (dirty-label). One drawback of BadNets is that
the poisoned samples are suspicious and quite easy to de-
tect upon human inspection. Later on, a series of works are
proposed to enhance the stealthiness by improving the invisi-
bility of backdoor triggers. [9] blends backdoor triggers with
benign images; [72] imposes imperceptible perturbations
onto poisoned samples using universal adversarial perturba-
tions [44]; [35, 37] creates invisible triggers via steganog-
raphy and regularization; [10] employs controlled detoxifi-
cation to perform the attack in the feature space. However,
all these methods are still dirty-label attacks and could be
detected by inspecting data labels.

On the other hand, clean-label backdoor attacks are more
stealthy and hard to detect since they retain consistent labels
to the image contents. For instance, [2, 43, 51] superimpose
the trigger with benign images and employ different tech-
niques (i.e., sinusoidal signal, reflection and image-scaling)
to conceal the trigger; [58] creates poisoned sample by plac-
ing a stealthy patch on hard-to-classify images generated
by generative models or adversarial perturbations; [52] pro-
duces poisoned samples by minimizing their distance from
source benign images in feature space. The objective of Ul-
traClean is to defend against both dirty-label attacks and



clean-label attacks in a simple and effective fashion.

2.2. Defenses

Defenses against backdoor attacks are extensively stud-
ied in recent years, which can be broadly categorized
as training-phase defense and inference-phase defense.
Training-phase defense attempts to eliminate backdoor
before model deployment by filtering poisoned training
samples [7, 11, 19, 26, 56, 57, 67], suppressing the ef-
fectiveness of poisoned data [18, 28, 29, 39], or recon-
structing the trained model [38, 41, 68, 71]. Inference-
phase defense alleviates the backdoor effect after model
deployment by pre-processing data [14, 50, 59], filtering
suspicious samples [32, 33], synthesizing possible trig-
gers [8, 24, 49, 60, 73], or identifying if a model is back-
doored [30, 31, 34, 62, 66].

This paper proposes the first poisons-filtering-based de-
fensive solution against a wide range of backdoor attacks
(i.e., both dirty-label and clean-label). Our work is a training-
phase defense where users seek to detect and remove mali-
cious training samples and train a backdoor-free model. The
most relevant works are the spectral signatures defense [57]
and strong intentional perturbation defense [19] that can
effectively distinguish poisoned samples in the dataset. How-
ever, we find that these defenses are only effective against
dirty-label attacks.

3. UltraClean
3.1. Threat Model

We consider the same threat model defined in prior data
poisoning backdoor works [57] where the adversary targets
to implant a backdoor into a DNN for an image classification
task by injecting a fraction of poisoned samples into the
training dataset. We assume a strong adversary that knows
standard training algorithms, classic model architectures,
and the statistical information of the training dataset to craft
powerful and stealthy poisoned samples. However, the model
is not trained by the adversary but the user with possibly
contaminated training dataset from an uncertified source.
Under the threat model, we evaluate the effectiveness of the
proposed defensive framework from three dimensions.

Backdoor detection rate (BDR). The detection rate is
the fraction of poisoned samples detected by the defense. We
seek to detect as many poisoned samples as possible.

Attack success rate (ASR). The ASR is the fraction of
test images classified as the target label in the presence of the
backdoor trigger. We want the ASR to be as low as possible
after retraining on the sanitized dataset.

Model accuracy on clean data. The model accuracy is
the fraction of benign images that the trained model correctly
classifies. We hope the accuracies before and after retraining
remain as close as possible.

Algorithm 1: UltraClean

Input: Training dataset (x,y) ~ Dy,
Randomly initialized deep neural network
model My,
Detection and removal threshold 3,
Output of a potentially backdoored model
fo-(+),
Total number of training samples n
, Output: Sanitized training dataset Dy,
Post-clean model M,

2 #Train the model on the potentially poisoned dataset
3 Minimize £ = E(x y)p,,. [((My(x),y)] — M-
4 #Initialize the sanitized training set and score list
s Dy +{}

6 S < MaxHeap []

7 #Generate denoised variants

8 for all x do

9 forc;inxdo

10 G; =ﬁ quﬂ(p’r) ci(Quw(p,q) = X1

it} ¢ = median{qg € Q(p) : ¢;(q)} — X2

12 end for

13 #Enlarge error using error amplication effect

4 v = fo(x);v1 = fo- (51); v2 = fo- (3X2)

15 #Compute susceptibility

16 s=|[v—vili+][v-vzl

17 heappush(S, (s, (x,y)))

18 end for

19 #Remove poisoned samples from the dataset

[
>

fori=0to3-ndo
Dy,..remove(heappop(S)[1]) — D;

end for

#Train/Retrain the model on the sterilized dataset

Minimize £ = E(x,y)NDS [f(Mg (X)7 y)] — Mé

Return My, D.

N NN NN
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3.2. UltraClean Framework

The proposed UltraClean is a general framework that aims
at defending against various backdoor attacks by profoundly
cleansing poisoned samples from the training dataset. Ultra-
Clean consists of three phases: pre-clean training, poisons
clean (detection and removal), and post-clean retraining. In
the pre-clean training, we train the DNN model on the pos-
sibly poisoned dataset. Note that the trained model will be
mounted with the backdoor as intended. In the poisons clean
phase, we first generate two baseline images of the training
data using two denoising filters separately and then compute
the ¢1-norm distance score of softmax layer output between
the original image and its pair of denoised variants using
the DNN model obtained in the pre-clean training phase.
The denoised-original distance scores (susceptibility) of poi-
soned samples tend to be higher than benign samples because
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Figure 2. Spatial and frequency domain views of two backdoor attacks. Top two rows are the dirty-label attack (BadNets [23]); Bottom two
rows are the clean-label attack (Hidden Trigger Backdoor [52]). As shown in the 4th and 8th columns, poisons reveal substantial qualitative
noise difference than the clean counterparts. The noise difference in pixel space are amplified during the feed-forward propagation in a deep
neural network and become a strong indicator to differentiate poisoned and benign samples.

the error is amplified during feed-forward propagation. Thus,
the poisoned samples can be easily detected and removed
from the training dataset upon the susceptibility. Lastly, we
retrain the model on the sanitized training dataset and ac-
quire the backdoor-mitigated model. The concrete account
of the UltraClean framework is presented in Algorithm 1.

3.3. Methodology

The key of UltraClean is to develop an approach that can dif-
ferentiate poisoned and benign samples, which hence can be
effective under both dirty-label and clean-label settings. In
general, backdoor attacks require a trigger to induce DNNs
to learn the malicious behavior. Such a trigger, whether visu-
ally perceptible or not, introduces extra noise (pixels that do
not match the image content) to benign images. We plot the
frequency-domain view in Figure 2 to visualize the signal
distribution in images. The central area of the frequency-
domain figure represents the low-frequency signal, while
the peripheral area represents the high-frequency signal. As
shown in the 1st and 5th columns, poisons demonstrate more
high-frequency noise than benign data. The noise is bounded
by the maximum perturbation added to the images and is
sometimes hard to detect in the pixel space (i.e., some works
attempt to minimize the perturbation [52, 58]). For example,
it is barely impossible to perceptually distinguish the poison
sample (the right side of the 3rd row) from the clean sample
(the left side of the 3rd row) while they have obvious differ-
ences in the frequency domain (the 4th and 8th columns in
the 4th row). Moreover, the noise distributions vary due to

different mechanisms of poisoned sample generation, which
demands high generalizability of the detection.

To tackle this issue, we propose a simple yet effective
approach that differentiates poisoned samples by measuring
the susceptibility leveraging the error amplification effect
of DNN along with two off-the-shelf denoising functions.
We choose non-local mean and local median as the denois-
ing functions based on the following reasons: i). We want
to keep our design simple and effective so that UltraClean
can be applied in more general cases; ii). The non-local
mean and the local median are the most common denoising
techniques and can be implemented without additional cost
to the training process; iii). The poisons-filtering algorithm
should be agnostic to the mechanism of poisoned sample
generation. While other denoising techniques might also be
used in our framework, these two denoising methods comple-
ment each other (i.e., the mean filter is linear and the median
filter is non-linear) and are surprisingly effective in empiri-
cally identifying backdoor samples against various backdoor
triggers when incorporated with the error amplification ef-
fect. We briefly introduce the denoising functions below and
conduct ablation studies to illustrate their importance and
complementarity in backdoor detection in the supplementary
materials.

Non-local mean denoising [6] removes noise by replac-
ing each pixel value with a weighted mean computed over
global spatial regions. It is defined as:

) = 25 / o(dQp,7), g, 7))ela)dg, (1)



where ¢&(p) is the denoised value of pixel p, d(-) represents
the Euclidean distance between spatial regions ((p, r) and
Q(q,r). Q(p,r) and Q(q,r) are search windows centered
at pixels p and ¢, and the boundary of which is defined by
r. C(-) is a normalization function and g(-) is a decreasing
function. In this work, we exploit the pixel-wise implemen-
tation of the algorithm. Consider a color image with RGB
channels as x = (ey, ¢2, c3), the denoising operation is ex-
pressed as:

“r)=gpy S cl@wina)
gq€Q(p,r) {2)
Clp)= Y wlpaq),
q€Q(p,r)

where w(p,q) is a weighting function depends on the
squared distance d?(-) as expressed in Equation (3), which
can be calculated by Equation (4).

Yt Y jeaon (@ +5) —alg +9)°

2
= 3
d 3x (2r £1)2 ®
mu:z:!dz—Zo'z,D.D!
w(p,q) =€~ g . “)

Local median denoising removes noise by weighting
nearby pixels of each pixel using the median smoothing filter.
The filter scans over each pixel p and replaces the value of
the center pixel with the median value of surrounding pixels,
which can be expressed as:

¢i(p) = median{q € Q(p) : ci(q)}.

We acknowledge there exist many other denoising algo-
rithms designed specifically for certain types of noise and
conduct an abliation study in Appendix G, where we observe
that using the aforementioned two denoising techniques can
already achieve excellent performance with trivial complex-
ity. The workflow of UltraClean is straightforward, for each
training image x, we generate two denoised versions X;
(e.g., the 2nd and 6th columns in Fig 2) and x5 (e.g., the 3rd
and 7th columns). X; and X5 serve as baselines to compute
the susceptibility. We define susceptibility as the error (i.e.,
noise difference) between original images and denoised vari-
ants. It can be seen from the 4th and 8th columns that the
error of poisoned images are considerably higher than that of
clean images. However, as seen in the 6th and 7th columns,
the denoising functions do not significantly reduce the noise
in the denoised variants compared to the original poisoned
samples (the 5th column), so we are not able to distinguish
poisoned samples from benign samples by simply computing
the susceptibility in the pixel space.

We propose a method to enlarge the error to facilitate the
computation using the error amplification effect, which is
a property of DNNs that minor adversarial perturbations in

(3)
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model inputs accumulate during forward propagation and
affect the model outputs [40]. We feed the original image
and denoised variants into the pre-trained DNN and obtain
three vectors v, vy, and vg, which are the softmax outputs
of the model. We compute the ¢;-norm distances of (v, v1)
and (v, va), respectively, and then aggregate the results to
obtain the amplified noise difference. The susceptibility can
thus be mathematically defined as:

(6)

s=[[v=villi +lv—valls

Finally, we obtain the sanitized dataset by removing a portion
of samples with the highest susceptibility. Note that users
just need to run UltraClean once and any model trained on
the cleansed dataset will be backdoor-free.

4. Experiments
4.1. Experiment Settings

We consider multiple representative dirty-label and clean-
label attacks within the threat model. Please note that at-
tacks that disable training phase defense where attackers
train the models do not align with our threat model. For
dirty-label attacks, we implement BadNets [23], Blended
and Random Pattern [9], and Trojan [42] following the origi-
nal papers, and evaluate the effectiveness of UltraClean on
CIFAR-10. For clean-label attacks, we implement Sinusoidal
Signal Backdoor (SIG) [2]; Label Consistent Backdoor
(LCBD) [58] and Hidden Trigger Backdoor (HTBD) [52]
based on their open-source repositories, and adopt the same
training algorithms and dataset as in original papers for as-
sessment (i.e., GTSRB for SIG, CIFAR-10 for LCBD, and
ImageNet for HTBD). The mechanisms of attacks, detailed
training settings, statistics of datasets, and neural network
architectures are also summarized in the supplementary ma-
terials.

4.2. Evaluation on Dirty-Label Attacks

We first demonstrate UltraClean’s effectiveness against vari-
ous dirty-label attacks and refer to the SOTA defense against
such attacks — the Frequency Detection (FD) [67] as the
baseline for comparison. Note that FD is ineffective against
clean-label attacks, as shown in [67]. We follow the original
poisoning practice and set the blended injection ratio to 0.2
and Trojan transparency to 0.5, respectively. The results are
presented in Table 2. UltraClean has an average of 97.78%
detection rate and an average of 97.93% ASR reduction at a
removal threshold of 0.3, achieving comparable performance
to FD and indicating a strong capability of defending against
dirty-label attacks. In practice, users usually do not know
how many poisoned samples are injected. The selection of
{3 should depend on the specific requirement of the applica-
tion. Under safety-critical scenarios, we consider grid search
a practical and systematic algorithm to determine the best
value of 3 given an accuracy threshold.



Class Acc. ASR Acc. ASR BDR Acc. ASR BDR
D) PO) PO) (SVD) (SVD) (SVD) (UC) (UC) (UC)
@(0) 95.83% 47.58% 96.18% 58.36% 43.48% 96.52% 818%  52.17%
@,‘) 97.22%  54.15% 96.18% 62.82% 44.87% 9549% 1047% 56.41%
(2) 95.83% 67.62% 96.52% 2633% 6721% 96.87% 61.92% 50.82%
@(3) 95.14% 17.38% 97.22%  2.13% 50.99% 95.14%  0.00%  69.09%
E(4) 95.49% 51.53% 95.49% 40.46% 5743% 96.18% 191%  46.62%
i](S) 97.57% 51.78% 95.83% 53.75% 42.56% 93.05% 3715% 52.82%
A(@ 95.49% 74.16% 96.18% 62.92% 40.16% 96.52% 17.98%  62.99%
W(7) 95.83% 63.83% 96.88% 62.92% 30.77% 97.22% 55.32% 51.92%
(8) 97.92 73.41% 96.18% 75.79% 40.710% 96.18% 40.08%  48.74%
.(9) 97.57% 47.18% 93.06% 22.54% 64.58% 97.22% 6.34%  91.66%

Table 1. Comparison of accuracy ASR and BDR against SIG attack on GTSRB (SVD v.s. UltraClean). Numbers in the parenthesis are

poisoned class IDs

Attack Ace. ASR Ace. ASR BDR BDR
Type PC) (PC) (UG (@Ue (UC) (FD)
BadNets 85.27% 100.00% 83.91% 0.83% 94.42% 90.50%
Trojan 84.94% 99.19% 84.73% 1.61% 99.50% 99.99 %

Blended (HK) 84.99% 97.47% 85.08% 3.06% 97.38% 96.30%
Blended (RP) 86.24% 99.96% 84.23% 0.15% 99.80% 96.30%

Table 2. Performance comparison of UltraClean and prior SOTA
Frequency Detection against dirty-label attacks.

4.3. Evaluation on Clean-Label Attacks

We are more interested in the performance of UltraClean
on clean-label attacks since there is no known effective
poisons-filtering-based defense against such stealthy attacks.
Thus, we comprehensively evaluate the performance of Ultr-
aClean against clean-label attacks. We adapt SVD [57] and
STRIP [19] as the baseline methods for comparison. We fol-
low the works of SVD and STRIP, and consider two different
scenarios:

1) detection on the poisoned class where we assume that
the defender already knows the poisoned class (i.e., target
class);

2) detection on the whole training dataset where the de-
fender does not have knowledge of the data poisoning
process.

We first present the results of detection on the poisoned class
and then the detection on the whole training dataset. The
later scenario is more practical and challenging.

4.4. Detection on the Poisoned Class

SIG on GTSRB. We follow the original recipe of SIG and
set the frequency f = 6 and the strength A = 20 to craft
poisoned samples. To comprehensively evaluate the effective-
ness of UltraClean, we iterate through each class as the target
class and inject 30% poisoned samples to the target class.
For a fair comparison, we hold the same removal threshold
as SVD. We present the post-clean accuracy, ASR and BDR

W
o3}

of classes with the top 10 attack success rates in Table 1.
Our proposed method achieves a higher detection rate in
all classes except classes 2 and 4, outperforming SVD by a
large margin in general. Meanwhile, UltraClean and SVD do
not undermine the model performance after retraining on the
sanitized dataset. Note that although A is fixed during train-
ing, the adversary can raise the signal strength to achieve
better ASR at test time. Therefore, for the evaluation of ASR,
we set A to 80 to achieve the best attack performance. It can
be seen that UltraClean significantly reduces the post-clean
ASR and outperforms SVD in all classes except class 2. For
classes 3, 4, and 9, UltraClean can even achieve nearly 0%
post-clean ASR.

LCBD on CIFAR-10. We pick class “airplane” as the
target class and poison the dataset with 4% of the entire
images. LCBD uses two approaches to craft hard-to-classify
images. For the GAN-based method, parameter T controls
the interpolation between two images. For the AE-based
method, parameter ¢ is the maximum perturbation added
on images in £,-norm. The adversary can construct various
poisoned samples by varying these parameters. We present
the settings that achieve the best attack performance and
summarize the results of detection rate, ASR, and model
accuracy in Table 3. UltraClean shows superior performance
on the defense against LCBD, achieving a much higher de-
tection rate and lower ASR than SVD under all the settings.
Meanwhile, UltraClean also retains decent post-clean model
accuracy. An interesting phenomenon is that the post-clean
ASR of SVD is even worse than the pre-clean ASR, which
was also revealed in the SIG experiments. We argue the ratio-
nale behind this is that SVD removes less poisoned samples
and more benign samples, rendering a higher percentage of
poisoned samples in the entire dataset after detection. An-
other possible reason is that the poisoned samples removed
by UltraClean may play a more critical role in embedding
the backdoor than those removed by SVD.



Attack Type Acc. ASR BDR Target Class Acc. ASR BDR
Pre-clean (PC) PO PO (SVD%*)
GAN (1=10.3) 88.17% 83.03% / 1 Terrier 96.00% 45.25% 0.00%
AE ({5, € = 1200) 87.73% 99.98% / 2 Bee 97.00% 75.00% 0.00%
AE ({0, € = 32) 87.84% 97.20% / 3 Plunger 95.00% 74.50% 55.00%
SVD 4 Partridge 97.00% 87.75% 0.00%
GAN (1=0.3) 86.54% 97.96% 52.05% 5 Ipod 95.00% 44.50% 8.00%
AE ({3, € = 1200) 87.17% 99.72% 80.95% 6 Deerhound 95.00% 83.75% 0.00%
AE (0o, € =32) 86.97% 99.82% 69.85% 7 Cockatoo 96.00% 78.00% 0.00%
UltraClean (UC) 8 Toyshop 95.00% 80.50% 0.00%
GAN (1=0.3) 86.98% 26.94 % 79.75% 9 Tiger beetle 98.00% 58.00% 0.00%
AE (£2, € = 1200) 87.26% 1.10% 98.55% 10 Goblet 95.00% 89.75% 0.00%
AE ({ooy € = 32) 87.60% 1.13% 97.15% Acc. ASR BDR
Target Class (UC) (UC) (UC)
Table 3. Comparison of backdoor detection and mitigation perfor- 1 Terrier 100.00% 0.00% 97.00%
mance against LCBD attack on CIFAR-10. 2 Bee 99.00% 0.00% 86.00%
3 Plunger 97.00% 4.75% 86.00%
4 Partridge 100.00% 0.00% 87.00%
HTBD on ImageNet. For the HTBD attack, we follow 5 Ipod 100.00% 0.00% 96.00%
the same settings in the original paper [52] and conduct the 6 Deerhound 100.00% 0.25% 96.00%
experiment on 10 randomly selected target classes. A total 7 Cockatoo 98.00% 0.00% 99.00%
of 100 poisoned samples are injected into the target class. 8 Toyshop 98.00% 4.50% 72.00%
Table 4 illustrates the detection rate, ASR and model accu- 9 | Tigerbeetle | 100.00%  0.00% 100.00 %
racy. It can be seen that for most classes, poisoned samples 10 Goblet 99.00% 27.50% 86.00 %

completely bypass the SVD defense. However, UltraClean
captures almost all poisoned samples and significantly un-
dermines the backdoor effect to nearly 0% ASR. Moreover,
UltraClean even improves the post-clean model accuracy.

4.5. Detection on the Whole Training Dataset

SIG on GTSRB. We run UltraClean with different removal
thresholds (3 changes from 0 ~ 0.3) on the entire training
dataset and present the results in Table 5. In the experiment,
148 poisoned samples (3% of the total training samples) are
injected into the target class 5. ASR is evaluated at signal
strength level A = 80. UltraClean achieves >90% ASR
reduction while maintaining a high test accuracy, indicating
the effectiveness of UltraClean on the entire training dataset.
On the other hand, STRIP fails to detect the poisoned sam-
ples. The entropy distribution of poisoned samples is mostly
overlapped with benign samples, as shown in Figure 3 (left).

LCBD on CIFAR-10. We then evaluate UltraClean on
the entire CIFAR-10 dataset. In this case, since AE ({5,
€ = 1200) has the best pre-clean ASR, we present the results
under this setting. As shown in Table 5, UltraClean success-
fully thwarts the backdoor by diminishing the ASR to 1.59%,
reaching up to 97.40% detection rate and 98.40% ASR reduc-
tion. Meanwhile, even with the maximum removal threshold,
the post-clean model accuracy only drops by ~2.7%. Note
that STRIP also performs well on defending against LCBD.
According to Figure 3 (middle), the entropy of poisoned sam-
ples gathers around zero while the entropy of clean samples
disperses in a wide range.

HTBD on ImageNet. The entire ImageNet dataset has
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Table 4. Comparison of clean accuracy, ASR and BDR against
HTBD attack on ImageNet (“*” denotes results replicated
from [52]).

more than one million training images. Precisely detecting
poisoned samples from such a large-scale dataset is an ex-
tremely challenging task. However, UltraClean still acquires
considerable success when facing such a complex dataset. In
the experiment, we reproduce the attack in the original paper
by injecting only 400 poisoned samples (~0.04% of total
training samples) into the target “French bulldog” class. The
results of UltraClean and STRIP are presented in Table 5 and
Figure 3 (right). It can be observed that UltraClean is partic-
ularly effective against HTBD, while STRIP is unsuccessful
in detecting the poisoned samples. With only a 5% removal
threshold, UltraClean achieves a nearly 90% detection rate
while maintaining a similar level of model accuracy.

4.6. Performance on Clean Datasets

UltraClean is designed to detect and mitigate backdoor
attacks when poisoned samples are injected into training
datasets. However, in real-world scenarios, users typically
do not know whether the training dataset is poisoned. There-
fore, we also study the performance of UltraClean (removal
threshold = 0.3) on clean dataset and dataset with Gaussian
noise. The results are summarized in Table 6. We find that
none of the models reveals a malicious backdoor behavior
after training on these two datasets, and applying UltraClean
does not affect the inference accuracy, which indicates that
it is safe to apply UltraClean under any circumstance.
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Figure 3. STRIP against SIG backdoor (left), LCBD (middle) and HTBD (right). It fails to detect backdoor samples crafted by SIG and HTBD.

Removal ASR(V)
Threshold BDR Ace. ASR Reduction
SIG on GTSRB
0.00 0.00% 9549%  51.53% -
0.10 9.45% 96.52%  40.08% 22.22%
0.20 25.00%  93.40% 10.69% 79.25 %
0.30 39.86%  88.54% 1.91% 96.29 %
LCBD on CIFAR-10
0.00 0.00% 87.73%  99.98% -
0.10 88.80%  87.29%  74.95% 25.00 %
0.20 94.65%  86.66%  52.94% 47.49 %
0.30 97.40%  85.00% 1.59% 98.40 %
HTBD on ImageNet
0.00 0.00% 50.27%  48.00% -
0.01 57.25%  50.06% 9.20% 80.83 %
0.02 68.75%  50.26% 1.60% 96.00 %
0.03 78.00%  50.18% 0.20% 99.58 %
0.04 83.50%  50.10% 0.00% 100.00 %

Table 5. UltraClean performance on entire dataset.

Threshold Regular UltraClean
(8 =0.30) Acc. ASR Acc. ASR
Clean 85.97% 0.0% | 85.89%  0.0%
Gaussian Noise | 85.03% 0.8% | 8549% 0.0%

Table 6. Performance of UltraClean on clean dataset and Gaussian
noise dataset

4.7. Direct Training on Denoised Datasets

We also empirically evaluate if we can train backdoor-free
models directly on denoised datasets. We apply non-local
mean and local median denoising functions to the poisoned
dataset crafted by BadNets. As shown in Table 7, directly
training on the denoised dataset fails to mitigate backdoor
in the model. These experimental results further prove that
simply applying image denoising functions is ineffective
in cleansing the poisoned dataset, which aligns with the
observation in Figure 2.

4.8. Robustness against Adaptive Attacks

We also assess the performance of UltraClean against adap-
tive attacks to further demonstrate its capability. We consider
a scenario where the adversary attempts to reduce the noise
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Acc. ASR
Regular 85.27% 100.00%
Median 83.30% 89.75%
Mean 84.16% 90.00%

Table 7. Comparison of accuracy and ASR between training on
regular poisoned dataset and denoised poisoned dataset (BadNets).

by altering adversarial perturbation to evade the defense of
UltraClean. Here, as an example, we showcase the results of
LCBD in Table 8 by lowering the interpolation ratio to make
the attack more stealthy. As shown in the table, UltraClean
achieves consistent superior performance against all adap-
tive attacks. A more comprehensive study is presented in the
supplementary materials.

Attack Type Acc. ASR BDR
UltraClean (UC)

GAN (t=0.0) 86.70% 21.56% 72.70%
GAN (t=0.1) 86.82% 47.59% 70.95%
GAN (t=0.2) 87.08% 25.01% 78.00%
AE (42, e = 300) 87.05% 25.50% 75.55%
AE (42, € = 600) 86.77% 27.74% 88.65%
AE ({s,€=8) 87.71% 23.16% 75.80%
AE (Y, € =16) 86.81% 35.16% 89.40%

Table 8. Robustness of UltraClean against adaptive LCBD attacks
on CIFAR-10.

5. Conclusion

This paper presented a general defensive framework, Ultr-
aClean, against various backdoor attacks. It effectively dif-
ferentiates poisoned and benign samples and significantly
reduces the backdoor attack success rate. Comprehensive
experiments and analysis validate the effectiveness of Ultra-
Clean in defending against both dirty-label and clean-label
attacks.
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