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ABSTRACT

In a time-division duplex (TDD) multiple antenna system,
the channel state information (CSI) can be estimated using
reverse training. A pilot contamination (spoofing) attack oc-
curs when during the training phase, an adversary also sends
identical training (pilot) signal as that of the legitimate re-
ceiver. This contaminates channel estimation and alters the le-
gitimate beamformimg design, facilitating eavesdropping. A
recent approach proposed superimposing a random sequence
on the training sequence at the legitimate receiver and then
using the minimum description length (MDL) criterion to de-
tect pilot contamination attack. In this paper we augment this
approach with joint estimation of both legitimate receiver and
eavesdropper channels, and secure beamforming, to mitigate
the effects of pilot spoofing. The proposed mitigation ap-
proach is illustrated via simulations.

Index Terms— Physical layer security, pilot spoofing at-
tack, active eavesdropping, secure beamforming.

1. INTRODUCTION

Consider a three-node time-division duplex (TDD) multiple
antenna system, consisting of a multi-antenna base station Al-
ice, a single antenna legitimate user Bob, and a single an-
tenna eavesdropper Eve. Alice designs its transmit beam-
former based upon its channel to Bob for improved perfor-
mance. In a TDD system, the downlink and uplink channels
can be assumed to be reciprocal. Therefore, Alice can acquire
the channel state information (CSI) regarding Alice-to-Bob
channel via reverse training during the uplink transmission.
Bob sends pilot (training) signals to Alice during the training
phase of the slotted TDD system. If Eve attacks the channel
training phase by transmitting the same pilot sequence dur-
ing the training phase, the CSI estimated by Alice then is a
weighted sum of Bob-to-Alice and Eve-to-Alice CSIs. Con-
sequently the beamformer designed on this basis will lead to
a significant information leakage to Eve. This is an example
of a pilot contamination attack [1, 2].

This issue of pilot contamination attack was first noted in
[1] where the focus is on enhancing eavesdropper’s perfor-
mance. Several approaches are discussed in [2, 3, 4, 5] for
detection of the attack assuming a TDMA uplink requiring
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separate time slots for each user Bob. In [6] an SDMA up-
link was considered to allow for simultaneous transmission
of training from Bobs.

Relation to Prior Work: Approaches of [3, 5] require
a separate secure channel from Alice-to-Bob (two-way train-
ing) to work. We only need one-way reverse training in this
paper. Refs. [2, 4, 6] deal only with attack detection, not its
mitigation. In this paper we augment the approach of [4] with
joint estimation of both legitimate receiver and eavesdropper
channels, and secure beamforming, to mitigate the effects of
pilot spoofing. Our set-up (and that of [2, 3, 4, 5, 6]) is differ-
ent from the jamming scenarios considered in [7] (and others).
Here Eve’s objective is to make Alice replace Alice-to-Bob
channel with Alice-to-Eve channel, whereas pilot jamming of
[7] aims to degrade overall system performance.

Notation: Superscripts (.)*, ()T and (.) represent com-
plex conjugate, transpose and complex conjugate transpose
(Hermitian) operation, respectively, on a vector/matrix. The
notation E{.} denotes the expectation operation, C the set of
complex numbers, Ips an M x M identity matrix, 1y 4} is the
indicator function. The notation x ~ N.(m, 3) denotes a ran-
dom vector x that is circularly symmetric complex Gaussian
with mean m and covariance 3.

2. SYSTEM MODEL AND BACKGROUND

We follow the system model of [2, 3, 5, 4]. Let s¢(n), 1 <
n < T, denote the training sequence of length 7" time sam-
ples. Consider a flat Rayleigh fading environment with Bob-
to-Alice channel denoted as hg = /dghp € CV*! and
Eve-to-Alice channel denoted as hy = +/dghp € CN-x1,
where real scalars dp and dg represent respective path loss
attenuations and hp ~ N_(0,Iy,) and hg ~ N_(0,1y,)
represent small-scale fading. Let P and Pg denote the aver-
age training power allocated by Bob and Eve, respectively. In
the absence of any transmission from Eve, the received signal
at Alice during the training phase is given by

y(n) = V/ Pphps(n) +v(n) M
where additive noise v(n) ~ A (0, 021y, ) and we normalize
71T |si(n)]2 = 1 (e.g., take |s;(n)| = 1). When Eve
also transmits (Eve’s pilot contamination attack), the received
signal at Alice during the training phase is

¥() = (VPrhp +V/Pehp) si(n) +v(n). @)
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In case of Eve’s attack, based on (2), Alice would estimate
VPghg + /Prhg as Bob-to-Alice channel, instead of
v/Pg hp based on (1).

How to detect Eve’s attack based only on the knowledge
of s¢(n) and y(n), is addressed in [4] where a fraction 8 of
the training power Pp at Bob is allocated to a scalar ran-
dom sequence sp(n) (zero-mean, i.i.d., normalized to have
T-! Z:Zl |sp(n)|? = 1, finite alphabet: BPSK or QPSK,
e.g.) to be transmitted by Bob along with (superimposed on)
s¢(n). Thatis, instead of v/Pgs;(n), Bob transmits (0 < 8 <
1, n=1,2,---,T)

$p(n) = /Pp(1=B)si(n)+ ' PpBsp(n). (3)

The sequence {sg(n)} is unknown to Alice (and to Eve) and
it can not be replicated in advance as it is a random sequence
generated at Bob. However, Alice knows that such {sp(n)}
is to be expected in y(n).

Now we have the following two hypotheses Hg (no at-
tack) and H; (attack present) for the received signal at Alice:

Ho : y(n) =hpsp(n)+v(n) @
Hi : y(n) =hgsp(n) +vPrhgsi(n) + v(n).

Define the correlation matrix of measurements as (: = 0, 1)

T
R,; =T E{y(n)y”(n)|H:} (5)
n=1

and the correlation matrix of source signals as (i = 0, 1)

Roi =7 STE{[y(n) — v(n)liy(n) — v | 2.}
" ©6)

Then we have
R,; =R, +o2ly,, i=0,1. (7)

It is shown in [4] that rank(R;¢) = 1 and rank(R; ;) = 2.
Thus, introduction of {sp(n)} by Bob leads to signal sub-
space of rank 2 in the presence of Eve’s attack. If 8 = 0, then
rank(R; 1) = 1. [4] exploits the MDL estimator of the signal
subspace dimension d ([8, 9, 10]) based on the eigenvalues
of the estimated data correlation matrix to detect spoofing at-
tack; it does not address attack mitigation. Note that if Eve
also adds a random sequence to its pilot, rank(R 1) = 2. The
attack will be detected but our mitigation approach will not

apply.
3. JOINT CHANNEL ESTIMATION

If the MDL method indicates presence of attack, Alice pro-
ceeds to jointly estimate the channels to Bob and Eve.
3.1. No Attack

If the MDL method indicates absence of any attack, Alice
proceeds to initially estimate the channel using (4) under H,

knowledge of {s¢(n)} and the least-squares method. This ap-
proach treats {sp(n)} as interference. An obvious solution
is to perform iterative channel estimation via a linear mini-
mum mean-square error (MMSE) equalizer to estimate and
decode (quantize) self-contamination sz (n) and then use the
decoded sp(n) in conjunction with s;(n) as pseudo-training.
For details, see [4, Sec. IV].

3.2. Under Attack

3.2.1. Projection Orthogonal to Training

Stack P consecutive samples of ¢th component y,(n) of y(n)
into a column:

gell) -+

yé(1)

Ye(P) ye(P41) --- y,(2P) - --

v4(2)

Define v¢(m) from v,(n), the £th component v(n) in a similar
fashion. Let §; = [s:(1) 5¢(2) -+ s:(P)]" and §p(m) =
[sg(1+ (m —1)P) -+ sg(P+ (m —1)P)]". Then in the
presence of self-contamination and eavesdropper, we have

yi(m) = (\/ Pg(1—pB)hpo+ \/J?EhE,e) S
+\/PBhpsp(m) +vi(m)

where hp ¢ is the fth component of hp, and similarly for
hge Let ng = projection orthogonal to the subspace
spanned by §;. Then P;y‘(m) has no contribution from
training s;(n). “Reshape” P;-y*(m) into a row vector along
time and put all components /s together. Then the so “pro-
jected” y(n) lacks s¢(n) but has the effect of hp and sp(n)
which can be used to estimate hp up to a scale factor via
eigen-decomposition. We elaborate on this approach in what
follows.
We have

P =1p — P88 eCP*P

where we have used §/§, = P. Since rank(Pg-) = P — 1, its
SVD is

P =UiSiVi, ULV e b

where ¥, is diagonal with positive singular values along its
diagonal. Consider
]E{[ngve(m)][ngvi(m)]H} = U121V{{(0'12)IP)V121U{I
= o2U XUl e cP*P
Noting that EIIU{{ 735; = VI, consider the reduced dimen-
sion
v (m) == Vivti(m) e CP~L

Then we have E{v"(m)(v*"(m))#} = o2Ip_;. Note that
v (m1) and v*"(ms) are independent for m; # my. Sim-

ilarly, define the reduced dimension projected observations
and contamination sequence

¥ (m) == VI (m),  §(m) == Vsp(m).
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Then we have form =1,2,--- ,T/P,
= \/PpBhp Sp(m) + v (m).
Now reshape y*"(m), m = 1,--- ,T/P, with T/P an

integer, into arow of scalars g,(n),n = 1,2,--- , (T/P)(P—
1), using the correspondence
Je(1) -+ ge(P = 1) ge(P) -+ 5o(2(P — 1)) -
yer(1) yer(2)
Similarly define 7¢(n) from v*"(m), m = -, T/P, and

similarly construct $5(n) from §z(m).
with £th component g,(n), satisfies

= /PpBhgig(n) + v(n). )]

In the above model {V(n)} is i.i.d. zero-mean complex Gaus-
sian with covariance o2Ip_; and similarly 53 (n) is uncorre-
lated zero-mean sequence with E{|55(n)|?} not a function of
n (follows just as the properties of V(n)).

3.2.2. Channel Estimation

Consider (8) with n = 1,2,--- ;ny(P — 1), where n, =
T/ P= an integer. Then with ny(P — 1) =: 77, as in (5),

= Z]E{y

n=1

} = BPBhBhB + 0211\/

where E{|sp(n)|?} = 1 = E{|55(n)|?}. Hence we esti-
mate hp up to a complex constant as the unit norm eigen-
vector vq corresponding to the largest eigenvalue of R; =

/T’ T/: y(n)y (n). Since hg ~ cv; for some com-
n=1
plex ¢, we pick ¢ to minimize

1 T
=2 lv(n
n=1

leading to the solution

) = eviV/ (1= B)Ppsi(n)|?,

T

1 H *
m 2("1 y(n))s; (n).

o
|

Then we have the estimate of hp as
le = (vy. (9)

For “large” T', we have vi = hp/||hp|| and

[P
jlgréoc =V hB + mvl hE‘

Using y(n (\/PB (1-8)hp ++/P, hE) se(n)+
VPgfhpgs B( )+v(n) under H1, we estimate the composite

channel h.. := \/Pg(1 — 8) hp ++/Pg hg using the training

sequence s¢(n) and least-squares, as

. 1 &
he = 72 3" ¥(n)si (n). (10)
n=1

This an unbiased estimator of h.. Using (9) and (10), we have
the estimate of Eve’s channel (with unknown +/ Pg part of the
estimate) as

hg =h, — /Pg(1— f)hp. (11)

4. MATCHED FILTER BEAMFORMING

Let {s.(n)}, E{|s4(n)|?} = 1, denote the scalar information
sequence of Alice intended for Bob, and let w € CNr de-
note the unit norm beamforming vector of Alice. Then Alice
transmits v/Paw s ,(n) where P, is the transmit power. The
received signals at Bob and Eve are given, respectively, by

= /Pahws,(n) +vp(n) (12)
yap(n) = /Pahpws,(n) + vg(n), (13)

where we have used channel reciprocity, vg(n) ~ N.(0,0%)
and vp(n) ~ N.(0,0%) are additive white Gaussian noise
at Eve’s and Bob’s receivers. For MF reception at Bob, Al-
ice should pick w as hp; /[|hg| if hp is known [11, 12], but
instead uses the estimated channel to pick

w. = hg/|[hg]. (14)

The choice w = h};/|/hz|| maximizes the SNR at Bob since
Ihpw| < ||hg| ||w|| with equality iff w = ch’; for some con-
stant c.

The SNRs at Bob and Eve, respectively, are SNRp =
Palhgw,|?/0%, SNRE = Palhgiw,|?/o%. If a Gaussian
codebook is used for {s,(n)}, the achievable rates at Bob
and Eve, respectively, are Rp = log, (1 + SNRp)and Rp =
log, (1 + SNRg) and the secrecy rate at Bob is

RB,sec:max(RB —RE,O). (15)

In the presence of Eve with channel hg, the beamformer w
may be picked to maximize Rp s... By [13, Theorem 2],
the optimal beamformer w.,, is given by the (unit-norm) gen-
eralized eigenvector corresponding to the largest generalized
eigenvalue of the matrix pair

(Iv, + highg /0%, Iy, + hyhp/o%) . (16)

Under high SNR, the above solution approaches the solution
to the optimization problem [13, Cor. 1]

max, |hjw| subjectto hiw =0, |w|=1.
The solution to this optimization problem is given by

(Ly, ~highg/ b)) by
| (v, = hihp /[ ]2) |

* =

(17)
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In practice, we replace hp and hy with their estimates.
The constraint hyw = 0 implies that w lies in a sub-
space orthogonal to h7,, i.e., for some wg, w = PhLEwo =

* . . =T
(In, — hihj/|[hg|?) wo. With hp = (Piz ) "hp, [hpwol

is maximized w.r.t. wo, [[wo|| = 1, by the solution in (17).
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Fig. 1: Probability of attack detection as a function of Eve’s
power Pg relative to noise power o2 when Bob’s power is
fixed at Pg /02 = 10dB, =04 .
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Fig. 2: Secrecy rate at Bob using the beamformers discussed
in Sec. 4 as a function of Eve’s power Pg. All parameters as
for Fig. 1. The label “MFB” refers to matched filter beam-
forming of Sec. 4; “no MFB” means ones uses (14) with Eve
ignored in channel estimation. P4 = 1, UQB = 0% =0.1
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Fig. 3: Channel normalized MSE for Bob’s channel as a func-
tion of Eve’s power Pg. All parameters as for Fig. 1.

5. SIMULATION EXAMPLES

We consider Rayleigh flat-fading channels with path losses
dp = dg = 1, noise power af, training power budget Pp
at Bob is such that Pg/02 = 10dB, training power budget
Pg at Eve is such that Pg/o? varies from —20dB through
20dB, and fractional allocation S of training power at Bob
to random sequence sp(n) is 0.4 . Bob and Eve have single
antennas while Alice has IV, = 4 or 40 antennas. The train-
ing sequence is selected as periodic extension of a (binary)
Hadamard sequence of length P = 2* = 16 and the ran-
dom sequences {sp, (n)} were i.i.d. QPSK. Fig. 1 shows our
detection probability P, results averaged over 5000 runs un-
der pilot contamination attack for various parameter choices
when Pp /o2 = 10dB. The performance improves with in-
creasing T', N, and Eve’s power Pg.

The secrecy rate results of matched filter beamforming as
discussed in Sec. 4 are shown in Fig. 2, with the correspond-
ing normalized channel estimation MSE (mean-square error)
|hg —hg||?/||hg|/? and ||hz — hg||?/||hg|? shown in Figs.
3 and 4, respectively, all averaged over 5000 runs. If Eve’s
presence is not detected, we use (14). If Eve is detected, after
joint channel estimation, we use the generalized eigenvector
of (16) with largest eigenvalue. In our simulations, we did
not see any discernible difference between this solution and
(17). It is seen from Fig. 2 that secure beamforming yields a
secrecy rate performance as a function of Pg that is almost
invariant to the presence/absence of pilot spoofing attack.

~-N,=4,T=16
-y-N =4, T=64

-5-N,=40, T=16
-A-N =40, T=64| -

Channel NMSE (Eve)

Fig. 4: Channel normalized MSE for Eve’s channel as a func-
tion of Eve’s power Pg. All parameters as for Fig. 1.

6. CONCLUSIONS

A novel approach to detection of pilot contamination attack
in a 3-node TDD system was recently presented in [4] where
attack mitigation was not addressed. In this paper In this pa-
per we augmented the approach of [4] with joint (Bob and
Eve) channel estimation and secure beamforming to mitigate
the effects of pilot spoofing. The proposed approach was il-
lustrated by numerical examples which show a secrecy rate
performance that is almost invariant to the presence/absence
of pilot spoofing attack.
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