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Abstract—Millimeter-wave large-scale antenna systems typi-
cally apply hybrid analog-digital precoders to reduce hardware
complexity and power consumption. In this paper, we design
hybrid precoders for physical-layer security under two types of
channel knowledge. With full channel knowledge at transmitter,
we provide sufficient conditions on the minimum number of RF
chains needed to realize the performance of the fully digital
precoding. Then, we design the hybrid precoder to maximize
the secrecy rate. By maximizing the average projection between
the fully digital precoder and the hybrid precoder, we propose
a low-complexity closed-form hybrid precoder. We extend the
conventional projected maximum ratio transmission scheme to
realize the hybrid precoder. Moreover, we propose an iterative
hybrid precoder design to maximize the secrecy rate. With partial
channel knowledge at transmitter, we derive a secrecy outage
probability upper-bound. The secrecy throughput maximization
is converted into a sequence of secrecy outage probability
minimization problems. Then, the hybrid precoder is designed to
minimize the secrecy outage probability by an iterative hybrid
precoder design. Performance results show the proposed hybrid
precoders achieve performance close to that of the fully digital
precoding at low and moderate signal-to-noise ratios (SNRs), and
sometimes at high SNRs depending on the system parameters.

Index Terms—Millimeter-wave, hybrid precoding, physical
layer security, partial channel knowledge, outage.

I. INTRODUCTION

EXT generation wireless communication systems de-

mand an exponential increase in data rate. The spectrum
available in the microwave band is too scarce to answer
such data rate need. This leads to a potential use of the
underutilized millimeter-wave (mmWave) band. Millimeter-
wave communications can support multiple Gbps data rates,
but since the carrier frequencies are so high, mmWave links
suffer higher propagation path loss. Antenna arrays can be
used to compensate such losses [1]. Tens of antennas can
be packed into a small area in mmWave transceivers due to
the tiny wavelength. However, implementing a separate radio-
frequency (RF) chain for each antenna is impractical due to
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the high cost and power of mixed-signal devices. An efficient
solution to reduce the hardware complexity and the power
consumption is the hybrid analog-digital precoding, where the
antenna array with Nt elements is connected via an analog
RF precoder to Nrr RF chains (Nrr < N1) which process
the digitally-precoded transmitted stream [2].

Due to the broadcast nature of wireless links, wireless
communication is susceptible to eavesdropping. As a result,
physical layer security has recently gained a lot of interest in
the literature especially for multiple-antenna systems and 5G
wireless communication networks [3]. The spatial degrees of
freedom can be exploited to enhance the main channel and
degrade the channels to eavesdroppers (Eves). This enhances
the secrecy rate which is defined as the minimum difference
between the achievable rate of the main channel and each
achievable rate of the channels to Eves [4]. This paper de-
velops hybrid precoding designs for physical layer security in
large-scale mmWave systems.

A. Related Works

With full channel knowledge at the transmitter (Alice),
the beamforming strategy was proven to achieve the secrecy
capacity when the intended receiver (Bob) has a single antenna
in presence of a single Eve [5]. A semidefinite programming
(SDP) framework was developed in [6] to maximize the
secrecy rate with perfect or imperfect channel knowledge and
multiple eavesdroppers with multiple antennas. The generation
of artificial noise (AN) on the null space of the main channel
was also introduced to degrade only the channels to Eves. If
Alice does not have any knowledge of the channels to Eves,
AN is uniformly spread on the null space of the main channel
(isotropic AN) [7]. With partial channel knowledge at Alice,
spatially-selective AN on the null space of the main channel
is generated to effectively degrade the channels to Eves [8],
[9]. We note that the works in [5]-[9] were restricted to secure
baseband precoding with full RF chains.

As for secure RF precoding, previous works have focused
on directional modulation (DM). In [10], [11], the RF precoder
is designed such that the transmitted symbol is correctly
modulated along the desired direction while the signal con-
stellation is distorted along the other directions. The antenna
subset modulation (ASM) proposed in [12] adopts the same
idea besides choosing a different subset of antennas at each
symbol. Using this approach, an additional randomness in the
constellation along the other directions is introduced. In [13],
two different transmission modes were used to analyze the
secrecy throughput, and the impact of large antenna arrays on
the secrecy throughput was also examined. In [14], the impact
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of random blockage, mmWave frequencies, and number of
transmit antennas on the secrecy rate was analyzed. However,
previous works in [10]-[14] consider only the case that Alice
has a single RF chain and the channels are line-of-sight (LOS)
or dominated by a single propagation path while neglecting
the small-scale fading. The first work to consider secure RF
precoding for frequency-selective mmWave channels was in
[15], where the RF precoder is designed to maximize the
secrecy rate with full or partial channel knowledge at Alice.
However, the work in [15] considers only the case that Alice
has a single RF chain, and lacks designing the hybrid precoder
if Alice has multiple RF chains.

With partial channel knowledge at Alice, the sparse struc-
ture of mmWave channels was exploited in [16] to generate
spatially-selective AN to minimize the secrecy outage proba-
bility. However, the work in [16] was also restricted to secure
baseband precoding with full RF chains. The only works that
consider secure hybrid precoding are in [3], [17], where the
baseband preocder is designed to generate isotropic AN, and
the RF precoder is designed to enhance the main channel.
However, the works in [3], [17] consider only the case that
Alice does not have any knowledge of the channels to Eves
and the channels are flat fading. The security aspect for two-
way relaying was considered in [18], where the source nodes
have multiple antennas connected to a single RF chain while
the relay has multiple antennas connected to two RF chains,
and the secure RF precoders are designed to maximize the
secrecy rate. The works in [3], [16]-[18] were restricted to
flat fading channels, but mmWave channels are likely to be
frequency-selective due to the large transmission bandwidth
[19]. To the best of our knowledge, secure hybrid precoding
for frequency-selective mmWave channels with full or partial
channel knowledge has not been developed in the literature.
For flat fading channels, the hybrid precoder can be designed
per symbol. However, for frequency-selective channels, the RF
precoder has to be fixed across the subcarriers of orthogonal
frequency division multiplexing (OFDM) symbol as it is
applied in the time domain, while the baseband precoder is
designed per subcarrier [20], thus creating a different design
problem. Since we assume that Alice has some knowledge of
the channels to Eves, we consider secure hybrid precoding
using the beamforming strategy. Incorporation of AN in our
framework requires a different development than the existing
AN works, and hence we leave it as our future work.

B. Contributions

In this paper, we investigate the hybrid precoder design
in mmWave multiple-input single-output (MISO) systems for
physical layer security. We consider two types of channel
knowledge at the transmitter. With full channel knowledge at
Alice, we design the hybrid precoder to maximize the secrecy
rate. With partial channel knowledge at Alice, we design the
hybrid precoder to maximize the secrecy throughput. Our main
contributions are summarized as follows:

o With full channel knowledge at Alice, we provide suffi-
cient conditions on the minimum number of RF chains
needed to realize the performance of the fully digital
precoding.

IEEE TRANSACTIONS ON COMMUNICATIONS

« By maximizing the average projection between the fully
digital precoder and the hybrid precoder, we propose
a low-complexity closed-form hybrid precoder design
which achieves exactly the same performance of the
alternating minimization algorithms in [21].

« We extend the conventional projected maximum ratio
transmissions (P-MRT) scheme to realize the hybrid
precoder. We propose two P-MRT schemes. The first P-
MRT scheme nulls the channels to Eves at time domain
(TD-PMRT), while the second P-MRT scheme nulls the
channels to Eves at frequency domain (FD-P-MRT). The
two schemes TD-P-MRT and FD-P-MRT have different
regions of feasibility. We define our P-MRT as an adap-
tive scheme that applies the one with higher secrecy rate
between TD-P-MRT and FD-P-MRT for each channel
realization.

« We propose an iterative hybrid precoder design to max-
imize the secrecy rate. The optimal baseband preocder
is obtained as a function of the RF precoder. As a
result, we write the secrecy rate as a function of the RF
precoder only. Then, we propose a simple gradient ascent
algorithm to design the RF precoder.

e With partial channel knowledge, where Alice has full
knowledge of the channel to Bob but has knowledge only
of the angles of departure (AoDs) of the propagation
paths to Eves, we derive a secrecy outage probability
upper bound. We convert the secrecy throughput max-
imization problem into a sequence of secrecy outage
probability minimization problems, each is solved for a
fixed target secrecy rate. Then, we propose an alternating
minimization algorithm, based on gradient descent, to
minimize the secrecy outage probability.

« We present extensive simulation results to show that the
proposed hybrid precoding designs achieve performance
close to that of the fully digital precoding at low and
moderate signal-to-noise ratios (SNRs), and sometimes
at high SNRs depending on the system parameters.

C. Notations and Organization

We use the following notation throughout this paper: A
is a matrix, a is a vector, |la]| is its /2-norm, and a is a
scalar, whereas (-)"and (-)" are the transpose and conjugate
transpose operators respectively. Iy is the identity matrix
of order N. Tr[A] denotes the trace of A, E,.x[A] is
the principal eigenvector of A, and Ap.x [A] is the corre-
sponding maximum eigenvalue, while £1.x [A] is the first N
principal eigenvectors of A. A [A] returns the orthonormal
basis of the null space of A. diag(ai,as,...,ay) returns
the diagonal concatenation of elements aq, as, ..., ay, while
blkdiag (A1, As,...,Ay) returns the block diagonal con-
catenation of matrices A, Ao, ..., Ay. ged (ar,aq) is the
greatest common divisor of a; and as. P(x) and E (z)
denote the probability and expectation of x. We use MATLAB
notations, where a (7 : j) consists of the i*" to the 5" elements
of a, A (i,7) denotes the (i, 7)™ element of A, A (i : j, m)
consists of the i*? to the j*" elements of the m'™ column of
A, A (i,:) consists of the i*" row of A, and A (i: j,:) and
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Fig. 1. Secrecy mmWave massive MISO-OFDM system with K — 1 Eves.

A (:,i: j) consist of the 3" to the 5" rows and columns of A
respectively. T (m) f tm~le~tdt is the Gamma function,
I'(m,z) = [Zt™ texp(—t)dt is the upper incomplete
Gamma function, and Y (m,z) = [ t™ ' exp (—t)dt is the
lower incomplete Gamma function.

The rest of this paper is organized as follows. In section II,
we describe the system and the channel models. In section III,
with full channel knowledge at Alice, the hybrid precoder is
designed to maximize the secrecy rate. In section IV, with
partial channel knowledge at Alice, the hybrid precoder is
designed for secrecy throughput maximization. In section V,
we present the numerical results. Finally, section VI concludes
the paper.

II. SYSTEM AND CHANNEL MODELS
A. System Model

We consider a secrecy mmWave MISO-OFDM system with
K single-antenna receivers as shown in Fig. 1. The transmitter
(Alice) sends a confidential message to the first receiver (Bob),
while the rest K — 1 receivers are eavesdroppers (Eves). We
assume that the transmitter is equipped with a uniform linear
array (ULA) with Nt antennas (Nt > K). The spacing be-
tween antennas is half the wavelength. To reduce the hardware
complexity and the power consumption, the uniform linear
antenna array is connected via an analog RF precoder to Nry
RF chains (INgr < Nt) which process the digitally-precoded
transmitted stream.

Due to the large transmission bandwidth of mmWave com-
munications, mmWave channels are likely to be frequency-
selective. Hence, OFDM 1is one of the most appropriate
modulation techniques as it can convert the frequency-selective
fading channel into a number of parallel flat fading subchan-
nels. The received signal y, x at the n'" subcarrier and k%
receiver is given by

Yn,k = hn,kFRFfBB,nSn + Zn,k>y (1)
where h, ; € C*NT is the mmWave frequency domain
channel at the n'" subcarrier to the k' receiver, Frp €
CNtxNrr jg the analog RF precoder, fgp,, € CVrF*1 and
sy, are the digital baseband precoder and the transmitted coded
confidential symbol with E “%ﬂ = Pr at the n*®
respectively, and zj, j is the zero-mean additive white com-
plex Gaussian noise with variance o2 at the n'" subcarrier
and the k'" receiver. Since the analog RF precoder Frp
is applied in time-domain, it is fixed across the subcarriers
of OFDM symbol. On the other hand, the digital baseband

subcarrier

precoder fgp ,, is designed per subcarrier since it is applied
in frequency-domain. The RF precoder Frr and baseband
precoder fgg ,, have to be designed jointly due to the coupled
power constraint, 2521 ||FRFfBB,n||2 = Ng, where Nc is
the number of subcarriers.

B. Channel Model

Millimeter-wave channels are expected to have limited scat-
tering [22], [23]. We adopt a sparse geometric multipath chan-
nel model. The discrete-time channel vector flt,k € C1*Nr at
time instant ¢ to the k*® receiver is given by

L

v H
ht7k = Z a[7kal7k6 (t
=1
where L is the number of paths, o and 75, are the complex

channel gain and delay (in samples) of the the [*" path to
the k' receiver, similar to [24]-[28] {cy } are independent
complex random variables representing a multipath Nakagami-
m fading channel [29] with shape parameter of m and scale
parameters of { 2.} where {p1, p2, ..., pr} is the power delay
profile, a; j is transmit steering vectors of the [t path to the
k™M receiver with angle of departure (AoD) of ¢ ,

33 (Nt —1) cos(er, o]"
76 )

3)
where d = 2“ is the spacing between antennas and ). is the
wavelength, and ¢ (¢) is the Dirac delta function. Assuming
perfect synchronization, the frequency domain channel vector

h,, 1, at the n'" subcarrier to the k" receiver is given by
L

H
h,; = E QLKA Wn, Lk €]
=1

- TZJC) ) (2)

_ 27rd
a ;= [1 e v COS(‘Pl,k’)’ .

c

where w,, ;1 is defined as w,, ; = exp (
can write h,, ;, in a compact form as
h, = Wn,kaAf}I,k, 5
where Wnk = [wn,ltk,wn’gﬁk,...,wn’L}k] S (ClXL, D, =
diag (o1 g, ks - -y ar k) € CEXL and Apy € CNt>L s
transmit array response matrix to the k' receiver given by
Aty = [aip, a0k, .., a0 k] (6)

—j2n(n—1)7 1
#) We

C. Analog RF Precoder Structures

The analog RF preocder Frr is usually implemented using
analog phase shifters and analog combiners. Four structures
for the analog RF precoder are shown in Fig. 2. The fully-
connected structure F1 requires 2Ngp (Nt — Nrp + 1) analog
phase shifters and Ngp (N1 — Ngrp) + Nt analog combiners
[30], while the fully-connected structure F2 requires NoNgp
analog phase shifters and Nt analog combiners. The subarray
structure S1 requires 2Nt analog phase shifters and Nt analog
combiners, while the subarray structure S2 requires only Nt
analog phase shifters.

In [30], it was shown that the fully-connected structure
F1 has no constraints on the entries of Frr. Each non-zero
entry of Frp can be expressed as a sum of two analog
phase shifters. The other three structures have constraints
on the entries of Fryr. For the fully-connected structure
F2, we have |Fgrp (I,m)| = 1/v/Nt VI, m. For the sub-
array structure S1, Frp has to be expressed as Frp =
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(a) Fully-connected structure F1 (b) Fully-connected structure F2
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(c) Subarray structure S1 (d) Subarray structure S2

Fig. 2. Analog RF precoding structures.

blkdlag (fRF,la fRFTQ, ey fRF,NRF) where fRF,r S CNLP:FF x1
Vr € {1,2,...,Ngrp}. Similarly, each entry of fgp, can
be expressed as a sum of two analog phase shifters. The
subarray structure S2 has the same constraint of subarray
structure S1 and an additional constraint that |frp, (I)] =
1/y/Nt/Nrr Vi. Let us denote by Fip the set of all
Nt x Ngrp complex matrices and by Fha the set of ana-
log RF precoders satisfying the constraint of fully-connected
structure F2, while by Fit and Fi% the sets of analog RF
precoders satisfying the constraints of subarray structure S1
and S2 respectively. Note that .7-"%% C ]-'FS&; C FEii and
Fhk C Fre C Pk

D. Hybrid Precoding Design Problems
The achievable rate Ry of the k" receiver is given by

Nc
1
Ry, = No > log, (1 + \hn,kFRFfBB,n\Q) (D
n=1

where v = Pr/o? is the transmit SNR per subcarrier.
Throughout the paper, we assume that the secure coding is
applied jointly across all subchannels (coding across sub-
messages [31]). With full knowledge of all channels at the
transmitter, maximizing the secrecy rate Rs.. given by [4]

Ryec = mkin {Rl - Rk}llc(:Q ®)
is preferred. With full knowledge of the channel to Bob and
partial knowledge of the channels to Eves at the transmitter,
maximizing the secrecy throughput 7. given by [32], [33]

Nsec = Msec (1 - 6sec) &)

is preferred, where €4 is the secrecy outage probability.

The subsequent parts of the paper focus on designing the
secure hybrid precoder for the the aforementioned two types
of channel knowledge at the transmitter:

1) With full knowledge of all channels at the transmitter,
section III focuses on designing the hybrid precoder to maxi-
mize the secrecy rate Rgec,

argmax Rgec,

Frr,{feB,n}

Nc

s.t. FRF S ]:RFv Z ”FRFfBB,n”2 = Nc.

=1
2) With full knowledge ofn the channel to Bob and partial
knowledge of the channels to Eves at the transmitter, section

(10)

IV focuses on designing the hybrid precoder to maximize the
secrecy throughput 7gec,

arg max
Frr,{fBB,n},Rsec

Tlsec)

Nc
s.t. Frr € Frr, Z ||FRFfBB,n||2 = Ng. (11)
n=1

Note that for the two hybrid precoder design problems in
(10) and (11), Frr can be Fis, FE2, Fak, or Fas according
to the used structure. We consider all the four structures.

III. HYBRID PRECODER DESIGN FOR SECRECY RATE
MAXIMIZATION WITH FULL CHANNEL KNOWLEDGE

We design the hybrid precoder to maximize the secrecy
rate R, for a given transmit SNR per subcarrier v. We
assume that Alice has perfect full knowledge of the channels
to Bob and to Eves. Bob and Eves have full knowledge of
their channels to Alice. Furthermore, we assume that Eves do
not cooperate. These assumptions become realistic if Eves are
active nodes which have communicated with Alice [34].

To decouple the hybrid precoder design and the power
allocation, we sub-optimally divide the problem into two
sub-problems. In the first sub-problem, we relax the power
constraint to ||FRFfBB,n||2 = 1 Vn (which satisfies
SN |[Frefapal®> = Nc) and then design the hybrid
precoder (as will be presented in this section). In the sec-
ond sub-problem, based on the equivalent single-input-single-
output (SISO) channels {h,, ;Frrfpp,} and the constraint
Zgﬁl HFRFfBB,nH2 = Ng, the power allocation across sub-
carriers is obtained in a closed-form solution as in [35].

A. Fully Digital Precoding Design and The Minimum Number
of RF Chains to Realize It

When Ngrp = Nr, Alice applies fully digital precoding
to maximize the secrecy rate Rg... The optimal baseband
precoder can be obtained by solving the optimization problem
in (10) using semidefinite programming (SDP) as in [6]. To
obtain a closed-form solution, we apply an approximation by
treating the K — 1 Eves as one Eve with K — 1 antennas. This
approximation gives a secrecy rate lower bound Riec for the
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system with K — 1 Eves, which can be written as
N¢ 5
> 1 1+’Y|hn lfopt nl
Rsec = a7 lo : : 5 (12)
Vo 2% <1+7||an 2
where H,, = [hzmhzd, . ,7hZ’K]T e CE-DxNt and
fopt.n € CNTX1 s the fully digital precoder. Satisfying the

. 2 e e s .
power constraint ||fope.,||° = 1, fopy, maximizing (12) is
obtained using the generalized eigenvector decomposition as

fopt,n = 8max |:(INT + ’YHnHHn)71 (INT + ’Yh{;{lhnl):| ;
(13)

and the corresponding Reec is given by

Zlogg ( max { INT +’7H£{Hn)71 (INT + thlh'rl,l)]) .

(14
Let us define Fopt = [fopt,h fopt’Q, ey fopt,Nc} S (CNTXNC .
Next, we provide sufficient conditions on the number of
RF chains needed for the hybrid precoder to realize the
performance of fully digital precoding (i.e., expressing F
as Fope = Frr [f8B,1,fBB 2, - - -, fBB,NG))-
Proposition 1. To realize the performance of fully digital
precoding, it is sufficient for the hybrid precoding utilizing
the fully-connected structure F1 that Ngp > K L. For the
hybrid precoding utilizing the fully-connected structure F2,
the sufficient condition becomes Nrp > 2K L, and it reduces
to Ngrr > KL only if all the channels follow the mmWave
channel model in (2).

Proof: See Appendix A. ]

Proposition 2. For the subarray structures, there is no suffi-
cient condition depending only on the number of RF chains
to realize the performance of fully digital precoding.

Proof: See Appendix B. ]

For practical system parameters, the above sufficient condi-
tions are not likely to be satisfied. Next, we provide different
hybrid precoder designs to maximize the secrecy rate.

B. Low-Complexity Secrecy Hybrid Precoding Desgins

1) Approximating The Fully Digital Precoding (App-FD):
Traditionally, the hybrid precoder is designed to approximate
the fully digital precoder by minimizing the average Euclidean
distance between the fully digital precoder and the hybrid
precoder [21], [36], [37]. Different from the average Euclidean
distance criterion, we design the hybrid precoder to approx-
imate the fully digital precoder by maximizing the average
projection between the fully digital precoder and the hybrid
precoder. Interestingly, the two criteria are related to each
other, and they have similarity in the design of baseband
precoder (see Appendix C).

In the following, we obtain closed-form solutions for the
hybrid precoder maximizing the average projection between
the fully digital precoder and the hybrid precoder. In other
words, the hybrid precoder is designed as

arg max Z (| £, HFRFfBB,nHQ ;

Frr,{feB n}

s.t. FRF € -FRF; ||FR,FfBB,n||2 =1Vn. (15)

After applying the power constraint | Frpfps », |* = 1 into the
objective function and dropping the constraint on the entries
of the RF precoder, we have

Je f]éqB n (]::‘RFfO}Dt nfopt nFRF) fBB ,n
arg max i
Frr,{feB,n} ,,—1 fBB n (FRFFRF) feB.n
Using the generalized eigenvector decomposition, fgp ,, max-
imizing (16) is given by

-1

fBB,n = Hngmax (FRHFFRF) FgFfopt,nfc{;{t’nFRF}
__(FieFrr)

= _1
H(FgFFRF) ’ FgFfopt,n
where k, is a scaling factor to have HFRFfBB’nH2 =1,
and the second equality holds since (FFpFrr) ~ Flpfoptn
fOpt »FRF IS a rank-one matrix. Substituting (17) into (16),

we get

(16)

1nH
Frrfopt,n

A7)

N¢
1
arg max Z /\nnx |: FRFFRF) FgFfopt,nf(gt’nFRF}

Frr
(FlgFFRF) FgF (Z fOpt n-topt, n)

n=1

n=1

=argmax 1r
Frr

x Frp (FgFFRF)"“]

= &N {Z fopt.nf opt, n:|

n=1

(18)

For the fully-connected structure F1, as there are no con-
straints on the entries of Frp, the RF precoder is simply given
by (18). Since F rFrr = Ing, due to (18), fgp , in (17) is
simplified to

FgF fopt,n

fee.n = . 19
BB, F 2 Eopen] (19)
For the fully-connected structure F2 we obtain Frr as
1
Frr = —=exp (281 [Z fopraflfin] ). 20)

which satisfies the modulus constramt and is a good ap-
proximation to (18). Then, we obtain fgg , as in (17) since

FRpFre 7 Ing,
For the subarray structures, FH.Frr = diag ( g1l

.,||fRF}NRF||2), and hence, (18) can be solved for each
fRF,r as

H Nc H
fRF»T (Zn 1 fOPt n, ”‘fopt n 7‘) fRF,r

fRF TfRF r

frr » = arg max , 2D

frF,»
where fo5¢ . = fopt.n ((7’ -1 I\IX;FF +1irgt Ne ) € (CNRF
Vr € {1,2,...,Ngp}. Therefore, fgp, is obtalned in a
closed-form for the subarray structure S1 as

H
fRFr —Smmx[zfoptnr optha

while fry - for the subarray structure S2 is obtained as

x1

(22)

1
fRp., = ———ex (ngx[ fopt,n 7'fH nT})
RF, \/m P \J a nz::l opt,n,7 opt,n,

(23)
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Since FE Fry = Iny, for the subarray structures due to (22)
and (23), fgg,, in (17) is simplified to

H H T
[fRFJfopt,n,la ceey fRF,NRFfOPtan:NRF]
feB.n = = .24
ENRF fH f
r=1 |IRF rlopt,n,r

Although the average projection criterion and the average
Euclidean distance criterion are slightly different (as shown
in Appendix C), we observe in our numerical results that
our closed-form hybrid precoder in this subsection achieves
exactly the same performance of the hybrid precoder obtained
in [21] which applies two nested iterative algorithms to design
the hybrid precoder. The computational complexity of App-FD
is O (N:}’NC + N%NCK).

2) Projected Maximum Ratio Transmission (P-MRT): The
main idea of P-MRT is to maximize the average SNR of Bob
(SNRB) in the null space of channels to Eves [6]. Generally,
P-MRT is suboptimal at low and moderate SNRs but optimal
at high SNRs. We will show how to design P-MRT using the
hybrid precoder. Nulling the channels to Eves can be done
using the analog RF precoder (at time domain TD-P-MRT) or
using the digital baseband precoder (at frequency domain FD-
P-MRT). The two schemes TD-P-MRT and FD-P-MRT have
different regions of feasibility (as will be shown). As a result,
our P-MRT adaptively selects the better scheme from TD-P-
MRT and FD-P-MRT depending on the system parameters and
channel realizations. This will yield higher secrecy rate.

a) TD-P-MRT: First, we consider the fully-connected
structures F1 and F2. For both structures, it is necessary that
Nt > (K — 1) L to apply TD-P-MRT. We express Frp as

Frr = UrrFrr, (25)
where Urp = N [AT Eves] € CNrx(Nr—(K=1)L) i 3 semi-
unitary matrix in the null space of the channels to Eves, where
AT ves € CNTX(E=DL j5 given by

A7 Eves = [AT2,Ar3, ..., A7 K].

We design FRF and fgp , to maximize SNRp given by
2

(26)

N¢

h,, 1 UrrFrefeB.n
3

SNRp = Nl
(@]

n=1 HURFFRFfBB,n
_ i No fé{B,n(FgFUIH{Fhﬁlhn71URFFRF)fBB,n

~ No n=1 f}g{B,n(FgFFRF)fBB,n

)

(27)
where UgFURF = In._(x—1)r- Using the generalized eigen-
vector decomposition, fgg , maximizing (27) is given by

~ ~ —1_ ~
fBB,n: K/ngmax |:(FgFFRF) FgFUthnI{lhn,lURFFRF}

~ ~ -1 .
(FfeFrr)  F UM

n,1l

; (28)

(FfeFre)  FUMRY,

where r, is a scaling factor to have |Frrfpg, \2 =1,
TN
the second equality holds since (FgFFRF) FHL UL hH

n,l

h, 1UrrFRrr is a rank-one matrix, and the corresponding
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SNRp is expressed as

Nc
SNRB :Nlc Z )\max
n=1

~ - -1 .
(ngFRF) FipUgphl

x h,, ;UrpFRrp

(FirFrr)

[N

A

Nc
No Fip (Z Uf{IFhfl{lhn,lURF)
n=1

X f"RF (FgFFRF)

(S

(29)

For the fully-connected structure F1, FRF maximizing (29)
is obtained as

N¢
Frr = Einee | D Uehf B Une|. (30)
n=1

Since FII;.'LIFFRF = Ing due to (30), fgp,, in (28) is simplified
to

P Ut )
HhmlURFFRF
which is the well-known MRT precoder for the equivalent
channel hn,1URFFRF. For the fully-connected structure F2,
we need UgpFrp to satisfy the modulus constraint. Conse-
quently, we obtain Frr using only half of the number of RF
chains as

fBB,’rL =

Nc
Frpe =& xge [Z U4eh? b, Uge|, (32
n=1
. o H H H ~
and fBB,n = FrrUneh.y S (CNISLFXI_ Then, URFFRF

||hn,,lURFﬁRF|‘
is decomposed (as described in proof of Proposition 1) as
URFFRF = QgrrRpp where Qgrp € CNTXNrF {5 with
unit modulus entries and Rpp € RVrrX N?F . Finally, we set
Frr = ﬁQRF and fgp ,, = VNTRppfsp,, € CNrrxt,
For the subarray structure S1, each fry , has to null the
channels to Eves. As a result, we need Ny > Ngp (K — 1) L.
However, we may have Ny > (K —1)L but Ny <
Ngrr (K — 1) L. Therefore, we divide the RF chains into
Ngyp distinct groups, each group has %—x RF chains which

process the same digitally-preocded symbols, where Ngp =
ged (min ({E?{IT—%;LJ 7NRF)
have N1 > Ny (K — 1) L provided that Nt >~(K —1)L.

Equivalently, we proceed assuming that we have Nrp chains,
each is connected to NNT antennas such that Np >
RF

Ngrp (K — 1) L. We express fgp - as
frr,r = Urr R,

,NRF). Therefore, we should

(33)

N N,
where URF,r = N[AT,Eves,r] S CTQX(WE?(K?I)L)

is a semi-unitary matrix in the null space of the channels
to Eves seen by the r*® RF chain group, At pyes, =

ATvaes((T‘— 1) ]é[\;l; + 1 : T‘NJ;;FF,Z ), and fRF,r S
N
C(Fe DI Upe = blkdiag (URFJ,...,

Upp e ) € CVPXV=Ner(K2DE) ang By = blkdiag

(ERF,17~-~,ERF,NRF) € (C(NT_NRF(K_UL)XNRF, then we

have FRF = URFFRFs and U}P{IFURF = INT—NRF(K—l)L'
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Therefore, SNRp and fgp,, can also be given by (27) and
(28) respectively. Furthermore, SNRp can be simplified to

N eH Nc H H e
Ner fRF,r (Zn:l URF,rhn,l,rhnal-,TURF,T> frp,r

-~ 7
SNRp = - o
Nc 7; LS T

)

(34
= h,, ((r -1) ]éfv—; +1: r]yT ) Vr. There-

where h,, 1, o
’ RF

fore, we obtain f‘RF’T which maximizes (34) as
N¢
fiue = Emax| Y Ubte Bl b, Uree |- 39)
n=1

Since f‘f{FFRF = INRF due to (39), fgg,;, is simplified to

- T
H H H H H H
{fR,F,lUR,F,lhn,l,lv R fR,F,NRF URF,NRphn,l,NRF}

- 2 ’
\/Eivjf h, 1, Urp,frF,-

(36)
which is the well-known MRT precoder for the equivalent
channel hn,lURFFRF~ Note that entries of URF’TE'RFW are
not likely to satisfy the modulus constraint. Moreover, approxi-
mating Ugp ,frr, - by exp (jl (URF,rfRF,r)> /v/N1/Nrp
results in losing the null space property. Theretore, TD-P-MRT
is not applicable for the subarray structure S2. The computa-
tional complexity of TD-P-MRT is O (N3 + Nt NrpNc).

b) FD-P-MRT: For the four structures, it is necessary
that Nrr > K to apply FD-P-MRT. We express the baseband
precoder fgp ,, as

fp.n =

fee,n = U nfBB 0> 37)
where Upp,, = N [H,Frp] € CNerxWVrr—(K-1)) jg 4
semi-unitary matrix in the null space of the equivalent fre-
quency domain channels to Eves H,Frr. We design Frp
and fgp , to maximize SNRgp given by

2
Nc

h, 1FrrUgB,nfBBx
p

riNi 5) B
SNRp=—
B Ne

n=1 HFRFUBB,nf‘BB,n

_ Je fé{B,n(UgB,an{Fhﬁ{mmlFRFUBB,n)f'BBm
NC n=1 fé{B,n (UgB,anFFRFUBB,n)fBB,n

(38)

Using the generalized eigenvector decomposition, ?BBJL max-
imizing (38) is given by

7 H H -1
fBB,n :/Qngmax (UBBJLFRFFRFUBB,TL)

H H . H
X UBB,nFRth,lhn,lFRFUBB,n]

H H —lorg H H
(Ufe, .FRrFrrUssn)  Ugg, FRphy,

)

= —_1
H H 211H H WH
H (UBB,nFRFFRFUBB7n> UBB,nFRth,l

(39
where £, is a scaling factor to have |Frrfpp, \2 = 1,
the second equality holds since (Ug"BJLFﬁfFFRFUBBm)_1
Ul Fiph! 1h, 1 FrpUpg, is a rank-one matrix, and the
corresponding SNRp is expressed as

Nc
SNRp :Nlc Z h, 1 FreUss, (U, FirFrrUss,.) !
n=1

x Ugp  Fhirhy,. (40)
Note that Ugp , is a function of Frr, and Fry is fixed across
subcarriers while Ugpp ,, is not. Even if we fix Upg ,, we
cannot get Frp in a closed-form. Consequently, we cannot
get Frr in a closed-form or by an alternately optimizing
algorithm. As suboptimal solutions, we obtain Frp for the
fully-connected structures F1 and F2 as in (18) and (20)
respectively, and for the subarray structures S1 and S2 as
in (22) and (23) respectively. Then, fgp, is obtained as
in (37). The computational complexity of FD-P-MRT is
O (N%NC + NE{FNC)

C. Iterative Secrecy Hybrid Precoding Design

The drawback of the aforementioned solutions is that they
do not directly consider the original problem in (10). In this
subsection, we propose an iterative hybrid precoding design
to maximize the secrecy rate lower bound Rsec, which gives a
good solution to the problem in (10) (as will be shown). The
reason why we choose Rsec to maximize is that we can write
RSCC as a function of Frp only.

Similar to (12), Rsec can be written as a function of Fry
and fgp , as

Nc 2

- 1 147 b, 1 Frefes,.
Rue = = > log, Ty beaFrefeeal ) g

C =1 1+~ |H,Frrfes,al

Applying the power constraint ||FRFfBB’n||2 = 1 into (41),
we get
R = 1 flog <f]§B,n(FgFFRF +7F§Fh51hn,1FRF)fBB,n)
¢ Nc 2 85 (FRpFrr + YF{pHIH, Frr)fap
(42)
Using the generalized eigenvector decomposition, fgg , max-
imizing (42) is given by

n=1

fBB,n :K/ngmax [(FQFFRF + VFgFHanFRF)71

x (FRpFrr + 7FRph) h, 1 Frr) (43)

where k,, is a scaling factor to have HFRFfBB,nH2 =1, and
the corresponding Rge. 1S expressed as

N¢
~ 1 _
Rsec :NC E 10g2 ()\max |:(FgFFRF + ’YFgFH'rI;IHnFRF) !
n=1

x (FRpFrr +vFiph] 1hn’1FRF)] ) (44)

Now, we can write the hybrid precoding design problem as a

function of Fry only as
N¢

1
argmax - — Z log, <)\max {(FSFFRF +AFEHIH, Frp) !

Frr n=1

x (FipFre + ’YFthf,lhn,lFRF)} ) )
s.t. Frr € FRrr. (45)

We know that Rg.. is a non-convex function of Frp. More-
over, the constraint is non-convex (except for Frp = Fhp).
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Algorithm 1 Hybrid precoder design for secrecy rate maximization

Initialization: Obtain F%OPZ as in App-FD or P-MRT (choose the scheme that

achieves higher secrecy rate), p = 0.
while p < P (or any other a})gropriate stopping criterion)
Calculate the gradient VFpRF using (46).
Updating rule:
For fully-connected structure F1,

[ngfl)7 a] = arg max Rgec (FRF),
Frr,a
st. Frp = Fgg‘ + on;-p) .
For fully-connected structure E’E,
[Fg}j—l), a] = arg max Rsec (FRF)*
Frp,a

s.t. Frp = exp <J4 (Fgg‘ + avg’ﬁm)) /VNr.
For subarray structure S1,
[Fg;l), oz] = argmax Rsec (FRF).

FRrr,o

st Frp = M (Fgg + avg’éF).

For subarray structure S2,
[Fg;l)’ a] = arg max Rsec (FRF)’
Frp,a
st. Frp =M <9XP (jl <F§,ﬁl + av%f}ll?))) / I\I’Vl:F'
p=p+ 1.

end while
Obtain the baseband precoders {fBB,n} using (43).

We propose a suboptimal gradient ascent algorithm to design
Frr. However, the maximum eigenvalue function Apayx [X]
is non-differentiable. Applying the inequality Apax [X] >
Flqu]Tr [X] into (44), we obtain a differentiable lower bound
with gradient Vg, given by [38]

Ne (INT - CnFRF(nganRF)ingF)BnFRF(FgFCnFRF)71

Ve =

n=1 NRFN01H2108;2(1

NRrr Tr {(FTI{FC"FRF) _1FgFBnFRF] )

(46)
where C,, = Iy, + fnyHn and B, = Iy, + yhﬁlhn71.
Using the gradient Vg, in (46), we obtain the RF pre-
coder Frr by Algorithm 1, where P is the number of

iterations, M (X) = blkdiag (x1, X2, . . ., X g ) € CVT*NrE
N
and x, = X (r—l)%—i—l:r%,r) e Cr*!

Vr € {1,2,...,Ngr}. The step size « is obtained by a
backtracking line search [39].

It is well-known that gradient ascent algorithm is highly af-
fected by the initial solution since it is a local solver. As an ini-
tialization, we propose to use the hybrid precoder of App-FD
or P-MRT, where we choose the scheme that achieves higher
secrecy rate. The computational complexity of Algorithm 1 is
@) (N%NC + NoNrrpNc + (NgF + NTN}%F) NCP).

IV. HYBRID PRECODER DESIGN FOR SECRECY
THROUGHPUT MAXIMIZATION WITH PARTIAL CHANNEL
KNOWLEDGE

We design the hybrid precoder to maximize the secrecy
throughput defined as 7sec = Rgec (1 — €sec) [32], [33], where
€sec 18 the secrecy outage probability. We assume that Alice has
perfect full knowledge of the channel to Bob but has partial
knowledge of the channels to Eves. Similar to [15] and [16],
Alice has knowledge only of the AoDs of the paths to Eves.
Bob and Eves have full knowledge of their channels to Alice.
Furthermore, we assume that Eves do not cooperate.

Due to the limited scattering nature of mmWave channels
and the large number of antennas at the transmitter, the

IEEE TRANSACTIONS ON COMMUNICATIONS

mmWave channel is typically estimated by estimating the
channel gains and AoDs of the propagation paths based
on compressed sensing (e.g., [40]-[42]). The assumption of
partial knowledge of the channels to Eves can be viewed in
two different scenarios as follows:

Scenario-1: The transmission is performed based on
frequency-division-duplexing (FDD). The uplink and down-
link channels are different. However, the AoDs are invariant
with frequency [43]-[46], and hence without any feedback
Alice has partial knowledge (knowledge of the AoDs only) of
channels to Bob and Eves. Alice receives a channel feedback
from Bob to complete the channel knowledge, but Alice
does not receive any channel feedback from Eves. Therefore,
Alice uses the AoDs of the paths to Eves as partial channel
knowledge.

Scenario-2: The transmission is performed based on time-
division-duplexing (TDD). The uplink and downlink channels
are reciprocal. Since we assume that Eves are active nodes
in the system (Bob and Eves play interchangeable roles), the
channel knowledge of Bob and Eves may not be up-to-date.
Alice re-estimates the channel to Bob. Since the coherence
time of the AoDs is much longer than that of the channel
gains [15], [16], [43]-[45], [47], Alice uses the estimates of
the AoDs of the paths to Eves as partial channel knowledge
(assuming that the AoDs remain almost unchanged), and does
not re-estimate the channel gains to Eves.!

In the following, we derive a secrecy outage probability
upper bound €., Which results in a secrecy throughput lower
bound 7jsec = Rsec(l — €sec). Then, we design the hybrid pre-
coder to maximize the secrecy throughput lower bound 7.

A. Secrecy Outage Probability
The secrecy outage probability €. is defined as [31], [51]

oo = P (mkin (R, — R}, < Rsec) 47)

It can be rewritten as

K
€ec =1—DP <mkaX{Rk}kK:2 < RO) =1- H P(Rr < R,),
k=2
(48)
where R, = R; — Rs... We derive a secrecy outage probability
upper bound €g.. Applying Jensen’s inequality into (7), we get
N¢

1
Ry <log, ( 1+ "Ne > [hy Frefepq |
n=1
| Ne| L 2
=log, 1+ VNic Z Z al,ka{,{kwn,l,kFRFfBB,n
n=1|l=1
49)

!For link adaptation or channel knowledge exploitation, the key parameter is
the coherence time of the relevant channel parameters divided by transmission
time interval (TTI). For mmWave systems, although the channel coherence
time can become much shorter than that of current systems (e.g., 10 times
shorter if 30 GHz versus 3 GHz with the same mobile speed), TTI for
mmWave systems are also much shorter than that of current systems due to
much smaller latency requirement (e.g., 125 ps TTI for mmWave system [48]
versus 1 ms TTI for long-term evolution (LTE) [49]). The relevant channel
parameter for our case is AoD, which has coherence time much longer (tens
or hundreds times as reported in [50]) than that of the channel gains [15],
[16], [43]-[45], [47]. Thus, this justifies our assumptions.
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Using the triangle inequality and the arithmetic-quadratic
mean inequality, we have
L

1
H
ZE 1,12k wWn 1k FRFIBB
=1

2 L

1
S Z Z |al,k‘2 }alI:IkFRFfBB,n|2 .

) (50)

Applying (49) and (50) into (48) we get

Esec<1—HP<Z|alk| Z’alkFRFfBBn| <5>
k=2

(51)
2o —1)N, L 2 N,
2( 'yL) €. The term Yo, forkl” 30,5,

represents a sum of independent Gamma-

€sec)

where 6 =

‘aﬁkFRFfBB,n

distributed random variables with shape parameter of m

Nc

and scale parameters of {2t} where 1, = p >,
2

. Using [52, Eq. 15], we can write the secrecy
ity upper bound €. in (51) as
T (mL +t, =0 )

? Tmin, k
mL+t)
(52)
where Tmin = mlin {r1.x}, and the coefficients {v;} can be

‘al’kFRFfBB,n
outage probabi

o ()]

,
k=2 Li=1 Lk 0

obtained recursively as
t L

m T'min, k '
Ve = 7 Z Z (1 — ')"]k) Vt—4, Vit Z 17 (53)
=1 | j=1 ’
where v9 = 1. For integer values of m, €s. in (52) is
simplified (with the help of [53, Sec. II]) to
K L m_ L m T (t m)
= 1 —Tlk 1\t P Tk
=1 [H(TL ) DI)ACHIWESUES
k=2 =1 1=1 t=1
(54)
where the coefficients {v;;} can be obtained as
1 om—t L m\~m
= | I G-70) ]
Ulit.k e—i% (m—t) om—ts i:gﬂ 3 Tik
(55)

For the special case m = 1 €sec 1N (54) can be simplified to

- Tk
GSeCZI_H(l_ZC 71"1_‘[77).
k=2 nl T,k — Tn,k
Now, we obtain the secrecy throughput lower bound 75 as

ﬁsec == Rsec (1 - gsec)~

(56)

B. Low-Complexity Secrecy Hybrid Precoding Designs

In this subsection, we investigate if the low-complexity
secrecy hybrid precoding strategies in subsection III-B are
applicable in case of partial channel knowledge. Examining
the secrecy outage probability upper bound €z in (59) with
Nrr = Nt (Frr = In.), we know that the fully digital
precoders {fgg  } have to be designed jointly and do not have
closed-form expressions, in contrast to maximizing the secrecy
rate in subsection III-A where the fully digital precoders
are designed separately and have closed-form expressions.
As a result, we cannot have sufficient conditions on the
number of RF chains needed to realize the performance of the
fully digital precoding in case of partial channel knowledge.
Furthermore, it is not tractable to design the hybrid precoder

by approximating the fully digital precoders in case of partial
channel knowledge.

Since TD-P-MRT described in subsection III-B2 requires
only the knowledge of the AoDs to Eves which is available
at Alice in case of partial channel knowledge, TD-P-MRT can
be applied also in case of partial channel knowledge with the
same constraints on Nrr. On the contrary, FD-P-MRT cannot
be applied since it requires the knowledge of frequency domain
channels to Eves which is not available at Alice in case of
partial channel knowledge.

C. Iterative Secrecy Hybrid Precoding Design

Following the derived secrecy outage probability upper
bound €z in (59), the hybrid precoder is designed to maxi-
mize the secrecy throughput lower bound 7jse. as
Rsec (1 - gsec (FRF; {fBB,n} 7Rsec)) )

arg max
Frr,{fBB,n},Rsec
s.t.0 < Rgec < RyrT, FrE € FRF,
Nc
2
Z |Frefsnn|” = Nc,

n=1
where Ryrr is the maximum achievable rate of Bob by the

maximum ratio transmission (MRT) scheme in [54] where
the hybrid precoder is designed to maximize the rate of Bob
while ignoring Eves. The optimization problem in (57) is non-
convex, and cannot be solved directly. In the following, we will
focus on the secrecy outage probability minimization problem
written as

arg min gsec (FRFa {fBB,n} ) Rsec) )
Frr,{feB,n}

(57

Nc
s.t. Frr € FrrF, Z |Frpfepnll” = Ne.

Then, we will show how to use the secrecy outage probability
minimization problem to maximize the secrecy throughput.

We know that €. in (52) is a non-convex and non-
differentiable function of the hybrid precoder. Applying the
average-max inequality onto (51) we have

€sec <1 — HIF’(max{ ol Z E% kFRFfBBn‘ } 2)7

(58)

n=1
_1—HHP(‘O&[}CFZ‘alkFRFfBBn‘ )
k) 21 1
1)
HHF ’LT:lk)7 o2
k=21=1 ’

where the upper bound in (59) is a non-convex but differen-
tiable function of the hybrid precoder. Next, we propose an
alternating algorithm which designs the RF precoder and the
baseband precoders alternately using the gradient of the upper
bound in (59).

1) RF Precoding Design: First, we fix the baseband pre-
coders {fpp,,} and optimize over the RF precoder Fry to
minimize the secrecy outage probability upper bound €g... We
propose a suboptimal gradient descent algorithm to design the
RF precoder. The gradient Vg, of the the upper bound in
(59) with respect to the RF precoder is obtained (with the help
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Algorithm 2 RF precoding design for secrecy outage probability minimization

i {50, } Rsce.

whlle p < Prr (or any other appropriate stopping criterion)
Calculate the gradient V¥’  using (60).
Updating rule:
For fully-connected structure F1,

ANty

Input

Frr

arg min
Frr.{fBB,n} o

€sec (FRF: {fBB,n} 7Rsec)a

s.t. FRF = F(p) + « %?P){F
fop n = £ n/\/z HFRngQ nH Vn.

For fully-connected structure F2,
[ (p+1) {f(p-H) ]

arg min
Frr {fBB,n }>

s.t. FRy = exp <j4 (F<p) + V“?{ )) /V/Nr,

BB.n €sec (FRF: {fBB,n} 7Rsec),

fBB,n —f](;];) n/\/z HFRFf](gI];)nH Vn
For subarray structure S1,
[F;p;‘rl)’ f;‘}(;];ti) 7O¢:| = arg min €sec (FRF7 {fBB,n} ) Rsec)y
Frr {fBB,n }>
st Frp = M (Fg@ vggF)

fBB,n - f](SB) n/\/zngl
For subarray structure S2,
[Fg’;—l) f;'(p_"l) ,a] = arg min
Frr {fBB,n }>

BB,n
s.t. Frp = M (eXp (jé (F(p) + O‘VgliF>))/ AI’iTF

[Fret) "H V.

€sec (FRF: {fBB,n} 7Rsec),

fBB,n = f];l]g n/\/anl HFRFf]gB? nH vn.
p=p+1
end while

Output: F(PRF+1) {f(PRF+1)

of Leibniz integral rule [55, Eq. A.2-1]) as

m—1
i Lom (g ) e (<)
VF P = . ’
R ZZ T (m7 %) 7‘12,]9
X (0VEge (T1,6) = 11,6 VERe (9)) (60)

_ H Nc H
where Vg, (rr) = pagka; Fre ), 2 feefgp, and

Ne 2%°hf by 1 Frefssnfis .
= : = ing the gra-
VFRF (6) Zn:l L(1+’Y|hn,1FRFfBB,n|2) Using the gra

dient Vgg, in (60), we obtain the RF precoder Fryr by
Algorithm 2, where Prr is the number of iterations, and the
step size « is obtained by a backtracking line search.

k=21=1

2) Baseband Precoding Design: Now, we fix the RF pre-
coder Frp and optimize over the baseband precoders {fgp ,, }
to minimize the secrecy outage probability upper bound €ge.
We propose a suboptimal gradient descent algorithm to design
the baseband precoders. The gradient Vg, . of the the upper
bound in (59) with respect to the baseband precoder is obtained
(with the help of Leibniz integral rule [55, Eq. A.2-1]) as

s\ s
K L m _ m
m (L’I‘L,k) eXp ( L’I‘l’k)

md 2
LY (m7 er,k) Tk

k=2 =1

X (6V¢an, (ri4) = 114 Vi, (), (6D
where Vg, (rik) = PngFal,kaﬁkFRFfBB,n and

2% Flh  h, 1Frefes . .
Vegg,, (6) = : . Using the gradient

L(14v[hn,1Frifss,al?)
Vg, in (61), we obtain the baseband precoders {fgp ,} by

Algorithm 3, where Pgp is the number of iterations, and the
step size « is obtained by a backtracking line search.

Algorithm 3 Baseband precoding design for secrecy outage probability
minimization
Input: Fry, {f](gOB n} Rsec.
=0.
while p < Ppp (or any other appropriate stopping criterion)
fBB,n

Calculate the gradient
Updating rule:

({55} o] =

using (61).

arg min gsec(FRFy{fBB,n} 7Rsec), st. fBBn =
{fBB,n }a

(60 +0v s JASERE e (5, rav ) o
eﬁd wzili—;e

Output: {f]gg?f i }

3) Initial Hybrid Precoder: Generally, the average SNR

of Bob SNRp is expressed as SNRp = - Mo,

. For any RF precoder Frp, the baseband

|h.,1Frrfes.nl’
IFrrfeB, |2

precoder fgp , which maximizes SNRy is obtained as
-1
(FQFFRF) Fthf%

_1 J
H(FIIZL{IFFRF) * Fighy, ’
and the corresponding SNRp = Nic ivcl h, 1Frr
(F{pFrr) 'Ffphf . As an initial solution, we design the
RF precoder Fryr to maximize the average received SNR of
Bob in the null space of the K —1 expected strongest directions
to Eves.

fee,n = (62)

For the fully-connected structure F1, we express Frp as

Frr = UgrrFrr, (63)
where Ugp = N[Emax[zlel plal,zaﬁg], e ,5max[ZlL=1 Pl
alyKaﬁK]] € CNtx(Nr=(K=1) j5 3 semi-unitary matrix in the
null space of the K —1 expected strongest directions to Eves.
Similar to (30), Frr which maximizes SNRp is obtained as
]?‘RF = gltNRF [22[3 U hn 1 h, 1URF} For the fully-
connected structure F2, we obtaln Fgr as

o (iUmPur). 6

which satisfies the modulus constraint and is a good approxi-
mation to (63).

Frr =

For the subarray structure S1, we express frr, as

frr,r = Unr e, (65)
[8[ZZL:1 plal’Q,ralf,IZ,r]v e 7£maX[ZlL:1 Pl
alyKyraﬁKJ]] € C%X(J‘%TF_(K_U is a semi-unitary ma-
trix in the null space of the K — 1 expected strongest

where Ugp,, = N

directions to Eves seen by the r™ RF chain, and
apr = ag((r—1) ]i,\;TF + 1 rjf,VT) Similar to

(35), frr,» which maximizes SNRp is obtained as fRF’T
N

= £max[znf URFThn 1 Th",l’,,URF,T]. For the subarray

structure S2, we obtain fRRT as

1 -
\/m €xXp (]AURF,rfRF,r) )
which satisfies the modulus constraint and is a good approx-
imation to (65). The initial RF precoders in (63) and (64)
require N7 > K, while the ones in (65) and (66) require
Nt > K Nrr. These two conditions are likely to be satisfied
for large-scale mmWave systems.

frr,r = (66)

To solve the secrecy throughput maximization problem in
(57), we convert it into a sequence of secrecy outage probabil-

0090-6778 (c) 2017 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TCOMM.2017.2734666, IEEE
Transactions on Communications

RAMADAN et al.: HYBRID PRECODING DESIGN FOR SECRECY MMWAVE MISO-OFDM SYSTEMS 11

TABLE I. Necessary conditions to apply P-MRT

Channel knwoledge Fully Digital Precoding

(Nrr = Nt)

Hybrid Analog-Digital Precoding
(Nrr < N7)

Structures F1, F2, and S1

Nt > (K — 1)L (TD-P-MRT)
or Ngp > K (FD-P-MRT)

Nt > (K — 1)L (TD-P-MRT)

Subarray structure S2

Full knowledge Nt > K (FD-P-MRT) Ngrr > K (FD-P-MRT)

Partial knowledge Nt > (K — 1)L (TD-P-MRT) infeasible

Algorithm 4 Hybrid precoding design for secrecy throughput maximization

Initialization: Obtain F{') as in (63), (64), (65), or (66) according to the
used structure, then {f]gg n} as in (62), p = 0.
Ré(e)g = arg max Rsec (1 — €sec (Fg)lg“7 {f](g(g n} ,Rsec>> y
RSGC ’
8.t. 0 < Rsec < RMRT
while p < P (or any other appropriate stopping criterion)
[Fng“), {fBB,n}] = argmin Esec (FRF7 {feB,n} ,Réé’2> ,
FRFa{fBB,n
using Algorithm 2 with F](Efbl and {f](s%) n
L 1
{fé’g:yll)} = arg min €sec (Fg; ), {fBB,n} ,Réé’ﬁ) ,
{fBB,n}
using Algorithm 3 with {fgg ,, } as an initial solution.

Rggjl) = arg max Rsec (1 — €sec (Fg;1)7 {fg])gt,ll)} 7Rsec>> s

} as initial solutions.

RSEC
s.t. RE) < Reee < Ry
p=p+ 1.
end while

ity minimization problems, each one is solved (as illustrated
above) for a fixed target secrecy rate Rs... The secrecy rate
Ry which maximizes the secrecy throughput is obtained by
one dimensional search. The detailed algorithm is shown in
Algorithm 4, where P is the number of iterations. Note that for
fully digital precoding, the throughput maximization problem
can also be solved using Algorithm 4 after excluding the RF
precoder design step. The computational complexity of Algo-

rithm 4 is O N3+N1pNrp Ne+max (N¢, KL) (Nrp Nt Psg

+N3 P P).
V. SIMULATION RESULTS

We evaluate the performances of the proposed hybrid pre-
coders and compare them with the performances of the fully
digital precoder and MRT hybrid precoder by means of Monte-
Carlo simulations. Regarding the simulation setup, we assume
that Alice has 64 antennas (Nt = 64). The number of
RF chains Nip will be an adjustable parameter through the
numerical results. All channels follow the mmWave channel
model described in subsection II-B with 12 propagation paths
(L = 12), where the channel gains {ay ;} represents a multi-
path Nakagami-m fading channel [29] with shape parameter of
m = 2 as used in [24], [26], [28] and exponential power delay
profile defined as { pL= %} where ¢ = 0.36, and the
angles of departure (AoDs) {¢; 1} are uniformly-distributed
within [0 27). The number of subcarriers N¢ is 256.

Note that if the system parameters Np, K, L, and Ngrp
(do not) satisfy the sufficient conditions of Proposition 1,
the proposed hybrid precoders (would not) achieve the same
performance as the fully digital precoder with full channel
knowledge. In the following numerical results, the system
parameters do not satisfy the the sufficient conditions of
Proposition 1, thus the hybrid precoders can show some per-
formance gap from the fully digital precoder. The performance

of the fully digital precoder of [6] and the performance of the
MRT hybrid precoder of [54] will be presented as performance
upper and lower bounds respectively.

If P-MRT is feasible, the optimal precoding strategy at
high SNRs is to maximize the rate of Bob in the null space

of channels to Eves, and hence we have lim,_, f)g;((;y)) =
Ri(v) _

limy o0 Togs(7) 1 since Bob has a single antenna [56]. This
result means that the secrecy rate should have a unit slope
at high SNRs if P-MRT is feasible. Similarly, the secrecy
throughput should have a unit slope if P-MRT is feasible.
Table 1 summarizes the necessary conditions (mentioned in
subsections I1I-B2 and IV-B) to apply P-MRT for fully digital
precoding and hybid precoding with full or partial channel
knowledge. If P-MRT is infeasible, the secrecy rate and
secrecy throughput will not have a unit slope at high SNRs.

A. Achievable Secrecy Rate with Full Channel Knowledge

Fig. 3 shows the achievable secrecy rate as a function of
the transmit SNR with Ngr = 4 and different numbers of
Eves (K — 1). With two Eves (Fig. 3a), we observe that
Algorithm 1 achieves a secrecy rate very close to that achieved
by the fully digital precoding for the whole SNR range. The
four RF precoder structures achieve slightly different secrecy
rates due to the different hardware complexities. Algorithml
approaches P-MRT at high SNRs since P-MRT is optimal at
high SNRs. Note that FD-P-MRT is feasible for all structures
since Nrr > K. With four Eves (Fig. 3b), the secrecy rate gap
between the fully digital precoding and Algorithm 1 increases
as SNR increases. Algorithm 1 (F1, F2, and S1) approaches the
corresponding P-MRT with unit secrecy slope at high SNRs
since P-MRT is optimal at high SNRs, while Algorithm 1 (S2)
does not achieve the unit secrecy slope. The reason is that FD-
P-MRT is infeasible for all structures since Ngr < K, while
TD-P-MRT is feasible only for the structures F1, F2, and S1
since Ny > (K — 1) L.

For both Fig. 3a and Fig. 3b, we observe that App-FD
achieve approximately the same secrecy rate as Algorithm 1 at
low SNRs. However, App-FD does not achieve the unit secrecy
slope at moderate and high SNRs, and the secrecy rate gap
between Algorithm 1 and App-FD increases as SNR increases.
The proposed adaptive hybrid precoder max(App-FD, P-MRT)
in Fig. 4b combines the low/moderate SNR advantage of
App-FD and the high SNR advantage of P-MRT, and yields
better secrecy rate performance than App-FD and P-MRT with
low computational complexity (both App-FD and P-MRT are
obtained in closed forms as derived in Section III-B). Note
that max(App-FD, P-MRT) reduces to App-FD if P-MRT is
infeasible. On the contrary, MRT of [54] achieves the worst
secrecy rate at moderate and high SNRs due to ignoring Eves.
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Fig. 3. Achievable secrecy rate as a function of transmit SNR v with Ngr = 4 and different numbers of Eves (K — 1).
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Fig. 4. Achievable secrecy rate as a function of transmit SNR v with 6 Eves (K =7) and different numbers of RF chains NRyp.

With different number of RF chains Nrp, Fig. 4 shows
the achievable secrecy rate as a function of the transmit SNR
with six Eves (K = 7). As expected, Algorithm 1 achieves
the highest secrecy rate among the hybrid precoding designs.
With Ngyr = 4 (Fig. 4a), the secrecy rate gap between the fully
digital precoding and all hybrid precoding schemes increases
as SNR increases. Algorithm 1 does not achieve the unit
secrecy slope at high SNRs since P-MRT is infeasible for all
structures. On the other hand, with Nrr = 8 (Fig. 4b), FD-
P-MRT is feasible for all structures. As a result, Algorithm
1 achieves a secrecy rate very close to that achieved by the
fully digital precoding. From Fig. 4a and Fig. 4b, we can
observe the significant effect of the number of RF chains on
the achievable secrecy rate.

B. Achievable Secrecy Throughput with Partial Channel
Knowledge

Fig. 5 shows the achievable secrecy throughput as a function
of the transmit SNR with Ngr = 4 and different numbers of
Eves (K — 1). With four Eves (Fig. 5a), we observe that the
hybrid precoding with Algorithm 4 (F1, F2, and S1) achieves
a secrecy throughput very close to that of the fully digital
precoding with Algorithm 4, and they have a unit secrecy slope
at high SNRs since TD-PMRT is feasible for the fully digital
precoding and the hybrid precoding structures F1, F2, and S1
due to Ny > (K — 1)L. On the contrary, Algorithm 4 (S2)

does not achieve the unit secrecy slope since TD-P-MRT is not
feasible for the subarray structure S2. With six Eves (Fig. 5b),
the secrecy throughput gap between the fully digital precoding
with Algorithm 4 and the hybrid precoding with Algorithm 4
increases as SNR increases. However, the hybrid precoding
with Algorithm 4 achieves good performance at low and
moderate SNRs. All precoding schemes (including the fully
digital precoding) do not achieve the unit secrecy slope since
TD-P-MRT is infeasible. Similarly, MRT of [54] achieves
the worst secrecy throughput due to ignoring Eves. Note that
increasing the number of RF chains (even if Ngr = Np) will
not achieve the unit secrecy slope at high SNRs since FD-P-
MRT is infeasible in case of partial channel knowledge, and
TD-P-MRT is infeasible due to Nt < (K —1)L.

C. Tightness of Secrecy Rate and Throughput Lower Bounds

Fig. 6 shows an example for the tightness of the secrecy rate
lower bound Rsee and the secrecy throughput lower bound 7jsec
with Nrr = 4 and 4 Eves (K = 5). The sold lines are for
the exact values while the dotted lines are for the lower bound
values. We observe from Fig. 6a that the secrecy rate lower
bound is tight for the structures F1, F2, and S1, while the
secrecy rate lower bound predicts the performance behavior
of the structure S2 efficiently. From Fig. 6b, we observe that
the proposed secrecy throughput lower bound is very tight for
all structures. The difference between the exact values and the
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Fig. 6. Tightness of secrecy rate and throughput lower bounds with Nrr = 4, 4 Eves (K = 5), and transmit SNR v = 15 dB.

lower bound values over the whole SNR range and all schemes
is less than 0.0798 bits/s/Hz.

The reason of the tightness can be explained as follows.
When the hybrid precoder is well designed (as the proposed
schemes do) with Nt > K (large-scale mmWave systems)
and small L (limited scattering mmWave channels), the av-
erage receive SNR of Eves will be very small compared to
the average receive SNR of Bob [3] (due to the capability of
generating very sharp beams avoiding, as much as possible, the
directions to Eves). Therefore, considering Eves as one Eve
with K — 1 antennas (the approximation of Section III) will
not decrease the secrecy rate significantly. Similarly, applying
the inequalities of Section IV will not increase the rates of
Eves significantly.

D. Convergence of Algorithms 1 and 4 and Effect of Finite
Resolution Phase Shifters

Fig. 7 shows an example for the convergence of Algorithm 1
and Algorithm 4 with Ngr = 4, 4 Eves (K = 5), and transmit
SNR ~ = 15 dB. The secrecy rate and throughput achieved
by Algorithms 1 and 4 after each iteration are plotted in Fig.
7a and Fig. 7b respectively. We observe that both Algorithms
1 and 4 converge in a small number of iterations, where 10
iterations are sufficient for all RF precoder structures.

With finite resolution phase shifters, Fig. 8 shows the se-
crecy rate and throughput achieved by Algorithms 1 and 4 ver-
sus different numbers of quantization bits for the phase shifters

with Ngrp = 4, 4 Eves (K = 5), and transmit SNR v = 15
dB. After designing the hybrid precoder using Algorithm 1
or Algorithm 4, the phases of the RF precoder are quantized
into Q bits such that /Fgr (i,j) € O,;—g,...f’%gfl}
VFgr (i,7) # 0. We observe that 6 quantization bits are
sufficient for the RF precoder structures F2, S1, and S2 with
secrecy rate/throughput loss less than 0.2 bits/s/Hz. On the
other hand, the RF precoder structure F1 requires at least 10
quantization bits to outperform the structure F2. The reason is
that the structure F1 uses approximately twice the number of
phase shifters of the structure F2. As a result, the quantization
error of the structure F1 is larger than that of the remaining
structures.

VI. CONCLUSION

In this paper, we have designed the hybrid analog-digital
precoder for physical layer security. With full channel knowl-
edge at the transmitter, we provided sufficient conditions
for the hybrid precoder to realize the performance of the
fully digital precoding. If the sufficient conditions are not
satisfied, we design the hybrid precoder to maximize the
secrecy rate. By maximizing the average projection between
the fully digital precoder and the hybrid precoder, we proposed
a low-complexity closed-form hybrid precoder design. The
conventional P-MRT scheme is extended to realize the hybrid
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precoder. Two P-MRT schemes were presented. TD-P-MRT
nulls the channels to Eves at time domain, and FD-P-MRT
nulls the channels to Eves at frequency domain. Moreover, we
proposed an iterative hybrid precoder design, based on gradi-
ent ascent, which converges in a small number of iterations
and achieves secrecy rate close to that achieved by the fully
digital precoding.

With partial channel knowledge, we derived a secrecy
outage probability upper bound. The secrecy throughput max-
imization problem is converted into a sequence of secrecy
outage probability minimization problems. Then, the hybrid
precoder is designed to minimize the secrecy outage probabil-
ity by an iterative hybrid precoder design, based on gradient
descent, which converges in a small number of iterations and
achieves secrecy throughput close to that achieved by the fully
digital precoding. With finite resolution phase shifters, we
showed that 6 quantization bits are sufficient for the structures
F2, S1, and S2. On the contrary, 10 quantization bits are
needed for the structure F1 to outperform the structure F2.

APPENDIX A (PROOF OF PROPOSITION 1)

As shown in (13), the optimal fully digital pre-
coder f,,:, is the principal generalized eigenvector cor-
responding to the maximum eigenvalue of the pencil
(INT + fyHnHHn, In, + ’7h5{1hn,1)- Among the Nt gener-
alized eigenvalues, (Nt — K) of them are equal to 1 and
obtained using any vector that is orthogonal to the space

spanned by [h/l, H]. The other K generalized eigenvec-
tors corresponding to the other K eigenvalues (including the
maximum eigenvalue) lie completely in the space spanned by

[hn L HI]. Therefo:;,l,Hwe can write £, 5 j; .

e = e Y 7
where 4, ‘h" ln,Lsn,dx[(INTmﬁ H,L)” (INT+'yhn'1hn,1)”7
I, = HZ (Han)len € ((;NZ]XNT denotes the or-

thogonal projection onto the space spanned by H,,, and
IT} = Iy, — II,, denotes the projection onto its orthogonal
complement. Equation (67) can be rewritten as

fopt,n = HTDWnpna (68)
where Hpp € CVNT*KL is the time domain channel matrix to
the K receivers given by

FH H H
Hrp = [th,l,l"' hTLll"‘ thK7 h'rLK, ’
(69)
W, = blkdiag (Wi, wl, ... wl ) e CKI*K and

Pn = [,un,z/nhn’lHn (Han)fl] (CKXI, where p, =

V1-B2 N B 1—

[y B L g The perfor
mance of fully digital precoding can be reahzed by setting
FRF (:, 1: KL) HTD and fBB,n (1 : KL) = Wnpn if

Ngrr > K L. Thus, to realize the performance of fully digital
precoding, it is sufficient for the hybrid precoding utilizing the
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fully-connected structure F1 that Ngp > K L. This completes
the proof of the first statement.

For the fully-connected structure F2, we have to satisfy
the modulus constraint. In [57], it was shown that any vector
x € CV*! can be expressed as x = 5(5( where X € CVx2
is with unit modulus entries and X € R?*!. Following this
decomposition, Htp can be expressed as Hrp = QrrRapp,
where Qg € CV7*2KL has unit modulus entries obtained as

Qgrr ([,2m — 1) = exp (j (AHTD (l,m) — cos™! (q+))) ,

(70)

Qgr (1,2m) = exp (j (ZHTD (I,m) + cos™? (q_))) , (71)

vi. e {1,2,...Np} and VYm € {1,2,...KL}

_ [Hro (1,m)|* +bmax, m bmin,m
where gy = H U Pl by 1 T

|Hrp (1,m) > —bmax,m bmin,m
: : = max |H l,m
[Hrp (1,m) 2 (bmax,m —bmin,m i [Hrp (I, m)],

bminm = mlin|HTD (I,m)|, and Rgg € R2KLXKL jg
obtained as Rpp (2m —1,m) = (bmaxsm + Ominm)/2s
Rgg (2m,m) = (bmax,m — bminm)/2 Vm € {1,2,... KL}.
Therefore, we can set Frp(:;,1:2KL) = ﬁQRF and
fBB,n (1 : QKL) = mRBBWnp7z if NRF Z 2K L. As
a result, it is sufficient that Ngp > 2K L for the hybrid
precoding utilizing the fully-connected structure F2 to realize
the performance of fully digital precoding. By assuming that
all the channels follow the mmWave channel model in (2),
equation (68) can be written as fopt, = ATDrW,p,,
where At = [Ar1,ATs,...,Ar ] € CNTXKL and
Dy = blkdiag (D!, DY, ..., D) € CKEXKL Since Ap
is with unit modulus entries, the sufficient condition for the
hybrid precoding utilizing the fully-connected structure F2
reduces to Ngr > KL by setting Frp (:,1: KL) = ﬁAT
and fpp, (1: KL) = +/NtDtW,p,. This completes
the proof of the second statement. The obtained sufficient
conditions vanish if Np < KL since Nrr < Nr.

)’ bmax,m

APPENDIX B (PROOF OF PROPOSITION 2)

In Proposition 1, it was shown that if Np < KL, there is
no sufficient condition depending only on the number of RF
chains to realize the performance of fully digital precoding
since Npr < Nv. Therefore, we consider the case that KL <
Ngrr < Nr. To realize the performance of the fully digital
precoding, fgp ,, has to be expressed as fgp,,, = BeggW,Pn,
where Bpg € CVreXKL jg a mapping matrix. We have to
design Frr and Bpp such that Hrp = FrrBpp. Let Ny =
Nt — 1 > KL which means that each RF chain is connected
to one antenna except only one RF chain that is connected to
two antennas. Without loss of generality, let the first RF chain
be the only RF chain that is connected to two antennas, we
should have

Hrp (1,1) = frr1 (1) Bep (1,1), (72)

Hrp (2,1) = frr1 (2) Bes (1,1), (73)
where | € {1,2,...,KL}. To satisfy (72) and (73), it
is necessary that Hrp (2,:) = c¢Hrp (1,:) where ¢ is a
constant, which is not guaranteed and depends on the channel
realizations. As a result, the hybrid precoding utilizing the
subarray structure S1 cannot generally realize the fully digital
precoding for any Npr < Nt — 1. Since Faz C Fak, We

arrive at the same conclusion for the subarray structure S2.
This completes the proof of Proposition 2.

APPENDIX C (APPROXIMATING THE FULLY DIGITAL
PRECODING)

For the average Euclidean distance criterion, the hybrid
precoder is designed to approximate the fully digital precoding
as [21], [36], [37]

N¢ F f 2
. RF1BB,n
arg min E foptn — 7 ’ . (74)
Frr {fBB,n} ,—1 ’ [Frrfes,.|l

It is straightforward to show that for any Frr, fgg . is the
least squares solution which can be expressed (after appropri-
ate normalization) as

(FgFFRF) B FﬁlFfopt,n

fBB,n = — 1 ) (75)
H (FgFFRF) : FI}{IFfopt-ﬁ
which is exactly the same as (127), and the corre-
. N Frrfss.n N
spondlng anl ‘ fopt,n - Hpgifiin” H = 2NC - 227121

£l Frr (FgFFRF)fl Fi L fope,n- Thus, (74) can be writ-
ten as a function of Fgrr only as
C
1

arg max
Frr

N
-1
\/)\max {(ngFRF) ngfopt,nfgthRF )
) (76)
which is similar to the first equality of (18) except for the
square root. For (18), we have a closed- form solution of

Frr = EiNgre {Zgil f(fét’nfoptm}, while there is no a
closed-form solution for (76).

REFERENCES

[1] T. Rappaport, S. Sun, R. Mayzus, H. Zhao, Y. Azar, K. Wang, G. Wong,
J. Schulz, M. Samimi, and F. Gutierrez, “Millimeter wave mobile
communications for 5G cellular: It will work!” IEEE Access, vol. 1,
pp. 335-349, May 2013.

[2] O. Ayach, R. Heath, S. Abu-Surra, S. Rajagopal, and Z. Pi, “Low
complexity precoding for large millimeter wave MIMO systems,” in
Proc. IEEE ICC 2012, Jun. 2012, pp. 3724-3729.

[3] N. Yang, L. Wang, G. Geraci, M. Elkashlan, J. Yuan, and M. D. Renzo,
“Safeguarding 5G wireless communication networks using physical
layer security,” IEEE Commun. Mag., vol. 53, no. 4, pp. 20-27, Apr.
2015.

[4] S. Shafiee and S. Ulukus, “Achievable rates in Gaussian MISO channels
with secrecy constraints,” in Proc. IEEE ISIT 2007, Jun. 2007, pp. 2466—
2470.

[51 A. Khisti and G. W. Wornell, “Secure transmission with multiple
antennas I: The MISOME wiretap channel,” IEEE Trans. Inf. Theory,
vol. 56, no. 7, pp. 3088-3104, Jul. 2010.

[6] Q. Li and W. K. Ma, “Optimal and robust transmit designs for MISO
channel secrecy by semidefinite programming,” IEEE Trans. Signal
Process., vol. 59, no. 8, pp. 3799-3812, Aug. 2011.

[71 R. Negi and S. Goel, “Secret communication using artificial noise,” in
Proc. IEEE VTC 2005, vol. 3, Sep. 2005, pp. 1906-1910.

[8] S. Gerbracht, C. Scheunert, and E. A. Jorswieck, “Secrecy outage
in MISO systems with partial channel information,” IEEE Trans. Inf.
Forensics Security, vol. 7, no. 2, pp. 704-716, Apr. 2012.

[9]1 Q. Li and W. K. Ma, “Spatially selective artificial-noise aided transmit
optimization for MISO multi-eves secrecy rate maximization,” IEEE
Trans. Signal Process., vol. 61, no. 10, pp. 2704-2717, May 2013.

[10] M. Daly and J. Bernhard, “Directional modulation technique for phased
arrays,” IEEE Trans. Antennas Propag., vol. 57, no. 9, pp. 2633-2640,
Sep. 2009.

[11] M. Daly, E. Daly, and J. Bernhard, “Demonstration of directional
modulation using a phased array,” IEEE Trans. Antennas Propag.,
vol. 58, no. 5, pp. 1545-1550, May 2010.

0090-6778 (c) 2017 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TCOMM.2017.2734666, IEEE

(12]

[13]

[14]

[15]

[16]

(17]

(18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

[32]

[33]

0090-6778 (c) 2017 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

Transactions on Communications

N. Valliappan, A. Lozano, and R. W. Heath, “Antenna subset modula-
tion for secure millimeter-wave wireless communication,” IEEE Trans.
Commun., vol. 61, no. 8, pp. 3231-3245, Aug. 2013.

L. Wang, M. Elkashlan, T. Q. Duong, and R. W. Heath, “Secure
communication in cellular networks: The benefits of millimeter wave
mobile broadband,” in Proc. IEEE SPAWC 2014, Jun. 2014, pp. 115-
119.

Y. Zhu, L. Wang, K. K. Wong, and R. W. Heath, “Secure communi-
cations in millimeter wave Ad Hoc networks,” IEEE Trans. Wireless
Commun., vol. 16, no. 5, pp. 3205-3217, May 2017.

Y. R. Ramadan, A. S. Ibrahim, and M. M. Khairy, “RF beamforming
for secrecy millimeter wave MISO-OFDM systems,” in Proc. IEEE ICC
2016, May 2016, pp. 1-6.

Y. Ju, H. M. Wang, T. X. Zheng, and Q. Yin, “Secure transmissions in
millimeter wave systems,” IEEE Trans. Commun., vol. 65, no. 5, pp.
2114-2127, May 2017.

J. Zhu, W. Xu, and N. Wang, “Secure massive MIMO systems with
limited RF chains,” IEEE Trans. Veh. Technol., vol. 66, no. 6, pp. 5455—
5460, Jun. 2017.

S. Gong, C. Xing, Z. Fei, and S. Ma, “Millimeter-wave secrecy
beamforming designs for two-way amplify-and-forward mimo relaying
networks,” IEEE Trans. Veh. Technol., vol. 66, no. 3, pp. 2059-2071,
Mar. 2017.

J. Nsenga, A. Bourdoux, and F. Horlin, “Mixed analog/digital beamform-
ing for 60 GHz MIMO frequency selective channels,” in Proc. IEEE ICC
2010, May 2010, pp. 1-6.

A. Alkhateeb and R. W. Heath, “Frequency selective hybrid precoding
for limited feedback millimeter wave systems,” IEEE Trans. Commun.,
vol. 64, no. 5, pp. 1801-1818, May 2016.

X. Yu, J. C. Shen, J. Zhang, and K. B. Letaief, “Alternating minimization
algorithms for hybrid precoding in millimeter wave MIMO systems,”
IEEE J. Sel. Topics Signal Process., vol. 10, no. 3, pp. 485-500, Apr.
2016.

S.-K. Yong, P. Xia, and A. Valdes-Garcia, 60 GHz technology for Gbps
WLAN and WPAN: From theory to practice. Wiley, 2010.

H. Xu, V. Kukshya, and T. S. Rappaport, “Spatial and temporal char-
acteristics of 60-GHz indoor channels,” IEEE J. Sel. Areas Commun.,
vol. 20, no. 3, pp. 620-630, Apr. 2002.

T. Bai and R. W. Heath, “Coverage and rate analysis for millimeter-wave
cellular networks,” IEEE Trans. Wireless Commun., vol. 14, no. 2, pp.
1100-1114, Feb. 2015.

A. Thornburg, T. Bai, and R. W. Heath, “Performance analysis of
outdoor mmwave Ad Hoc networks,” IEEE Trans. Signal Process.,
vol. 64, no. 15, pp. 4065-4079, Aug. 2016.

C. Wang and H. M. Wang, “Physical layer security in millimeter wave
cellular networks,” IEEE Trans. Wireless Commun., vol. 15, no. 8, pp.
5569-5585, Aug. 2016.

J. G. Andrews, T. Bai, M. N. Kulkarni, A. Alkhateeb, A. K. Gupta,
and R. W. Heath, “Modeling and analyzing millimeter wave cellular
systems,” IEEE Trans. Commun., vol. 65, no. 1, pp. 403—430, Jan. 2017.
A. Alkhateeb, Y. H. Nam, M. S. Rahman, J. Zhang, and R. W. Heath,
“Initial beam association in millimeter wave cellular systems: Analysis
and design insights,” IEEE Trans. Wireless Commun., vol. 16, no. 5, pp.
2807-2821, May. 2017.

M. D. Yacoub, G. Fraidenraich, and J. C. S. S. Filho, “Nakagami-m
phase-envelope joint distribution,” IET Electron. Lett., vol. 41, no. 5,
pp- 259-261, Mar. 2005.

T. E. Bogale, L. B. Le, A. Haghighat, and L. Vandendorpe, “On the
number of RF chains and phase shifters, and scheduling design with
hybrid analog-digital beamforming,” IEEE Trans. Wireless Commun.,
vol. 15, no. 5, pp. 3311-3326, May 2016.

M. Baldi, F. Chiaraluce, N. Laurenti, S. Tomasin, and F. Renna, “Secrecy
transmission on parallel channels: Theoretical limits and performance of
practical codes,” IEEE Trans. Inf. Forensics Security, vol. 9, no. 11, pp.
1765-1779, Nov. 2014.

S. Yan, G. Geraci, N. Yang, R. Malaney, and J. Yuan, “On the target
secrecy rate for SISOME wiretap channels,” in Proc. IEEE ICC 2014,
Jun. 2014, pp. 987-992.

W. Wang, K. C. Teh, and K. H. Li, “Secrecy throughput maximiza-
tion for MISO multi-eavesdropper wiretap channels,” IEEE Trans. Inf.
Forensics Security, vol. 12, no. 3, pp. 505-515, Mar. 2017.

[34]

[35]

[38]
(391

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

(53]

[54]

[55]
[56]

(571

IEEE TRANSACTIONS ON COMMUNICATIONS

X. Zhou, L. Song, and Y. Zhang, Physical Layer Security in Wireless
Communications. CRC Press, 2013.

E. A. Jorswieck and A. Wolf, “Resource allocation for the wire-tap
multi-carrier broadcast channel,” in Proc. Int. Conf. Telecommun. 2008,

Jun. 2008, pp. 1-6.
Z. Xu, S. Han, Z. Pan, and C. L. I, “Alternating beamforming methods

for hybrid analog and digital MIMO transmission,” in Proc. [EEE ICC
2015, Jun. 2015, pp. 1595-1600.

W. Ni, X. Dong, and W. S. Lu, “Near-optimal hybrid processing for
massive mimo systems via matrix decomposition,” IEEE Trans. Signal
Process., vol. 65, no. 15, pp. 3922-3933, Aug. 2017.

K. Petersen and M. Pedersen, The Matrix Cookbook, September 2007.
S. Boyd and L. Vandenberghe, Convex Optimization. Cambridge, UK:
Cambridge University Press, 2004.

J. Lee, G. T. Gil, and Y. H. Lee, “Exploiting spatial sparsity for
estimating channels of hybrid MIMO systems in millimeter wave
communications,” in Proc. IEEE GLOBECOM 2014, Dec. 2014, pp.
3326-3331.

A. Alkhateeb, O. E. Ayach, G. Leus, and R. W. Heath, “Channel
estimation and hybrid precoding for millimeter wave cellular systems,”
IEEE J. Sel. Topics Signal Process., vol. 8, no. 5, pp. 831-846, Oct.
2014.

K. Venugopal, A. Alkhateeb, N. G. Prelcic, and R. W. Heath,
“Channel estimation for hybrid architecture based wideband mil-
limeter wave systems,” [EEE J. Sel. Areas Commun., 2017,
doi:10.1109/JSAC.2017.2720856.

J. Wang, P. Ding, M. Zoltowski, and D. Love, “Space-time coding and
beamforming with partial channel state information,” in Proc. IEEE
GLOBECOM 2005, vol. 5, Dec. 2005, pp. 3149-3153.

A. Alkhateeb, O. El Ayach, G. Leus, and R. Heath, “Hybrid precoding
for millimeter wave cellular systems with partial channel knowledge,”
in Proc. ITA 2013, 2013, Feb. 2013, pp. 1-5.

Y. R. Ramadan, A. S. Ibrahim, and M. M. Khairy, “Minimum outage
RF beamforming for millimeter wave MISO-OFDM systems,” in Proc.
IEEE WCNC 2015, Mar. 2015, pp. 557-561.

M. F. Tang, S. Y. Wang, and B. Su, “Beamforming designs for multiuser
transmissions in FDD massive MIMO systems using partial CSIT,” in
Proc. IEEE SAM 2016), Jul. 2016, pp. 1-5.

J. W. Wallace and M. A. Jensen, “Time-varying MIMO channels:
Measurement, analysis, and modeling,” IEEE Trans. Antennas Propag.,
vol. 54, no. 11, pp. 3265-3273, Nov. 2006.

S. Dutta, M. Mezzavilla, R. Ford, M. Zhang, S. Rangan, and M. Zorzi,
“Frame structure design and analysis for millimeter wave cellular
systems,” IEEE Trans. Wireless Commun., vol. 16, no. 3, pp. 1508—
1522, Mar. 2017.

C. Hoymann, D. Astely, M. Stattin, G. Wikstrom, J. F. Cheng,
A. Hoglund, M. Frenne, R. Blasco, J. Huschke, and F. Gunnarsson,
“LTE release 14 outlook,” IEEE Commun. Mag., vol. 54, no. 6, pp.
44-49, Jun. 2016.

Z. Li, S. Han, and A. F. Molisch, “Optimizing channel-statistics-based
analog beamforming for millimeter-wave multi-user massive mimo
downlink,” IEEE Trans. Wireless Commun., vol. 16, no. 7, pp. 4288—
4303, Jul. 2017.

J. Barros and M. Rodrigues, “Secrecy capacity of wireless channels,” in
Proc. IEEE ISIT 2006, Jul. 2006, pp. 356-360.

M. S. Alouini, A. Abdi, and M. Kaveh, “Sum of gamma variates and
performance of wireless communication systems over Nakagami-fading
channels,” IEEE Trans. Veh. Technol., vol. 50, no. 6, pp. 1471-1480,
Nov. 2001.

A. M. Mathai, “Storage capacity of a dam with gamma type inputs,”
Annals of the Institute of Statistical Mathematics, vol. 34, no. 1, pp.
591-597, 1982.

S. Park, A. Alkhateeb, and R. W. Heath, “Dynamic subarrays for hybrid
precoding in wideband mmwave mimo systems,” IEEE Trans. Wireless
Commun., vol. 16, no. 5, pp. 2907-2920, May 2017.

H. Stark and J. Woods, Probability, statistics, and random processes for
engineers. Prentice Hall, 2012.

D. Tse and P. Viswanath, Fundamentals of wireless communication.
Cambridge university press, 2005.

X. Zhang, A. F. Molisch, and S.-Y. Kung, “Variable-phase-shift-based
RF-baseband codesign for MIMO antenna selection,” IEEE Trans. Signal
Process., vol. 53, no. 11, pp. 4091-4103, Nov. 2005.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TCOMM.2017.2734666, IEEE

Transactions on Communications

RAMADAN et al.: HYBRID PRECODING DESIGN FOR SECRECY MMWAVE MISO-OFDM SYSTEMS 17

Yahia R. Ramadan (S’14) received the B.S.
(with highest honors) and M.S. degrees in
Electronics and Communications Engineering
from Cairo University, Cairo, Egypt, in
2011 and 2015, respectively. He is currently
pursuing his Ph.D. degree in Electrical
Engineering at the University of Texas at
Dallas, Richarson, TX, USA. His research
interests are in the areas of millimeter-wave communications,
device-to-device communications, massive MIMO, physical layer
security, cognitive radio networks, and spectrum access and sharing.

Hlaing Minn (S’99-M’01-SM’07-F’16) re-

ceived B.E. degree in Electrical Engineer-

ing (Electronics) from the Yangon Insti-

A tute of Technology, Yangon, Myanmar, in

1995; M.Eng. degree in Telecommunica-

tions from the Asian Institute of Technology,

Pathumthani, Thailand, in 1997; and Ph.D. de-

\ ‘ gree in Electrical Engineering from the Univer-

sity of Victoria, Victoria, BC, Canada, in 2001.

During January—August 2002, he was a Postdoctoral Fellow with the

University of Victoria. He has been with the University of Texas

at Dallas since 2002 and is currently a Full Professor. His research

interests include wireless communications, signal processing, signal

design, dynamic spectrum access and sharing, and next-generation
wireless technologies.

Dr. Minn serves as an Editor-at-Large since 2016 and served as an

Editor from 2005 to 2016 for the IEEE Transactions on Communi-

cations. He served as a Technical Program Co-Chair for the Wireless

Communications Symposium of the IEEE GLOBECOM 2014 and

the Wireless Access Track of the IEEE VTC, Fall 2009, as well as a

Technical Program Committee Member for several IEEE conferences.

Ahmed S. Ibrahim (M’09) is currently an
Assistant Professor at the Electrical and Com-
puter Engineering Department at Florida Inter-
national University, Miami, FL, USA. He re-
ceived the B.S. (with highest honors) and M.S.
degrees in electronics and electrical commu-
nications engineering from Cairo University,
Cairo, Egypt, in 2002 and 2004, respectively.
He received the Ph.D. degree in electrical engineering from the
University of Maryland, College Park, MD, USA, in 2009. In the
past, Dr. Ibrahim was an Assistant Professor at Cairo University,
Wireless Research Scientist at Intel Corporation, and Senior Engineer
at Interdigital Communications Inc.

Dr. Ibrahim’s research interests span various topics of next generation
mobile networks and Internet of Things such as heterogeneous
networks, vehicular networks, cooperative communications, Wi-Fi
offloading, millimeter wave communications, and visible light com-
munications. Dr. Ibrahim currently serves as an associate editor for
the Elsevier Digital Communications and Networks (DCN) Journal.
He served as a Technical Program Committee Member for several
IEEE conferences.

0090-6778 (c) 2017 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



