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Abstract—Wireless communication systems are susceptible to
both unintentional interference and intentional jamming attacks.
For mesh and ad-hoc networks, interference affects the network
topology and can cause the network to partition, which may
completely disrupt the applications or missions that depend on
the network. Defensive techniques can be applied to try to prevent
such disruptions to the network topology. Most previous research
in this area is on improving network resilience by adapting the
network topology when a jamming attack occurs. In this paper,
we consider making a network more robust to jamming attacks
before any such attack has happened. We consider a network
in which the positions of most of the radios in the network are
not under the control of the network operator, but the network
operator can position a few “helper nodes” to add robustness
against jamming. For instance, most of the nodes are radios on
vehicles participating in a mission, and the helper nodes are
mounted on mobile robots or UAVs. We develop techniques to
determine where to position the helper nodes to maximize the
robustness of the network to certain jamming attacks aimed
at disrupting the network topology. Using our recent results
for quickly determining how to attack a network, we use the
harmony search algorithm to find helper node placements that
maximize the number of jammers needed to disrupt the network.

I. INTRODUCTION

Wireless networks are susceptible to both unintentional

interference and intentional jamming attacks. Unintentional

interference often comes from other networks using the same

band and is usually mitigated through error-correction coding

and medium-access control (MAC) protocols. Jamming (or

intentional interference) [1]–[3] offers additional challenges

because it is purposefully designed to disrupt communication

and can be targeted at different layers of the protocol stack.

The vulnerability of wireless networks to jamming attacks

motivates the need to develop countermeasures. Such coun-

termeasures can be classified as providing either resilience or

robustness [4]. Resilience is a reactive countermeasure, which

characterizes a system’s ability change its methods of oper-

ation to survive from an attack and to recover from external

interference or disturbance. For instance, if a network detects

a jamming attack, it can map the affected network region [5],

adapt the topology to avoid those regions [6], [7], and recover

network performance after the attack is finished [3].

In contrast to resilience, robustness is a proactive counter-

measure. In the context of jamming attacks, a robust wireless

network should be able to continue functioning under a jam-

ming attack and not require any major system reconfiguration

to adapt to the attack. For instance, one measure of robustness
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of a wireless network may be the number of jammers required

for the network to be partitioned to some specified degree.

Robustness can be achieved by adding redundancy into the

network when designing the topology [8] or by reshaping

the network into a new topology with more redundant routes

without the knowledge of a specific jamming attack [9].

In this paper, we propose techniques to improve the robust-

ness of wireless networks to jamming attacks that are targeted

at partitioning the network. We previously investigated jammer

placement strategies to partition a wireless network in [10]–

[12]. Here we consider how to make the network more robust

by placing additional network “helper” nodes that create

backup network links and hence increase the difficulty for

the adversaries to partition the network by placing jammers.

Our measure of robustness to jamming attacks is the number

of jammers required to partition the network into a specified

number of disconnected subnetworks. A meta-heuristic search

algorithm called harmony search is used to search the space

of possible helper node locations, where potential helper node

placements are drawn from a probabilistic model that helps the

network form additional useful routes around jammed areas.

This paper is organized as follows. The network model,

jamming model, and our proposed defensive strategy are

described in Section II. The algorithms used for optimizing

helper node placement and evaluating our defensive strategy

are formulated in Section III. The performance of our approach

is assessed via simulation in Section IV, and the paper is

concluded in Section V.

II. SYSTEM MODEL AND PROBLEM FORMULATION

Initial network: The network model we consider is the

same as in [11]. Radios are distributed in a two-dimensional

plane. The radios are homogeneous, with equal transmit

power, omnidirectional antennas, and equal noise figure. The

channel is modeled using the exponential path-loss model.

We consider the protocol model for reception, where two

radios can directly communicate if the signal-to-noise ratio for

communication between the radios is greater than a threshold,

which corresponds to radios being within some Euclidean

distance, Rc. The induced network topology is modeled as

a simple graph G(V, E) with the radios as the vertices V and

the communication link as the edges E ⊂ V ×V . Each vertex

Vi is associated the geographic location, loc(Vi) ∈ R
2, of the

corresponding radio.

Jammers: We consider the jamming model from [11], in

which each jammer is located near one of the nodes in the



network and blocks all communication to that node, as well

as to all of that communication node’s neighbors.

Helper Nodes: The network is to be augmented by a group

of arbitrarily positionable radios that we call helper nodes. We

assume that the helper nodes’ radios have similar properties

as the original network nodes. However, the communication

radius for the helper nodes may be the same or larger than the

other communication nodes. For instance, the helper nodes

may be on UAVs, which results in better channel conditions,

or may have higher transmission powers and better receivers.

A. Attack Objective

Jamming nodes are placed to partition the network. Let K
be the minimum number of clusters and bi be a bound on the

number of nodes in cluster i. The problem of partitioning the

network can then be viewed at a high level as finding a graph

clustering scheme, which aims to find a partition

Γ =

{

V1,V2, . . . ,VK ⊂ V

∣

∣

∣

∣

|Vi| ≤ bi, Vi ∩ Vj = ∅, i 6= j

}

,

To simplify exposition, in what follows we bound all the

residual clusters by the same value bK = N/K.

For non-trivial networks, searching for a minimum-

cardinality edge separator or vertex separator that partitions

G into K disconnected subsets requires a high computational

complexity [13], [14]. Even searching for an approximate

solution can be hard in certain cases [15]. In cases where

finding the optimal network partition is not feasible, there

are several viable suboptimal approaches. In our previous

research [12], we developed a technique based on the com-

bination of multilevel graph partitioning and a binary linear

program, and the combination requires a tenth or even a

hundredth of a second to find effective jammer placements

in networks of up to 500 nodes.

B. Helper Node Placement Problem

The objective of this paper is to determine how to make the

network robust to the type of jamming attacks described in

Section II-A. We need a robustness metric that represents the

difficulty for adversaries to perform jamming attacks aimed

at disrupting the network topology. The metric should be

comparable between different network topologies and sizes,

and it should also be easily computed. Metrics like vertex

connectivity, Fiedler value, and Cheeger constant [16], [17]

have been widely used when analyzing network connectivity

and robustness. All of them are able to indicate how “well-

knit” the network is but also possess their own drawbacks. Ver-

tex connectivity only measures the local property around each

vertex of the network and Fiedler value can only indirectly

estimate the global connectivity of the network. The Cheeger

constant also represents the global connectivity of the network.

Networks with small Cheeger constants have a “bottleneck”,

which consists of a small number of edges connecting two

large connected components. However, calculation of this

number is a NP-Hard problem and the “bottleneck” only

considers a single edge cut. Hence this metric has limited

utility for the types of jamming attacks we consider. The

robustness measurement we adopt in this paper is:

η(G(V, E)) = |OJS(G(V, E))| ,

where |OJS(G)| is the cardinality of the Optimal Jamming Set,

which is a number of jammers that can partition the network

to achieve the objective in Section II-A. The details of the OJS

are deferred until Section III-A.

We consider the following optimization problem for helper

node placement. Let G(V, E) be the network that is to be

made more robust, and let P = {P1, P2, . . . , PNh
| loc(Pi) ∈

R
2, i = 1, 2, . . . , Nh} be additional vertices that represent the

Nh helpers. Each Pi has a location in R
2. Let H(V ′, E ′,G,P)

be the reinforced network induced by placing helper nodes at

the locations of the Pi ∈ P . Then H is specified by vertices

V ′ and edges E ′, which can be determined from:

V ′ = V ∪ P

E ′ = {(u, v) ∈ V ′ × V ′ | dist(u, v) ≤ Rc}.

Then the helper node placement problem is

P̂ = arg max
P∈(R2)Nh

η(H(V ′, E ′,G,P))). (1)

An example showing the result of placing helper nodes

into a wireless network is shown in Fig. 1. The original

network, shown in Fig. 1(a), is a 100-node network created

as a random geometric graph [18]. This network requires 4

jammers to partition into 4 disconnected subnetworks with

fewer than 25 radios in each. After adding 10 helper nodes

with communication radius equal to the communication nodes

in the original network, the more robust network is shown

in Fig. 1(b), and requires 7 jammers to achieve the same

level of partitioning. If the 10 helper nodes have twice the

communication radius as the original communication nodes,

then 10 jammers are required to partition the network to the

same amount, as shown in Fig. 1(c).

III. HELPER NODE PLACEMENT ALGORITHMS

A. Evaluation of Network Robustness

We use η(G(E ,V)) as a measure of network robustness

to a jamming attack aimed at partitioning the network. The

evaluation of η(G(E ,V)) can be divided into two phases:

1) finding a good edge separator ES of network G via a

computationally efficient method called multilevel balanced

graph cut, and 2) finding a jammer placement solution of

minimum cardinality that blocks communication along all

edges in ES .

The multilevel balanced cut [19] aims to find a minimum

edge separator ES that partitions the given graph into k
disconnected subgraphs with equal numbers of vertices. If the

number of vertices in the original graph is not divisible by k,

then the number of vertices in each subgraph may differ by










