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Abstract—The K-receiver degraded broadcast channel with
secrecy outside a bounded range is studied, in which a transmitter
sends K messages to K receivers, and the channel quality
gradually degrades from receiver K to receiver 1. Each receiver k
is required to decode message Wy, ..., Wy, for 1 < k < K, and to
be kept ignorant of Wy 5,..., Wk, for k =1,..., K —2. Thus,
each message Wy, is kept secure from receivers with at least two-
level worse channel quality, i.e., receivers 1, . . ., k—2. The secrecy
capacity region is fully characterized. The achievable scheme
designates one superposition layer to each message with binning
employed for each layer. Joint embedded coding and binning
are employed to protect all upper-layer messages from lower-
layer receivers. Furthermore, the scheme allows adjacent layers
to share rates so that part of the rate of each message can be
shared with its immediate upper-layer message to enlarge the rate
region. More importantly, an induction approach is developed to
perform Fourier-Motzkin elimination of 2K variables from the
order of K2 bounds to obtain a close-form achievable rate region.
An outer bound is developed that matches the achievable rate
region, whose proof involves recursive construction of the rate
bounds and exploits the intuition gained from the achievable
scheme.
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I. INTRODUCTION

HE broadcast channel models an important type of

scenarios in which the transmitter’s signal can simulta-
neously reach multiple receivers, and it has been widely used
in wireless communications. Within the communication range
of the transmitter, some receivers are intended while some are
non-intended or even eavesdroppers from which the messages
should be kept secure. Due to this broadcast nature of wireless
communications, security has arisen as an important issue.
Various broadcast channel models with different transmission
reliability constraints (i.e., legitimate receivers should decode
messages destined for them) and different secrecy constraints
(i.e., eavesdroppers should be kept ignorant of messages) have
been intensively studied (see recent surveys [4]-[9]).

The basic broadcast channel with a secrecy constraint was
the wiretap channel initiated by Wyner [10], in which a
transmitter has a message intended for a legitimate receiver
and wishes to keep this message secure from an eavesdropper.
Csiszdr and Korner further generalized this model to the
case with one more common message intended for both the
legitimate receiver and the eavesdropper in [11].

These broadcast models were further generalized to the
multi-receiver case in [12] and [13], in which a transmitter
has a number of messages intended for a set of receivers,
and all messages need to be secure from an eavesdropper.
Another type of extension is the broadcast channel with
layered decoding and layered secrecy [13]-[15], in which the
transmitter has a number of messages intended for a set of
receivers, and as the channel quality of a receiver gets one level
better, one more message is required to be decoded, and this
message is required to be secure from all receivers with worse
channel quality. More specifically, a K-receiver broadcast
channel is considered in [15] (K = 3 in [13] and [14]),
in which a transmitter sends K messages to K receivers.
The channel quality gradually degrades from receiver K to
receiver 1. Receiver k is required to decode the first kK messages
Wi,....,W, for 1 < k < K, and to be kept ignorant of
messages Wii1,..., Wg for 1l <k <K — 1.

We note that for the model considered in [13]-[15], the addi-
tional message decoded by a better receiver needs to be
kept secure from the receiver with only one level worse
channel quality. Here, any message Wj should be decoded
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by receiver k, and be kept secure from receiver k — 1. Such
a model is well defined when receivers k and k — 1 have
nonzero difference in channel quality so that nonzero secrecy
rate can be achieved for W;. However, such a model is not
useful if the difference in channel quality between the adjacent
receivers becomes asymptotically small (i.e., close to zero),
because essentially no secrecy rate can be achieved under the
secrecy requirement of the model. For example, consider a
fading broadcast channel, in which the channel to each receiver
is determined by a channel gain coefficient with amplitude #,
where & is continuous (the larger /4, the better the channel).
Here, the channel gains between two adjacent receivers can be
arbitrarily close, and hence zero secrecy rate can be achieved
for a message required to be decoded by one receiver and
secured from the other receiver.

In this paper, we are interested in a model in which any
message decoded at a certain receiver is not required to be
kept secure from the one-level-worse receiver, but kept secure
from the m-level-worse (m > 1) receiver. Such a model is
valid as long as the “m levels” create nonzero differences in
channel quality between receivers. In the fading channel, such
a model captures scenarios in which messages intended for
receivers with 7 > hg be kept secure from receivers with
h < hg— A, i.e., the messages are not necessarily kept secure
from receivers with channel quality between hg — A and ho.
Here, A > 0 guarantees nonzero difference between receivers
required to decode the messages and receivers required to be
ignorant of the messages, so that nonzero secrecy rate can be
achieved. We refer to such a secrecy requirement as secrecy
outside a bounded range.

We note that although this paper focuses on the case with
A corresponding to two levels of channel quality (as we
describe below in more detail), the technical treatment here
already contains all the necessary ingredients to design
capacity-achieving secrecy schemes for the general case with
secrecy outside arbitrary m levels of channel quality. We dis-
cuss this generalization in Section V. We also note that we
recently applied/generalized this study to the fading channel
in [16].

More formally, we consider the K -receiver degraded broad-
cast channel with secrecy outside a bounded range (see Fig. 1),
in which a transmitter sends K messages to K receivers. The
channel satisfies the degradedness condition, i.e., the channel
quality gradually degrades from receiver K to receiver .
Furthermore, receiver k is required to decode the first k
messages, Wi, ..., Wi, for 1 <k < K, and to be kept secure
of Wito,...,Wg for k = 1,..., K — 2. Each message Wj
is required to be secure from the receiver k — 2, which has
two level worse channel quality, for 3 < & < K. In this way,
the secrecy is required outside a range of two-level channel
quality.

The main result of this paper lies in the complete charac-
terization of the secrecy capacity region for the K-receiver
degraded broadcast channel with secrecy outside a bounded
range. To understand the challenges of the problem and the
novelty of the paper, we first describe special cases, namely
three-receiver and four-receiver models, studied by the authors
in earlier conference versions of this study [1], [2]. For the
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The K-receiver broadcast channel with secrecy outside a bounded

three-receiver model, we show in [1] that superposition of
messages and joint binning and embedded coding (using lower
layer messages to protect higher layer messages) achieves
the secrecy capacity. However, in [2] we show that a natural
generalization of such a scheme does not provide the capacity
region for the four-receiver model. A novel rate splitting and
sharing scheme was proposed in [2], which is shown to be
critical to further enlarge the achievable region and establish
the secrecy capacity region for the four-receiver model. The
idea is to first use lower-layer messages as random sources to
protect higher-layer messages. If the message at a certain layer
(say layer k) is more than enough to protect the higher-layer
messages, then such a message can also partially protect the
message at layer k. Consequently, the protected message at
layer k can be shared between layer k and its upper layer to
enlarge the secrecy rate region.

Further generalization of the capacity characterization for
the above four-receiver model to the arbitrary K-user case
becomes very challenging due to the following reasons.
(1) Based on the understanding in the four-receiver model,
each message as well as the random bin number at each layer
can potentially serve as sources of randomness to protect all
higher-layer messages (from lower layer receivers). The design
of joint embedded coding and binning is very complicated
to handle. For example, consideration of whether to adopt
binning at layer k depends on whether embedded coding of
layer k — 1 is sufficient to protect Wy from receiver k — 2, and
whether embedded coding of layer k—2 and (possible) binning
in layer k — 1 are sufficient to protect Wy_; and Wi from
receiver k—3, and so on. Incorporating all these considerations
into the design of an achievable scheme is not feasible for
arbitrary K-user model. (2) Due to rate splitting and sharing
across adjacent layers, the rate region is expressed in terms
of individual rate components. A typical technique to convert
the rate region in terms of the (total) rate for each message
is Fourier-Motzkin elimination. However, for the arbitrary
K -user model, a large number of rate variables (more specif-
ically, 2K) should be eliminated from the order of K 2 rate
bounds. Such procedure is not analytically tractable in general.
(3) Because we employ joint embedded coding and binning
to secure multiple messages, the analysis of secrecy guarantee
is much more involved than the cases with only one or two
messages secured by binning.

Despite the challenges mentioned above, in this paper,
we fully characterize the secrecy capacity region for the
K -receiver model with secrecy outside a bounded range. Our
solution of the problem includes the following new ingredi-
ents. (1) Our achievable scheme employs binning in each layer,
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which avoids the complex consideration of whether or not
it is necessary to employ binning for each layer. We also
make an important observation that rate sharing only between
adjacent layers is sufficient. This observation is critical to
keep the obtained rate region simple enough for further
manipulation. (2) We design an induction algorithm to perform
Fourier-Motzkin elimination. Instead of directly eliminating
2K variables from the order of K2 rate bounds, we eliminate
a pair of variables at a time. We then further show that
the region after each elimination step possesses a common
structure by induction. (3) In order to obtain the strong secrecy
guarantee for the case with arbitrary K users, we generalize
the arguments in [17]-[21] in which strong secrecy is obtained
through channel resolvability. (4) Our development of the
converse proof involves recursive construction of upper bounds
on the rate of each message such that proper terms cancel out
across adjacent messages, and manipulation of the terms by
exploiting intuition in achievable schemes.

The remainder of this paper is organized as follows.
In Section II, we introduce our system model. In Section III,
we present two example models with three receivers and
four receivers, respectively, which motivate the design of the
achievable scheme for the model with arbitrary K receivers.
In Section IV, we present our main results for the model
with arbitrary K receivers. In Section V, we discuss potential
extensions of our results. Finally, in Section VI, we conclude
our paper.

II. CHANNEL MODEL

In this paper, we consider a K -receiver degraded broadcast
channel model with secrecy outside a bounded range (see
Fig. 1). A transmitter sends information to K receivers through
a discrete memoryless channel. The channel transition proba-
bility function is Py,...yx|x, where X € X denotes the channel
input, and Y; € )i denotes the channel output at receiver k,
for 1 < k < K. The channel is assumed to be degraded,
i.e., the following Markov chain condition holds:

X—)YK—>YK_1—>---—>Y1. (1)

Hence, the channel quality gradually degrades from receiver K

to receiver 1. There are in total K messages Wi, Wa, ..., Wk

intended for K receivers with the following decoding and

secrecy requirements. Receiver k is required to decode mes-

sages Wi, Wo, ..., Wy, for k = 1,2,..., K, and to be kept

secure of Wyyo,..., Wk, fork=1,..., K — 2 (see Fig. 1).
A ("R . 2"Rk p) code for the channel consists of

e K message sets: Wy € Wi = {1,...,2"R)} for k =
1,..., K, which are independent from each other and
each message is uniformly distributed over the corre-
sponding message set;

e A (possibly stochastic) encoder f": W) x --- x Wk —
X" that maps a message tuple to an input x”;

e K decoders gj Y — Wi, ..., W) that maps
an output y; to a message tuple (ii,...,w,) for
k=1,...,K.

A rate tuple (R, ..., Rg) is said to be achievable, if there
exists a sequence of (2" ... 2"Rx p) codes such that as
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Fig. 2. The three-receiver broadcast channel with secrecy outside a bounded
range.

n — oo, the average error probability

Py =Pr (U W1, W) # gL O)) > 0, ()
and the secrecy metric at receiver k
I(Wi, ..., Wk Y1 5) = 0, 3)

for k =3, ..., K. Here, we consider the strong secrecy metric
instead of the weak secrecy metric as in [10] and [11], which
requires the mutual information in (3) averaged over the block
length n go to zero as n goes to infinity. The results in
this paper may also be extended to an even stronger security
notion, namely the semantic security [22], which enables
quantifying the security of codes at finite lengths and is of
practical importance in cryptography.

The asymptotically small error probability in (2) implies
that each receiver k is able to decode messages Wi, ..., Wy,
and the asymptotically small secrecy metric in (3) for each
receiver k implies that Wy, ..., Wk and Y}’ , are asymptoti-
cally independent, i.e., receiver k is kept ignorant of messages
Wi+2, ..., Wk. Our goal is to characterize the secrecy capac-
ity region which consists of all achievable rate tuples.

III. MOTIVATING EXAMPLES

In this section, we study two motivating examples with
K =3 and K = 4. The purpose is to motivate the development
of the optimal achievable scheme for the case with arbitrary
K receivers step by step. More specifically, we study the
example with three receivers to introduce the technique of joint
embedded coding and binning. We study the example with
four receivers to introduce the technique of rate splitting and
sharing. These schemes turn out to be necessary to achieve the
secrecy capacity region for the case with arbitrary K receivers.

A. Lessons Learned From K = 3

We start with the case in which there are three receivers
(see Fig. 2). In this case, receiver 1 is required to decode Wi,
receiver 2 is required to decode Wi, W>, and receiver 3 is
required to decode Wiy, W, W3. The system is also required
to satisfy the secrecy constraint that the message W3 is kept
secure from receiver 1.

For such a model, a natural idea is to design superposition
coding for encoding three messages Wi, Wo, W3 into three
layers, and then apply binning in the third layer to protect W3
from receiver 1. However, such a scheme is suboptimal
because it ignores an important fact that the random mes-
sage W,, which is not required to be decoded by receiver 1, can
provide additional randomness to protect W3 from receiver 1.
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Fig. 3. The four-receiver broadcast channel with secrecy outside a bounded
range.

This is referred to as embedded coding. In fact, if such a ran-
dom source of W5 is sufficient to protect W3 from receiver 1,
binning is not necessary. If this is not sufficient to protect W3,
we apply binning in the third layer to further protect W3
from receiver 1. The novelty of such an achievable scheme
lies in exploiting the superposition layer of W, as embedded
coding in addition to the binning scheme to protect W3. Such
a scheme turns out to achieve the secrecy capacity region as
characterized in the following proposition.

Proposition 1: Consider the three-receiver degraded broad-
cast channel with secrecy outside a bounded range as
described in Section IlI. The secrecy capacity region contains
rate tuples (R, Ry, R3) satisfying

Ry < I1(Uy; 1),

Ry < I(Uz; 1a|Uy),

Rz < min{0, I (Uz; Y2|Uy) — I(X; 1|U1)} + 1(X; Y3|U2)
4)

Sfor some Py,u,x such that the following Markov chain con-
dition holds

IA

A

Uy—-Uy—-> X—>Y3—> Y, =Y. 5)
Proof: The proof can be found in [1].

O

The idea of the achievable scheme is also reflected in the
expression of the capacity region in (4). The two bounds in
“min” are corresponding to the two cases with the second
layer of W5 being sufficient and insufficient to protect W3,
respectively. If 1(Us; Y2|Uy) > 1(X; Y{|Uj), the randomness
of W5 is sufficient to exhaust receiver 1’s decoding capability,
and hence is good enough for protecting W3. Thus, in this
case, no binning is required in layer 3, and R3 < I(X; Y3|U>).
On the other hand, if 1(Uy; Y2|U;) < I(X; Y{|Uj), binning is
required at layer 3 to protect W3 in addition to randomness
of Wj, and hence, R3 < I(Uy; Y2|U) — I(X; Y1|Uy) +
I(X; Y3|U3).

We note that a graphical representation of rate and equiv-
ocation quantities for the scalar Gaussian broadcast channel
with secrecy outside a bounded range (K = 3) is presented
in [23], which is based on the fundamental relationship
between the mutual information and the minimum mean
square error (MMSE) (I-MMSE approach [24]).

B. Lessons Learned From K = 4

In this subsection, we study the model with four receivers
(see Fig. 3). In this model, receiver k is required to decode
messages Wy, ..., Wy, for 1 < k < 4. Furthermore, the
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message W3 is required to be secure from receiver 1,
and the message Wi is required to be secure from
receivers 1 and 2.

Although this four-receiver model seems to be a straight-
forward generalization of the three-receiver model, our explo-
ration turns out to show that the achievable scheme for
the three-receiver model is not sufficient to establish the
secrecy capacity region for the four-receiver model. In order
to understand this, we note that a direct generalization of the
achievable scheme for the three-model involves first applying
superposition coding to encode the four messages, and then
use the random message W3 as embedded coding together
with the binning in layer 4 (if necessary) to protect Wy, and
use the random message W, as embedded coding together with
the binning in layer 3 and layer 4 (if necessary) to protect W3
and Wy. Such a scheme then yields an achievable region with
rate tuples (R, R2, R3, R4) satisfying

Ry < I(Uy; 1),
Ry < I(Uy; Ya;5 Uy),
R3 < I(U3; Y3|U2)
+ min (0, 1(Uz; Y2|Uy) — I(Us; Y1|U1)),
Ry < I(X; Y4]U3),
Ry < 1(X; Y4|U3) + 1(Us; Y3|U2) — I(X; Y2|U2),
R3 + Ry < I(Us; Y3|Uz) + 1(X; Y4|U3) + I (Uz; Y2|U1)

—I1(X; Y1|Uy), (6)

for some Py,u,u,x satisfying the Markov chain condition
U —- Uy —>Us > X —> Y4 — --- — Yq. It turns out to
be very difficult to develop the converse proof for the bound
R4 < I(X; Y4|U3) in the above region. Thus, the optimality
of the region (6) cannot be guaranteed.

The major novelty in our scheme for this four-receiver
model lies in the design of rate splitting and sharing, which
helps enlarge the achievable region and thus establish the
secrecy capacity region. More specifically, if W3 is sufficient
to protect Wy, we further split W3 into two parts, i.e., W3
and W3 5, such that W3 1 serves as a random source to secure
both W3 > and Wy from receiver 2. Thus, W3 > satisfies both the
decoding and secrecy requirements for Wy, and hence the rate
of W3, can be counted towards the rate of either W3 or Wj.
In this way, the achievable region can be enlarged. In fact,
such an enlarged region is shown to be the secrecy capacity
region as characterized in the following proposition.

Proposition 2: Consider the four-receiver degraded broad-
cast channel with secrecy outside a bounded range as
described in Section IlI. The secrecy capacity region consists
of rate tuples (R, Ry, R3, Ry) satisfying

Ry < I(Uy; 1),
Ry < 1(Uz; Y2|Uy),
R3 < I(Us; Y3|U)
+ min (O, 1(Us; Y2|Uy) — 1(Us; Y1|U1)),
Ry < I(X; Y4|U3) + 1(Us; Y3|Uz) — 1(X; Y2|U>),
R3 + R4 < 1(U3; Y3|U2) + 1(X; Y4|U3)

+ min (0, 1(Ux: 21U — 1 V1UD). - (7)
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for some Py,uy,usx such that the following Markov chain
condition holds

Uy—->Uy—>U3—>X—>Ys—>Ys—> Y, —>Y]. (8)
Proof: The proof can be found in [2]. O
We note that by using rate splitting and sharing, the bound
R4 < I(X; Y4]U3) in the region (6) is replaced by the bound
R3 + R4 < I(Us; Y3|U>) + I(X; Y4|U3) in the region (7).
Clearly, the region (7) is larger than the region (6) (for a
given distribution of auxiliary random variables). Furthermore,
the converse proof for the new bound on R3 + R4 in (7) can
be derived, and thus establishes the region (7) as the secrecy
capacity region.

Moreover, although we learn useful coding ingredients from
the three-receiver and four-receiver cases, direct generalization
to arbitrary K -receiver model still gives rise to an analytically
intractable achievable scheme. More specifically, the consider-
ation of whether or not to use binning in the higher layers and
whether or not to split and share the rates will be complex. For
example, when K = 5, whether to use binning in the fifth layer
depends on whether the embedded coding in the third layer and
(possibly) binning in the fourth layer are sufficient to protect
W4, Ws from receiver 3 and whether the embedded coding
in the fourth layer is sufficient to protect Ws from receiver 3.
Such considerations become intractable when K is large. Thus,
the major design issue for the arbitrary K-receiver case is to
develop an achievable scheme that effectively incorporates the
necessary coding ingredients as well as yielding a tractable
rate region for analysis. This is the focus of the following
section.

IV. MAIN RESULTS

In this section, we first present our main result of charac-
terization of the secrecy capacity region for the K-receiver
model, and then describe the idea behind the design of the
achievable scheme.

A. Secrecy Capacity Region

The following theorem states our main result. For simplicity
of notation, we define Ugx = X.

Theorem 1: Consider the K-receiver degraded broadcast
channel with secrecy outside a bounded range as described in
Section II. The secrecy capacity region consists of rate tuples

(R1, Ra, ..., Rk) satisfying

Ry < I(U1; ), (9a)
k k
SR <D I YU, for2 <k <K, (9b)
j= j=2
k k
ZRJ' < z 1(Uj; YilUj—1) | = I(Ux; Yi-2|U;-2),
j=l j=l—-1

for3<l<k<K, (9)

for some Py,u,. vy such that the following Markov chain
condition holds:

Ul_)Uz_)...—)UK—)YK—)"~—)Y2—)Y1. (10)
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Proof: The proof of the achievability and the
proof of converse are provided in Appendices A and C,
respectively. ]

In the above capacity region, the bounds (9a) and (9b)
are due to the decoding requirements, i.e., receiver k should
decode messages Wi, ..., Wi, for | < k < K. The sum rate
bounds (9b) are due to the rate sharing scheme we design. The
bounds (9c¢) are due to the secrecy requirements, i.e., messages
Wi, ..., Wi need to be kept secure from receiver [ — 2 for
3 <[ <k < K. Furthermore, the bounds (9c) can be further
written as

k
2 k<
=l

which has clear intuitive interpretation. The term 7(Uj;
Y;|Uj—1) — I(Uj; Y;—2|U;j—1) is corresponding to the rate
in layer j that can be secure from receiver / — 2 given the
knowledge of layer j — 1. Those rates I(U;; Y;|U;j—1) —
I(Uj; Y1 2|Uj—y) forl—1 < j < k can all be counted towards
> =1 Rj in accordance to the secrecy requirement of keeping
Wi, ..., Wi secured from receiver [ — 2.

If we set K = 3 and K = 4, the region in Theorem 1
reduces to equivalent but different forms from the regions in
Proposition 1 and Proposition 2. The equivalence is justified
by the converse proofs. However, the achievable schemes for
the three-receiver model in Section III-A and the four-receiver
model in Section III-B cannot be easily generalized to the
arbitrary K-receiver model.

Our design of the achievable scheme for the general arbi-
trary K-receiver model is different from those for the three-
receiver and four receiver models, and includes the following
new ingredients. The scheme employs binning in each layer,
which avoids the complex consideration of whether or not it is
necessary to employ binning for each layer. The rate sharing
scheme is limited only between adjacent layers which captures
the essence of the problem and helps simplify the obtained
rate region. Furthermore, we design an induction algorithm
to perform Fourier-Motzkin elimination, which makes the
problem of eliminating 2K variables from the order of K2
bounds analytically tractable. These ideas are described in
more detail in Subsection IV-B.

The converse for the achievable region can be developed.
The bounds (9a) and (9b) can be derived following standard
steps. However, the proof for the bounds (9¢) is more involved
and requires careful recursive construction of the terms such
that proper terms cancel out across adjacent messages.

k

Z (I(Uj; Yij|lUj—1) — I (Uj; YzzIUjl)),

j=1-1

B. Achievable Scheme

In this subsection, we introduce the idea of the achievable
scheme for the arbitrary K-receiver model, which is based
on superposition coding, binning, embedded coding, and rate
splitting and sharing. We also sketch the novel induction idea
to analyze Fourier-Motzkin elimination to characterize the
achievable region.

1) Superposition, Binning, Embedded Coding: We design
one layer of codebook for each message, i.e., layer k cor-
responds to Wi, for 1 < k < K. To avoid the complex
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consideration of whether to use binning, we employ binning
in each layer. We divide the codewords in each layer into a
number of bins, where the bin number contains the information
of the corresponding message. We use joint embedded coding
and binning to provide randomness for secrecy.

2) Rate Splitting and Sharing: We design rate splitting and
sharing to enlarge the achievable region. More specifically,
within the k-th layer, we split the message Wj into two
parts Wi 1 and Wy >. The message Wy 1 serves as embedded
coding which is a random source in addition to the binning to
protect Wy > and the higher layer messages from receiver Y1,
i.e., we require that (Wi, Wig1,1, Wig1.2, ..., Wk 1, Wk 2)
be secure from receiver Y;_1, for 2 < k < K —1. Furthermore,
the upstream receiver Y;y; can also decode Wy, because
Yr41 has a better channel quality than Y. Thus, the message
Wi 2 satisfies both the decoding and secrecy requirements for
message Wy, and hence, the rate of Wy > can be counted
towards the rate of either Wy or Wi1. By such a rate sharing
strategy, the achievable region is enlarged.

The rate can only be shared between adjacent receivers,
which is an important observation of this problem, and is
critical to reduce the complexity of the design of the rate
splitting and sharing strategy. More specifically, the rate
of Wy 2 cannot be counted towards the rates of Wiy, ..., Wk,
because Wiy2, ..., Wk are required to be secure not only
from receiver Y;_; but also from Y; that are required to
decode Wy ».

Based on the above achievable scheme, we obtain the
following achievable region:

Ry
Ri1 + Ri2

IA

I1(Uy; 1),
I(Ug; Yg|Ug—1), for 2< k< K,
j j

Rici2+ D (Rin+Rip) < D 1(Us Yi|Uiny)

i=k i=k—1

—1(Uj; Yk 2|Ur-2),

for3<k<K, k—1<j<K,
(11)

where we use the convention that Zi‘: i Xi=0if j > k.

The above region are expressed in terms of component rates
due to rate splitting. In order to express the above region
in terms of total rate for each message, we introduce the
technique of rate sharing. We define Ry = Rx—1,2 + Ry,1 for
3<k<K-1,Rp=Ry1and Rg = Rxk_12+ Rg,1+ Rk.
We then wish to project the region (11) onto the rate space
(R, ..., Rk). This can be done by adding the above rate
definitions to the achievable region (11) and then perform the
Fourier-Motzkin elimination to eliminate Ry and Ry for
2<k<K.

3) Fourier-Motzkin Elimination via Induction: The total
number of bounds in the achievable region (11) is on the order
of K? with 2K variables to be eliminated. Directly apply-
ing Fourier-Motzkin elimination is not analytically tractable.
In order to solve this problem, we design the following
induction algorithm to perform Fourier Motzkin elimination.
We eliminate the rate pairs Rig—12 and Ry 1 for 3 <k < K
one at each step, and wish to show that the region Ry after

A

IA
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eliminating Ry and Ry | possesses the following structure:

Ry < 1(Uy; ),

J J
D R < DU YilUioy), for2 < j<k—1,
i=2 i=2

k k
D RitRia < D IUss Yi|Uio),
i=2 i=2
J J
> U YilUio1) = 1(U}; Yi2|Up-2),
i=1 i=I—1
for3<i<j<k-—1,
k k
D RitRia < > I YilUish) — 1 (Us: Yi2|Up-2),
i=l i=—1
for3<l<k+1. (12)

Such a claim can be easily verified for the case when
k = 3,4,5. If such a claim holds for Ry, we then are able
to show (see Appendix B for detailed proof) that the region
Ri+1 after eliminating Ry > and Ryy1,1 possesses the same
structure given by

Ry < I(Uy; 1),

J J
D R = D IUsYilUimy), for2 < j <k,

i=2 i=2
k+1 k+1
D Ri+ Ripia < DU YilUinh),
i=2 i=2

J J

DR < DI YilUioy) = I(Uj; Yi2|Up-a),

i=l i=l—1

for3<l<j<k,

k+1 k+1

ZRH‘RkJrl,Z < Z I(U;; Yi|Ui—1) = I (Ugy1; Yi21Uj-2),
i—l =l
for3 <l <k+2 (13)

The last step is to eliminate (Rx—1,2, Rk.1, Rk,2). Thus,
the above induction algorithm and arguments yield the achiev-
able region in Theorem 1.

V. EXTENSIONS

In this paper, we have focused on the case with secrecy
outside two levels of channel quality. In fact, such a case
captures the essence of this type of model, and the design
of the capacity-achieving secrecy schemes already consists of
all the necessary ingredients to address the general case with
secrecy outside arbitrary m levels of channel quality, i.e., the
techniques of joint embedded coding and binning, rate splitting
and sharing, and inductive Fourier-Motzkin elimination.

For m > 2 the rate splitting and sharing are more involved
than for the case with m = 2. Each message W should be split
into m submessages, Wi 1, ..., Wi n. All the submessages in
layers indexed from k —m + 1 to k — 1 but {Wi_;+1}7"
serve as embedded coding in addition to binning to protect
{(Wi—iit1 };":_11 and all higher-layer (with index no less than k)
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submessages from receiver Yi;_,,. Here, we index the sub-
messages such that Wy ; is secured from receiver Yi_,4i—1,
for 1 <i <mand 2 < k < K. The upstream receiver Y
can also decode all the submessages {Wk_,-,,-+1}l’.”:_ll. Hence,
{Wi—i,it1 }:.":_11 satisfy both the decoding and secrecy require-
ments for message Wi. Then the rates of {Wi_; ;41 };":711 can
be counted towards the rate of Wj;. We then define the rate
sharing such that R; = 22":_01 Ri—ii+1. Based on the above
achievable scheme, we can obtain an achievable region in
terms of Wy j, for 1 <k < K and 1 < j < m. We then
project this region onto the rate space (Rj, ..., Rx). This can
be done by a similar but rather complicated inductive Fourier-
Motzkin elimination.

The results here can be further generalized to models with
continuously changing channel state parameters, e.g., Gaussian
fading channel [25], and Gaussian multiple input multiple
output (MIMO) channel [26]. For example, in our recent
work [16], we study the fading channel with secrecy outside
a bounded range. More specifically, we first quantify the
continuous channel state with infinitely many discrete channel
states, and then apply/generalize the techniques in this paper.

VI. CONCLUSION

In this paper, we have studied the K-receiver degraded
broadcast channel with secrecy outside a bounded range.
We have proposed a novel achievable scheme based on super-
position coding, joint embedded coding and binning, and rate
splitting and sharing. The combination of embedded coding
and binning to achieve secrecy captures the fact that lower-
layer messages can serve as embedded coding to protect
higher-layer messages. Rate splitting and sharing are critical
to enlarge the achievable region for which the converse proof
can be established. Moreover, our design exploits an important
property that the rate sharing should be only between adjacent
receivers, which significantly reduces the complexity of the
achievable scheme. We have further proposed a novel induc-
tion algorithm to perform Fourier-Motzkin elimination on the
achievable region with 2K variables to be eliminated from
the order of K2 bounds. We have also constructed a converse
proof, which involves careful recursive construction of rate
bounds, and exploits the intuition gained from embedded
coding in the achievable scheme. By the converse proof,
we have demonstrated the optimality of our achievable scheme
and established the secrecy capacity region.

This paper has focused on characterizing the information
theoretic performance limits which are based on random
coding arguments. It is of further interest to design practical
coding schemes such as polar codes [27]-[33] and low density
parity check (LDPC) codes [34] to achieve secrecy capacity.

APPENDIX A
ACHIEVABILITY PROOF OF THEOREM 1

The achievability proof is based on superposition coding,
embedded coding, binning, rate splitting and sharing. We use
random codes and fix a distribution Py,y,...ux_;x Py,..vx1x
satisfying the Markov chain condition in (10). Let
T (Py,..ux_,xv,..vx) denote the strongly jointly e-typical set
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based on the fixed distribution [35, ch. 3], [36]. The achievable
scheme is designed as follows:

A. Random Codebook Generation

For simplicity, we define Ux = X in the following proof,

ie., Py,.ux_1x = Pu,..ux-

e Generate 2"®1 independent and identically distributed
(i.i.d.) u} with distribution Hl'-’zl P(u1,;). Index these
codewords as uf (w1), wy € [1,2"R1].

e For each ull(w), generate 2"R21+R22) jjid 42 by
H?:l P(u2,i|uy ;). Partition these codewords into 2nR22
bins. Index these codewords as u’ (w1, w21, w22), w2,1 €
[1, 2821w, 5 € [1,27R22],

e For each u} (w1, w1, w22), generate on(R3,1+R324R3 3)
1.i.d. u’g by Hl'-’zl P(u3,i|uz ;). Partition these codewords
into 2"'R3.1 bins, and further partition each bin into 2nR32
sub-bins. Hence, there are 2733 u’g in each sub-bin.
We use w31 € [1 : 2"R3.17 to denote the bin number,
w3 € [1: 2R32] to denote the sub-bin number, and
I3 € [1:2"R33] to denote the index within the bin. Hence,
each uf is indexed by (w1, w21, w22, w31, W32, 13).

e For 4 < k < K, for each uj_,(wi,..., we—1,1,
wk—12,1k—1), generate 2MRe1+Re2+Ris) 4, uj by
]_[l'-': 1 P(up ilug—1,;). Partition these codewords into 21 Rk
bins, and further partition each bin into 2nRk2 gub-bins.
Hence, there are 2"Rk.3 uy, in each sub-bin. We use wy, €
[1:2"Rk1] to denote the bin number, wio € [1: 21Ri2] to
denote the sub-bin number, and I € [1 : 2"R3] to denote
the index within the bin. Hence, each ug is indexed by
(w1, ..., we—1,1, Wk—1,2, lk—1, Wk, 1, Wk 2, I).

The codebook is revealed to both the transmitter and the
receivers.

B. Encoding

To send a message tuple
(w1, w21, w22, ..., WK1, WK 2),

the transmitter randomly and uniformly generates [y € [1 :
21Re3] for 3 < k < K, and sends

x"(w1, ..., wk1, WKk 2,13, ..., 1K).

C. Decoding

e Receiver 1 claims that w) is sent, if there exists a unique
1 such that

(w1 @), v7) € T (Puyyy).

Otherwise, it declares an error.
e Receiver 2 claims that (w1, 02,1, w2,2) is sent, if there
exists a unique tuple (w1, W2,1, w2,2) such that

(M'f(ﬁl),ug(ﬁl, w1, 1’52,2),)15’) e T (Pu,u; v,)-

Otherwise, it declares an error.
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e For 3 < k < K, receiver k claims that
(w1, ..., W1, Wg,2) is sent, if there exists a unique tuple

(wy,..., ak,l, l/ﬁk,z, I3, ...,1;) such that

(M'f(@l), co U (W1, ., W1, W2, 13, D), )’Z)

€ Ten(PUr"UkYk)'

Otherwise, it declares an error.

D. Analysis of Error Probability

By the law of large numbers and the packing lemma [37],
receiver k decodes the message (wi, ..., wk,1,wk2) for
2 < k < K and receiver 1 decodes the message w;
with asymptotically small error probabilities if the following
inequalities are satisfied:

Ry < I(Uy; 1),
Ro1 + Rop < 1(Usz; Y2|Uy),
Ri1 + Ri2 + Re3 < I(Ug; Yi|Ug—1), for3 <k <K.
(14)
E. Analysis of Secrecy
We require that
W12, W1, Weo, .., Wi, Wi 2)

be secure from receiver Yj;_», for 3 < k < K. It then suffices
to show that as n — 00,
C) — 0,

15)

I(Wk—1,2 s Wi, Wi, oo, Wea, Wi s V2

for 3 < k < K, where C denotes a random codebook over
the codebook ensemble. This implies the existence of one
codebook that guarantees secrecy.

We note that /; in random codebook generation is a realiza-
tion of the random variable L. For notational convenience,
let L’;. = (Lj,...,Ly), lf. = (j,....,Ix) for 3 < j <
k< K,and My = (Wi—12, Wi.1, Wiz, ..., Wk.1, Wk 2), for
3<k<K.

By the independence of the messages, i.e., My and
(Wi, ..., Wk2.1, W22, Lk—2) are independent, and the
fact that given C, U ,?_2 is a deterministic function of
(Wi, ..., Wik—2,1, W22, Li—2), it follows that U}'_, is inde-
pendent of My, and thus

I(My; ¥} 510) = H(M|C) — H(M|Y; 5, C)
HMi|U;_,,C) — H(M|Y;,,C)

H (MU, C) — HM| Y5, Uy 5, C)
I (Mg Y,1U0¢,,C). (16)

=
=

Connecting the idea of channel

secrecy [18]-[21], it follows that

resolvability  to

I (My; Y]?_2|U]?_2, C)
P(Mk9 Y1?72|U]:1729C)

=Elo
S PMAU L. OPX! L|U,.C)
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P(Y]:lszA/lk’ U]:1729 C)

= Elog
P05, 0)
— &/ 10g P, | My, Uf_,,C)
P10 )
4 log PELIUE )
P 51U 5, 0)
P(Y{ | My, U, C)
§E|:10g ;(ZYH IU,f)Z : (17)
k—21"k-2

where the last step is due to the fact that

P! |U!
i [tog - Y2 V)

P10 5. 0)
where

=-E [D(PY;QZ\U,;QZ,C||PY,;12\U,;QZ)] <0, (18)

P(i)
D(P||Q) = ) P(i)log ——
S ros g
is the Kullback-Leibler divergence between two distributions
P and Q.
Conditioned on a realization C of the random codebook C,
we obtain that

P(y]?_zlwk—l,25 wk,l; wk,2» RN wK,l; wK,2, u2_29 C)

K
Z |:P(y,fz,wk1,1,lkllwkl,z,wk,l,:|

WE250m5 wK,l,wK,z,uZ,z,C)

we—1,1,1K |

5 P(yl'f_zwk—l,l,wk—l,z,---,wk,l,i|

K n
K WK 2, Uy C)
wk—l,le_] L hk—1>"k-2>

2n(Re—1,1+Rk—13+...+ Rk 3)

3 P(y;’(lz\u’l}(wu,...,wk,l,wk,z,
K
WKWK 2, ,C)
w118 b ’ 205)

2n(Ri—1,1+Ri—13+...+Rk 3)
5 |:P(y;fzu'}<(w1 ----- U)k,1>wk,2>i|
WK 1wk 21K
vl K,1,WK 2,03 ))

on(Ri—11+Re—1,3+...+ Rk 3) ’

19)
where the last step is due to the Markov chain condition
C— Uy =Y,

Due to the symmetry of the random codebook con-
struction, when computing the expectation in (17), we can
assume that all the indices except (Wi_i.1, L,f_l) are fixed
constants and equal to one. For notational convenience,
we only include the indices (Wk,ljl,L,f_l) and ignore
all those fixed indices when labeling the codewords. For
example, instead of u}_, (w1, ..., wk—2,1, Wk—22,lk—2) and
ug (W1, ..., W1, W2, ..., WK, 1, WK 2, l3K), we use u}_, and
W (wr—1,1, 15 ).
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Following steps similar to those in [19], we obtain

that

E |:10
DS PO PO L5, 0)
c Vi-a
P(y]r(l_2|19 R 19 uZ—Z’ C)
Py o lug_y)
1
Z n(Re—1,1+Rk—1,3+...+Rk 3)

n
Yk—2

P 5| Mi, Up_,,C)
P(Yi,1Ug )

x log
= > P(0)
C
2.

wi—1,1,1K

Wk—1,1.1K |
Ry Ri— ...+R
on(Rg—1,1+Rk—13+...+ K,3)P(y]’€’_2|u7{’_2)

@ ZP(”Z—z) H
c

X Py o lu'k (we—1,11K 1))

POy, |u'k (Dr—1,1, 1K )))

x log

[P(u;’_l (k1,1 lk— D)} _y)

D115 0k—1
A 7K A FK—1
x I:...HP(u’I’((wkljl,lkl)lu’}(l(wkl,l,lk_l ))H
Ik
1
X Z on(Rg—1,1+Ri—1,3+..+ Rk 3)
Vi-a
K
x> PRl (w1 1)
wi—1,1,1K
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b

1,105 |

PO}l (=11, 1K )

x log 2n(Ri—1,1 +Rk—l,3+-~-+RK,3)P(y]’{Z_2 |u?_,)

1
2n(Re—1,1+Rk—1,3+...+Rk 3) Z Z Z P("‘Z—Z)

o
C i w105

P(uy_y (Dr—1,1, lk—1)|up_5)

I

D115 0k—1
X [ e H P (ibg—1.1, LK Dl (r—1.1, f,f_‘ll))ﬂ
ix
X P(yj_plulg (wi—1,11{ 1))

> PO U (@11, 1K )

~ 7K
Wk—1,1 ’lkfl

x log , (20

2"(Rk—1,l+Rk—l,3+---+RK,3)P(y]’(’ 2|"‘Z 2)

where in (a), by the symmetry of the random codebook
construction, we let U} , up_,(1,...,1), Mg
(1,...,1); and in (b) and the following equations, C con-
sists only of those codewords with all the indices except
(wk—1.1, l,f_l) being one; (c) is obtained by reordering those
summations.

From (20), we further obtain (21) on bottom of this page,
where (a) follows by the concavity of the logarithm and
Jensen’s inequality applied to the expectation over all the
codewords except

K
(Mz_z» uz_l(wk—l; lk—l); ey ur]l((wk—l’ lk—l)) .

P | Mi, U5, C)
PV 51Ui,)

oLl )

1
= 2n(Ri—1,1+Ri—1,3+...+Rk 3) z z Z z

k1,11 | YE—o wep ug_y (wr—1,1,0k-1)

>

C\{”Z_z -----

K
P(y]’:—25 ur[Z{ (wk—l,llk—1)5 DR ] uz_z)

2

u (w—1,1 1K )

H |:P(u2_1(lf)k—1,1,ik—l)WZ_z)

g—1,1,lk—1

e (wr— 111K )

x [-'-HP(u';((usk1,1,i,51>|u?(_1<a)k1,1,i,{<_:1)>ﬂ

PIEDIDINEDS

Wk—1,1 ’l/{(—l yf_z ’42_2 ’42_| (wr—1,1,lk—1)

Ix
(a) 1
<
= on(Re—1,1+Ri—1,3+...+Rk 3)

PO ule(wr—1 11K ), ul ) log | @i B DA LI )

+

- K
Op—1,1:l_1
(Rk_] | +Rr_1 3+ 4R
o (Rp—1,1+Re—1,3 K,3)P(yi172|,4272)

POyl (1,105 )

log

P(uz_l(wkq J=1), .o, wr (wg—1, lf_l)|u2_2)

2

ul (1,115 )

E[ PO}, |03 r1,00E )]
P(yl}:_z ‘uz_z)zn(Rk_lJ +Rk_1!3 +~*+RK,3)

2
21

Py lul (we—1,1,1K 1))

A(Rk_] | +Rr_1 3+.+R
o (Rp—1,1+Re—1,3 K,3)p(yltliz‘uziz)
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We now cpnsider the expectation in (21) for different values
of (J)k,l,l,l,f_l). We first define

Py, luk (w—1,1, 1E))) A

2n(Ri—1,1 +Rk—|,3+-~.+RK,3)P(y]’(172 uf_,) = Ak

(22)

For (x—1,1, 1K ") = (wr—1,1, 15 ") but Iy # Ik, we obtain

K—1
Z P(y£72|u’;<71(wk_1,1,lk_l )
. 2”(Rk—l,1+Rk—l,3+---+RK,3)P( o u”
i £k Vi—alug_2)

-1
PO lu k=11, 157"
- Qn(Rk_l,u+Rk_1,3+...+Rk_1,3)P(y£172|u272)

>

Ag_1. (23)

More generally, for any k — 1 < j < K — 1, for
(lbk—l,l»lli,l) = (wk—hl’llifl) but /; 11 # [j4+1, we obtain

>

Il #

P(y]?,QW;!(wk—l,l,l]{_]))
n(Ri—1,1 +Rk71,3+---+RK,3)p(y]’:_zmz_z)

PO lu't (=11, 1] 1))

- 2”(Rk—|,1+Rk—1,3+...+R_,-,3)P(y]1{1 2|”Z 2)

2 4. (24)

For (g—1,1,lk—1) # (wk—1,1,lk—1), we obtain
1
> =
‘ on(Ri—1,1+Re—1,3+..+Rg 3) —
(lbk—l,l,ljl-(+1)3

(k1,15 k—1)F(Wk—1,1,lk—1)

Combining (22) (24) and (25) yields that the term within
the log in (21) is upper bounded by 1 + Zfzkfl Aj, which
further implies that

PY! M, U ,,C
E log (k_2|n k nk_z )
P10 )
< Elog

1. (25)

K POELIUF Wier1, L))

_ PLIUL)
J=h=1 | on(Rey 1+Re1 3+.+R; 3)

1+

o |1 P, U (Wit L)
; e [ PO, IUL ) ]

1 52" Ri— 1,1+ R -1 3+ 4R} 3)

IA

(26)

J

By the symmetry of the random codeword generation,
we assume that (Wk—l,l,Lf,l) are fixed, and thus in the
following proof, we ignore these indices. For any k — 1 <
Jj < K, it then follows that

P! ,|UM
Elog{ 1+ n(Rg—1,1+ Ry 13+k+§?‘3)j n n
2T R E P (YL U ,)
(g oo, V) ETE (Puy_s0;vy_5)
P(yi_plu’)
x log| 1+ n(Rk—1,1+Re—13+ ij?'%; n n
MBI P (vl g U )

P(”Z—zﬂ u’}, y]r(l—Z)
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+ 2

(u’klfzau;fay]}:fz)¢Tgn(PUk_zUj Yk—2)

PO} ,|u"
x log{ 1 + Oal ])
2n(Rk_1,|+Rk—1,3+...+R_,-,3)P(yllz_zluz_z)

24 +ds.

P(Mziz, ul}a y]?fQ)

27)

Using the inequalities in [36, Appendix] and following steps
similar to those in [19], we have

no,n

n n
(uk,zauja)k,z)ETg (PkazUij,z)

dl =< P(Mziz, M;!, y]l:fZ)

p—n(l—€)H(Yi-2|Uj)
x log| 1 + 2 (Re—1,1+Re—1 3+ 4R 3)—n(14+€) H (Y2 |Uk—2)
y—n(l—€)H (Y 2|Uj)
= log{ 1+ 2 (Re—1,1+ Re—1 3+...+ R 3)—n(1+€) H (Yi—2|Uk—2)
(28)
which vanishes as n — oo if
Ri-1,1 + Rp—13+ ...+ R;3
> 1(Uj; Ye—2|Ux—2) + 2€ H (Yr—2|Ux—2). (29)
To show dp — 0 as n — oo, it follows that
1 n
dy < > P}, u, v ) log (1 + (;) )
(PRI Y
§éTs’l(Pkaz U; kaz)
(w2501 5)
ESUPP(PUffz’U}"Yﬁz)
1
< 22U | Ve—2le™ < nlog (1 + —)
u
— 0, as n — oo. (30)

where supp(Py) is defined to be the support of a distribution
Px, \Ux—2|, |U;| and |Vi—2| are the support sizes of Uy—2, U;
and Yy_», respectively, and

u = min P(yk—2|ug—2),
(uk—z,yk—z)ESUPP(PUk,ZYk,Z
¢ = min P(uk—ujyr—2). (31)

(Mk—z,uj:)’k—Z)GSUPP(PUk_zUj Yion

Therefore, if the following conditions are satisfied for
3<k<Kandk—-1<j<K:

R+ Rec13+ ...+ Rj3 > I(Uj; Yi2|Ur—2), (32)
then, for 3 <k < K,
I (M Y, U ,,C) — 0, as n — oo. (33)

Combining the bounds in (14) and (32), and by choosing
Rii1 + Ri2 + Re3 = I(Ug; Yi|Uk—1), we conclude that
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the rate tuple (Ri, R2.1, R22, ..., Rk,1, Rg,2) is achievable
if

Ry < I(Uy; 1),
Ri,t + Rep < I (Uk; Yy |Ug—1), for 2 <k < K,

j
Rio12+ D (Rii+ Rip)
i=k

J
< DI YilUis1) = 1(Uj; Yia|Up-2),
i=k—1

for3<k <K, andk—1<j<K. (34)

F. Rate Sharing
We note that our achievable scheme guarantees
Wi—1.2, W1, Wi2, ..., Wk 1, Wg2 to be secure from

receiver Yy_o, for 3 < k < K. Furthermore, due to the degrad-
edness condition, Wi_j > can be decoded by receiver Y. Thus,
Wi—12 satisfies both the decoding and secrecy requirements
as Wi. Hence, the rate of Wy_;> can be counted towards
either Ry_; or Ry. Based on such an understanding,
we design the following rate sharing scheme. We define
Ry = Ry1, Rk = Rr—12+ Ry for 3 <k < K —1, and
Rk = Rk—1,2+ Rk,1 + Rk 2, and include these equations to
the above achievable region. We then perform Fourier-Motzkin
elimination to eliminate Ry 1, Ri> for 2 < k < K and obtain
a closed-form achievable rate region. Such a process involves
eliminating 2K — 2 variables from the order of K2 bounds,
which is intractable for arbitrary K. We propose an inductive
Fourier Motzkin elimination approach as shown in Appen-
dix B, and obtain the achievable region given in Theorem 1.

APPENDIX B
INDUCTIVE FOURIER-MOTZKIN ELIMINATION
As we have shown in Appendix A, we need to eliminate
Ri,1, R » for 2 < k < K in the following region:
Ry < I(U1; 1),
Ri1 + Rip < I(Uy; Yy |Ug—), for 2 <k < K,

(35a)
(35b)

j
Ri-12+ D (Ria + Ri2)

i=l

J
< > I YilUio1) = 1(Uj; Yi2|Up-2),
i=l—1

for3<I<K,[-1<j<K, (35)
Ry =Ry, (35d)
Ry =Rik—12+ Ry,1, for3<k<K —1, (35¢)
Rk = Rk—12+ Rk.1+ Rk 2, (35f)

where the bounds (35a), (35b) and (35c) correspond to the
achievable region after rate splitting, which are expressed in
terms of component rates, and the bounds (35d), (35e) and
(35f) are corresponding to the rate sharing strategy.

It can be seen that the total number of bounds in the
above region is on the order of K2 over which 2K — 2
variables need to be eliminated. Directly applying Fourier-
Motzkin elimination is not analytically tractable. We design
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an inductive algorithm, in which we eliminate the rate pairs
(Rk—1,2, Ri,1) for 3 < k < K — 1 one at each step, and
finally eliminate (Rg—_1,2, Rk,1, Rx,2). We first replace R
with R2, Ri—12 + Rk,1 with R; for 3 < k < K — 1, and
Rk—12+ Rk1+ Rk with Ry, and we obtain the following
region:
Ry < I(Uy; 1),
Ry + Ryp < 1(Uz; V2|Uy),

Ri,1 + Rip < I(Uk; Yi|Ug—1), for 3 <k < K,

J J
ZRi+Rj,2 Z 1(U;; YilUi—1) = 1(Uj; Y12|Ui-2),
i=I i=l—1

for3 <] <K,

IA

I-1<j<K-1,
K K
> 1 YilUi-1) = I(Uk; Yi-2|U-2),
i=l i=l—1
for3<l<K,
Ry = Ry—12+ R1, for3<k<K-—1,

Rk = Rk—12+ Rk.1+ Rk 2. (36)

To start, we first eliminate (R22, R3,1) from the inequali-
ties given below, corresponding to the decoding and secrecy
requirements of receiver 1 to receiver 3:

Ry < I(Uy; 1),

Ry + Rop < 1(Up; Y2|UY),
R3 1+ R32 < I(U3; Y3|U>),
Ryp < 1(Uz; Y2|Uy) — I(Ua; Y1 |Uy),
3
Ry+ Ry < D I(Uis Yi|Ui1) — I(Us: Y1|U1),
i=2

R32 < 1(Us; Y3|Uz) — 1(Us; Y2|U2),
Ry = Ryp+ R3 1. (37)

We then obtain the following inequalities after elimination:

1(Uy; 1),

1(Uz; Y2|Uy),

Ry
R

3
z Ri + R3
i=2

=
=

3
> 1 YilUi),
i=2
3
Ry+ Ry < D I(Ui Yi|Ui1) — 1(Us; Y1|UY),
i=2
1(Us; Y3|U2) — 1(Us; Y2|Ua),

IA

Ri3»

IA

(38)

which we denote as Rj.

We then eliminate (Rj3,2, R4,1) from the inequalities in R3
and the inequalities given below, which together are cor-
responding to the decoding and secrecy requirements of
receiver 1 to receiver 4:

R41 + Ryp < I(Us; Y4|U3),

4 4
D Ri+Rig < D IU:Yi|Uisy) = 1(Us: Yj2|Uj ),
i=j i=j—1

for3 <j <5,

Ry = R34+ R4 1. (39)
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We then obtain the following bounds after elimination:

=
A

< I(U; 1),

j
= ZI(Ui§ Yi|lUi—1), for2 < j <3,

M-~
=
A

i=2 i=2

4 4
ZR,- + Ryp < ZI(Ui§ YilUi—1),
i=2 i=2

J
> WU YilUi-1) = 1(U}; Yi-2|Us-2),
i=l i=l—1
for3<l<j<3,
4
< DI YilUinh) = 1(Us; Yi2|Up-a),
i=l—1
for3 <[ <5, (40)
which we denote as R4.
As we observe, the region R3 and R4 conform to the
following structure for k = 3 and k = 4:

s
A

< I(U; 1),

J
< D WU YilUin), for2 < j<k—1,

M-
=
A

i=2 i=2
k k
ZR,- + Rip < ZI(UH YilUi-1),
i=2 i=2

J J

DR < IS YilUinn) = 1(U); Yioa|Ur-a),

i=l i=l-1

3=l=j=k—1,

k k
D Ri+ R < > I YilUiot) = I(Uk; Yi2|Up-2),
i=l i=l-1

for3<l<k+1. 4l

We next show that the region Ry takes the structure (41)
for any 3 < k < K — 1 using induction. We have verified
such a claim for k = 3,4. If such a claim holds for Ry,
we eliminate Ry > and Riy,1 from the inequalities in R and
the inequalities given below, which together are corresponding
to the decoding and secrecy requirements of receiver 1 to
receiver k + 1:

Rit1,1 + Riy12 < I(Uk+1; Yiet11Uk),
k+1 k+1
D Ri+Ripin < Y IU; YilUisy)
i=j i=—1

— I (Ukp1; Yj2lUj2), for3<j<k+2,
Riy1 = Rio + Riq1,1. (42)

Then the resulting region, following standard steps of Fourier-
Motzkin elimination to eliminate Ry > and Ry41,1, equals (41)
for k + 1.

Finally, we eliminate (Rx—1,2, Rk.1, Rk.2), and obtain the
achievable region in Theorem 1.
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APPENDIX C
CONVERSE PROOF OF THEOREM 1

We note that the converse proof is based on the weak
secrecy requirement, which is necessarily valid under the
strong secrecy requirement. Such a converse proof also implies
that the secrecy capacity region under the weak and strong
secrecy requirements are the same.

By Fano’s inequality and the secrecy requirements, we have
the following inequalities:

H(Wi|Y]') < ne,, forl <k <K, (43)
I(Wi,...,Wk; Y 5) <€ <ne,, for3<k<K, (44)

both of which implies that for 3 < k < K,

I(Wk,...,WK;Y]?_2|W1,...,Wk_2)Snen . (45)

We denote Y,ifl = Yk, Yei-1), and Y, =

Yyit1s -5 Yin). We set Up; = (Wll,Yffl), Uy =

(W15W29 Yzl_l)v Uk,l = (W19"'9Wk9 Yé_l,Y£72’1+1), fOr
3 < k = K. We note that Yy = YY" =

Due to the degradedness condition, it can be verified

that (U]ji, U2,i, ey UKfl,i, UK,i, X;) satisfy the following

Markov chain condition for 1 <i < n:
Ui—...>Uki—> Xi—>Yg;—...> Y1,

(46)

We first bound the rate Rj. Since Wj is only required to be
decoded by receiver Y7, we obtain the following bound:

nRy = H(Wp)

= 1(Wi; Y{') + HW1|YY)

(@) Y
< I(W; Y]") +ne,

n
= D I(Wi; YilY{ ™) +ney

i=1

n
< D IWL YT Y 4 ney
i=1

n
= ZI(Ul,i; Y1) + nen,
i—1

(47)

where (a) is due to Fano’s inequality.
We further bound the rate R, as follows:

nRy = H(W,) = H(W,|W)
I1(W»; Y2n|W1) + H(W2|Y2n, Wy)

IAZ I

I(Wa; YJ'|W1) + ne,

n
D I(W; Yo i|Wi, Y371 + ney
i=1

) = i -
< D IWi, Wo, Y37 Yo Wi, YY) + ey

i=1

n
= > 1(Uz; Y2,ilU1) + ne, (48)
i=1
where (a) is due to Fano’s inequality, and (b) is due to the
Markov chain condition Yl’_1 — Y2’_1 — (W1, Wa, Y2.0).
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We then bound the sum rate bounds on ZLZ R;, for where (a) is due to Csiszdr’s sum identity property [11], and

3<k<K:

k
n > Rj=HW,...,W)
j=2
D H(Wa W) + H(W3| Wy, Wa)
4+ o+ HWi Wy, ..., Wi—1)

INS

I(Wa; Y |Wy) + 1(W3; Y3 |W1, Wa)
Fo L T(We YR, . Weey) + nlk — Den

n
> I(Wa: Yo IW, Y3 h) + T(Ws Ya | Wi, Wo, Y1)
i=1
oA T(Wis YW, W, YY) 4k = Dey

n
ntk— e+ | (I(Wz, Y3~ Yaulwi, v{h

i=1
— 1A Y Wi, Yh
HI(Wa, Y3 Y Ve[ Wy, W, Vi)
— I s W, W, YY)

— L] s Y3, Wi, Wa, Wa, Y5 1)
k
- .
+ Z (I(Wj» le' ’er'lfz,iJrl’
j=4

i1 i1
Vi g Yioy) H L] s qs Yyl W, o, Wi, Y )

j
- I(Y]’-_l; YiilWi, oo s Wimn, Yl 500, Y;:})

YiilWi, ..., W;_q,

— 1Y} i Vil Wi, Wy, Y;ﬁ—l)))

k n
()
< nlk—Den+ DD 1U)i: YjilUj-1.0), (49)

j=2i=1
where (a) is due to the independence between the messages
(Wi, ..., Wi), (b) is due to Fano’s inequality, and (c) is due
to the facts that

1Yy Wy <0, (50)
1Yy YW, W, 77 <0, (5D
—I(V] i Yl Wi, W YT <0, (52)

and the following inequalities:

—I(Y] s Vil Wi, Wi Y

1Y iy Yisnil Wi, oo, Wy, le.:})

- I(Y]l‘:i? Vit il Wi, ooy Wi Yig s Y]l;l)
_I(le.'*l; Yi 2 ilWi, . Wi YTy
I YW, Wy, Y i)

@

j+
i—1 i—1
_I(Y]l+1’ Yj+1,l'|W1,-"’Wj9Y;725i+]’le' )
(®) i—1. i—1
= I(le'+17 Yj*2,i|W1’-'°a Wj’Y;lfz’lLF]’Y]l' )
i—1 i—1
_I(le+1’ Yj+1’i|W],...,Wj,Y]l-/l_z,l-_,’_l,le- )
© i—1 i—1
= _I(le_;,_ls Yj+1,i|W19 cees W]) Y]l‘/l_z,l‘_l,_l) le 5 ijz,l')
=0, (53)

(b) and (c) are due to the degradedness condition (1).
We next bound the sum rate bounds on ZI;-:I R;, for
3 <l <k < K, which correspond to the secrecy constraints:

k
SaR; = HW,..., Wo) + HWi—1) — HWi_1)
j=l
@ <
< > HW)— HWi)) +ney
j=l-1
- I(Wl MR ka Y;Lzlwl; RN Wl—z)
k
(b)
< D> HW)) +ne,
j=i—1

L, W)

where (a) is due to the secrecy requirement (45) and the
independence of the messages, and () is due to the fact that

_I(Wl—1-~-,Wk§Y1n_2|W1,~- (54)

—HW; ) —I(W;..., W; Yl"_2|W1,..., Wi—2)
=—HW;_))—HW;...,Wi|Wy,...,Wi_2)
+H(W1...,Wk|erLQ,W1,...,W1,2)
=—HW;i_1...,We|Wy,...,Wi_2)
+HW..., Wk|Yl"_2, Wi, ..., Wi—2)
< —HW;_1...,Wi|Wy,...,Wi_2)
+HW 1, W, ..., Wk|Yln_2, Wi, ..., Wi2)
=—I(Wi_1..., W Yl"_2|W1, e, Wioo). (55)

We next bound each term in (54) one by one. We first bound
H(W;) for I < j <k as shown in (56) on next page, where
(a) is due to the independence of the messages and the Fano’s
inequality (45), (b) is due to Csiszdr sum identity property,
(c) is due to the degradedness condition (1) and the fact that

I(le_lv Yj73,l'|W1 9 v e Wj*la Y]"/l_3,i+1)
= I(Y]’-_lz YisilWi, oo, Wim, Y iy, Y]’-j)
+ I(Y171 ; Yj73,i|W19 e Wj*la Y;1735i+])9

=1
the inequality (d) is due to the degradedness condition (1) and
the fact that

(57)

1YW, WL YL Y )

j=

HI Yl Wis o, Wi, Yy, YT
i—1 i—1
= _I(Y]l 5 Yj,l'|W1, ey Wj*la Y]l‘_l’ Y773’i+]’ Yj73,l')

=0, (58)

and (e) is due to Csiszar’s sum identity property.
Following the intermediate step in (56), H(W;) is also
upper bounded as follows:

n
H(W)) < néx+ Y (I(Uj,i; YjilUj-1i)

i=1

- I(le}l: YiilWi, ..., Wi, Y}:i, Y51
i—1

+I(Y773’i+];Yj,ilwla""ijl’Y]l' )

Iy Vil W W YD) (59)
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a
HW;) < HW;IWi,...,W;_1) +ne, — HW;|Y!, Wi, ..., W;_1)
= 1(Wj; Y7|W1,...,Wj_1)+ne,,

n
= nép +21(Wj§ YiilWi, ..., Wj_1, Y]’._l)
i=l
n

- - - .
- Z (I(Wj’ YL Y s Vil W Wi YD Y g ) = T YW, W Y2 Y 5 )
i=1

+1(Y]r‘1—3,i+1; YiilWi, ..., Wj_1, Y;_l) - I(Y]’-Z_z,l-_HQ Yiilwy, ..., W;, Y;_l)) + ne,

n
= nen+ (I(Uj,i§ YiilUp) = IV YW Wy, YT Y )
i=1

LY g s Vil Wi Wi Vi) = T s Vi W W), Y]l-'*l))

n
= né, + Z (I(Uj,i§ YiilUj—1i) — I(Y]’._l; YiilWy,...,W;_y, Y;-:{, Y;’_3,i+1)

i=1

+ I(Y;_lv Yj*3,l'|W1’ R ] Wj*la Y]"/l_3,l‘+1) - I(Y]l:l—z,l'-i-l; ijilWl, ceey W], le_l))

n
© . . ,7
=> (I(Uj,i; YiilUj) = TS YW, Wy, YL Y D+ T Y Wi, Wi, Yy )
i=1
HI Yl Wis o, Win, Yy YD) = (Y Yl W, W, ng_l)) 1 ne,
) - : _
< new+ D (1W YiilUjor) + T Yol Wa o Win, Vi ) = T s Yl W, W3, Vi)

i=1

n

( . .

2 ne, + Z (I(Uj,i; YiilUj-1,i) + I(Y]’-Z_3,l-+1; Yi 1ilWi, ..., Wy, Y]l-i{) — I(Y;Z—Z,i+13 YiilWi, ..., W, Y]l- 1))
i=1

(56)

Hence, substituting (56) for/ < j <k, and (59) for j =[—1 Substituting (60) and (61) into (54), we obtain
into the first term in (54), we obtain,

k
k
n Rj
> HW) ,Z=;
j=i-1 .
n k
< H(W;) + ne
<0200+ 3 3 Ul 10 PR
== T(Wist . W YW, Wis)

Iy s Vil Wi, oo, Wiea, Y/ h X

n
- I(Yll__11§ Yie1ilWi, ..., Wi, Y_ll—_lzl’ Yln—4,i+1) < nk—1+3)e, + Z (( Z I(Uj,i§ Yj,i|Uj_1,,'))
Wi Teal Wi, W T 0 — I (Ug,i; Yz—z,iIUlzz—lz,i) = .
We then bound the third term in (54)' for3<l<k< K. as + I(Yl'_l—4,i+1§ YioLilWi, ..., Wl—z_, le_—ll)
;:;fvn in (61) on next page, where (a) is due to the following . I(Yll:ll; Y1 Wi, .., Wia, Ygl:zl ’ Y1114,i+1)
n — TV Vil Wi, Wi, Y
Z —I(Ylijzl; Vi ilWi, oo, Wi, Yy 1) — Iy igs Yiail Wi, Wia, Yli_—zl)
B tI(Yﬁz’iH; Vi ilWisoo Wi Y i) HIT LY s Y2 W W an_z,i+1)),

= ZH(YI—Z,i|W1,~-~,Wl—2» Yli:zl,ylrl,4ji+1) k

(a) "
i=1 % n(k—l+3)en+2(( Z I(Uj;; Yj’i|Uj1’i))

—HY 2, Wi, ..., W2, Y[ )) =\ .4

n
. i—1
= > Iy Y2 Wia . Wi, Y. (62) — I (Ug,i; YlZ,i|Ul2,i))’ (63)

i=1



2118 IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 64, NO. 3, MARCH 2018

—IT(Wi—y ..., Wi Y[ 5 Wh, ., W)
n

=D AWt Wi Y[ Wia o Wi, Y )
i=1

n
= Z _I(Wl,] ceey Wk’ Y]éil; Yl*2,i|W1’ ceey Wlfz, Y[’szi+])
i=1 .
+1(Y,§_1: Vi ilWi, oo, Wi, Y i)
n

= D> T Wim e Wi YT Y s Vi W Wi Yy )
i=1
I s Y2l Wi oo, Wi, Yy ) + 1YY Yo W, ., W, Y i)
= Zn:_l(wl—l W YT Y Y WL Wi, Y Y )
i=1
F L i Vil Wi Wa Y Y ) = T Yo il W, Wi, Yy )
+ I(Yln_z,,'_H; YioilWi, ..., Wi, Y1n_4,,-+1) + I(Ylf_l; Yo ilWi,..., W, Yln—2,i+1)
n

= D —1(Usi: Yi2i|U-24)

i=1
+ I(Ykan,H»]; YioilWi, ..., W, Y]iil > eriz,i+1) - I(Yli:zl; YioilWi, ..., Wi, Y1’L4ji+1)
HIY s Y2l Wi, o, Wi, Yy ) + T Y Wy, Wi, Yo ii1)

n
(
2 > —I(Uri: Yi2,ilUi-2.)
i=1
=T (Y g1 Yi2ilWh, oo, Wiea, Y+ 1t Vi Yol Wi, oo, Wi, Y 1)) 61)

where (a) is due to the following two facts. The first fact is  where the last inequality is due to the Markov chain condition
shown as follows: in (1). The second fact is shown as follows:

n n
i1 ) -
ZI(Y]é 5Y]?_2,l‘+1s Yl—2,i|W1;-~-, Wk; Yln_z,i+1) Z[(Yl€4’i+1; Ylfl’i|W],..., Wlfz,Yll_ll)
i=1 i=1
. i—1, X i—1 n
— IO s Yeil W, Wi, Y B I(Ylnfl V-niWi o Wie2, Y :,E/ll—4,i+l)
- I(Y174ji+]; Yl—2,i|W19 ceey Wlfza Y]_z)
n

n
= ZH(Yz—z,i|W1, s Wi Y i) = ZH(Ylfl,iWVl, Wi, YT
= i=1
. -
—HY—2,iIW1, ..., W, Yléfl, Yﬂz,m) —HY—1,ilWi, ..., Wi—a, Yli:]]» YI::_4,,'+1)
H(Y: W W yi-l —H-1ilWi, o o Wi, Y55 Yy i0y)
— H( il Wi, oo, Wi, k ) +H(Yl_1’ilwl""’Wl_z’er_l—4,i+1,Y;__11)
+H Vil Wi, Wi YL Y ) —HY12,ilWi,..., Wi, Yll_—_zi)
+HY 2 Wi, .o Wi, Y Y )
:HYn W,...,W _HYnW,,W > 2 s Fl-2> l4,l+l
(¥, IWh ) (Y IW1 k) = HY" Wi, ..., Wi_2) — H(Y[ ,|Wi, ..., Wi_2)
" n
+ ZH(Yk,i|W1, L W Y Y ivrs Yie2,0) - ZH(YI—I,i|W1, s Wi, Yy s Yl Vi)
=1 i=1
= —HIEIW, - Wi Y) =HY" | |Wi,..., W2, Y",)
" n
+ Z H(YrilWi, ..., Wi, Yé*l, Yot Yie2.i) — Z HYo1,iIW, o Wi, Yy s Yll:zl’ Yies)
=1 i=1
" n
=2 ' I S - . nooyi-l
=D —HilWi...., Wi, Y5 Y[ = > H_1ilWi, ..., Wi, Y/, Y
i=l i=1
+HH Ve Wi Wee YL Y Yia ) —H1il Wi, Wi, Yy Y 5 Yiea)

<0, (64) <0. (65)
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Furthermore, based on (49), we bound Zf:z R; as follows:

K K n
”ZRf <nlk — e, + ZZI(U]',,'; Y ilUj-1,)
j=2 j=2 i=1
K—1 n
<nk — e, + Z ZI(Uj,i§ Y;ilUj-1,i)
j=2 i=1

n
+ Z I(X;; Yk ilUg—1i).

i=1

Based on (63), we bound Zle R; as follows:

(66)

K

n K
< n(K—l+3)en+Z((

i=1 j=l—1

— 1 (Uk,i; le,iIUlz,i))

n K—1
=n(K —1+3e, +Z (( Z 1(Uj.i; Yj,i|Uj1,i))

i=1 j=i—1

I1(Uj,;; Yj,i|Uj—1,i))

+1(Uk,i; Yk,ilUk-1,i)) — I(Uk i; Yl—2,i|Ul—2,i))

(@) n K—1
< n(K —1+3)e + Z (( Z 1(Uj,i; Yj,i|Uj—1,i))

i=1 NN =i
+1(X;; Yk ilUk—1,) — I (X3 le,iIUlz,i)), (67)

where (a) is due to the Markov chain condition (46).

The proof of the converse is then completed by defining
a uniformly distributed random variable Q € {1, ...,n}, and
setting Uy £ (Q, Ui, 0), Y £ Yi,0, for k € [1 : K], and
X £ (0. Xp).
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