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ABSTRACT
IntelSoftwareGuardExtension(SGX)protectstheconfi-
dentialityandintegrityofanunprivilegedprogramrunning
insideasecureenclavefromaprivilegedattackerwhohas
fullcontroloftheentireoperatingsystem(OS).Programex-
ecutioninsidethisenclaveisthereforereferredtoasshielded.
Unfortunately,shieldedexecutiondoesnotprotectprograms
fromside-channelattacksbyaprivilegedattacker.Forin-
stance,ithasbeenshownthatbychangingpagetableentries
ofmemorypagesusedbyshieldedexecution,amaliciousOS
kernelcouldobservememorypageaccessesfromtheexecu-
tionandhenceinferawiderangeofsensitiveinformation
aboutit.Infact,thispage-faultsidechannelisonlyan
instanceofacategoryofside-channelattacks,herecalled
privilegedside-channelattacks,inwhichprivilegedattackers
frequentlypreempttheshieldedexecutiontoobtainfine-
grainedside-channelobservations.Inthispaper,wepresent
D́ej̀aVu,asoftwareframeworkthatenablesashieldedexe-
cutiontodetectsuchprivilegedside-channelattacks.Specif-
ically,webuildintoshieldedexecutiontheabilitytocheck
programexecutiontimeatthegranularityofpathsinits
control-flowgraph.Toprovideatrustworthysourceoftime
measurement, D́ej̀a Vuimplementsanovelsoftwareref-
erenceclockthatisprotectedbyIntelTransactionalSyn-
chronizationExtensions(TSX),ahardwareimplementation
oftransactionalmemory. EvaluationsshowthatD́ej̀aVu
effectivelydetectsside-channelattacksagainstshieldedex-
ecutionandagainstthereferenceclockitself.
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1. INTRODUCTION
Toreducethetrustedcomputingbaseofsensitiveappli-

cations,numerouseffortshaveproposedsystemstosupport
shieldedexecution—i.e.,applicationprogramexecutionfor
whichtheconfidentialityandintegrityisprotectedfroman
untrustedoperatingsystem(e.g.,[37,10,22,7]).Theadvent
ofIntelSoftwareGuardeXtension(SGX)[3],whichisnow
commerciallyavailable,offersanopportunityforshielded
executiontobecome mainstream. Enforcedbythehard-
warememorymanagementunit(MMU),shieldedmemory
regionsofuserspaceprograms(i.e.,enclaves)areisolated
fromothersoftware,includingprivilegedsystemsoftware—
nomemoryreadorwritecanbeperformedinsidetheenclave
byexternalsoftware,regardlessofitsprivilegelevel.
Asignificantchallengeinaccomplishingshieldedexecu-

tioneffectivelyisthattheoperatingsystem(OS),though
untrusted, muststillberelieduponforsomesystemser-
vices(e.g.,managingdevicesandphysicalmemory). Pre-
viousworkhasshown,forexample,thattheuntrustedOS
mightbeabletocompromiseashieldedexecutionbymanip-
ulatingthereturnvaluestosystemcallsthatitinvokes[8].
Side-channelattacksfromanuntrustedOShavealsobeen
demonstratedagainstSGX-basedshieldedexecution:e.g.,
ithasbeenshownthatamaliciousOScanforcepagefaults
onallbutoneortwovirtualpageownedbyavictimSGX
enclavesothatmemoryaccessesbythevictimwillleavea
traceofpagefaultsthatcouldleaksensitiveinformation[53,
45]. Unlikethevulnerabilitiesexploitablebymaliciousre-
turnvaluesfromsystemcalls,theseside-channelattacks
cannotbeavoided merelythroughdefensiveprogramming
oftheshieldedprogram.
Moreover,onuntrustedOSes,thispage-faultsidechannel

isonlythetipoftheiceberg. Pagefaultsaresimplyone
typeofexceptionthatcantraptheexecutionofasoftware
programintotheOSkernel,allowingthemaliciousOSto
tracethecontrolflowordataflowofashieldedexecution.
SimilarsidechannelscanbeconstructedbyamaliciousOS
usingothertypesofexceptionsorinterrupts.Forexample,
byinterruptingtheshieldedexecutionusingfrequenthard-



wareinterrupts,themaliciousOSmayconductfine-grained
cacheside-channelattacksonprivatecaches(e.g.,L1caches)
thatareusedbytheshieldedexecution. Thistypeofat-
tackhasbeendemonstratedinscenarioswheretheattackers
areunprivileged—cross-processattacks[39,20]orcross-VM
attacks[58]—byexploitingdesignflawsinOSschedulers.
OnuntrustedOSes,suchattacks,whichcanbeperformed
withoutschedulervulnerabilities,areevenmorepowerfulas
theprivilegedattackercanprogramhardwareinterruptcon-
trollersdirectlytotakecontroloftheCPUathighfrequency,
e.g.,aftereverymemoryaccessoftheshieldedexecution.
Inthispaper,wesystematizeacategoryofside-channel

attacksonuntrustedOSesthatwecallprivilegedside-channel
attacks,inwhichprivilegedattackersincontroloftheOS
frequentlyintervene,viasoftwareexceptionsorhardware
interrupts,ontheshieldedexecutiontoobtainfine-grained
side-channelobservations. Todefeatsuchprivilegedside-
channelattacks,wedeviseanapproachtoallowtheshielded
executiontodetectsuchattacksasitincursthemduringits
execution. Theshieldedexecutioncanthenimplementan
application-specificpolicyinresponsetothesedetections.
So,forexample,iftheshieldedexecutiondetectsunusually
frequentpagefaultsduringitsexecutionofacryptographic
routine,thentheexecutioncouldabortorelserefreshits
keys. Ourfocushereisnotonthepolicy—again,thepol-
icywillgenerallybeapplication-specific—butratheroncon-
structingawayforashieldedexecutiontoreliablydetect
privilegedside-channelattackswhentheyoccur.
Akeyobstacletobuildingsuchadetectioncapabilityis

thatcurrentSGX-enabledhardwareprovidesnosupportfor
ashieldedexecutiontodirectlyobservethepagefaultsit
inducesorinterruptsissuedbyhardware. Analternative,
therefore,isfortheshieldedexecutiontotimeitsownac-
tivitytoobservetimingsthatindicatethatapagefaultor
aninterruptoccurred,asbothexceptionsandinterruptsoc-
curredinsideenclaveswillresultinAsynchronousEnclave
Exits(AEXs)andcontextswitchesfromuserspacetokernel
space,whichgrowstheexecutiontimeoftheshieldedexecu-
tion. Unfortunately,currentSGX-enabledhardwareallows
accesstotimersonlythroughtheuntrustedOS,rendering
thesetimersuntrustworthy,aswell. Assuch,thecentral
challengeisfortheshieldedexecutiontoitselfimplementa
referenceclockagainstwhichtotimestepsofitsownex-
ecution,todetectwhenexceptionsorinterruptsoccurred
duringoneofthosesteps.
Following Wray[52],oneapproachtoconstructingsuch

areferenceclockisbyusingexecutionitselfasaclock—
i.e.,to measurethetimebetweeneventsbythedistance
thatanexecutionprogressesbetweenthoseevents. While
Wrayenvisionedthiscapabilityasa meansto implement
timingsidechannels,hereweusethisideadefensively,to
detectwhenstepsoftheshieldedexecutiontaketoolong
incomparisontoareferenceexecution.Thatis,ourgoalis
toconstructashieldedexecutionconsistingofthreadsthat
executeconcurrently,oneservingasthe“referenceclock”to
measurethetimetakenforeachstepoftheotherthread.
Ofcourse,thisdesignbegsthequestionofhowtode-

tectifthereference-clockthreadincursadelayduetoa
pagefaultorinterrupt(again,possiblyinducedbytheun-
trustedOS).Forthispurpose,weleverageanothercapability
ofmodernIntelplatforms,namelyTransactionalSynchro-
nizationExtensions(TSX),ahardwareimplementationof
transactionalmemory.Specifically,ourdesignadvancesits

referenceclockusingtransactionalmemory,inawaythat
aninterruptorpagefaultwillcauseatransactiontoabort
withhighprobability.Thistransactionabortwillbevisible
tothereference-clockthread,allowingittodeterminewhen
itwas“paused”bytheOS.Ofcourse,thisisnottheonly
threatthattheOSposestothereferenceclock—e.g.,the
OSmightchangetheexecutionspeedoftheprocessorcore
onwhichitexecutes. However,weshowthatwithcareful
engineering,wecanimplementanexecution-basedreference
clockwithinSGX-basedshieldedexecution,fordetecting
theinterruptionof(andthuspotentialleakagefrom)criti-
calroutineswithintheshielding.
Wehaverealizedourdesigninanimplementationfor

LinuxcalledD́ej̀aVu.1Specially,D́ej̀aVuisimplemented
asanextensionoftheLLVMframework[28],whichtakes
thesourcecodeoftheshieldedprogramastheinputand
outputsaninstrumentedbinarytobeloadedintoSGXen-
clavesatruntime. Theexecutiontimeoftheshieldedex-
ecutionis measuredbytheinstrumentedcodeatselected
basicblocks,whichemploythreshold-basedclassifierstode-
terminewhetherthemeasuredexecutiontimeexceedsthe
expectedvalues—longerexecutionbetweenbasicblockssug-
gestsAEXshaveoccurredduringtheexecution.
Wehaveintegrated D́ej̀aVuwiththeIntelLinuxSGX

SDK.ThesecurityevaluationshowsD́ej̀aVuachievesat
least0.94precisionandrecallindetectingAEXsoftheap-
plicationthread,and0.95orbetterrecalland0.78orbetter
precisionindetectingAEXsonthereference-clockthread.
Theruntimeperformanceoverheadof D́ej̀aVuwhenap-
pliedtonbenchapplications[4]istypicallylessthan4%.

Contributions. Insummary,thispapercontributestothe
fieldofstudyinthefollowingaspects:

•Asoftwareframework,D́ej̀aVu,forautomatedprogram
transformationanddetectionofprivilegedside-channel
attacksagainstshieldedexecutionwithgoodaccuracy.

•Asoftware-basedreferenceclockthatisprotectedbyIn-
tel’shardwaretransactional memory,whichcannotbe
manipulatedbythemaliciousOSwithoutbeingnoticed.

•ImplementationandevaluationofD́ej̀aVuonIntelSky-
lakeprocessorswithbothSGXandTSXfeatures.

2. BACKGROUNDANDRELATEDWORK

2.1 IntelSGXandShieldedExecution
Thereisalonghistoryofresearchonshieldedexecution

onuntrustedoperatingsystems[31,46,9,10,37,54,42,
56,22,11,14,30]. Mostrelyonatrustedsoftwarecompo-
nent,usuallyahypervisorrunningatthehighestprivilege,
toprotectthememoryofanisolatedprogramagainstboth
confidentialityandintegrityattacksfromanuntrustedguest
operatingsystem.
Incontrasttothesesoftware-basedapproaches,IntelSoft-

wareGuardeXtensions(SGX)isanewhardwarefeature
providedinthemostrecentIntelprocessors(e.g.,Skylake
processorfamilies)thatprotectsashieldedmemoryregion
fromreadingandwritingbyexternalsoftwareregardlessof
itsprivilegelevels[3]. Thissecurity mechanismprovides

1
D́ej̀aVuisareferencetothemovieThe Matrix,inwhichtheworld
asweknowitisasimulation.Thesimulationhasglitches,whichare
revealedwhenoneexperiencesd́ej̀avu. Atransactionabortinour
reference-clockthreadisananalogyforthisd́ej̀avu,orevidenceofa
“glitch”inthevirtualworld.



softwaredeveloperswithanunprecedentedcapabilitytode-
velopsecurity-criticalsoftwareprogramsthatcanachieve
strongsecurityguarantees(intermsofconfidentialityand
integrity)evenundertheassumptionofamaliciousoperat-
ingsystem.

2.2 TransactionalSynchronizationExtensions
IntelTransactionalSynchronizationeXtensions(TSX)is

ahardwareimplementationoftransactionalmemorythatis
availableinrecentIntelprocessors(includingSkylakemod-
elsthathaveSGXenabled).Transactionalmemory(TM)[21]
enablesatomicexecutionofasetofmemoryreadandwrite
instructionsonsharedmemoryregionsbyconcurrentthreads,
withouttheoverheadofsoftwarelocks.
Althoughnotdesignedasasecurityenhancement,Intel

TSXhasbeenleveragedtoimprovesecurityinseveralworks.
Mostdirectlyrelatedtoourwork,concurrentresearchby
Shihetal.[44]employsTSXtoaddresscontrolled-channel
attacksonSGXbyleveraging,aswedohere,thefactthat
anexceptionduringtheexecutionofatransactioninanen-
clavewillabortthetransaction,notifyingtheenclavepro-
gramwithoutinterferencebythesystemsoftware. Wewill
comparetotheirsolution,calledT-SGX,inSec.3.4. In
moredistantsecurity-relatedresearch,Liuetal.[34]demon-
stratedtheuseofIntelTSXtofacilitatevirtual machine
introspection. Guanetal.[19]exploredtheuseofTSXto
protectcryptographickeysinCPUcachestopreventmem-
orydisclosureattacks.
IntermsofusabilityofIntelTSX,ithasbeenshownin

thesepriorstudies[34,19]thatenclosinglargecoderegions
insideTSXtransactionsmayinducenumeroustransaction
aborts,degradingtheperformanceoftheirapplicationsand
evenmakingitunusable.OuruseofIntelTSXavoidssuch
issuesbyonlyenclosingasmallloopinsidethetransac-
tion,whichsignificantlyreducesthelikelihoodoftransac-
tionabortsduetoregularsystemoperations. Therefore,
ourdesignishighlypractical.

2.3 Side-ChannelAttacksandDefenses
Besidesexception-basedside-channelattacks,cache-based

side-channelattackshavealsobeendemonstratedtobeca-
pableoftracingthevictimprogram’scodeexecutionand
dataaccesses.Acache-basedsidechannelcanbeconstructed
usingdatacaches(includingper-coreL2unifiedcaches)on
sharedprocessors[39,47,20,23],instructioncaches[5,58],
sharedlast-levelcaches(LLC)[55,59,33,18,40,25].Sim-
ilartopagefaultside-channelattacks,cacheside-channel
attacksconductedonper-corecachesalsorequirefrequent
preemptionofthevictimprogram’sexecution[39,20,58].
However,thepagefaultside-channelattacksenforceCPU
preemptionbyinducingpagefaults,whichleadstobetter
synchronizationwiththevictimprogramandlessnoise.
Defensesagainsttheseside-channelattacksarenoteasy.

Modifyingtheprocessorarchitecture[50,36,15,32]andre-
lyingonsystem-levelisolationenhancement[49,27,29,60,
48,57]arenotpossibleinthesettingsweconsider.Software
defensesagainstcache-basedside-channelattacks maybe
applicabletooursettings,however.Ideally,iftheshielded
executioncanbetransformedsothatitdoesnothavesecret-
dependentside-effectson memorypagesorcaches,both
cache-basedandexception-basedsidechannelscanbeelim-
inated. However,doingsoinpracticeisextremelylabor-
intensive.Automatedprogramtransformationtoeliminate

thesecret-dependentcontrolflowsordataflowshavebeen
attemptedinseveralpriorworks[38,12,35,13,43],but
duetothehighperformanceoverhead(e.g.,severaltimes
higherruntime),thesecompiler-basedapproacheshavenot
yetbeenwidelyadopted. Staticanalysisofsoftwarepro-
gramstoautomaticallydetectside-channelvulnerabilities
havebeenstudiedbyDoychevetal.[16]. Toenablesuch
analysisforexception-basedside-channelattacks,newmod-
elsneedtobeconstructed.

3. PRIVILEGEDSIDE-CHANNELATTACKS
ONSGXENCLAVES

Priorstudiesonsidechannelsbyanattackerwithafoothold
onthesamemachineasthevictimusuallyconsiderunpriv-
ilegedattackers,e.g.,virtualmachinesconfinedbyhyper-
visors(e.g.,[58,55,24,33]),non-rootuserspaceprocesses
(e.g.,[41,39,5,6,47,59]),orsandboxedJavascriptcode
(e.g.,[40]). Incontrast, muchlessisknownaboutside-
channelattacksfromprivilegedattackers.Thisisprimarily
becauseprivilegedattackers,i.e.,attackerswhocontrolpriv-
ilegedsoftwarecomponents,arecapableofconductingmore
directattacksthanside-channelattacks.
AsdescribedinSec.2,IntelSGXprovideshardware-level

memoryisolationofuserspaceprogramsrunninginsideen-
claveswithanenhancedmemory-managementunit(MMU),
aswellashardware-facilitatedencryptionofmemorywhen
itisnotprotectedbythe MMU.Assuch,eventhe most
privilegedsoftwareattackerthatcontrolstheentireoper-
atingsystemcannotinspectthememoryspaceinsidethe
enclave.Side-channelthreatsthusbecomeprimaryattack
vectorsagainstSGX-protectedprograms.
AlthoughthemaliciousOScannotaccessmemoryinside

theenclaves,itstillcontrolstheschedulingofCPUresources,
mediatesaccessestoI/Odevices,handlesinterruptsandex-
ceptions,maintainsprocesscontrolblocksandpagetables,
etc.OfparticularconcernhereistheOS’responsibilitiesin
handlingexceptionsandinterrupts,whichallowsthemali-
ciousOStointerceptthecontrolflowsoftheshieldedexe-
cutioninwaysthatcanbecontrolledbytheattacker.

3.1 Exception-basedAttacks
Exceptionstriggeredduringtheexecutioninsideanen-

clavewillbecapturedfirstbytheuntrustedOSbeforebeing
forwardedtotheenclaveprogram.Assuch,theseexceptions
canbeexploitedbytheadversarytokeeptrackoftheac-
tivitiesofthevictimprogram’sexecution. Evenworse,in
somecases,theuntrustedOScancausetheenclaveexecu-
tiontoinduceexceptionsthatgiveitconsiderableinsight
intotheenclave’sactivities. Forinstance,Xuetal.[53]
showedthatbymodifyingpagetableentriesofpagesinside
anenclave,theuntrustedOScancauseenclaveexecutionto
incuranexceptionuponeachnewpageaccess,permitting
theOStotracetheenclaveexecution(atthegranularity
ofpagesasSGXmasksthelowest12bitsofthepage-fault
addressbeforepassingittotheOSkernel)andgainconsid-
erableinformationaboutsecretdataitholds.Forinstance,
itwasshownthatthecodeanddatapageaccesspatterns
ofthefreetypefontrenderingengine,theHunspellspell
checker,andtheimageprocessinglibrarylibjpegcanbe
monitoredthroughthepage-faultsidechannel,whichmay
beexploitedtoinferthecontentofthedocumentsorim-
ages.Shindeetal.[45]demonstratedsimilarpage-faultat-



tacksagainstcryptographiccode,e.g.,theEdDSAsigning
processinlibgcrypt.Bytracingtheexecutionsequenceof
thethreefunctionsec_mul,add_pointandtest_bit,which
arelocatedinthreeseparatepages,theadversarycanlearn
thesigningkey.

3.2 Interrupt-basedAttacks
Ithasbeenshowninpriorstudies[20,58]thatanun-

privilegedattackermaygeneratefrequentinterruptstopre-
emptthevictimprogram’sexecution,byexploitingdesign
flawsoftheunderlyingOSorhypervisorschedulers. The
frequentpreemptionenablesfine-grainedcacheside-channel
attacks,e.g.,Prime-Probeattacks,ontheL1datacache
andinstructioncachetoextractencryptionkeys. Aprivi-
legedattackerwhocontrolstheentireOSmayalsoprogram
hardwareinterruptcontrollerstotriggerevenmorefrequent
interrupts(e.g.,oneinterruptperinstruction)withoutex-
ploitinganyvulnerabilityoftheschedulers. Forexample,
thehigh-precisionAdvancedConfigurationandPowerInter-
face(ACPI)Power ManagementTimer,theHighPrecision
EventTimer(HPET),theLocalAdvancedProgrammable
InterruptController(LAPIC),andthehardwareperformance
monitoringunits(PMUs)canallbeprogrammedtotrigger
frequentinterruptstopreempttheshieldedexecutionwith
highfrequency.
Notonlycanprivilegedside-channelattackerstriggermore

frequentPrimesandProbesbyinstructinghardwareinter-
ruptcontrollerstotriggerhigh-frequencyinterrupts,they
canalsoreducethebackgroundnoisethatare majorob-
staclesinunprivilegedcacheside-channelattacksby,e.g.,
pinningallotherprocessesonthesystemtootherCPU
corestomakesurenootherprocessesarescheduledonthe
corewheretheattackisperformed. Moreover,astheadver-
saryalsohasfullcontroloverthehardwareconfiguration,he
mightalsodisablehardwarefeaturesthatmakehiscacheat-
tackschallenging.Forinstance,bydisablinghardwarecache
prefetching,theattackercanconsiderablyreducenoisein
cache-basedside-channelattacks.
Whereaspage-faultsidechannelstracetheexecutionof

theshieldedcodeatthepagelevelandcachesidechan-
nelstraceshieldedexecutionatcache-setgranularity,itis
alsoconceivablethatamaliciousOSmaycombinepage-level
sidechannelsandcache-set-levelsidechannelstotracethe
executionoftheshieldedcodeatthegranularityof64-byte
cachelines,enabling much morefine-grainedobservations
thananypreviouslyknownattacks.

3.3 ThreatModel
Tosummarize,weconsiderprivilegedside-channelattacks

againstshieldedexecutioninSGXenclaves.Theoperating
systemisuntrustedandpossibly malicious,butitsdirect
inspectionofenclave memoryisprohibitedbySGX. We
specificallyconsideraprivilegedside-channelattackerwho
mayinducepagefaultsortriggerinterruptstopreemptthe
shieldedexecutionandtraceitscontrolflowordataflowat
thepagelevelorcache-linelevel. Weassumetheattacker’s
side-channelobservationsarenoise-freeanddeterministic.
WealsoassumethattheuntrustedOSiswillingtoprovide

anexecutionenvironmenttoshieldedexecutionthatisfree
ofexcessiveinterrupts,e.g.,bypinningtheshieldedexecu-
tiontodedicatedCPUcores. Weconsiderthisrequirementa
contractbetweentheoperatingsystemandtheshieldedex-
ecution.Violationofthecontract,detectedusingthemeth-

odswelayoutinthispaper,willresultinself-termination
oftheshieldedexecution(assumingtheshieldedprogram
isconfiguredwithpolicytodoso),whichleadstodenial-
of-service(DOS).DOSattacksarebeyondthescopeofthe
paper,asamaliciousOScaneasilydosobynotscheduling
theshieldedexecution.

3.4 KnownDefenses
CloselyrelatedtoD́ej̀aVuisconcurrentresearchbyShih

etal.[44].Theirsolution,calledT-SGX,worksbycompiling
theenclaveapplicationintoacollectionofTSXtransactions,
sothatpagefaultsarehandledbythetransactionabort
handlerfirst,beforetrappingintothekernel,effectivelyhid-
ingfaultingaddressesfromthekernel.Asideeffectisthat
exceptionsandinterruptsaredetectable(bycausingthese
transactionstoabort).Doingso,however,requiresdetailed
staticanalysisandanumberofprogramtransformations
todissecttheenclaveprogramintoshorttransactionssub-
jecttohardware-specificconstraints(e.g.,thatitswriteand
readsetsfitintotheL1orL3caches,respectively). These
largerwriteandreadsetswilltendtocausemoretransaction
abortsthanoursimplereference-clockcode. And,perhaps
mostimportantly,T-SGXprecludestheuseofTSXforits
intendedpurpose:elidingsoftwarelocksin multithreaded
programs.Ourapproachisbasedonsimilarprinciples,but
neitherrequiresdetailedstaticanalysisnorimposesonen-
claveprograms’otherusesofTSX.AsidefromT-SGX,the
onlyothersoftware-baseddefenseknowntousforpage-fault
sidechannelsinvolveshidingthepatternofpageaccesses
fromtheuntrustedOS,whichaddressesonlythepage-fault
sidechannel(versusalsocache-basedside-channelslever-
aginginterrupts),hasbeendemonstratedonlyoncrypto-
graphiclibraries,andrequiredmanualprogramannotation
toachievereasonableoverheads[45].

4. ATTACKDETECTIONTHROUGHTIMED
EXECUTION

AsdiscussedinSec.3,asignificantvantagepointthata
privilegedattackerhasistheabilitytofrequentlypreempt
theshieldedexecutioninenclaves,resultinginunexpected
enclaveexits—i.e.,AsynchronousEnclaveExits(AEXs)in
SGX—thattheuntrustedOScanobserve. Whilenotev-
eryAEXisnecessarilyindicativeofanattack,ahigherfre-
quencyofAEXsthannormal,particularlyatcertainpoints
inanexecution,canserveasasignatureforsuchanat-
tack.Therefore,weaimtodetectAEXsasanindicatorof
side-channelattacks.
Thisseeminglysimpletaskinpracticeisverychallenging:

ShieldedexecutionisnotnotifiedbyCPUhardwarewhen
AEXsoccur.Becausetheshieldedprogramcannotrelyon
theuntrustedOSforsuchinformation,thereisnoreliable
sourcethatallowstheshieldedprogramtodetectAEXs.
Therefore,theonlyviablesolutionistodetectthemitself.
D́ej̀aVudoessobyimplementingatrustworthyreference
clocktomeasuretheexecutiontimeofitsapplicationthread
intheenclaveandcomparetheexecutiontimeofitssteps
withtheirnormalexecutiontimestodetectwhetherenclave
exitsoccurredand,ifso,duringwhichstepstheyoccurred.
Wedesignamechanismthatembedstimemeasurement

intotheprogram’sexecution—theshieldedprogramwillpe-
riodicallycheckareliableclocktomeasureitsownexecution
timewithfinegranularity.Ifduringanyperiodoftime,the



executiontimedeviatesfromtheexpectationbyathreshold,
theshieldedapplicationprogramobtainsevidenceofAEXs
duringitsexecution.Tomaketheschemesecure,thetime
measurementcodemustbeexecutedinsidetheenclave.For
themoment,assumethatthereisatrustworthyclockinside
theenclavefortimemeasurement.(Aswewilldiscussin
thenextsection,suchanassumptionisnoteasytosatisfy.)
D́ej̀aVustaticallyinstrumentsenclaveprogramsatcom-

piletimetoincorporatetime-measurementcodethatisused
todetectvariationsintheexecutiontimesofexecutionpaths
intheinstrumentedenclaveprogramsduetobothpage
faultsandinterrupts(and,indeed,anyAEXs).Thekeyin-
sightofD́ej̀aVuisthatbyinjectingthetime-measurement
codeatthebasic-blocklevelinthecontrol-flowgraph(CFG),
thefinalcompiledbinarycode,whenruninsidetheenclave,
willrepeatedlyreferenceareal-timeclockduringitsexecu-
tionalongpathsoftheCFG.
TheexecutiontimeofeachpathintheCFGisthenmea-

suredtodetectunexpectedenclaveexits;i.e.,iftheexecu-
tiontimeistoolong,thenitisquitelikelythatanAEX
occurredduringtheexecution. Althoughthedesignseems
straightforward,inpracticeitischallengingto makethe
methodbotheffectiveandefficient.Intherestofthissec-
tion,wegraduallyexplainthetechnicaldifficultieswefaced
andincrementallydescribeoursolutionstothesechallenges.

4.1 SourcesofTime
Tomeasuretheexecutiontimewithfinegranularity,D́ej̀a

Vuconstructsareferenceclockthatsatisfiesthefollowing
requirements:

•Theclockprovidesaninterfacetoamonotonicallynon-
decreasingcounter.

•Thecountervalueoftheclockcannotbereadoraltered
bytheuntrustedOS.

•Theclockcannotbesilentlystoppedbytheuntrusted
OSwithoutbeingnoticed;referencingaclockthathas
beenstoppedwillreturnafailureindicator.

AswewillshowinSec.5,suchareferenceclockcannot
beachievedeasilyinsideenclaves. Wewillelaborateonour
designandimplementationshortly.Forthesakeofdiscus-
sioninthissection,wesimplyassumetheexistenceofsuch
areferenceclock.

4.2 SelectiveBasicBlockInstrumentation
Instrumentingallbasicblocksfortimemeasurementsmay

inducehighperformanceoverhead.So,D́ej̀aVuonlyselec-
tivelyinstrumentsasubsetofallbasicblocks.Specifically,
D́ej̀aVuinstrumentsonlytwotypesofbasicblocks:

•multi-sinks: Amulti-sinkisabasicblockwithindegree
largerthan1intheCFG,orthatisanentryblockor
exitblock.

•multi-sinkpredecessors: Amulti-sinkpredecessorisaba-
sicblockthathasanedgetoamulti-sinkintheCFG.

Bydefinition,abasicblockcanbebothamulti-sinkand
amulti-sinkpredecessor.D́ej̀aVuinstrumentsmulti-sinks
withthetimemeasurementlogic;specifically,theclockis
referencedtogetthecurrentvalueoftheclockcounter,and
thetimeincrementsincethelasttimemeasurement(i.e.,the
lasttimeamulti-sinkwasvisitedintheCFG)iscomputed
bysubtractingthelastclockreadingfromthecurrentclock
reading. A multi-sinkpredecessorisnotinstrumentedto
measuretime(unlessitisalsoamulti-sink),butinsteadeach

isinstrumentedtorecordthefactthatitwasjusttraversed,
byloggingitsbasic-blockidentifierforthatpurpose.
Letanexecutionpathletbetweentwomulti-sinksinaCFG

beapathofbasicblocksbetweenthetwomulti-sinksthat
doesnotcontainanothermulti-sink. Notethatthereisa
one-to-onecorrespondencebetweeneach multi-sinkprede-
cessorintheCFGandtheexecutionpathletthattraverses
itandreachesitssuccessor. Thisisduetothefactthat
onlytwobasicblocksonanexecutionpathlethaveinde-
greeslargerthan1. Assuch,intheinstrumentationofa
multi-sink,itsufficestoonlycheckthemulti-sinkpredeces-
sorlasttraversedtodeterminewhichpathletwasjustfol-
lowed.Therefore,amulti-sinkcanusetheidentifierofthis
predecessortolookupthethresholdtowhichtocompare
thetimetakentotraversethispathlettodetectanAEX
duringitsexecution.
WeillustratethesebasicblocksinFig.1.Inthisfigure,

fourtypesofbasicblocksareshown:basicblock1and6are
multi-sinks,basicblock3and4aremulti-sinkpredecessors,
andbasicblock5isbothamulti-sinkandamulti-sinkpre-
decessor.Basicblock2isnotinstrumented.Fourexecution
pathletsareshowninthefigure:twopathletsfrombasic
block1to5,onefrom1to6,andonefrom5to6.Thetwo
pathletsbetweenblock1and5canbedistinguishedatbasic
block5bycheckingthepredecessor.

Figure1:Examplesofmulti-sinks,multi-sinkpredecessors
andexecutionpathlets.

4.3 DetectingAEXs
TodetectAEXsatruntime,D́ej̀aVufirsttrainsaclassi-

fieroffline.Theclassifieristrainedusingmeasuredexecution
times(usingthereferenceclockofSec.5)ofeachexecution
pathlet,eachlabeledaccordingtowhetherAEXsweretaken
duringtheexecutionofthatpathletornot.Providedthat
thesetimesareeasilyseparablebyathreshold(andwewill
showthattheyare),theclassifierwillapplythatthreshold
toeachexecutiontimeofanexecutionpathlettodetermine
whetheranAEXwastakenduringitsexecution.
Astheexecutiontimeismeasuredperpathlet,training

ofthethreshold-basedclassifierisindependentoftheinput.
Thisisbecauseindirectcontrolflowtransfers(e.g.,loops)do
notexistonanypathlet.TheexecutiontimewithoutAEXs
isonlydependentonthesetofinstructionsonthepathlet
andtheruntimeinteractionwithCPUcaches.Inpractice,
wefindthevariationofexecutiontimeduetocachemisses
andhitsisnegligiblecomparedtothetimeconsumedbyan
AEX. Whenthetrainingdataisnotsufficienttocoverall
executionpathletsintheCFG,whichisalimitationofany
dynamictrainingscheme,adefaultthresholdisusedforthe
baselineclassifier. Thedefaultthresholdisconservatively
estimatedbythe minimumtimeitneedstotakeforone



AEX. Wewilldetailourimplementationofthedetection
mechanismsinSec.6.

4.4 RespondingtoAEXDetections
Giventhewidevarietyofapplications,itisunlikelythat

thereisasinglebestpolicyforrespondingtoAEXdetections
acrossallofthem. However,inthecontextofspecificap-
plications,someeffectiveresponsepoliciesareevident.For
example,inthepage-faultattackofShindeetal.[45]against
libgcrypt,theattackerleveragedpagefaultstodetermine
thepathtakenthroughtheec_mulroutine;sincethepath
takenisdeterminedbyanexponentbit,determiningthe
pathdeterminestheexponentbit(i.e.,thesigningkeybit).
Undernormaloperation,ahighrateofAEXsduringamod-
ularexponentiationroutinewouldbeveryunlikely.Assuch,
evenonlyacoupleofdetectionsofAEXsduringtheexecu-
tionofthisroutinewouldalreadybeindicativeofanattack
occurring.Inresponse,theapplicationcouldsimplyhalt
theexponentiationtoprotectthekey,orevenchangeits
cryptographickey.However,ourgoalhereisnottoprovide
responsepoliciesformanydifferentapplications,butrather
toprovidetheunderlyingcapabilitytoreliablydetectAEXs
duringtheexecutionofanapplicationthreadinanenclave.

5. CREATINGAREFERENCECLOCK
AsdiscussedinSec.4,thecentralinnovationinD́ej̀aVu

isinhowitconstructsareferenceclockwithwhichenclave
logiccan measureexecutionofpathletsoftheapplication
threadintheenclave,inordertodeterminewhethertheap-
plicationthreadincurspagefaults. Whilenumerousfacili-
tiesexistonacomputerplatformtosupportmeasuringexe-
cutiontime,unfortunatelynoneofthemworkinourthreat
model:

•Operatingsystemclocks:Operatingsystemsprovidefine-
grainedsoftwareclocks,suchasclock_gettime()and
gettimeofday(),butastheyareallmaintainedbythe
untrustedOSkernel,noneofthemcanbetrustedtopro-
videfaithfulmeasurementofthepassageoftime.

•Hardwareclocksandtimers:Fine-grainedhardwaretime
stampcounterscanbeaccessedfromuserspacethrough
therdtscinstruction. However,thisinstructioncanbe
emulatedbytheoperatingsystemsothatthereturned
valueiscontrolledbytheuntrustedOS[2].Inaddition,
thecurrentSGXimplementation,SGXv1.0,doesnot
supportrunningrdtscinstructionsinsideenclaves.Sim-
ilarly,APICtimersandperformancecountersmayalso
providefine-grainedtimemeasurementbydeliveringin-
terruptsatspecifictimeintervals.However,theycanbe
controlledbythemaliciousOS.

•Remoteclocks:Theenclavecouldcommunicatethrough
asecurechannel(e.g.,overTLS/SSL)toaremotetiming
facility. However,sincetheIPstackisstillmaintained
bytheuntrustedOS,requeststoremoteclockscanbe
arbitrarilydelayed,andwithoutalocalclockreference,
theenclaveprogramhasnowaytovalidatewhetherthe
returnedvaluefromtheremoteclockisrecent.

AsdiscussedinSec.1,wethereforeimplementourrefer-
enceclockusingaseparatethreadintheSGXenclave,i.e.,
inwhichprogressoftheapplicationthreadismeasuredby
progressofthereference-clockthread. Wefirstrefineour
goalsforourclockimplementationinSec.5.1andthende-
scribeitsdesigninSec.5.2–5.4.

5.1 DesignGoals
Denotethevalueofourreferenceclockatrealtimetby

C(t). Ourgoalistoimplementaclockthatbehavesas
followsforanyt1≥t0:

fmin×(t1−t0)

v
≤C(t1)−C(t0)≤

fmax×(t1−t0)

v
(1)

Here,visaparametertoouralgorithmthatisthenum-
berofCPUcyclesthatdefinesa“clocktick”. fmin and
fmax arethe minimumand maximumCPUcorefrequen-
cies(GHz),respectively,towhichtheuntrustedOScanset
thecorerunningthereference-clockthread.fmin andfmax
canbeobtainedfromprocessorspecifications.Thefactthat
theuntrustedOScanmanipulatethefrequencyoftheCPU
coreonwhichthereference-clockthreadruns,accountedfor
bytheinclusionoffmin andfmax in(1), meansthatthe
untrustedOShassomelatitudetomanipulateourclockto
itsadvantage. Aswewillshowonourtestplatform,how-
ever,forintervals[t0,t1]thatarecharacteristicofhowwe
usetheclock,thislatitudeisstillinadequatefortheattacker
toavoidtheenclavedetectingapagefaultincurredbythe
applicationthreadduring[t0,t1].
Oneexceptionalcaseinwhichourclockwillnot meet

condition(1)isiftheuntrustedOSinterruptsthereference
clockthreadin[t0,t1].Fortunately,itsufficesforourpur-
posestoensurecondition(1)ifthereference-clockthread
isnotinterruptedduring[t0,t1]and,ifitisinterrupted,to
detectthatinterruptionwithhighprobabilityandsetaflag
indicatingtheinterruption.

5.2 IntelTSX
Todetecttheinterruptionofthereference-clockthreadby

theuntrustedOS,D́ej̀aVuneedstoleveragehardwarecon-
tractsthatevensystemsoftwarecannotbreak. Ourchoice
forsuchahardwarecontractishardwaretransactionalmem-
ory,specificallyIntelTSX.
IntelTSXimplementsextensionstosupportatomicoper-

ationofcriticalregionsofsoftware.Onceaprogramentersa
criticalregionenclosedwithinahardwaretransaction,mod-
ificationstodatareadbythecriticalregionorfetchingof
datamodifiedwithinthecriticalregionwillcausethetrans-
actiontoabort,afterwhichthememorywillrollbackto
astatebeforeenteringthetransaction. Afeaturethatis
particularlyofinteresttothedesignofD́ej̀aVuisthata
transactionwillabortifitisinterruptedbytheoperating
system.Thisabortisenforcedinhardware;eventhemost
privilegedsystemsoftwarecannotavoidit[1].Therefore,by
enclosingtheexecutionofthereference-clockthreadinside
atransaction,D́ej̀aVucanguaranteethatinterruptionof
thethreadwillnotgoundetected:IfthemaliciousOSat-
temptstopreemptthereference-clockthread,eitherbyde-
liveringhardwareinterruptsorbygeneratingasystem-level
exception,theinterruptedtransactionwillabortimmedi-
ately,whichwillbedetectedbythereference-clockthread
(byitfollowingafallbackexecutionpath).

5.3 DetailedDesign
Ourreference-clockthreadcontinuouslyupdatesanen-

clavevariabletimerthatrepresentsthecurrentclocktime;
theapplicationthreadconsultsthistimertogetthecurrent
clocktimeC(t)whenneeded. Becausetimerisprotected
bySGXintheenclave,theuntrustedOScannotreador



alterit,andsoitsvaluecannotbedirectlymanipulatedby
theuntrustedOS.
Onesubtletyinthisdesignisthatbecausethetimerwill

befrequentlyreadbytheapplicationthread,itcannotbe
includedinthewrite-setofahardwaretransaction;oth-
erwisethetransactionwillabortwhenevertimerisread.
Therefore,timercanbeupdatedonlyoutsidetransactions,
implyingthatdetectinginterruptionofthereference-clock
threadwillbe(only)probabilistic. Moreover,thereisaten-
sionbetweenthefrequencywithwhichthereference-clock
threadupdatestimerandtheprobabilityofitdetecting
itsinterruption: Ontheonehand,updatingthecounter
frequentlyimpliesalowerabilitytodetectaninterruption,
sincetheupdaterequiresexecutingoutsidetheprotectionof
hardwaretransactions.Ontheotherhand,executingwithin
ahardwaretransactionlongerincreasesthelikelihoodofde-
tectinganinterruption,butpreventsupdatingtimerfre-
quently,meaningitsgranularitywillsuffer.
Tobalancethistension,werandomizethenumberofcy-

clesthatthereference-clockthreadexecuteswithinatrans-
actionpriortoupdatingtimer;seeFig.2. Morespecifically,
thereference-clockthreadrunsinanendlessloop:itfirstob-
tainsapseudo-randomnumberfromthehardwarebyissu-
ingrdrandinstructionatthebeginningofeachloop,keeps
itsleastsignificantbitsandaddsone(line10),yieldinga
pseudo-randomvaluerand∈[1,N],whereN isapowerof
2.IntheexampleshowninFig.2,Nis8.Attheendofeach
loop,thereference-clockthreadincrementstimerbyrand.
Thethreadexecutesaninnerloopofvcyclesinduration
tomakesuretheexecutionofeachouterloopisrand×v
cycles.Toleveragethedesiredpropertyofhardwaretransac-
tionalmemory,thereference-clockthreadenclosestheinner
loopinsideatransaction(lines7-14),whichguaranteesthat
theexecutionoftheinnerloopcannotbedisruptedwith-
outbeingdetected. Otherwise,acounterisincrementedto
indicatetheinterruption(line16).
Oneconsequenceofthisrandomizationisthatthisclock

implementationcanlagbyuptoNticks;i.e.,theleft-hand
inequalityin(1)mustbeweakenedto

fmin×(t1−t0)

v
−N≤C(t1)−C(t0)

However,theprobabilityofasubstantiallagissmall,as-
sumingrandisuniformlydistributedin[1,N],i.e.,

P C(t1)−C(t0)+x<
fmin×(t1−t0)

v

≤P(rand>x)

=1−
x

N

5.4 Side-ChannelInferencesonClockRefer-
ences

Becausetimercannotbewritteninsidethetransactionof
lines7–14ofFig.2,theuntrustedOScouldinduceapage
faultonthepagecontainingtimertodetectwhenevertimer
isaccessed.Inthisway,theuntrustedOScouldmeasurethe
realtimebetweenaccessestotimerandusethemtoinfer
whatpathletstheapplicationthreadintheenclaveexecutes.
Toaddressthisthreat,D́ej̀a Vuaccessesavariablein

thesamevirtualpageastimerwithinthetransaction(in

1 unsigned int timer; // global variable
2 unsigned int interrupted; // global variable
3 void timer_thread()
4 {
5 unsigned int rand;
6 while (1) {
7 if (_xbegin() == _XBEGIN_STARTED) {
8 __asm volatile ("rdrand %0\n\t"
9 :"=r"(rand));
10 rand = (rand & 0x7) + 1;
11 for(int i = 0; i < rand; i++) {
12 // tasks comprisingv cycles
13 }
14 _xend();
15 } else {
16 interrupted += 1;
17 continue;
18 }
19 timer += rand
20 }
21 }

Figure2:Codesnippetforthereference-clockthread.

Figure3:SystemarchitectureofD́ej̀aVu.Blocksingray
areuntrusted,whichincludetheuntrustedcomponentsof
theprocessesandtheentireOSkernel.

line12).2 Inthisway,iftheuntrustedOSinducesapage
faultwhenthatpageisaccessed(e.g.,inanefforttoper-
formthetimingattackdescribedabove),thenitabortsthe
transactionwithhighprobability,causingtheinterruption
tobedetected.

6. IMPLEMENTATION
Theruntimearchitectureof D́ej̀a Vuisillustratedin

Fig.3. TheapplicationlogicthatrunsinsidetheSGXen-
claveiscontainedinsideoneor moreapplicationthreads,
whichareaccompaniedbythereference-clockthreadwithin
thesameenclave.ThethreadsareboundtodedicatedCPU
coresbytheuntrustedOS.FailureoftheuntrustedOSto
dosowillcausethesethreadstosuffermoreinterruptions,
whichwillbedetectedby D́ej̀a Vuand mightresultin
theshieldedexecutionterminatingitself(ifitspolicyisto
doso).Iftheapplicationitselfismulti-threaded,onlyone
reference-clockperenclaveisneededtoprotectallthreads.
Weimplemented D́ej̀aVubyextendingtheLLVMframe-

work(v3.5.2). The workflowof D́ej̀a Vuisillustrated
inFig.4.Specifically,aD́ej̀aVulibraryimplementsthe
reference-clockthreadandthecodespecifyingthesecurity
policythatreactstoAEXdetections.TheD́ej̀aVulibrary
codeiscompiledusingthegcccompilertoanobjectfile.The

2
To confirmthatanothervariableatvirtualaddressvaddr lies
in the same virtual page astimer, it suffices to check that
⌊vaddr/pageSize⌋ = ⌊&timer/pageSize⌋, wherepageSize is the
smallestpagesizeallowedbytheprocessorinbytes.



Figure4: WorkflowofD́ej̀aVu.

applicationsourcecodeiscompiledusingClang3,afront-end
toLLVMthatcompilesCcodeintoLLVMintermediaterep-
resentation(IR).Ourstaticanalysistoolisimplementedas
anLLVMIRoptimizationpassthatinstrumentsselected
basicblocksaccordingtoourcriteria.Theinstrumentation
conductedbyourextendedClangisdifferentinthetraining
modeanddetectionmode,whichwillbeexplainedfurtherin
Sec.6.1andSec.6.2.Theoutputofthetrainingmodecon-
tainsclassifierthresholds,whichwillbeusedinmonitoring
theshieldedexecutioninthedetectionmode.

6.1 TrainingMode
OurextendedClanginthetrainingmodeinstrumentsev-

erymulti-sinkbyaddinginstructionstoreadthereference
clock,sothattheexecutiontimeofeachexecutionpathlet
willbemeasuredbythetrainingexecutables.Italsoinstru-
mentseverymulti-sinkpredecessortorecordthebasic-block
identifier,whichisusedtoindicatewhichpathletistaken.
Thetrainingexecutablesaregivenasetofinputvaluesand
arerunfor multipletimes. Duringtheexecution,thein-
strumentedcoderecordsthetimemeasurementofrunning
everypathletinalargearrayandprintstherecordsinto
filesattheveryendofthetraining. Thetrainingfileis
post-processedtoobtainthemeanandstandarddeviation
ofthetimemeasurementofeachpathlet.
To measurethetimespentinAEXs,weconductedthe

followingexperiments.RecallthatthetimespentinanAEX
includesthetimeforanenclaveexitandacontextswitch
intothekernel.So,toconservativelyestimatetheminimum
timeneededbyamaliciousAEX,wemeasuredonlythetime
forenclaveexits,whichcanbeapproximatedbythetime
spentinemptyOCalls. Assuch,wetriedtomeasurethe
time(inthev-cycletimeunitsofourownreferenceclock,
wherevisabout30)takeninanemptyOCallbycallingit
1000times. Onourtestplatform,theaveragetimetaken
was78.14timeunitsandthestandarddeviationwas3.27
timeunits.
Thethresholdoftheexecutiontimemeasurementofeach

executionpathletisdeterminedasthemeanoftheexecution
timeoftheunderlyingpathletminusitsstandarddeviation
plusthemeanofthetimeforoneAEXminusitsstandard
deviation. Theresultingconfigurationfileisthenusedby
theextendedClanginthedetectionmode.

6.2 DetectionMode
Theinstrumentedbasicblocksinthedetectionmodework

inthefollowingway. Ateach multi-sinkpredecessor,the
basic-blockidentifierisrecordedtokeeptrackofthecurrent
executionpathlet. Ateach multi-sink,areferencetothe
clockismade.Iftheclockwasinterruptedinthetimesince
thelastclockreference,acalltotheD́ej̀a Vulibraryis
madetoindicateaclock-AEXalarm.Ifnot,thenthecurrent

3
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Figure5:IntegratingD́ej̀aVuwithLinuxSGXSDK.

clockreadingiscomparedwiththepreviousclockreadingto
calculatethedifference,whichisthetimespenttoexecute
thejust-finishedpathlet.Iftheexecutiontimeislargerthan
theinstrumentedthreshold,thenacallismadetotheD́ej̀a
Vulibrarytoindicateanapp-AEXalarm.Bothclock-AEX
alarmsandapp-AEXalarmscanbeusedbythesecurity
policyenginetomakeinformeddecisionsaboutwhethera
privilegedside-channelattackisongoing.

6.3 IntegrationwithSGXSoftwareDevelop-
mentEnvironments

Thedesignof D́ej̀a Vuisindependentofthesoftware
developmentenvironment.Fordemonstrationpurposes,we
haveintegratedD́ej̀aVuwiththeofficialLinuxSGXSDK
releasedbyIntel4. TheworkflowforintegratingD́ej̀aVu
withtheofficialLinuxSGXSDKisshowninFig.5. Fol-
lowingthestandardusecaseofIntelSGXdescribedbythe
SDK,thesourcecodeoftheprojecttobeprotectedbyD́ej̀a
Vuisseparatedintotwocomponents:anapplicationcom-
ponentandanenclavecomponent. Theseparationisen-
abledbytheSGXSDKwithanedlfile,whichismanually
createdbythedeveloperandspecifieswhichfilesandfunc-
tionsaretobecompiledintowhichcomponents. Withthe
helpofanSDK-providedtoolcallededger8r,twoheader
filesaregeneratedthathelpthetwocomponentstointeract
witheachother:Enclave_u.handEnclave_t.h.Thestan-
dardSDKcompilestheapplicationsourcecodeusingthe
gcccompiler.D́ej̀aVuleavesthispartunchanged.Toen-
ableprogramanalysisandinstrumentation,wereplacethe
compilerfortheenclavesourcecode(i.e.,gcc)withClang.
ThecompiledbinaryistheSGXlibrarythatwillbeloaded
intotheenclave.

7. EVALUATION

7.1 ExperimentSetup
OurexperimentswereconductedonaDellLatitudeE5470

laptop,whichisequippedwithanIntelCOREi5-6440HQ
SkylakeprocessorthatsupportsbothSGXandTSXex-
tensions. Theprocessorhadfourcores,whose maximum
frequencyis2.6GHz. Thelaptopwasequippedwith8GB
DRAM.ThesizeofEPCwasthedefault,128MB.Theoper-
atingsystemwasaUbuntu14.04withLinuxkernelversion
3.19.0. Toperformsecurityandperformanceevaluations,
weportedthenbenchperformancebenchmark[4]tosup-
portSGXandappliedD́ej̀aVutocompilethemwiththe
SGXLinuxSDK.

7.2 SecurityEvaluation
Weconsiderthreetypesofattacksagainst D́ej̀aVuin

ourempiricalsecurityevaluation:(1)stoppingtheclockby

4
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Figure6: Probabilityofclock-threadAEXnotcausinga
TSXabort. Greybarsshowtheoreticalprobabilityesti-
matesandwhitebarsrepresenttheempiricalprobabilities.

interruptingtheexecutionofthereference-clockthread;(2)
tracingtheshieldedexecutionbytriggeringpagefaults;and
(3)slowingthereference-clockthreadbyscalingdownthe
operatingfrequencyoftheunderlyingCPUcore.

7.2.1 DetectingReference-ClockAEXs
Wedesignedthereferenceclocksothattheprobability

fortheadversarytopreempttheclockwithoutinducinga
TSXabortisonlyabout5%,bytuningthevalueofv,the
fixedCPUcyclestakenintheinnerloop,andN,theupper-
boundofthevariablerand. Thatis,thereference-clock
threadwillspendabout5%ofthetimeoutsidethehardware
transactions,toexecutetheinstructiontimer+=rand.
Wevalidatethatourtheoreticalestimatesareconsistent

withempiricalresultsinthefollowingexperiments.Ineach
oftheexperimentswereportinFig.6,weinstrumentedthe
OSkerneltotriggerinterruptstopreemptthereference-
clockthread,inducingroughly5000AEXsonthatthread.
Thereference-clockthreadwasimplementedwithafixed
unitexecutiontime,v≈30CPUcycles,butwevariedthe
valueofN ineachoftheexperiments. Thegraybarsin
Fig.6representourtheoreticalestimatesoftheprobabil-
itythatanAEXwillnotinduceaTSXabortontheclock
thread(calculatedforthechoiceofvandN intheexper-
iment),andthewhitebarsrepresenttheempiricalproba-
bilitiesthatanAEXdidnotinduceaTSXabortinthe
experiments. Theempiricalprobabilitywascalculatedby
comparingthetimestampsoftransactionaborts(readin
an OCallfromthetransactionaborthandler)and AEX
timestampsreadintheAsynchronousExithandlerPointer
(AEP),whichisapieceofcodethatiscalledwhenanAEX
resumes,rightbeforere-enteringtheenclave.Ifthetransac-
tionaborttookplaceshortly(lessthan5000cycles)afterthe
AEX,thenitisconsideredtobecausedbytheAEX.The
reportedempiricalprobabilityistheratioofthenumberof
AEXsthatdidnotcauseanabort(i.e.,werenotfollowed
byaTSXabortinthenext5000cycles)tothetotalnumber
ofAEXs.
Bycomparingthesevalues,wecanseethatourtheoreti-

calestimationisclosetotheempiricalprobabilitywhenN
issmall(e.g.,4or8),butwhenNincreases,thetheoretical
valueofthevulnerablewindowinwhichthereference-clock
threadcanincuranAEXwithoutcausingaTSXabortdrops
fasterthantheempiricalresultssuggest. Weconjecturethat
theresulthastodowithourinabilitytoaccurately mea-
suretheexecutiontimeofonesinglestatementoutsidethe
transactionduetotheCPU’sspeculativeexecution,which
iscriticalinourcalculationofthetheoreticalprobability.
Nevertheless,theexperimentssuggestthetheoreticalvalues
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Figure7:Precisionandrecallofclock-AEXalarmsduring
tennbenchapplications.

areclosetoempiricalones,especiallywhenN=8,whichis
thevalueweusedintherestofourexperiments.
ATSXabortdoesnotitselfraiseaclock-AEXalarm;

rather,theapplicationthreadraisesaclock-AEXalarmupon
noticingthatatleastoneTSXabortoccurredontheclock
threadsincetheapplicationthreadlastconsultedtheclock.
Moreover,aTSXabortcanoccurforotherreasonsthanan
AEXoccurringontheclockthread.Assuch,aclock-AEX
alarmcanreflectzero,one,ormultipleAEXsontheclock
thread.Tomeasuretheaccuracyofclock-AEXalarms,then,
weadaptdefinitionsofprecisionandrecalltoourcaseas
follows. First,weestimateaclock-AEXalarmtobeaccu-
rateifatleastoneAEXoftheclockthreadprecededitby
atmostδclockcycles,whereδisempiricallydeterminedas
thelongestexecutiontimeofanyexecutionpathletinthe
CFGoftheprogram(andsoisthemaximumdurationbe-
tweenclockaccessesbytheapplicationthreadformeasuring
thetimetoexecuteapathlet).Theprecisionofclock-AEX
alarmsisthentheratioofthenumberofaccurateclock-
AEXalarmstothetotalnumberofclock-AEXalarms.The
recallofclock-AEXalarmsistheratioofthenumberof
clock-threadAEXsthatwerefollowedwithinδcyclesbya
clock-AEXalarm(i.e.,thatwereaccuratelydetected)tothe
totalnumberofclock-threadAEXs.
Theprecisionandrecallofclock-AEXalarmsareshown

inFig.7,whentheshieldedprogram(runningontheappli-
cationthread)wasoneoftennbenchapplications[4].Each
barrepresentsanaveragecalculatedovertenruns.Ineach
run,about5000AEXsweretriggeredontheclockthread.
Ascanbeseenthere,therecallofclock-AEXalarmswas
oftencloseto1.0andisabove0.95inallcases. Precision
wasatleast0.83inallcasesbutone(whereitwas0.78).
Thesomewhatlowerprecisionofclock-AEXalarmsreflects
thefactthattheclockthread’sTSXtransactionscanabort
forreasonsotherthanAEXs,mainlyduetoeffectsofother
applicationsrunningalongsideit.Itremainsfutureworkto
mitigatetheseeffects.

7.2.2 DetectingAEXsontheApplicationThread
Toshowtheshieldedprogramcannotbepreemptedwith-

outbeingdetected,weconductedthefollowingexperiments.
TheOSstartedtheshieldedapplicationintheenclaveand
thenperiodicallyinjectedaninterrupttoinduceAEXson
theapplicationthread.Aftereachinterrupt,theOSwaited
forlongenoughtimeto makesuretheshieldedprogram
consulteditsreferenceclockatleastonce(sothatithadan
opportunitytodetecttheAEX)beforetriggeringthenext
interrupt.
Similarlytoclock-AEXalarms,wemeasuretheaccuracy

ofapp-AEXalarmsusingprecisionandrecall. Weestimate
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Figure8: Precisionandrecallofapp-AEXalarmsduring
tennbenchapplications.

anapp-AEXalarmtobeaccurateifitwasraisedwithinδ
cyclesfollowinganAEXoftheapplicationthread. Then,
theapp-AEXalarmprecisionwascomputedastheratioof
theaccurateapp-AEXalarmstothetotalnumberofapp-
AEXalarms.Todefineapp-AEXalarmrecall,weestimate
anapplication-threadAEXtohavebeenundetectableifit
wasfollowedwithinδcyclesbyaclock-AEXalarm(andno
interveningapp-AEXalarm),astheclock-AEXalarmsug-
geststhattheclockthreadwasinterruptedwhilethepath-
letinterruptedbytheAEXwasexecuting. Theapp-AEX
alarmrecallwascomputedastheratiooftheaccurately
detectedapplicationAEXs(i.e.,followedbyanapp-AEX
alarmwithinδcycles)tothetotalnumberofdetectableap-
plicationAEXs.
InFig.8,weshowtheprecisionandrecallofapp-AEX

alarmsfortenprogramsinthenbenchbenchmarksuite.
Thereportedresultsareaveragesoftenruns.Ineachrun,
about5000to6000AEXsweretriggeredontheapplication
thread. Wecanseefromthefigurethatbothprecisionand
recallwereatleast0.95forallapplications.

7.2.3 ManipulatedCPUSpeeds
Amoreadvancedadversarymayslowdownthereference-

clockCPUcoretoitsminimumfrequencyfmin andspeedup
theapplicationcoretoitsmaximumfrequencyfmax,which
onourplatformarefmin =0.8GHzandfmax =2.6GHz,
respectively. Inthisway,theattackerwill minimizethe
likelihoodthatitsapplication-threadAEXsresultinapp-
AEXalarms. Wemadetheseadjustmentsbyeditingafile
inprocfs5 andthenre-rantheexperimentsinSec.7.2.2
againunderthisnewsetup.TheresultsareshowninFig.9,
whichsuggestmodestchangesinapp-AEXalarmprecision
andrecall. Evendespitethis manipulation,precisionand
recallremainedabove0.96and0.91,respectively.Assuch,
weconcludethattheadversarymanipulatingcorespeedsis
notasignificantthreattoD́ej̀aVu.

7.3 PerformanceEvaluation
Weevaluatedtheperformanceoverheadof D́ej̀aVuby

measuringthenormalizedexecutiontimeofeachoftheten
nbenchapplications. Specifically,wecompiledthenbench
suitewithLLVMandClang. Thebaselineexecutiontime
wasmeasuredwiththebenchmarkcompiledwithoutanyin-
strumentation,andanotherversionwascompiledwithD́ej̀a
Vu’sinstrumentationcodeforAEXdetection.Asbothver-
sionswerecompiledwithLLVM,theincreaseintheruntime
oftheinstrumentedversionoverthatofthebaselineversion,
dividedbytheruntimeofthebaselineversion,isthe(rel-
ative)overheadoftheinstrumentationitself. Theaverage

5
/sys/devices/system/cpu/cpu0/cpufreq/scalingsetspeed
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Figure9:Precisionandrecallofapp-AEXalarmsduringten
nbenchapplicationswhentheapplicationcoreandreference-
clockcoreweresettorunattheirmaximumandminimum
frequencies,respectively.
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Figure10: PerformanceoverheadofD́ej̀a Vuonnbench
applications.

performanceoverheadsareshowninFig.10. Wecansee
fromthefigurethattheruntimeoverheadwaslessthan5%
fortheseapplications. Theinstrumentationincreasesthe
sizeoftheenclavebinarybyroughly64%,mostlyduetothe
D́ej̀aVuhelperfunctionlibrary.

8. DISCUSSION

Coreutilization. AsdiscussedinSec.6,ourdesignasks
thattheOSpinenclavethreads(boththeapplicationthreads
andourreference-clockthread)todedicatedcores,soasto
minimizethefrequencyofinterrupts(andsoAEXs)incurred
bytheenclavethreads.Thisdoesnotincreaseourtrustof
theOS;theOS’failuretoabidebythiscontractwillin-
creasetheinterrupts(andsoAEXs)detectedbyD́ej̀aVu,
resultinginself-terminationoftheenclave(ifthatiswhat
thesecuritypolicyspecifies).AmaliciousOScouldaccom-
plishthesameendsbysimplyneverschedulingtheenclave
threadsinthefirstplace.
DespitenotrequiringtrustoftheOS,thiscontractdoes

come withcosts,specificallyinterferingwiththenormal
schedulingpolicyofthe OS.Coupledwiththefactthat
ourdesignaddsanadditionalthreadtotheenclave(the
reference-clockthread),D́ej̀aVudoessomewhatinterfere
withoptimallymakinguseofallavailablecoresonthecom-
puter. Thatsaid,thiscontractalsoprovidesdistinctben-
efits.Inparticular,thiscontractisolatestheenclavework-
loadfromthenon-enclaveworkload.So,forexample,abusy
webserverrunningon(andincurringfrequentinterruptson)
othercoreswillnotinterferewithD́ej̀aVu.

Trainingcoverage. D́ej̀aVurequiresdynamictraining
oftheexecutiontimeofeachexecutionpathletintheCFG
oftheprograms.Althoughtheexecutiontimesofexecution
pathletsarenotverysensitivetoinputs,coverageoftraining
dataisalimitationofourtraining-baseddetectionmethod.
However,asdiscussedinSec.6,adefaulttimingthreshold



isprovidedforeachpathletthatisnotcoveredinthetrain-
ingdata.Thisthresholdisbasicallytheminimumtimefor
anAEX,whichistypicallymuchlargerthantheexecution
timeofthepathlets. Therefore,thisthresholdshouldlead
tofewsuperfluousapp-AEXalarmsbutshouldstillensure
detectionofAEXsontheapplicationthread,causingthede-
tectionsystemtoworkreasonablewellevenwhenthetrain-
ingdatadoesnotcompletelycovereveryexecutionpathlet.
Nevertheless,futureworkwillexploreapproachestomaxi-
mizethetrainingcoveragebyexploitingtechniquessuchas
concolicexecution[17].

Securitypolicyupon AEXdetection. Similartoany
intrusiondetector,D́ej̀a Vurequirestheuserstospecify
apolicythatdictateshowAEXsdetectionsshouldbead-
dressed. Weanticipatetwogeneralcategoriesofapplications
thatmayneeddifferenttreatment.Thefirstcategoryisap-
plicationsthatcontainshortsecrets,suchascryptographic
keys,thatmaybeleakedthroughprivilegedsidechannels
withrelativelyfewside-channelobservations.Fortheseap-
plications,itwouldbewarrantedtosetAEX-detectionthresh-
oldsmoreconservativelytoincreaseapp-AEXalarmpreci-
sion,andtotakeevenalownumberofAEXdetections
asaseriousindicationofathreat(e.g.,stoppingthecom-
putationorchangingkeys). Thesecondcategoryincludes
applicationslikelibjpegandfreetypethatcontainmuch
largersecretsthatmighteventuallyleakoverthecourseof
alongerexecution[53]. Theseapplications maybetoler-
antof moreAEXs,andsoleavingthethresholdsas,say,
setinSec.6andalertingaremoteadministratorincaseof
excessiveAEXsmightsuffice.
Especiallyforthefirstcategoryabove,however,itisim-

portanttonotethatsomeAEXswilloccurevenwhennoat-
tacksareunderway,owingtothenormalinterruptsandpage
faultsthatoccuroncomputers(eveniftheenclavethreads
arepinnedtotheirowncores).So,azero-tolerancepolicyis
unlikelytobeviable,eveninconjunctionwithaveryhigh
precision. Forthisreason,particularlyfragileapplications
mightneedtoincorporateadditionaldefenses(e.g.,frequent,
proactivekeyupdates)tocompensateforthefundamentally
ambiguoussituation(withrespecttoside-channelattacks)
thattheenclaveisin.

Otherside-channelthreats. While D́ej̀aVuisaneffec-
tivedefenseagainstside-channelattacksthatinduceAEXs
(e.g.,controlled-channelattacks,andsidechannelsinper-
corecaches),thereremainsthepossibilityofotherside-
channelattacksagainstanenclave.Forexample,last-level
cacheside-channelattacks[25,33],whichdonotrequirethe
attackertopreemptthevictimtoconduct,shouldbeequally
potentagainstanenclaveand,sinceexistingsystem-level
defenses(e.g.,[27,61])presumeatrustedOS,theseattacks
requireadditionalresearchtoaddressinthiscontext(or
hardwaresupport,e.g.,[51,26]).

9. CONCLUSION
Inthispaperwedetailedthedesignandimplementation

ofD́ej̀aVu,asystemfordetectingprivilegedside-channel
attacksmountedbyanuntrustedOSonanSGXenclave.
D́ej̀aVudetectsAEXsthatcouldgiverisetosuchattacks,
bytimingeachexecutionpathletoftheenclaveapplication
anddetectingwhenitsexecutiontimingsuggeststhatitwas
interrupted. ThekeychallengethatD́ej̀aVuaddressesis
thelackofanyreliabletimesourceaccessibletotheen-

clavetomeasurepathletexecutiontimes.Tofillthisneed,
D́ej̀aVubuildsanovelreferenceclockleveraginghardware
transactionalsupportnowavailableonIntelplatforms.This
transactionalsupportallowsustoconstructareferenceclock
thatwillincuratransactionabortwithhighprobability
whenthereference-clockthreadisinterrupted. Moreover,
whenitisnotinterrupted,thereferenceclockcanbeused
toeffectivelydelineatebetweenwhenapathletsufferedan
AEXandwhenitdidnot.OurevaluationsshowedD́ej̀aVu
reliablydetectsAEXsduringpathletexecutions. Whilethe
bestpolicyforreactingtodetectionsisapplication-specific,
thedetectionssupportedbyD́ej̀aVuareanimportantin-
gredientindefendingSGXenclavesagainstprivilegedside-
channelattacks.

Acknowledgements.Thisresearchwassupportedinpart
byNSFgrants1330599and1566444.

10. REFERENCES
[1]Intel64andIA-32architecturessoftwaredeveloper’smanual,
combinedvolumes:1,2A,2B,2C,3A,3Band3C.
http://www.intel.com/content/www/us/en/processors/
architectures-software-developer-manuals.html.version052,
retrievedonDec25,2014.

[2]Intel64andIA-32architecturessoftwaredeveloper’smanual
volumes3d:Systemprogrammingguide,part4.http://www.
intel.eu/content/www/eu/en/architecture-and-technology/
64-ia-32-architectures-software-developer-vol-3d-part-4-manual.
html.OrderNumber:332831-059US,June2016.

[3]IntelSoftwareGuardExtensionsprogrammingreference.
https://software.intel.com/sites/default/files/managed/48/88/
329298-002.pdf.October2014.

[4]nbench-bytebenchmarks.
http://www.math.cmu.edu/̃florin/bench-32-64/nbench/.

[5] O.Acii̧cmez.Yetanothermicroarchitecturalattack:exploiting
I-Cache.In2007ACM WorkshoponComputerSecurity
Architecture,2007.

[6] O.Acii̧cmez,B.B.Brumley,andP.Grabher.Newresultson
instructioncacheattacks.In12thInternationalConferenceon
CryptographicHardwareandEmbeddedSystems,2010.

[7] A.Baumann, M.Peinado,andG.Hunt.Shieldingapplications
fromanuntrustedcloudwithHaven.ACMTransactionson
ComputerSystems,33(3),Aug.2015.

[8]S.CheckowayandH.Shacham.Iagoattacks: Whythesystem
callAPIisabaduntrustedRPCinterface.In18th
International Conferenceon ArchitecturalSupportfor
ProgrammingLanguagesand OperatingSystems,2013.

[9] H.Chen,F.Zhang,C.Chen,Z.Yang,R.Chen,B.Zang,and
W. Mao.Tamper-resistantexecutioninanuntrustedoperating
systemusingavirtual machinemonitor.Technicalreport,
FudanUniversity,Aug.2007.

[10] X.Chen,T.Garfinkel,E.C.Lewis,P.Subrahmanyam,C.A.
Waldspurger,D.Bohen,J.Dwoskin,andD.R.K.Ports.
Overshadow: Avirtualization-basedapproachtoretrofitting
protectionincommodityoperatingsystmes.In13th
International Conferenceon ArchitecturalSupportfor
ProgrammingLanguagesand OperatingSystems,pages2–13.

[11] Y.Cheng,X.Ding,andR.H.Deng.AppShield:Protecting
applicationsagainstuntrustedoperatingsystem.Technical
report,Singapore ManagementUniversity,October2013.

[12]J.V.Cleemput,B.Coppens,andB.DeSutter.Compiler
mitigationsfortimeattackson modernx86processors. ACM
Trans.Archit.Code Optim.,8(4),Jan.2012.

[13]S.Crane,A.Homescu,S.Brunthaler,P.Larsen,and M.Franz.
Thwartingcacheside-channelattacksthroughdynamic
softwarediversity.In2015Networkand DistributedSystem
Security(NDSS)Symposium,2015.

[14]J.Criswell,N.Dautenhahn,andV.Adve.Virtualghost:
Protectingapplicationsfromhostileoperatingsystems.In19th
International Conferenceon ArchitecturalSupportfor
ProgrammingLanguagesand OperatingSystems.ACM,2014.

[15] L.Domnitser,A.Jaleel,J.Loew,N.Abu-Ghazaleh,and
D.Ponomarev.Non-monopolizablecaches:Low-complexity
mitigationofcachesidechannelattacks. ACMTrans.Archit.
Code Optim.,8(4),Jan.2012.



[16] G.Doychev,D.Feld,B.Kopf,L. Mauborgne,andJ.Reineke.
Cacheaudit: Atoolforthestaticanalysisofcacheside
channels.In22nd USENIXSecuritySymposium,2013.

[17] P.Godefroid,N.Klarlund,andK.Sen.Dart: Directed
automatedrandomtesting.SIGPLANNot.,40(6):213–223,
June2005.

[18] D.Gruss,R.Spreitzer,andS. Mangard.Cachetemplate
attacks: Automatingattacksoninclusivelast-levelcaches.In
24thUSENIXSecuritySymposium,2015.

[19] L.Guan,J.Lin,B.Luo,J.Jing,andJ. Wang.Protecting
privatekeysagainst memorydisclosureattacksusinghardware
transactional memory.In36thIEEESymposiumonSecurity
andPrivacy,2015.

[20] D.Gullasch,E.Bangerter,andS.Krenn.Cachegames–
bringingaccess-basedcacheattacksonAEStopractice.In
32ndIEEESymposiumonSecurityandPrivacy,2011.

[21] M.HerlihyandJ.E.B. Moss.Transactional memory:
Architecturalsupportforlock-freedatastructures.SIGARCH
Comput.Archit.News,21(2):289–300, May1993.

[22] O.S.Hofmann,S.Kim,A. M.Dunn, M.Z.Lee,and
E. Witchel.InkTag:Secureapplicationsonanuntrusted
operatingsystem.In18thInternational Conferenceon
ArchitecturalSupportforProgrammingLanguagesand
OperatingSystems,2013.

[23] R.Hund,C. Willems,andT.Holz.Practicaltimingside
channelattacksagainstkernelspaceASLR.In34thIEEE
SymposiumonSecurityandPrivacy,2013.

[24] M.S.Inci,B.Gulmezoglu,G.Irazoqui,T.Eisenbarth,and
B.Sunar.Seriously,getoff mycloud!Cross-VMRSAkey
recoveryinapubliccloud.CryptologyePrintArchive,Report
2015/898,2015.http://eprint.iacr.org/.

[25] G.Irazoqui,T.Eisenbarth,andB.Sunar.S$A:Asharedcache
attackthatworksacrosscoresanddefiesVMsandboxing—and
itsapplicationtoAES.In36thIEEESymposiumonSecurity
andPrivacy,2015.

[26] G.Keramidas,A.Antonopoulos,D.N.Serpanos,and
S.Kaxiras.Nondeterministiccaches: Asimpleandeffective
defenseagainstsidechannelattacks.DesignAutomationfor
EmbeddedSystems,12(3),2008.

[27] T.Kim, M.Peinado,andG. Mainar-Ruiz.STEALTHMEM:
system-levelprotectionagainstcache-basedsidechannelattacks
inthecloud.In21stUSENIXSecuritySymposium,2012.

[28] C.LattnerandV.Adve.LLVM:Acompilationframeworkfor
lifelongprogramanalysisandtransformation.InInternational
SymposiumonCode Generationand Optimization:
Feedback-directedandRuntime Optimization.IEEEComputer
Society,2004.

[29] P.Li,D.Gao,and M.K.Reiter. Mitigatingaccess-driven
timingchannelsincloudsusingStopWatch.In43rd
IEEE/IFIPInternational Conferenceon DependableSystems
and Networks,2013.

[30] Y.Li,J. McCune,J.Newsome,A.Perrig,B.Baker,and
W.Drewry. Minibox: Atwo-waysandboxforx86nativecode.
In2014USENIX AnnualTechnicalConference,2014.

[31] D.Lie,C.A.Thekkath,and M.Horowitz.Implementingan
untrustedoperatingsystemontrustedhardware.In19thACM
Symposiumon OperatingSystemsPrinciples.ACM,2003.

[32] F.LiuandR.B.Lee.Randomfillcachearchitecture.In47th
AnnualIEEE/ACMInternationalSymposiumon
Microarchitecture.IEEE,2014.

[33] F.Liu,Y.Yarom,Q.Ge,G.Heiser,andR.B.Lee.Last-level
cacheside-channelattacksarepractical.In36thIEEE
SymposiumonSecurityandPrivacy,2015.

[34] Y.Liu,Y.Xia,H.Guan,B.Zang,andH.Chen.Concurrent
andconsistentvirtual machineintrospectionwithhardware
transactional memory.In20thInternationalSymposiumon
HighPerformanceComputerArchitecture,2014.

[35] H. MantelandA.Starostin.Transforming OutTimingLeaks,
MoreorLess.SpringerInternationalPublishing,2015.

[36] R. Martin,J.Demme,andS.Sethumadhavan.Timewarp:
rethinkingtimekeepingandperformancemonitoring
mechanismsto mitigateside-channelattacks.In 39thAnnual
InternationalSymposiumonComputerArchitecture,2012.

[37]J. M. McCune,B.J.Parno,A.Perrig, M.K.Reiter,and
H.Isozaki.Flicker: AnexecutioninfrastructureforTCB
minimization.In 3rdACMEuropeanConferenceonComputer
Systems,2008.

[38] D. Molnar, M.Piotrowski,D.Schultz,andD. Wagner.The
programcountersecurity model: Automaticdetectionand
removalofcontrol-flowsidechannelattacks.In8th

International ConferenceonInformationSecurityand
Cryptology.Springer-Verlag,2006.

[39] M.NeveandJ.-P.Seifert.Advancesonaccess-drivencache
attacksonAES.In13thInternational ConferenceonSelected
AreasinCryptography,2007.

[40] Y.Oren,V.P.Kemerlis,S.Sethumadhavan,andA.D.
Keromytis.Thespyinthesandbox:Practicalcacheattacksin
javascriptandtheirimplications.In22ndACMConferenceon
ComputerandCommunicationsSecurity.ACM,2015.

[41] C.Percival.Cache missingforfunandprofit.In2005
BSDCan,2005.

[42] D.R.K.PortsandT.Garfinkel.Towardsapplicationsecurity
onuntrustedoperatingsystems.In3rd Workshopon Hot
TopicsinSecurity,2008.

[43] A.Rane,C.Lin,and M.Tiwari.Raccoon:Closingdigital
side-channelsthroughobfuscatedexecution.In24thUSENIX
SecuritySymposium,2015.

[44] M.-W.Shih,S.Lee,T.Kim,and M.Peinado.T-SGX:
Eradicatingcontrolled-channelattacksagainstenclave
programs.InISOCNetworkand DistributedSystemSecurity
Symposium,2017.

[45]S.Shinde,Z.L.Chua,V.Narayanan,andP.Saxena.
Preventingpagefaultsfromtellingyoursecrets.In11thACM
AsiaConferenceonComputerandCommunicationsSecurity,
2016.

[46] R.Ta-Min,L.Litty,andD.Lie.Splittinginterfaces: Making
trustbetweenapplicationsandoperatingsystemsconfigurable.
In7thUSENIXSymposiumon OperatingSystemsDesignand
Implementation,2006.

[47] E.Tromer,D.A.Osvik,andA.Shamir.Efficientcacheattacks
onAES,andcountermeasures.J.Cryptol.,23(2):37–71,Jan.
2010.

[48] V.Varadarajan,T.Ristenpart,and M.Swift.Scheduler-based
defensesagainstcross-VMside-channels.In23thUSENIX
SecuritySymposium,2014.

[49] B.C.Vattikonda,S.Das,andH.Shacham.Eliminatingfine
grainedtimersinXen.In3rdACM WorkshoponCloud
ComputingSecurity,2011.

[50] Z. WangandR.B.Lee.Newcachedesignsforthwarting
softwarecache-basedsidechannelattacks.In34thannual
internationalsymposiumonComputerarchitecture,2007.

[51] Z. WangandR.B.Lee.Anovelcachearchitecturewith
enhancedperformanceandsecurity.In41stIEEE/ACM
InternationalSymposiumon Microarchitecture,2008.

[52]J.C. Wray.Ananalysisofcoverttimingchannels.InIEEE
SymposiumonSecurityandPrivacy,1991.

[53] Y.Xu, W.Cui,and M.Peinado.Controlled-channelattacks:
Deterministicsidechannelsforuntrustedoperatingsystems.In
36thIEEESymposiumonSecurityandPrivacy.IEEE,2015.

[54]J.YangandK.G.Shin.Usinghypervisortoprovidedata
secrecyforuserapplicationsonaper-pagebasis.In4thACM
SIGPLAN/SIGOPSInternational Conferenceon Virtual
ExecutionEnvironments(VEE).ACM,2008.

[55] Y.YaromandK.E.Falkner.FLUSH+RELOAD:Ahigh
resolution,lownoise,L3cacheside-channelattack.In23rd
USENIXSecuritySymposium,2014.

[56] F.Zhang,J.Chen,H.Chen,andB.Zang.Cloudvisor:
Retrofittingprotectionofvirtual machinesin multi-tenant
cloudwithnestedvirtualization.In23rdACMSymposiumon
OperatingSystemsPrinciples.ACM,2011.

[57] T.Zhang,Y.Zhang,andR.Lee.Cloudradar: Areal-time
side-channelattackdetectionsysteminclouds.In19th
InternationalSymposiumonResearchinAttacks,Intrusions
and Defenses(RAID),2016.

[58] Y.Zhang,A.Juels, M.K.Reiter,andT.Ristenpart.Cross-VM
sidechannelsandtheirusetoextractprivatekeys.InACM
ConferenceonComputerandCommunicationsSecurity,
2012.

[59] Y.Zhang,A.Juels, M.K.Reiter,andT.Ristenpart.
Cross-tenantside-channelattacksinPaaSclouds.InACM
ConferenceonComputerandCommunicationsSecurity,
2014.

[60] Y.Zhangand M.K.Reiter.D̈uppel:Retrofittingcommodity
operatingsystemsto mitigatecachesidechannelsinthecloud.
In20thACMConferenceonComputerandCommunications
Security,2013.

[61] Z.Zhou, M.K.Reiter,andY.Zhang.Asoftwareapproachto
defeatingsidechannelsinlast-levelcaches.In23rdACM
ConferenceonComputerandCommunicationsSecurity,
2016.


