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With the rapid development of mobile devices, mobile crowdsourcing has become an important research
focus. In order to improve the efficiency and truthfulness of mobile crowdsourcing systems, this paper
proposes a truthful incentive mechanism with location privacy-preserving for mobile crowdsourcing sys-
tems. The improved two-stage auction algorithm based on trust degree and privacy sensibility (TATP)
is proposed. In addition, the k — e-differential privacy-preserving is proposed to prevent users’ location
information from being leaked. Through comparison experiments, the effectiveness of the proposed in-
centive mechanism is verified. The proposed incentive mechanism with location privacy-preserving can
inspire users to participate sensing tasks, and protect users’ location privacy effectively.

© 2018 Elsevier B.V. All rights reserved.

1. Introduction

With the rapid development of mobile devices, mobile crowd-
sourcing has attracted more and more attention in Mobile Crowd
Sensing Networks (MCSS). In traditional commercial crowdsourc-
ing systems, such as Amazon Mechanical Turk, oDesk, etc., one
requester submits a task to the crowdsourcing platform and de-
fines how much the workers will be paid per task and how the
workers have to provide proof of a completed task. Different from
traditional crowdsourcing marketplaces, in mobile crowdsourcing
markets, crowd workers are paid to perform micro-tasks utilizing
their mobile devices [1]. In mobile crowdsourcing, it is common
that workers are coming and bidding for a specific task sequen-
tially, and the decision on accepting or denying a worker’s bidding
must be made by the platform instantly upon the worker’s arrival.
Therefore, compared with the traditional commercial crowdsourc-
ing systems, mobile crowdsourcing systems need higher real-time
performance. How to inspire workers to participate tasks and up-
load truthful data have become the research focus. In recent years,
researchers have proposed many incentive mechanism to improve
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the efficiency of mobile crowdsourcing systems. However, static in-
centive mechanism of traditional crowdsourcing is not appropriate
for mobile crowdsourcing. It cannot satisfy the real-time property
of mobile crowdsourcing, thus how to design dynamic incentive
mechanism methods become the research focus in mobile crowd-
sourcing.

Private information indicates the information that an individ-
ual is unwilling to disclose [2]. This information includes individ-
ual’s behavior pattern, interests, locations, physical condition and
so on. Location privacy represents one’s location information or
other associated information (such as home address, working lo-
cation, living habit and so on) deduced from location informa-
tion [3,4]. Therefore, privacy-preserving mechanism should insulate
users’ sensitive information, and prevent attackers from deducing
other associated information through one’s location information
[5,6]. In conclusion, it is challenging to protect users’ privacy and
hence privacy-preserving in mobile crowdsourcing has become an
important research focus [7]. Some of the major challenges in mo-
bile crowdsourcing are summarized as followings:

1. The real-time property of mobile crowdsourcing systems should
be further considered when designing incentive mechanism. In
addition, trust degree and privacy sensibility also should be
considered in order to guarantee the long-term and sensibility
of participation.

2. The interaction influences between social relationships and lo-
cations information make the privacy-preserving models more
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Fig. 1. Architecture of a mobile crowdsourcing system.

complex. Existing privacy-preserving technologies cannot adapt
to the complex and online mobile crowdsourcing systems.

3. Developed model should anonymously process user’s location
information as the attackers might deduce users’ private infor-
mation from their location information. The location privacy-
preserving method should be researched in order to resist con-
tinuous attack.

Fig. 1 shows the architecture of a mobile crowdsourcing system.
In the process of crowdsourcing, we research the auction process
with privacy-preserving to improve the efficiency of mobile crowd-
sourcing system. In order to inspire workers to participate sensing
tasks actively, the auction algorithm is researched. Because of the
importance of worker’s privacy, we also add the privacy-preserving
into the proposed incentive mechanism, which can inspire workers
to participate sensing tasks [8]. The contributions of this paper are
shown as follows.

1. The improved two-stage auction algorithm based on trust de-
gree and privacy sensibility (TATP) is discussed. The proposed
method can guarantee the dynamics and fairness for online in-
centive mechanism.

2. Workers’ location privacy-preserving is researched in this pa-
per. In order to solve homogeneity attack problem, we propose
k — e-differential privacy-preserving, which the Gaussian white
noise is applied into differential privacy-preserving, and com-

bined with k-anonymity to protect worker’s location informa-
tion.

3. Analytical and empirical validations are done to show that the
proposed mechanism achieves the anonymity and security ob-
jectives. We utilize data sets of mobility traces of taxis in Bei-
jing and New York to verify the effectiveness of the proposed
location privacy-preserving respectively. In addition, we verify
the effectiveness of the proposed auction algorithm through
comparison experiments.

The rest of the paper is organized as follows. Section 2 presents
the related works. Section 3 introduces the proposed incentive
mechanism for mobile crowdsourcing systems, which includes the
improved two-stage auction algorithm-TATP and k — e-differential
privacy-preserving. Section 4 illustrates the simulations, along with
the parameter settings, followed by the result analysis and discus-
sions. Finally, Section 5 concludes this paper.

2. Related works

In this section, we review related works from two aspects, auc-
tion algorithms and location privacy-preserving mechanisms.

2.1. On the aspect of auction algorithms

In order to inspire workers to participate tasks and be-
have truthfully, building effective auction algorithms has become
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research focus. The main auction algorithms applied in mobile
crowdsourcing systems include RA (reverse auction) [9], CA (com-
binatorial auction) [10], MAA (multi-attributive auction) [11], AA
(all-pay auction) [12], DA (double auction) [13] and VCG (vickrey-
clarke-groves auction) [14]. Lee and Hoh [9] applied RA into the
incentive mechanisms of MCSS, which can guarantee the mini-
mized payment cost and high participation rate. However, this
method failed to consider the trustworthy of workers, which will
result in decrease of data quality. Krontiris and Albers [11] con-
sidered both participation rate and data quality based on MAA.
In order to increase bidding price, participants will improve their
data quality according to auction feedback results. However, au-
thors failed to consider user’s privacy sensibility, which will de-
crease the participation rate of users with high privacy sensibility.
Yang et al. [13] adopted DA to inspire participant to participate k-
anonymity privacy protection. In crowd sensing, participants have
different location privacy-sensitivity levels, thus DA can inspire the
participants with low location privacy-sensitivity to participate k-
anonymity privacy protection in order to protect the location in-
formation of participants with high location privacy-sensitivity. Ac-
cording to multiple tasks, Feng et al. [10] adopted CA to inspire
participant. Participant can bid multiple tasks based on his location
and sensing range. The winners will be determined by platform
based on overall biddings. However, this incentive mechanism was
designed for offline scenario.

In addition, an auction-based incentive mechanism was pro-
posed in [15]. The authors utilized the announced total reward
R (budget) and user i’s sensing plan t; (user i’s willingness on
how long he wants to participate in the sensing task) to design
a novel auction based on submodular function. In [16], the au-
thors designed incentive compatible mechanisms that maximize a
requester’s objective under a budget. It is known as budget feasibil-
ity where the mechanism must be designed so that the sum of its
payments does not exceed the budget. Therefore, budget and sens-
ing plan are two important factors for designing an effective auc-
tion algorithm in crowdsourcing systems, such as Amazon Mechan-
ical Turk, a successful crowdsourcing system that performs under
a budget. Chen et al. [17] proposed a truthful incentive-based on
online auction mechanism (TOAM) with the consideration of ex-
post service quality. However, in the above mechanisms, most of
the auction thresholds are static and cannot be changed dynami-
cally.

According to online auction mechanism, the two-stage auction
algorithm is applied widely [18]. The process of a two-stage auc-
tion algorithm indicates that the first batch of users is rejected and
used as the sample which enables making an informed decision
on whether to accept the rest of the users. However, this method
fails to guarantee the consumer sovereignty, since the first batch
of users has no chance to win the auction no matter how low the
cost is. This method automatically rejects the first batch of users,
so that it encourages users to arrive late. In other words, the users
who arrive early have no incentive to report their biddings, which
may hinder the users’ competition or even result in task starva-
tion [19]. In addition, the aforementioned works failed to consider
worker’s trust degree and privacy sensibility, which may influent
network’s trust and efficiency.

2.2. On the aspect of location privacy-preserving mechanisms

According to the location privacy-preserving strategies, the
main methods include dummy location method [20,21], spatio-
temporal cloaking method [22,23] and spatial encryption method
[24]. In order to protect user’s location, dummy location method
publishes a dummy location to the platform, i.e., the location pri-
vacy is protected through publishing a dummy location. Privacy
preserving level and service quality are associated with the dis-

tance between dummy location and real location. As the distance
between dummy location and real location gets farther, the ser-
vice quality gets worse but the privacy preserving level increases.
On the contrary, if the distance between dummy location and
real location is small, the service quality is better but the privacy
preserving level is lower. In summary, dummy location method
has low computational cost and good service quality but also
low privacy preserving level. Spatio-temporal cloaking method uti-
lizes a spatial range to transmit instead of user’s real location.
k-anonymity preserving is the most typical technology in spatio-
temporal cloaking method. Gedik and Liu [25] proposed a pri-
vacy personalization framework to support location k-anonymity
for a wide range of mobile clients with context-sensitive privacy
requirements. The advantages of spatio-temporal cloaking method
is that the service quality and privacy preserving achieve a good
balance. However, it is difficult to achieve optimal anonymous for
spatio-temporal cloaking method. In the case of continuous attack,
k-anonymity still has the risk of privacy leak. Spatial encryption
method achieves anonymous purpose through encrypting location.
SpaceTransform [25] and PrivateQuery [26] technologies are two
typical technologies in spatial encryption method. Spatial encryp-
tion method has better privacy preserving, but bigger processing
cost.

However, most of the privacy-preserving methods failed to de-
fine attack model, which cannot quantize the knowledge that
attackers owned [27]. According to this problem, Dwork et al.
[28] proposed differential privacy to solve the problem. To et al.
[29] proposed a mechanism based on differential privacy and geo-
casting that achieves effective Spatial Crowdsourcing services while
offering privacy guarantees to workers. Differential privacy defines
attack model strictly, which can reduce the risk of privacy leak.
In differential privacy, there is no connection between the added
amount of noise and the scale of dataset. According to big scale of
data set, it only needs to add a little noise and obtains high level
privacy protection [30]. However, if the adversary knows the noise
distribution and a set of likely positions (including the true loca-
tion) for the user, the adversary can compute the probability of
generating the observed perturbation from each of the likely posi-
tions. The adversary will confidently infer the user position if the
probability is significantly high for the true location.

2.3. Summary

According to the discussions for aforementioned methods, most
of incentive mechanisms were proposed for offline scenario, which
cannot adapt online network environment. In addition, incentive
mechanisms for MCSS not only should increase participation rate,
but also should consider the long-term and sensibility of participa-
tion. Therefore, we research the auction algorithm based on two-
stage auction in real-time dynamic environments through consid-
ering trust degree and privacy sensibility in order to improve effi-
ciency and trust degree of mobile crowdsourcing systems.

Most of existing privacy-preserving mechanisms cannot resolve
continuous attack problem and background knowledge problem ef-
fectively. According to the above problems, we research privacy-
preserving mechanism through combining k-anonymity and differ-
ential privacy. In order to better protect worker’s privacy informa-
tion, the differential privacy based on Gaussian white noise are ap-
plied into k-anonymity in this paper.

3. The proposed incentive mechanism for mobile
crowdsourcing systems

In this section, we propose a truthful incentive mechanism
with location privacy-preserving for mobile crowdsourcing sys-
tems. We give the system model firstly. Platform announces a set
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® = (¢1, @2, ..., pn) of tasks for workers to select. According to the
selected task ¢;, worker i has a contribution value v; ;>0 to the
platform, and also has an associated cost c; j, which is private and
other workers do not know it. Worker i's bidding is represented by
b; ;, where b; ; is the reserved price that worker i wants to get.
We set t; ; as the sensing time of worker i, which is the number
of the time units during which worker i can provide the sensing
service. According to ¢;, we define pr; ; as the privacy sensibility
that worker i announced. And tr; ; describes worker i's trust de-
gree, which is computed by platform according to worker i’s histor-
ical information. Based on the special task, worker i first submits
b; ; and pr; ; to the platform. Upon receiving biddings and sensing
plans from workers, the platform computes his trust degree tr; ;,
and selects a subset of workers as winners W; and determines the
payment p; ; for worker i. Therefore, the utility of worker i based on
the submitted sensing plan is shown by Eq. (1).

ifie W] (1)
0, otherwise

In practical applications, the sensing time satisfies: ¢; ;>0,
where ¢; ; = 0 indicates that worker i does not participate in ¢;.
In our mobile crowdsourcing, the cost of worker i is defined as
Gj=7Txtj where 7 is the unit cost when sensing tasks, and
0<7 <1 In addition, p; ; is determined by sensing time t; ; and
the budget B;, where B; is the budget for ¢; determined by the plat-
form.

In Eq. (1), ¢; j is determined by ¢; ; and 7. However, the sens-
ing time t; ; may change after sensing ¢;, which will lead to the
change of ¢; ;. Thus, the actual utility of worker i after sensing ¢;
is obtained by Eq. (2).

r_pij-aj, ifieWw;
Uij = {O,] ! otherwise (2)
where ¢; ;' indicates the actual cost that computed by ¢; /' =T x
t; i/, and t; ;/ means the actual sensing time of work i. In our system
model, we determine p; ; by Eq. (3).

tl,j
pij= T x Bj (3)
where T; expresses the total sensing time for ¢;, and it satisfies:

? > 1 . Thus, the utility of platform is determined by Eq. (4) ac-
J

cording to ¢;.
u; =VW;) - P(W)) (4)

where V(W) = Z,»EWJ_ v; j indicates the total utility of platform, and
P(Wj) = Z,-EWJ_ p;j expresses the total payments for workers. And

v; j means the specific contribution that worker i brings to this mo-
bile crowdsourcing system.

3.1. The improved two-stage auction algorithm-TATP

In this paper, we propose an improved two-stage auction al-
gorithm based on trust degree and privacy sensibility (TATP). The
proposed improved two-stage auction algorithm is designed to de-
termine winners in real-time for platform. In our previous pro-
posed auction algorithm ITA [31], the two-stage auction algorithm
was improved. However, ITA failed to consider worker’s trust de-
gree and privacy sensibility. In order to improve the efficiency of
system, we consider the trust degree and privacy sensibility when
designing auction algorithm. Let tr;,, be the global trust degree of
worker i in his mth crowd sensing, it will be computed by plat-
form according to the historic behaviors of worker i. In this paper,
we compute tr;,, based on worker i's historic behaviors and time

decay factor, which is shown by Eq. (11).
S
o trl - B

Y
O,m=0

m#o (5)

tr,-,m =

where tr{ represents the specific trust degree of worker i accord-
ing to his jth crowd sensing result, m is the total times of crowd
sensing for worker i. And B; indicates time decay factor in the
jth crowd sensing, which is given based on Ebbinghaus Forgetting
Curve [32]. With the passage of time, the influence of history mu-
tual information weakens gradually. It decays to a stable value that
tends to 0, as shown by Eq. (6)

m={Lj=m (6)

1 .
ei,1<j<m

The changing rule of time decay factor is that if the time is closer
to the current transaction, the influence is greater to the current
transaction, the smaller the contrast. In real situation, bidders have
different privacy sensitivities. In this mechanism, worker i will an-
nounce his privacy sensibility pr;,, when uploading his biddings to
platform.

In this stage, worker i will upload their biddings to platform,
which include b;,, pri,. After receiving biddings, platform will
compute worker i’s trust degree tr;,,. Let Try, be the bound trust
degree of ¢m, and Pry; be the bound privacy sensibility of ¢m. Ac-
cording to ¢m, when worker i uploads his bidding, platform will
judge whether his trust degree and privacy sensibility satisfy fol-
lowing conditions: tr;, > Try and prp, < Prm.

TATP improves traditional two-stage auction by solving the un-
fairness problem for earlier arriving workers and improve the ef-
ficiency and truthfulness of auction. We divide the auction stage
into two stages, which is summarized in Algorithm 1 according
to task ¢m. The first stage is the sample collection stage that
establishes the base for the second stage, which is shown be-
tween Lines 1-14 in Algorithm 1. Different from the traditional
two-stage auction algorithm, the first batch of workers also have
chance to win the auction in order to solve the unfairness prob-
lem. This design can encourage workers to arrive in time. The sec-
ond stage is the competition stage shown between Lines 15-27 in
Algorithm 1 that adjusts the bidding threshold in each transaction
dynamically based on the result from the sample collection stage.
The specific process is shown as follows.

1. The platform announces budget B for ¢, and the maximal
sensing time Ty, based on which by combining the historic ex-
perience, the platform determines threshold «; for biddings.

2. The platform determines marginal budget Bj, for stage 1 based
on Ty and Bp. Let Pp/ = ZieWm pim be the payment sum in
stage 1, where Wy, represents the winner set according to ¢n.
If l;’—;" < m, and tr;, > Trm, pri, < Prm, the platform will accept
worker i, otherwise, the platform will reject worker i. This pro-
cess is repeated in stage 1 until Pn’ > Bj,. In addition, Line 2
expresses the value of B), based on the multiple-stage sampling-
accepting process [19] which determines the sample size dy-
namically. We also define T, as the limited time in stage 1,
which is shown by Line 3.

3. After stage 1, the auction enters stage 2. We obtain the total
utility of the platform V(Wpy,) in stage 1 in Line 11. In stage 2,
for new arriving worker j, v; p, is shown by Line 20, where v; p,
represents the marginal utility of platform, as well as the spe-
cific contribution value that worker j brings to platform. With
new arriving workers, we also judge whether their trust de-
grees and privacy sensibilities satisfy corresponding conditions,
which is shown by Line 21. Then platform will adjust the bid-
ding threshold each time based on marginal density.
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Algorithm 1 Improved two-stage auction algorithm (TATP).
Input:
n, Bm, T, km, Ttm, Prm
Output:
Winners
: Stage 1:
: By = L5t l:
T .
tTh= |.2|_|[17meJJv
i=1; Pp=0; V(Wp) =0;
: while i <n and P’ < B}, do
bi,m = bi,m: ti,m = ti.m; tri.m = tri.m; Dlim = Dlim;
if kt"—”‘ <Km, bim < Pim, tTim > Trm and pr; , < Pry then
9: Dim < t}?m x Bm;
10: Py, < Py + Pim;
11: V(Wi) < V(Wn) + Vi
12:  end if
13: i<—i+1;
14: end while
15: Stage 2:
16: P(Wi) < P;
17: j=1;
18: while j <n and P(Wy,) < By, do
190 bjm=bjm: tjm="Ctim trjm="tTjm: Prjim = Dljm:
. t:
200 Vi =VWnU{iD =VWn): Djm =42 x Bm:

N QDR w N

21:  if Zj—z > 1‘4((‘/"“//2)) bim < DPjm trjm=Trm and prj, <Pry
then

22: Wi < W U {i}:

23: PWm) < PWn) + Pjm:

24: VWn) <_V(Wm)+vj,m3

25:  end if

26 j«—j+1;
27: end while

In this paper, we utilize marginal utility to determine whether
accept the worker [31]. Therefore, the density of marginal util-
ity for worker j is pj—;’; which can reflect the increasing density
or diminishing density. If ;j—:: > ZE“X,/:)) b;
prj ;m < Prm, the platform accepts worker j, otherwise, it rejects
worker j, which are shown from Lines 21 to 25. Once a new worker
arrives, the platform computes its marginal density each time, and
compares its marginal density with the previous workers’ global

result. This process is repeated until 3-;.y,. Pjm > Bm.

m <Dj, ms tj, m=Trm and

3.2. The proposed k — e-differential privacy-preserving

In this paper, we propose k — e-differential privacy-preserving
through combining k-anonymity and e-differential privacy-
preserving. According to worker’s location privacy, we research
k-anonymity privacy-preserving, and add Gaussian white noise
into differential privacy-preserving.

In this paper, we apply personalized location k-anonymity to
protect worker’s location information. According to the location in-
formation I; of worker i, the location anonymity server transforms
each message received from worker into a perturbed message L;
that can be safely forwarded to the location-based Service (LBS)
provider. We denote the set of location information received from
workers as S. According to worker i, his locations I; in set S is
shown as follows.

l,‘ eS: (l, {tCi, xi,y,-}, k, {dtci, dXi’ dyi})'

This location information [; contains following contents: tc;, x;
and y; denote the 3D spatio-temporal location point of this mes-

sage. The coordinate (x;, y;) refers to the spatial position of worker
i in the 2D space, and the time stamp tc; refers to the time point
at which worker i was present at that position. The k value of
the location information indicates the desired minimum anonymity
level and hence k> 1. Therefore, k = 1 indicates that anonymity is
not required for the location information. When k> 1, it means
that the perturbed message will be assigned a spatio-temporal
cloaking box that is indistinguishable from at least k —1 other
perturbed messages, each from a different worker. Thus, larger k
values indicate higher privacy degrees. de,, dx, and dy, represent
the tolerance that the perturbed message should have a spatio-
temporal cloaking box whose projection on the spatial dimension
and temporal dimension does not contain any point more than
corresponding de;, dy, and dy, distance away from tc;, x; and y;.
These three parameters are determined by workers’ preferences
with regard to QoS. Larger spatial tolerance indicates less accurate
results for worker’s location. Similarly, larger temporal tolerance
indicates higher latencies of worker’s location information. Ac-
cording to spatio-temporal tolerance, the cloaking intervals should
be q)(tC,', dtc,-) = [tC,’ - dtc,-y tc; + dtci]’ CD(Xi, dxi) = [Xi — dxi’ Xi + dxi]
and ®(y;.dy,) = [y; — dy,.y; + dy,]. In this paper, we define Beon(l;)
as the spatio-temporal constraint box of worker i’s location informa-
tion, where Beon (I;) = (P (tc;. dy;). (x;. dx;). P(vi. dy,))-

In order to protect worker’s location information, we define L;
as the perturbed or anonymized location information. We denote
the set of perturbed or anonymized location information as I. Ac-
cording to worker i, his perturbed or anonymized location infor-
mation L; in set S is shown as follows:

L e i [t ], [y o] [y o] )

According to [; and L;, there exists mapping between them
which is represented as L; = R(l;). Correspondingly, Bg,(L;) is
defined as the spatio-temporal cloaking box of worker i's lo-
cation information. Therefore, B.,(L;) is expressed as B, (L;) =
([ecin, ecpax], [xmin, xmax], [ymin, ymax]),

In this mechanism, /; in S and L; in [ satisfy the following prop-
erties according to worker i’ location information.

1. Spatial containment: x; e [xMin, xmax], y; e [ymin, ymax],

2. Spatial  resolution:  [x™M, xMX] € ®(x;, dy), [yMin, ymx] <
qD(yi, in)'

3. Temporal containment: tc; € [tcn, tcMax],

4. Temporal resolution: [tc™™, tc™X] C ®(tc;, dic,).

Spatial containment and temporal containment signify that the
spatio-temporal cloaking box B.,(L;) contains the real position of
worker i: (tc;, x;, y;). Spatial resolution and temporal resolution in-
dicate that the spatio-temporal cloaking box B, (L;) contains the
spatio-temporal constraint box Bcon(l;), that is to say, Beon(l;) <
Beio(Ly)-

According to the above analysis, we can denote that this mech-
anism is location k-anonymity. The k-anonymity requirement de-
mands that, for the perturbed location information L; = R(l;) of
worker i, there exist at least k — 1 other perturbed location infor-
mation with the same spatio-temporal cloaking box, each from a
different worker. We give an example in Fig. 2 to prove its prop-
erty of location k-anonymity. In this example, there are two spatio-
temporal cloaking boxes, which are shown as area A and area B. In
area A, there are five workers, k =5, and their routes are denoted
as rq, 1y, 13, T4 and rs. If no personalized location k-anonymity is
applied in mobile crowdsourcing systems, the following linking at-
tack can be easily performed by an adversary. For a worker, if he
has been spotted at the position marked x, then the route r, can
be associated with this worker since no other route cross the point
X.

However, if the personalized location k-anonymity is applied
in this mobile crowdsourcing system, the worker cannot be
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Fig. 2. Linking attack.

associated with the point x because of the location perturbation.
Point x is included in the spatio-temporal cloaking box, so the link-
ing attack is not effective in this mechanism. Therefore, even if the
attacker can infer approximate routes, he cannot link the identity
binding with one of the routes with certainty because the point x
links with five different location information, each with probabil-
ity k-1 = % By applying this mechanism, attacker cannot associate
location information with the right worker. Therefore, this mecha-
nism is location k-anonymity.

Through above analysis, this personalized location k-anonymity
has following properties.

. Spatial containment.

. Spatial resolution.

. Temporal containment.
. Temporal resolution.

. Location k-anonymity.

b WN -

However, in Fig. 2, we can see that the worker with route r4 is
included in both A and B spatio-temporal cloaking box. It is easy
to link route r, with this worker for attackers because there is
only one worker included in these two spatio-temporal cloaking
boxes. Therefore, in order to solve this problem, we improve per-
sonalized location k-anonymity based on Clique (LKAC). In order to
solve the overlapping problem, workers should select his preferred
area, i.e., spatio-temporal cloaking box. Therefore, the desired min-
imum anonymity level k should be changed dynamically. For ex-
ample, in Fig. 2, if the worker with route r4 selects area B as his
spatio-temporal cloaking box, we could set k(A) =4 and k(B) = 5.
Therefore, worker i's location information [; in set S is improved as
follows:

lieS: (i, {tci. xi, yi}s ki, {dre; dx;, dyi}), where k; is different ac-
cording to different workers.

Because in mobile crowdsourcing system, the privacy degree
and task assignment are two contradictory problems, we should
balance workers’ privacy preserving and task assignment. There-
fore, how to determine the value of k is the key problem in real ap-
plications. The determination for k depends on the types of mobile

crowdsourdcing systems, e.g., some mobile crowdsourcing systems
need to know workers’ locations to assign sensing tasks. Therefore,
if the privacy degree is high, it is hard to assign suited tasks for
workers. According to this problem, we will further discuss the se-
lection for k in future.

However, in the case of continuous attack, k-anonymity still has
the risk of privacy leak. In addition, if the attacker has some back-
ground knowledge about the worker, worker’s location also can be
identified accurately. Therefore, in order to solve homogeneity at-
tack problem, we combine the proposed location k-anonymity and
e-differential privacy-preserving to protect worker’s location infor-
mation. In a location range, we apply location k-anonymity into
this privacy-preserving, thus the probability to find this worker
is % Then, we improve differential privacy-preserving to combine
with location k-anonymity in order to solve homogeneity attack
problem in mobile crowdsourcing systems.

Lemma 1. For two datasets D, and D,, the difference between them
is up to one record. Let Range(K) represent the range of random func-
tion K, Pr[Ey] is the leaking risk of event E,. If K provides e-differential
privacy-preserving, the e-differential privacy-preserving should satisfy
Eq. (7), and V < Range(K).

Pr[K(D;) e V] < exp(e) x Pr[K(D,) € V] (7)

Fig. 3(a) shows the curves of privacy leaking risk on D; and
D,, which there is up to one record difference between these two
data sets. The random function K is not related with attacker’s
knowledge. As long as K meets Lemma 1, it can protect data pri-
vacy in dataset, although attacker has obtained all the other data.
Let f be the query function, X be the dataset, and f(X) be the
real query result. The function K can protect data privacy through
adding suitable random noise on f(X). Therefore, K is ¢-differential
privacy-preserving function. The response value of K is computed
by Eq. (8), where Af indicates the sensitivity of f. Gau(%f) indi-
cates Gaussian white noise, and h is system parameter. The calcu-
lated method of Af is shown by Eq. (9).

NAL Y
FX) + (Gau<8)> (8)
Af = g}%’fllf(DO — f(D) | 9)

According to most of query functions f, Af is very small. Sensi-
tivity is an important property of function f, which is not related
with dataset. Therefore, we will not discuss Af in this paper.

In this paper, we utilize Gaussian white noise to research e-
differential privacy-preserving. Gaussian white noise is statistical
noise having a Probability Density Function (PDF) equal to that of
the normal distribution, which is also known as the Gaussian dis-
tribution. In other words, the values that the noise can take on are
Gaussian-distributed. According to normal distribution property of
Gaussian white noise, the noise function is shown by Eq. (10). It
obeys N(0, £2) normal distribution. The added noise is proportional
to Af, and inversely proportional to e. That is to say, when Af
is smaller, the performance of algorithm is better because of less
added-noise.

Af 1 x?
Gau(g) = mgexp(—zsz) (10)

Through adjusting the value of &, the privacy-preserving level
could be adjusted. When ¢ is smaller, the curve is more flat. The
changing curves of Gaussian white noise is shown in Fig. 3(b).
Therefore, if € is smaller, the added noise is more, i.e., the privacy-
preserving level is higher. We divide privacy-preserving levels
through adjusting the value of ¢ in this paper. Therefore, through
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Fig. 3. (a) The curves of privacy leaking risk on D1 and D2. (b) The probability density functions of Gaussian white noise.

adding Gaussian white noise into the personalized location k-
anonymity, the proposed k — e-differential privacy-preserving is
obtained.

Theorem 1. The proposed k — e-differential privacy-preserving is e-
differential privacy-preserving.

Proof. For two location ranges L; and L,, which there is up to
one record difference between these two location ranges. We give
PriK(L)eV] _ pex—f(y) _ Ty poi—fL)p) _
PriK(@)eV] = px—FT2)) K, pyi—fLp)p)
=Sy )) k 2 2)
22 (Zizl((X, FL)) = (xi—f(L1)))?) )=

—fap, — €XP 262
2£2 )

the following proof:

My =g (=

271&

k
My e exp(-~

exp(e - S (@i f(LZ)Z)Z (4= (L)) )) < exp(e). Because of indepen-
dence, the multiplication could be revised as addition according to
the fourth equality. According to the continuous attack, i.e., track-
ing work’s trajectory, this method can prevent worker’s location
information from being leaked through adding noise. Therefore,
the proposed k — e-differential privacy-preserving is e-differential
privacy-preserving. O

3.3. Properties of the proposed incentive mechanism

Lemma 2. The proposed incentive mechanism is computationally ef-
ficient.

Proof. Let n be the total number of crowd workers. The while-loop
is of O(n) time complexity at most in TATP, i.e., the proposed auc-
tion algorithm can be computed in polynomial time. Therefore, the
proposed incentive mechanism is computationally efficient. O

Lemma 3. The proposed incentive mechanism is individually rational.
Proof. In our mobile crowdsourcing, the platform pays sensing
worker i before performing sensing task ¢;, i.e., the ex-ante case.
Therefore, worker i will obtain payment p; ; = t’T—f x Bj. We have
J
defined £ > 1 in Eq. (3), and C,]—‘L'><tl],
Gij= (T — 1) xt;j > 0, thus, the proposed
; :
incentive mechanism is individually rational. O

0 <7 < 1. The utility of

worker i is u; j = p; j —

Lemma 4. The proposed incentive mechanism is profitable.

Proof. For a sensing task ®j, we have u'j > 0. In TATP, the trust de-
gree tr; ; of worker i who wants participate ¢;, will be considered.
Workers should behave truthfully in order to increase their trust
degrees, so that participate more sensing tasks. Therefore, platform
will have nonnegative utility, i.e., the proposed incentive mecha-
nism is profitable. O

Lemma 5. The proposed incentive mechanism is truthful.

Proof. In TATP, workers will behave truthfully in order to partici-
pate more sensing tasks. Once they behave unreliably, their trust
degrees will decrease, which leads to be rejected by platform.
Thus, the proposed incentive mechanism is truthful. O

4. Performance evaluation

In this section, we conduct corresponding experiments to eval-
uate the effectiveness of the proposed incentive mechanism. First
of all, we verify the efficiency of TATP through comparing it with
other classic auction algorithms. Then, the effectiveness of the pro-
posed privacy-preserving is verified by utilizing two data sets of
mobility traces of taxis in Beijing and New York.

All the experiments were conducted on Windows 10 operat-
ing system with Intel Core (TM) Duo 2.66 GHz CPU, 12GB Mem-
ory and Matlab 7.0 simulation platform. All the experiments are
event-based simulations. Each measurement is averaged over 50
instances.

4.1. The effectiveness of TATP

In order to verify the efficiency of TATP, we simulate three tasks
with different budgets and required total sensing times. The bud-
gets of the three tasks are set to be 50, 100 and 200 respec-
tively. Accordingly, the required total sensing times are set to be
25, 50 and 100 respectively. The numbers of worker candidates
are 40, 60 and 80 respectively. In these experiments, we set Kk = 2,
Trm = 0.5 and Prp, = 5 based on the expertise. In order to special-
ize the settings of parameters, we set the corresponding parame-
ters in Table 1.

In these simulations, we compare the proposed two-stage auc-
tion algorithm TATP with a general auction algorithm, a tradi-
tional two-stage auction algorithm and an improved two-stage
auction algorithm ITA. The general auction algorithm has a defined
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Fig. 6. The comparison of auction efficiencies when task budget is 200.

Table 1
The settings of parameters for TATP.
First group  Second group  Third group
n 40 60 80
B 50 100 200
Tm 25 50 100
K 2 2 2
Trm 0.5 0.5 0.5
Prn, 5 5 5
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Fig. 7. The comparative results of time consumptions.

threshold. Once the bidding from a worker exceeds this threshold,
the platform will reject this worker, otherwise, it will accept this
worker. We select the auction algorithm in [33] as the general auc-
tion algorithm to compare in the comparison experiments. The tra-
ditional two-stage auction algorithm, in [18], rejects the first batch
of workers which is used as the sample. The improved two-stage
auction algorithm ITA was proposed by our contribution [31], how-
ever does not consider trust degree and privacy sensibility. In order
to compare the efficiencies of the algorithms better, we compute
the total payments for the workers: P(W) in these simulations.
The x-coordinate indicates the transaction time sequence, and y-
coordinate shows the values of P(W). Under different budgets, the
algorithm has higher efficiency which can reach the budget value

faster. Therefore, through the comparison on the values of P(

w),

we can deduce the efficiencies that the task be completed under
different algorithms.

Fig. 4 expresses the comparison of auction efficiencies when
task budget is 50. From the experimental results, it can be seen
that ITA and TATP has the best auction efficiencies, and traditional
two-stage auction performs worst. This is because that the tra-
ditional two-stage auction algorithm discards some early arriving
workers, so that they have to take more time to complete a task.
In addition, the proposed TATP performs not better than ITA, this
is because that we consider trust degree and privacy degree in
TATP. Some workers may be rejected because of unsatisfied trust
degree or privacy degree. However, the whole trust degree of mo-
bile crowdsourcing systems could be improved under TATP.

Fig. 5 expresses the comparison of auction efficiencies when
task budget is 100. From the experimental result, we can see that
ITA and TATP also have the best performances. Before 27 rounds,
general auction algorithm performs better than traditional two-
stage auction algorithm. However, after 27 rounds, traditional two-
stage auction algorithm has better performance compared with
general auction algorithm. The cause is that the traditional two-
stage auction algorithm discards some early arriving workers in
the initial several rounds, after that, it performs better than gen-
eral auction algorithm.

Fig. 6 expresses the comparison of auction efficiencies when
task budget is 200. The experimental result also indicates that ITA
and TATP can obtain the best results. However, if the required to-
tal sensing time is long enough, traditional two-stage auction al-
gorithm performs better than general auction algorithm. In addi-
tion, from Fig. 6, it can be seen that ITA, TATP and the traditional
two-stage auction algorithm have the similar experimental results



40 Y. Wang et al./ Computer Networks 135 (2018) 32-43

116.8

116.7

116.6 -

116.5

116.4

116.3

116.2

1186.1

116 : : :
396 . . E 403

-73

-745 L . n
405 406 407 408 409 M9

(b)

| BPS i
9 LKCA P Al
— % —KDP _x
- /*‘
3" i
*
> -
o .~
= 7
o7 Es
2z -
8 *
o £ _—
:° ’ y = A==
5 y e e
[} i 3
<
5 /
4} 4
0 400 800 1200 1600 2000
Budget
(@

T T T T T
BPS
LKCA
9 [ = % —kopP %
e e
5 K
S8 o 1
2
by
&)
2T 1
=
Q
3
Q6 d
o
2
Q
<5 |
ar 1
0 400 800 1200 1600 2000
Budget
(b)

Fig. 9. (a) The comparison experiment for privacy levels with different budgets on Beijing data set. (b) The comparison experiment for privacy levels with different budgets

on New York data set.

under this condition. This is because that the discarded earlier
transactions have little influence to the experimental result if the
budget and required total sensing time are adequate.

In order to compare the efficiencies better, we design an ex-
periment to show the transaction times with different auction
algorithms and budgets which is shown by Fig. 7. In Fig. 7,
the actual time consumptions of the four algorithms under
different conditions are shown, which corresponds to 50, 100
and 200 required total sensing time respectively. We can see
that ITA and TATP can always the highest efficiencies compared
with other two auction algorithms. However, TATP can guarantee
the truthfulness of mobile crowdsourcing system compared with
ITA.

4.2. The effectiveness of k — e-differential privacy-preserving

In this paper, we utilize two data sets of mobility traces of taxis
in Beijing and New York to verify the effectiveness of the pro-
posed k — e-differential privacy-preserving. The two data sets con-
tain GPS coordinates of approximately 2000 taxis collected over
10 min intervals respectively. Each trajectory is marked by a se-
quence of time-stamped GPS points that contain taxi driver id,
time stamp, and drivers’ position (latitude and longitude). Fig. 8(a)
shows the traces of taxi cabs in Beijing, and the traces of taxi cabs
in New York are described by Fig. 8(b).

According to the privacy metrics proposed in [34], which is
based on the entropy theory. Entropy is a measure of unpre-
dictability in information theory. Let X be the set of selected work-
ers. We denote that in a time slot T, worker i has uploaded a total
amount of data is d;. The total amount of data collected is denoted
as Dr(X). Consider that we have D pieces of uploaded data tagged
with locations, privacy is maximized when the platform sees all
workers with equal probability of reporting a piece of data. In this
way, the platform will not identify the owner of the data. There-
fore, the degree of anonymity depends on the distribution of the
probabilities for the D pieces of uploaded data tagged. Let H(X) be
the privacy level provided by selecting X. The evaluation method
for privacy level is shown in Eq. (11).

d: di
HOO==2_ 5,067 %82 by ) ()

We compare our proposed privacy-preserving mechanism for
locations, referred as KDP in figure, with the location k-anonymity
based on Clique (LKAC) method and location-based Service (BPS)
method proposed by Zhang et al. [35]. According to Beijing data set
and New York data set, we compare the three methods with dif-
ferent budgets respectively. Fig. 9(a) shows the comparison result
on Beijing data set. In this experiment, X-coordinate represents dif-
ferent budget amounts, and y-coordinate indicates privacy levels.
From the comparison results, we can see that the privacy levels
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set.

increase with the increase of budget. When compared with LKAC
method and BPS method, the proposed KDP has higher privacy
level. And the comparison result on New York data set is shown
in Fig. 9(b). From Fig. 9(b), it also can be seen that the proposed
KDP has better privacy level through compared with LKAC and BPS.
The reason is that KDP has better performance for mobility traces,
especially for continuity attack and some background knowledge.

We also compare the privacy levels with different numbers of
participants, which are set as 50, 100 and 150 respectively. Ac-
cording to the two data sets, the experimental results are shown
by Fig. 10. Fig. 10(a) shows the comparison result on Beijing data
set, it can be seen that the proposed KDP has best performance
through compared with LKAC and BPS methods. With the arriv-
ing of participants, the privacy levels also increase under the three
methods. And the comparison result on New York data set is
shown in Fig. 10(b). From the experimental result, we can see that
KDP also has better privacy-preserving performance than LKAC and
BPS methods. It also can be seen that with the increase of workers,
the privacy information of workers can be protected better.

In addition, the influences for privacy levels with different val-
ues of & are verified by Fig. 11. The experimental result on Beijing
data set is shown in Fig. 11(a). According to New York data set,
the experimental result is shown in Fig. 11(b). From the results, it
can be seen that the privacy-preserving levels could be adjusted
through adjusting the values of e. The results also express that
¢ is inversely proportional to privacy-preserving level. This is be-

cause that if ¢ is smaller, the added noise is more, i.e., the privacy-
preserving level is higher. Therefore, the influence of parameter ¢
is verified by the experiments.

5. Conclusion

With the development of mobile crowdsourcing systems, how
to establish truthful incentive mechanism and effective privacy-
preserving become very important. This paper researched the im-
proved two-stage auction algorithm based on trust degree and pri-
vacy degree (TATP) to inspire workers to participate tasks and be-
havior truthfully. In order to protect workers’ location privacy, the
k — e-differential privacy-preserving was proposed through com-
bining k-anonymity privacy-preserving and differential privacy-
preserving. The efficiency and effectiveness of the proposed incen-
tive mechanism is verified effectively through comparison experi-
ments. In addition, the security is guaranteed under this incentive
mechanism.

In future works, we will focus on how to improve the task
assignment and auction algorithm. According to the value of k
in k — e-differential privacy-preserving, we will compute it in or-
der to solve the conflict between service quality and privacy pro-
tection. In addition, we will further investigate how to compute
worker’s trust degree effectively in order to guarantee the truth-
fulness of mobile crowdsourcing systems better.
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