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Abstract—This paper provides an evaluation of the proposed
Time Synchronization Attack Rejection and Mitigation (TSARM)
technique. The evaluation platform includes a real GPS spoofing
mechanism available in TEXBAT and applied on the raw GNSS
measurements obtained from a commercial GPS receiver. The
key signatures to observe are the deviations on the clock bias
and drift of the receiver under spoofed and normal conditions.
The numerical evaluation substantiates the strengths of TSARM
and renders great insight to its practicality in mitigating the
effects of a real spoofer. 1

Index Terms—Global Navigation Satellite System, Spoofing
Detection, Optimization

I. INTRODUCTION

Despite the widespread utilization of the civilian Global
Navigation Satellite System (GNSS) in infrastructures and
user navigation, GNSS lacks any mechanism to protect itself
from unintentional malfunctions and intentional attacks [1],
[2]. Primary protection comes at the Receiver Autonomous
Integrity Monitoring (RAIM) level, which indicates the incon-
sistencies in the residuals of the navigation equation [3], [4].
However, recent concerns on the vulnerability of the GNSS to
sophisticated attacks have been rising [5].

The vulnerability of the GNSS comes from the fact that
public civilian GNSS channels are unencrypted. A typical
spoofer may employ different mechanisms to attack these
channels and mislead the victim receiver: 1) Jamming: the
spoofer (also called jammer) sends high power signals to the
victim receiver so that it fails to track the authentic GNSS
signal. This way, the normal operation of the receiver is halted
and the user is stranded [6]–[9]. 2) Synthetic signal spoofing:
the spoofer transmits fake GNSS signals with manipulated
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navigation messages [10]. 3) Record-and-Replay: this is the
most sophisticated spoofing mechanism in which the spoofer
records the authentic GNSS signal, manipulates the signal
properties and transmits them to the victim receiver. The
manipulation of the signals may include delay and retransmit
of the authentic signal or manipulation of the navigation
data [8], [11].

Spoofing on the GNSS may mislead the position, velocity
and timing of the receiver. Our main focus in this paper is the
attack on timing, called Time Synchronization Attack (TSA).
TSAs are usually applied on static receivers which in fact
utilize GNSS for their timing synchronization applications.
Global Positioning System (GPS) is a well-known GNSS
system. Two infrastructures that rely on GPS for their timing
applications include power distribution systems and cellular
towers [12]. Power systems use Phasor Measurement Units
(PMU) to monitor the soundness of the distribution system.
To address the impact of malicious attacks on Phase Measure-
ment Unit (PMU) data, the Electric Power Research Institute
published a technical report that recognizes the vulnerability of
PMUs to GPS spoofing under its scenario WAMPAC.12: GPS
Time Signal Compromise. These attacks introduce erroneous
time stamps which are eventually equivalent to inducing wrong
phase angle in the PMU measurements.

This work introduces the evaluation of a novel spoof-
ing detection and mitigation for static GPS receivers,
called Time Synchronization Attack Rejection and Mitigation
(TSARM) [13]. The basis of this work is performed in
navigation domain of the GPS receiver and hence, manipu-
lation with baseband signal processing domain is not needed.
This technique is easily integrable with the current off-the-
shelf GPS devices. Using the measured pseudorange and
pseudorange rates in the victim receiver and considering the
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practical constraints of a real spoofer, our technique estimates
the spoofer anomaly behavior and corrects the measurements
of the victim receiver.

In what follows, we first discuss the evaluation platform
in Section II and then elaborate the spoofing detection and
mitigation approach in Section III. Section IV shows the
numerical results of the technique followed by conclusion in
Section V.

II. EVALUATION PLATFORM

A real spoofing mechanism has been provided by Texas
Spoofing Battery database (TEXBAT). The database contains
the clean raw GPS measurements along with spoofed mea-
surement under different spoofing scenarios. The spoofer is a
National Instrument zero-delay security code estimation and
replay (SCER) attack for a static receiver.

Our interest is on a timing attack with a 10-db power
advantage over the authentic signal ensemble. The victim
GPS receiver is a Google Nexus 9 tablet which has been
equipped with the GPS chipset that provides raw GNSS
measurements. An Android application processes these raw
signal measurements and generates navigation measurements.
The spoofing data on the pseudorange and pseudorange rate
has been obtained by subtracting clean raw GPS measurement
from their under-attack equivalents. Then, this spoofing data
is mounted on the real raw navigation measurements obtained
from Nexus 9 receiver. Our technique receives navigation mea-
surements and performs the spoofing mitigation by correcting
the psedorange and pseudorange rates. The corrected clock
bias and clock drift is the output of the spoofing detection and
correction block.

III. SPOOFING DETECTION AND MITIGATION APPROACH

In this work, we specifically model the spoofing attacks.
This model is quite general and encompasses the effect of
various spoofing attacks on pseudorange and pseudorange rates
on the victim receivers measurements considering the spoofers
constraints

ρs[l] = ρ[l] + sρ[l]

ρ̇s[l] = ρ̇[l] + sρ̇[l]
(1)

where sρ and sρ̇ are the spoofing perturbations on pseudor-
anges and pseudorange rates, respectively; and ρs and ρ̇s are
respectively the spoofed pseudorange and pseudorange rates.

Considering that the attacks do not alter the position or
velocity, but only the clock bias and clock drift, we introduce
the state vector containing the clock bias and clock drift as
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The measurement model contains the pseudorange and
pseudorange rates as:
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where ρ[l] = [ρ1[l], . . . , ρN [l]]T and ρ̇[l] =
[ρ̇1[l], . . . , ρ̇N [l]]T . Let l = k, . . . , k + L − 1 defines
the time index within the observation window of length
L, where k is the running time index. The solution to the
dynamical model of (2) and (3) is obtained through stacking
L measurements and forming the following optimization
problem:

(x̂, ŝ) = argmin
x,s
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. The first term is the weighted residuals in the measurement
equation, and the second term is the weighted residuals of the
state equation. The last regularization term promotes sparsity
over the total variation of the estimated attack. Here, λ is
a tuning parameter, Ql and Rl is respectively the clock
covariance matrix and the measurement covariance matrix.

The correction method takes into account the previously
mentioned effect and modifies the bias and drift by subtracting
the cumulative outcome of the clock bias and drift attacks.

IV. NUMERICAL RESULTS

This section provides a numerical evaluation of TSARM
over the TEXBAT spoofing procedure. The set of real GPS
signals has been recorded with the Google Nexus 9 Tablet at
the University of Texas at San Antonio on January, 30, 2018.
The spoofing procedure has been extracted from the navigation
measurements of the TEXBAT. The spoofing procedure is a
TSA for a static receiver, in which the spoofing affects the
timing solution (clock bias and drift) of the receiver. In what
follows, the ground truth for timing is the solution of the
Weighted Least Square (WLS) in normal operation.

Fig.1 shows the attack procedure on pseudorange and pseu-
dorange rate obtained from TEXBAT for 11 channels. The
attack starts before t = 100 s, remains over ∼ 100 s and stops
before t = 300 s. The corresponding attack on the doppler
frequency decreases pseudorange rate for ∼ 26 m/s and then
decreases till vanishes.
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Fig. 1. Attack on pseudorange (top panel) and pseudorange rate (bottom
panel) on 11 GPS channels. The local observation time is local.
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Fig. 2. Attack on pseudorange (top panel) and pseudorange rate (bottom
panel) versus local observation time.

The normal and spoofed pseudorange change with respect
to their initial value at t = 0 s is shown in Fig.2 for some of
the visible satellites in the receiver’s view. The bottom panel
depicts the corresponding pseudorange rates under normal and
attacked conditions. The tag at the end of each line indicates
the satellite IDs and whether the pseudorange (or pseudorange
rate) are in normal or attacked. The attack on the pseudorange
rate is more visible due to the scale in the plot.

TSARM is implemented for an sliding window with L =
50 s with Tlag = 10 s. At initial values before t = 120 s,
the attack has not started and the magnitude of the estimated
attack is almost zero. Then, the attack starts gradually till it
reaches a maximum level and then decreases. The procedure
of sliding window is to correct the current clock bias and clock
drift for all the times that have not been modified previously.
Hence, at the first run, the estimates of the whole window are
modified.
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Fig. 3. Attacked clock bias (top panel) and modified clock bias (bottom panel)
versus local observation time for t = 35 s through t = 85 s .
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Fig. 4. Attacked clock bias (top panel) and modified clock bias (bottom panel)
versus local observation time for t = 145 s through t = 195 s.

In Fig. 3, TSARM has been applied to correct the attack
applied through TEXBAT. At initial times, small variations of
the attack has been slightly modified. This variations occur
t = 145 s through t = 195 s.

Fig. 4 shows the result of sliding window correction over the
clock bias. As is obvious from the figure, the modification of
the previous clock biases transforms the low TSARM detects
the dynamic behavior of the spoofer, which facilitates the
detection of attack through the total variation component in
(4). The clock bias and drift have been modified for the
previous time instants and need to be cleaned only for the
last 10 seconds in the observation window. Here, TSARM
is implemented for an sliding window with L = 50 s with
Tlag = 5 s. The results show that the deviation imposed by
the spoofer has been significantly decreased and the error lies
in the standard margins defined by application.
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V. CONCLUDING REMARKS

This work discussed an evaluation of time synchronization
attack rejection and mitigation on devices that rely on GPS for
time tagging their measurements. By direct modeling of the
attack on the measurements, the attack mitigation technique is
able to solve an optimization problem to estimate the attacks
on the clock bias and clock drift. The spoofer manipulated
clock bias and drift are corrected using the estimated attacks.
The accuracy of this technique lies within the standardized
accuracy in PMU and CDMA applications. The proposed
method can be implemented for real-time operation.
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