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Abstract— This paper proposes a dual rate output-feedback
control approach for sampled-data MIMO systems with non-
linear uncertainties. Design and analysis of £, adaptive con-
trollers are extended to sampled-data systems framework. The
controller is designed for detection of zero-dynamics attacks,
and disturbance and uncertainty compensation. In this paper, a
sufficient condition on the sampling time of the digital controller
is obtained that ensures stability of the closed-loop system. It is
shown that the proposed controller can recover the performance
of a continuous-time reference system. A simulation study of
an automatic voltage regulator is provided to validate the
theoretical finding.

I. INTRODUCTION

Many important cyber-physical systems (CPSs) such as
power grids, transportation, and financial systems are subject
to cyber attacks. The sampled-data (SD) nature of control
systems in these infrastructures can generate additional vul-
nerability to stealthy attacks due to the sampling zeros in the
SD system [1], [2]. From controls system perspective, the
hardest to defend are the so-called zero dynamics attacks on
the output-feedback systems. If the closed-loop system pos-
sesses an unstable zero, an (ultimately) unbounded actuator
(or sensor) attack cannot be observed by the monitoring data.

As shown in [2], an interesting property of multirate
sampling is its ability to remove certain unstable zeros of
the discrete-time system when viewed in the lifted linear
time-invariant (LTI) domain. Multirate sampling has been
studied extensively in the context of sampled-data control,
and relevant analysis and synthesis results have been reported
in [3]-[5], to mention only a few. In the literature, the
problem of SD output-feedback control is addressed by
introducing high-gain observers to estimate the unmeasured
states [6]-[8]. Disturbance compensation for SD output-
feedback control of nonlinear systems is studied in [9]-[11].
Although stability analysis of SD nonlinear systems has been
the focus in these papers, the study of transient performance
in nonlinear systems with SD output-feedback control has
not received much attention.
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This paper aims to extend the £; adaptive control theory
to multirate SD systems. In continuous-time framework, the
L1 adaptive control is known as a robust technique, for
which performance bounds and robustness margins can be
quantified analytically [12]-[14]. The controller compensates
for uncertainties within the bandwidth of a lowpass filter.
Focusing on a multirate scheme that allows attacks to be
detected, the approach of this paper contributes to the body
of work on SD output-feedback control of systems with non-
linear uncertainties and disturbances, by providing uniform
bounds on the reference tracking errors. In addition, analyti-
cal results are derived, that provide a sufficient condition on
the sampling rate of SD system to preserve the performance
of the underlying continuous-time structure.

The rest of the paper is organized as follows. Section II
presents the problem statement. In Section III, the structure
of the dual rate controller is presented. The closed-loop
SD system is analyzed in Section IV. Section V presents a
simulation example. Finally, Section VI concludes the paper.

II. PROBLEM STATEMENT
A. Zero-Dynamics Attack

Consider a continuous-time LTI plant P,, and the cor-
responding discrete time LTI plant P; = SP.H, which is
defined with the standard zero order hold and sample devices
‘H and S. The relationship between P, and P, follows from
the following definition.

Definition 1: Given an LTI system with transfer func-
tion P.(s) with its minimum realization (A., B., C., D.),
the equivalent step-invariant discrete-time system with z-
transform Py[z] is given by the following state-space ma-
trices:

T
Ay =e2T By = / e"B.dr, Cqy = C., Dg = Dy,
0

where T' > 0 is the sampling time.

Most control systems are naturally implemented on a digital
processor with the usual sample and hold elements. Even
if the continuous plant has no unstable zeros, its discrete
representation obtained by the sampled and hold operations
may introduce unstable zeros (so-called “sampling zeros”)
[15].

If a system has non-minimum phase zeros, the actuator
attack signal d[i] = ez~ can remain undetected for small
enough €, where 2 is the unstable zero of the system [2].
This attack can be easily implemented in the cyber space as
an additive disturbance. This unbounded signal can blow up
the states of the physical system, while the observed output



and control command dictate normal behavior. To deal with
this problem, a multirate scheme can be applied, since it
allows the attack to be detected by ensuring that there are
no relevant unstable zeros in the lifted system.

Theorem 1 ( [2]): Let the lifted LTI system be P; =
Sy P.H, where the output is sampled with the period %,
where N is a large integer. Suppose the system P, has full
rank B, and O = [C],(C.A)T,...,(C.AN=2)T]T is of
full rank. Then, the lifted LTI system P; does not have any
unstable zeros.

From Theorem 1, unbounded zero-dynamics attacks can
be detectable, if the control system is designed in the
dual rate sampled-data framework. Motivated by the work
on multirate sampled-data (MSRD) control [2], this paper
proposes a dual rate £; adaptive controller whereby the
outputs are sampled at a multiple of the hold rates for the
purpose of attack detection.

B. Mathematical Formulation

Throughout this paper, ||z ||, denotes the Lo norm of
the truncated signal =, (¢) for original x(t) € R™, given as

. (t) = z(t),
x-(t) =0,

The notation ||.||, represents the vector or matrix p-norms
with 1 < p < oo. Also, z denotes z-transform variables
while s is used for the Laplace transform.

Consider the following MIMO system

&(t) = Apz(t) + By (u(t) + f(t, x(t)) +d(t)) , 2(0) = xo,
y(t) = Cp(), 0

where z(t) € R™ is the state vector, u(t) € R™ is the input
signal, and y(t) € R™ is the system output vector. Also,
{4, e R"*" B, € R**™ (), € R™*"} is an observable-
controllable triple. The transmission zeros of the system with
the state-space realization (A,, By, C}) are assumed to be

vVt <7,
otherwise.

stable. The initial output signal, yo = C), ¢, is assumed to
be known, where xy is an unknown initial condition. Let
d(t) € R™ be the zero-dynamics attack on the actuator. Fi-
nally, f (t,z) € R™ represents the time-varying uncertainties
and disturbances subject to the following assumption.

Assumption 1: There exist constants Ly > 0, L1 > 0, and
Ly > 0 such that

[ f(t,z2) — f(t,21)]l o < Lillze — 21
1£(t, 7)o < Lallz|l, + Lo
ld(t)llo < L2

hold uniformly in ¢ > 0.

Remark 1: The boundedness of the attack signal d(¢) can
be realized by assuming a secure software/hardware structure
for the CPS (ex. Simplex architecture [16], [17]). In such
structure, a backup controller will operate the system, when
the normal mode controller is compromised due to a cyber
attack. By switching from the normal mode to a secured
backup controller, the unbounded stealthy attack can be
removed (from cyber space), rendering d(¢) bounded.

In this paper, a dual rate £; adaptive controller is in-
troduced for sampled-data systems with baseline dual rate
controllers to compensate for uncertainties and to detect the
zero-dynamics attacks. The overall control input, which is
implemented via a zero-order hold mechanism with time
period of T > 0, is given by

u(t) = ugli], teiTs, (i+1)Ts),
ualz] = K[2]gal2] + ralz] + ueal2],

(S Z>07
N 2)

where §4(z] is the z-transform of the output signal g4li]

gali] = |y" (T5),. .. y" (W)F 3)

and NV € N is the ratio between the hold and sampling rates,
that is, the output y(t) is sampled with the period of . Also,
rq[z] is the z-transform of the discrete reference command
rq[i], and K[z] represents the transfer function of a baseline
dual rate controller represented in the lifted domain with
sampling time of 7. The command signal is assumed to be
bounded, such that ||rq[i]|| ., < M., where M, is a positive
constant. This paper considers augmentation of the control
input wu.q[z] for the purpose of compensating uncertainties
and recovering the performance of the ideal baseline system,
which is defined as follows

ip(t) = Apzp(t) + Bpus(t), xp(0) =0,

yp(t) = Cpmp(t), @
up(t) = upali], t€[iTs, (i +1)Ts), i€ Z>o,
upa[z] = K[z]gpalz] + ralz],

where pq[z] is the z-transform of the ideal output signal

Jpali] defined as
Ni+ N-1T.\1"
y ' (TS, (M))] O

Ubali] = N
Here, it is assumed that the controller with the transfer
function K|[z] stabilizes the multi-rate sampled-data system
in (4). Therefore, for bounded command signal r4[i], there

exists a constant M, > 0 such that
sl < Ma, VE >0, ©)

Remark 2: In [2] and [18], such dual rate controller is
proposed using a linear quadratic Gaussian (LQG) structure,
and it is shown that the closed-loop system is exponentially
stable.

Let
ucd[z] = uad[z] - K[’Z]gad[zL 7
ua(t) = uad[i], te [iTS7 (l + 1)T5) , 1€ Zzo,
where §,4[z] is the z-transform of
Jaali] = Falil = Goali], ®)

and wgq[i] is an adaptive control input to be introduced
shortly. Next, consider the system
Za(t) = Amxa(t) + By (ug(t) + o(t)), 24(0) = xo,

9
ya(t) = Cpiza(t). ©



where F' € R™*" is chosen such that A,, £ A, — B,F is

Hurwitz, and

o(t) = Fra(t) + f (t, za(t) + (1)) + d(t).
It can be shown that the following bound on o(¢) holds

(1)

(10)

ol < Lsllwa o, + Las

where
A A
Ly = ||F|ly + L1, Ls= Lo+ LiM, + L.
Moreover, the sampled output of the system in (9)

. T T . T )
yad[J]ya<JN>, {JN,(JH)N), JE€Z>o

(12)
can be obtained from (8), where §y[i] is given in (3) Also,
Ypalj] is defined in (5), in which y, (%) = ypalj] and

2palf + 1] = e R 244[j </ A7B d7'> unbalil,
ypali] = Cpapali], pa(0) = 0.

(13)

Notice that unpq[j] is given by
) T .
unbalj] = up i) JE€ Z>o, (14)

where u;(t) is defined in (4).

Given the two systems in (4) and (9), the following rela-
tions can be established: for all t > 0, x(t) = x4 (t) + (1),
y(t) = ya(t) + yo(t). and u(t) = wq(t) + up(t).

While (4) represents the ideal baseline system, the system
in (9) governs the dynamics due to uncertainties and attacks.
In the following, an adaptive output feedback controller,
Uqd|2], s designed to regulate the output y, () of the system
in (9) to zero. At the same time, the augmented control input
ueg[z] given in (7) recovers the nominal response provided
by the baseline controller.

III. CONTROL DESIGN

We define a few variables of interest and design con-
straints. Let

5)

where M(s) 2 Cp(sl — A,)~'B,. The design of the
controller proceeds by considering a strictly proper stable
transfer function C(s) such that C'(0) = I,,,. The selection
of C(s) must ensure that the following £;-norm condition
holds

IG (), Ls <1, (16)

and

C(s)M~1(s) is proper. (17)

Also, since M (s) has stable transmission zeros, Hi(s),
Hy(s) are stable and proper transfer matrices.

Given that A,, € R™*" is Hurwitz, there exists a positive
definite matrix P € R™*" solving A} P + PA,, = —Q for
a given positive definite matrix ¢ € R™*™. Define

a2|
DVP |’
where /P satisfies P = \/TDT\/TD, and D € R(":lm)xn is
a matrix that contains the null space of C), (\/13) ,l.e.

D(Cp(\/ﬁ)_l>T—o.

Let P, € R™*™ and P, € R—m)x(n—m) pe positive
definite matrices:

(18)

19)

- -7
P2CVP VP 'Cl, REDDT. (0
Let T' > 0 be a given constant, and
Lum 2 [ b } e R™™, @1
O(nfm)xm
Define A »
[0l () n3 (8) ] 21,0, (22)
where 7, (t) € R™*™ and n,(t) € RM=™)*™ and
T
K(T) 2 / 1], eMmAH (T (23)
0
Further, let ® (T') be the n x n matrix
T
®(T) = / MmN T=T) 7 i (24)
0

Let O(s) 2 C(s)M~(s)Cp(sI— Ap)~", and let
(Aq, By, Cq) be a minimal state-space realization such that
Cy(sI— A))"'B, 2 O(s). (25)
Define the function I'(-) as
D (T) £ (D) (s = Ag) ' Byl +02(T),  (26)
where
2 Agt _
i) 2 ma 00 (M =)
2 max / HC’ ett=7p H dr.
te0, T)
Let

T(T) =|[e= T (@) T |

_HH1 Cp(sl — A, )_1 (eAmT—]IME
1

xr) =1, (37 (%) +v ()7 (§)

+ | Ha(s)ll ., @7
_X(D)
U =T GG I, s

_2Vm||AT PBy|, [Amax (A-TPA-Y)
- >\min (AiTPA?l) Amax (PZ) ’



where H(s), Hy(s), Ha(s) are defined in (15), and P, is
given in (20). Next, we introduce the functions

BuT) £ max [m(D)ly, Fo(T) 2 max [n(0)l,.

telo, T telo, T
(28)
where 7 (t) and 12(t) are given in (22). Also
A
S (T) = = 29
Bs(T) = max ms(t), Aa(T) = té%ax]m() (29)
where
t
ns(t,T) 2 / 1], AT NG ()M AT T, LdT,
0
t
na(t,T) é/ IImeAA’"A_l(t*T)ABpHQdT.
’ (30

The sampling time 7 of the digital controller is chosen
such that

€ (0, 777, (€1}
where 77 is an upper bound, satisfying
T*
T (S) < sup Q(T)) L3y <1, (32)
N Te(0, Ty
with
I(T) = (Bu(T) + B5(T) +1) (Bo(T)T + v/mPBa(T)),

Q(T) and J being given in (27), and 51 (T), 82(T), B3(T),
B4(T) being defined in (28)-(29).

Remark 3: 1t is straightforward to verify that Q(T) is a
bounded function, as T tends to zero. In addition, we can see
that 31 (T), B2(T), B3(T), and B4(T) approach arbitrarily
closely to zero for sufficiently small 7". Therefore, there
always exists a constant 7; > 0 that satisfies the condition
in (31).

Next, we consider the following control laws

T T, aTs
wuli 1] = M F auli] + 47 (MF ~1) Bue ¥ aulj],

—Cyzuljl, JE€Z>0, zu[0] =0,
Ts Ts
ENES

1 € Z>o,

uNad[ ]
uNa(t) = uNad[j], te |:

uad[i] = uNa(iTs), (33)

where the system matrices (Aq, By, Cy) satisfy (25). Also,
G4l-] € R™ is provided by the adaptation laws. The output
predictor is given by

-fjad[j + 1] :eAm%iad[j]
+ A
C xad[ ]

where the estimated initial condition %o is given by &g =
ngo (C’g is the pseudo-inverse of Cj,). Also, the predictor
control input up[j] is defined as

) T .
up(j] = uq (JNf) , J € ZLxo,

“1(eAn N (34)

—I) (Bpurlj] + dalj])

Jaalj] J € Lo, %qal0] = To,

(35)

where u,(t) is given by (7) and (33). The adaptation laws
are governed by the following update laws

i) = -2~ (53 ) bl

1Tq
AA A~ 71

(36)

,U[]] nmyad[]] .7 S ZZO?

where q4(j] = Yadlj] — Yaalj], and ®(-) is defined in (24).

IV. ANALYSIS OF THE CLOSED-LOOP
DUAL-RATE SYSTEM
In this section, the analysis of the sampled-data system is
presented, and sufficient conditions for stability of the closed-

loop system are obtained. We proceed by defining a few
variables of interest:

)\0— HHI (SH—Am) 1(£E0—£E0 H[roo
[ H2(5) Cp(s1

)"
L 1—[|G()l, Ls ’

o <o, (v (3 +o (1) (2).

H(s]l— Am)~ ‘TOHLQC + Gz, La

p’f - )
1= [|G(s)llz, La

—An)™! (Zo — o HL

(37

where H(s), Hi(s), and Hs(s) are introduced in (15), and
I'(-) is defined in (26). Also, Y(-) and ¥(-) are given in (27).
Let

A(T, 6) = L3 (pr + Q(T)S + )\1) + L4, (38)
where € € RT. Also, let ¢(T', €) and «(T, €) be defined as

16 (5) s
(39)

N[ 2vmAT, o |ATTPB,L
OL(Ty 6) é)\max (A T]DA 1) < Amin (AU—PAl) pHQ)

()+\F

A
| =
C( ’ E) 2 Amax (PQ)

+& AT TPAT G,
(40)

where 12(T) is defined in (22) and x(T) is given in (23).
Also, £ = A (&9 — x0), and xg and & are the unknown and
estimated initial conditions, respectively.

Finally, define

+ﬂ3< )(T €)+\Fﬁ4( A(T €).

(41)

Lemma 1: For arbitrary & = { Z } € R™, where y € R™

and z € R(*=™) there exist positive definite P, € R"™*™
and P, € R(n=m)x(n=m) g¢ych that
AT PAT =y Py 2 Pz @)

where A is given in (18). Also, P; and P» are defined in
(20).



Proof: The proof of Lemma 1 is found in [13]. |
Lemma 2: Let Og4[z] denote the z-transform of a step-
invariant discrete-time approximation of O(s), that is defined
in (25). Given a bounded discrete-time signal 74[j], define
r(t) = rqlj] for t € [§T,(j +1)T), j € Z>o, where T >0
is a sampling time. Then, the following holds

(e =&Vell o, ST(D) el s

where I'(+) is defined in (26); (¢) is the signal with Laplace
transform of e(s) = O(s)r(s), and €'(t) = e4[j], t €
UT, (7 +1)T), j € Z>o, where g4[j] is the discrete signal
with the z-transform e4[z] = Og4[z]|rq[z].
Proof: The proof is straightforward and hence omitted
here. ]
Consider the following closed-loop reference system

ref(t) = AmTref(t) + Bp (Uref(t) + orep(t))
Uref(s) = —C(8)aref(s),
Yref(t) = CpTrep(t),  Tref(0) = o,

(43)

(44)

where o,..f(s) is the Laplace transform of o,.¢(t) given by
Oref(t) = Frep(t) + [ (t, xres(t) + zp(t)) + d(2).

The reference system in (44) defines the best performance
that can be achieved by the closed-loop system given in
9), (33)-(36), where instead of the estimates the actual
unknown signals are used in (44). Notice that o,..f(t) is
unknown, and this reference system is used only for the
analysis purposes. To prove the stability of the closed-loop
sampled-data system with the digital controller proposed
in (33)-(36), we introduce a condition for stability of the
reference system in (44). Then, we establish uniform bounds
between the closed-loop system defined by (9), (33)-(36) and
the reference system.

Lemma 3: Let C(s) and M (s) verify the £;-norm condi-
tion. Then, the closed-loop reference system is BIBO stable
and the following holds

(45)

erefHLoo < pr < 0, (46)

where p, is given in (37).

Proof. The proof is similar to the proof of Lemma 4.2.3 in

[13] and is omitted. |
We consider an equivalent state-space model of the pre-

dictor dynamics in (34) given by

Za(t) = Amia(t) + Bpua(t) + 6(t),
?ja(t) = Cpia<t)7

where

-ia(o) = i‘o, (47)

S

T, T,
N 7 Ls s
O(t) Ud[j]v 5J S >0, te |:]N7 (.] + )N> 5
(48)
and u,(t) is given by (7) and (33). Since &(t) and u,(t) are
piecewise constants in (47), from (34) we have

(T - .
Ya (JN) = Yadlj], J € ZL>o. (49)

Let Z,(t) = &4(t) — x4(¢t). Then the prediction error
dynamics between (9) and (47) are given by
ia(t) = ApZa(t) + 6a(t) — Bpa(t),
Ya(t) = Cpla(t),

where 6 (t) is defined in (48).

Lemma 4: Consider the closed-loop system defined by
9), (33)-(36), and the closed-loop reference system in (44).
The following upper bounds hold

H(wref - xa)t”[,m S Q(TS)HQMHKOO + >\1’

where €(-) is given in (27), A; is defined in (37), and §,(t)
is the prediction error defined in (50).

fi(O) = (lATO — X,

(50)

Proof. Let

uc(s) = —C(s)M ™ (8)Cp (sl — Ap) 6 (s), (51)

Ts

unr(s) = —C ()M (s)Cp(sl — A) e ™ N 5(s), (52)
It follows from (50) that
§(s) = — M(5)0(s) + Cm(sI — A,) " "6(s)

- (53)
+ Cp(sI — Ay)

! (&0 — o).
Letting e(t) £ Tref(t) — 24(t) and denoting by d.(s) the
Laplace transform of

de(t) 2 0pes(t) = o (),
from (9), (7), (33), (44), (51), (52), and (53) it follows
e(s) =H(s)C(s)M " (s)Fa(s) + H(s) (I = C(s)) de(s)
— H(s)C(s)M " (8)Cp(sl — Ap) ™" (20 — o)

+ H(s) (uc(s) —unm(s)) + H(s) (unr(s) = ua(s)),
(55)

(54)

where H (s) is defined in (15). The upper bound is given by
leell o, < JH()C(s)M ™ ()| 2, Facll o
Gz, | (we =) [l + THEI e [ anr = wa), |
H|[H(s)C(s)M ™ (s)Cp(sI = Am) ™" (20 — @o) ||,
HIH () T - CIlg, Lalletll -
(56)
From (12) and (49), we have

Ts
~a .75 — ~a . , . Z .
g (JN) Yaali], J € Zzo
From (36), (48), and (57), the following relation holds

. 7.\ -
= §T<J\;> 1l

oo

(57)

(58)

where Y(-) is defined in (27). Notice that unaq[j] given
in (33) is a step-invariant discrete-time approximation of
ups(s), given in (52). Therefore, using(7), (25), (33), and
Lemma 2, we have

T T\ -
o = walle, <N (5) T () Wl 59

Moreover, form (51), (52), and (58) one can obtain

Ts T\ | -
e~ e, < ¥ (5) T () lallows 60



where U(-) is defined in (27), and T'(-) is introduced in (43).
Also, the triple (4,, By, C,) is defined in (25). From (56),
(59), and (60), the following upper bound holds

ez, < QT all, + A1 (61)

|
Lemma 5: Let T7 satisfy the condition in (31). Then,
there exists € > 0 such that

(T, €) <& VT € (0, T7]. (62)
Moreover, for each € > 0
lim Yo (Tv 6) =0, (63)

T—0

where vo(T, €) is given in (41).

Proof. By substituting (28)-(38) in (41), and recalling (31)

and (32), one can easily show the existence of € satisfying

(62). Verification of (63) is straightforward. |
Theorem 2: Consider the system in (9) and the controller

in (33)-(36) subject to conditions in (16)-(17). If Ty €

(0, TF], where T satisfies (32), then there exists a constant

€ > 0 such that

||ga‘t||£oo < E7 (64)

||xref - xaHﬁm < 1, ||uref - uaHEOO < V2, (65)

where g, (t) is the prediction error defined in (50), and
7 2 QTL)e + Ay,
A _
Y2 = |C(s)ll 2, Lav + O(Ts)e + Ao

Also, €(+) is defined in (27), and X\g, A1, O(-) are given in
37).

Remark 4: Lemma 5 indicates that arbitrarily small bound
on the prediction error € can be achieved as T goes to zero.
The terms \¢ and \; in (66) exist due to the nonzero initial
condition. For zero initial condition, Ay and \; are zero.
For \g,\; = 0, we can show that v; and 5 can be made
arbitrarily small by selecting sufficiently small sampling
time. This implies that the closed-loop sampled-data system
recovers the performance of the continuous-time reference
system in (44) as the sampling time goes to zero.

Proof.

Let € be a constant satisfying (62). First, we prove the
bound in (64) by a contradiction argument. Since C,,Z¢ =
Yo, i.e. §(0) = 0, and g, (t) is continuous, then assuming the
opposite implies that there exists ¢’ such that

1Fa®)lloe <€ YOSt <t
150 ()l = €

which leads to

(66)

(67)

L =FE (68)

| 7a,,

Let e(t) = Zref(t) — x4 (t). Lemma 4 and the upper bound
in (46) can be used to derive the following bound

[Zap |l o, < Nlrepelly +llevll,

(69)
< pr + QUTS)E+ M.

Moreover,
||Ut'H£Do S LBHxat/ Lo + L47
which implies
||O't’H£oo S A(Tsv E)a (70)
where A(-, -) is defined in (38).
Consider the state transformation
€ = Adq, (71)

where A is defined in (18). From (50) and (71), it follows
£(t) = A ATYE() + A6 () — AB,o(t),

- - (72)
ga(t) = lnmf(t)7 5(0) =A ('730 - .T()) :
From (72), we have
~ Ts —1, ~
Elia+t) =etMmh i
(5 +1) (%) .

Since
ng .Ts _ ga(]g—i_t) O
o) =[O [+ o |

~ ~ T ~
where Z(t) = [§m+1(t), ey fn(t)} ,and £(j %= + ) can be
decomposed as

() (s
J N =Xx\{J
such that

(5w t) ot [ 3G |

N 0

t
AAmATL(t=7) p 5 Ts d
+/O e o (]N T,

- 0
+t —MAmA 1t[ ! ]
) (%)

¢ B T,
— / ehAmh l<tiT)ABpa <jf + 7') dr.

+t>+§(j1];;+t>, (74)

=]

(75)

=[5

0

0 N
(76)
Next, we prove that
T _
()] =0
N/l 77
T. T. T.

~T 75 ~ 75 < — 75 < !
z (]N> Pz <]N) < a(Ts, €), V]N <t,

where (T, €) and «(Ts, €) were defined in (39) and (40),
respectively. It is straightforward to show that [|7(0)[|, <
§(Ty, €), 27 (0)P22(0) < (T, €). Next, for arbitrary (k +
1)% <t, k € Z>o, we can prove that if

< (T, ©),

T
i(+5)
46l

T, T,
~T 75 ~ 75 < G
z (kN>P2z (kN) < a(Ts, €),

(78)

(79)



then the inequalities in (78)-(79) hold for k + 1 as well,
which would imply that the bounds in (78)-(79) hold for all
k;Tg < t'. The proof of this part has been omitted due to

space hmlt
Forallj +t<t,andt € [O
from (73), We obtain

_ (T T AAmA e T
Ya <JN +t) =L,me 1 Iy

t
+ 1Im/ AAmATI (=) A (g£> dr
0 N

] using the expression

1 ¢ AAm AT (E=T) 5 [T
— 1, e Bpo jﬁ‘FT dr.
0

The upper bound in (70) and the expressions of 71 (-), 72(-),
ns(+, ), and n4(-, -), given in (22) and (30), lead to

(T _ T <. Ts
— +t < t — t —
i (i +0)| < tmony [+ 1mon, 2630
Ts Ts Ts _
t, 22 ) ga (G2 t, =2 ) VmA(Ts, @).
+773<,N) y(JN)2+774( N) mA(Ts, €)

Consider (77) and fB1(-), Ba(-), B3(-), Ba(-) defined in (28)-
(29). For arbitrary nonnegative integer j subject to jTW +t <
t’ and for all ¢t € [O, TW] , we have

Hy (]Tﬁ +t) , <B (Tﬁ) §(Ts, €) + B2 (2) /\a(Tig)

N max (PQ)
Ts Ts _
40 () st 0+ vimss (1) AT 0
Since the right-hand side coincides with the definition of
Y0 (Ts, €) in (41), we have the bound
[19a (O)lly < 70(Ts, €), Vt € [0, t'],

which, along with the design constraint on 7 introduced in
(62), yields

Hgat’ Lo <é
This clearly contradicts the statement in (68). Therefore,
Jall; . < € which proves (64). Further, it follows from

Lemma 4 that

ledll ., SE+ A,

which holds uniformly for all ¢ > 0 and therefore leads to
the first upper bound in (65).
To prove the second bound in (65), from (1), (33), (44),
(51), and (52), (53), it follows
Ures(s) = ta(s) =C(s)M ™" (8)Fa(s) — C(s)de(s)
— C(s)M () (5L — Au) ™ (0 — o)
+ (uc(s) —unm(s)) + (un(s) — ua(s)),
(30)

where d.(s) is the Laplace transform of d.(t) defined in
(54). Then, it leads to

< QT

l[ures (s) = ua(s)llz., < [|C()M ()| 1Fall .,
+|(uc(s )—UM( Dl + l1une(s) = uals))ll. &1)
+H|C ()M~ (5)Cp(sT = Am) ™ (&0 — w0)| ;.

oo

FIC) 2, Lallell - -
Combining (59), (60), (64), (65), and (81) leads to

[ures(s) = uals)ll o <O(T5)e+[Cs)l, Lavi + Ao-
(82)

This concludes the proof. |
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Fig. 1: AVR with system parameters K4 = 10,74 = 0.1, Kg =
1,7e =04, K, =1,7, =1, K, = 1,7, = 0.05.

V. SIMULATION EXAMPLE

In this section, simulation study of a sampled-data auto-
matic voltage regulator (AVR) system is considered. AVR
specifies the terminal voltage magnitude of a synchronous
generator by controlling the reactive power. A simplified
block diagram of a linearized AVR is shown in Figure 1.
The open loop system has unstable zero at zp = —5.49, if
it is sampled at the single rate of 75 = 0.1sec. Next, we
consider an actuator attack of the form d[i] = ez, ", where
e = 0.00001 and zj is the unstable zero of the system. By
faster sampling rate of TW = 0.05sec (N = 2) at the output,
the multirate closed-loop system does not have any unstable
zeros. Therefore, the attack on the multirate system becomes
detectable. Here, the LQG controller of [2], designed for dual
rate systems, is adopted as baseline controller. Then, a dual
rate £, adaptive controller is augmented to detect the stealthy
attack and improve the performance of the closed-loop in the
presence of disturbance.

In the simulation, an external unknown disturbance of the
form f(x(t),t) = 0.2sin(0.5¢) is applied at the input of
the AVR system. Figure 2a shows the zero-dynamics attack
signal, which is activated at ¢ = 20sec and is removed at t =
21sec. After being detected, the attack signal can be removed
by switching to a secured computing platform, which per-
forms as a backup for the compromised controller software.
Figure 2b shows the augmented £; control input. Figure 2¢
illustrates the output of the AVR system with/without the
augmented dual rate £, adaptive controller. It can be seen
that the baseline LQG controller cannot compensate for the
sinusoidal disturbance at the input of the system, while the
augmented £, control mitigates the effect of disturbance,
efficiently. The adaptation variable &(t) is plotted in Figure
2d. Fast rate of change of &(¢) can be observed prior to
removal of attack signal at ¢ = 21sec. Therefore, a criteria
based on the fast adaptation loop in the dual rate £; control
structure, such as ||6[i] — i —1]||, > Athreshotd, is a
feasible choice for timely attack detection.

VI. CONCLUSION

A dual rate output-feedback control approach is proposed
for sampled-data MIMO systems with nonlinear uncertain-
ties. A sufficient condition on the sampling time of the digital
controller is obtained that ensures stability of the closed-
loop system. A simulation study of an automatic voltage



Attack signal (d)

Augmented control input (u_)

Output of AVR

Adaptation variable (o)

(d)

Fig. 2: Response of the closed-loop AVR system in the presence of
the disturbance input f(z(t),t) = 0.2sin(0.5t) and zero-dynamics
attack of the form d[i] = z; ‘. The baseline LQG controller is
implemented with hold rate of 0.1sec and sampling rate of 0.05sec.
(a) Zero-dynamics attack signal. (b) The augmented £; control
input. (c¢) Output of AVR with/without augmented L£; controller.
(d) Adaptation variable &(t).

regulator is provided to show that the fast estimation loop
in the £ control structure can detect zero-dynamics attacks.
Also, the augmented dual rate £, controller compensates for
disturbance and uncertainties.
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