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I.  INTRODUCTION

In military operations and other covert operations, it
is highly desirable to prevent the enemy and other parties
from detecting the existence of radio frequency (RF) com-
munication. Many researchers have proposed to develop
low probability of detection (LPD) RF waveforms by mak-
ing the power spectral density (PSD) lower than the noise
floor through spread spectrum technologies, such as direct-
sequence spreading spectrum or frequency hopping [1], or
by exploiting noise like signals, such as chaotic signals to
carry information [2], or both [3].

However, existing LPD waveforms do not provide true
LPD capability when new advanced detection schemes,
such as cyclostationary analysis are exploited. Cyclosta-
tionary analysis has been accepted as an important tool
to perform signal detection, signal parameter estimation,
and modulation detection of RF signals [4]-[11]. Cyclosta-
tionary analysis is based on the fact that most man-made
signals are not accurately described as stationary, but rather
more appropriately modeled as cyclostationary. While sta-
tionary signals have statistics that remain constant in time,
the statistics of cyclostationary signals vary periodically.
These periodicities occur for signals of interest in well
defined manners due to underlying periodicities, such as
modulation. The resulting periodic nature of such signals
can be exploited to detect the existence of the signal, esti-
mate important parameters of the signal, and determine the
modulation scheme of the unknown signal.

Employing a cyclostationary analysis based detection
algorithm, all existing LPD waveform designs become vul-
nerable: First of all, noise has no cyclostationary features.
Therefore, cyclostationary analysis such as spectral corre-
lation function (SCF) and spectral coherence function are
resistant to noise. As a direct result, even if the RF signal has
minimal transmission power, cyclostationary analysis will
exhibit clear features for the enemy’s detector to exploit.
More importantly, using noise-like signals to hide the exis-
tence of digital communication would not work either. As
long as conventional digital modulation exists, a cyclosta-
tionary analysis will exhibit a strong feature at the symbol
rate.

In this paper, we propose an interesting and underin-
vestigated approach to hide the communication. The idea is
not to hide the waveform itself through conventional LPD
designs, but to hide the communication in another form of
RF transmission. We call this RF steganography. Recently,
the United States has recognized the importance of spec-
trum sharing and coexistence of not only communication
systems, but also other RF systems [12]-[14]. For exam-
ple, defense advanced research projects agency (DARPA)
launched its new shared spectrum access for radar and
communications (SSPARC) program in 2015 to investigate
spectrum sharing both between military radar and mili-
tary communication systems (“military/military sharing”)
and between military radar and commercial communica-
tion systems (“military/commercial sharing”) [15]. The SS-
PARC treats spectrum sharing as a cooperative problem and
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aims to enable spectrum sharing between radar and com-
munication systems through collaboration and information
exchange between such systems. At the same time, there
has been a growing interest in the area of cooperative radar
and communication where a joint waveform is designed to
serve both the radar function and communication function
(e.g., [16]-[18]) or joint sensing and communications (e.g.,
[19]) simultaneously. However, to the best of our knowl-
edge, these jointly designed radar/communication systems
are not aimed for information hiding or RF steganography
purposes.

In this paper, we discuss a novel RF steganography
scheme to hide communication in an LEM chirp radar sig-
nal [20]. The newly designed linear frequency modulation
(LFM) chirp signal will serve two purposes simultaneously:
it is still a radar signal providing radar functions for its
original radar operators, however, it also carries secure dig-
ital communication information intended for designated re-
ceivers. We first provide a review of the LFM chirp signal
and conventional LFM chirp based communications. Then,
we discuss how to use a new modulation called reduced
phase shift keying (RPSK) and system designs to make the
LFM chirp signal with embedded communication informa-
tion nearly identical to the original radar signal without any
indication of the embedded digital modulation. This will
enable the radar operator similar radar performances, and
it will also ensure that it is very difficult for the enemy to
detect the existence of the hidden communication signal
embedded in the radar signal.

The rest of the paper is organized as follows: In
Section II, we review the LFM chirp radar signal and
conventional LFM chirp based communication schemes.
Section III discusses the RF steganography scheme by us-
ing a novel RPSK modulation. In Section IV, we further
enhance the security of the scheme by introducing variable
symbol duration and modulation design. Most importantly,
we demonstrate that the newly designed RF steganography
scheme eliminates cyclostationary features that could be
used by the enemy to detect the existence of the digital
modulation. In Section V, we evaluate the ambiguity func-
tions of unmodulated and modulated LFM chirp signals to
evaluate the impact on radar performance. The conclusion
follows.

II. LINEAR CHIRP FOR RADAR
AND COMMUNICATION

A. LFM Chirp Waveform

The linear chirp signal, or LFM signal, is widely used
in sonar and radar systems [20]. A linear chirp is a sig-
nal, in which the frequency linearly increases (up-chirp) or
decreases (down-chirp) with time. Fig. 1 illustrates a typi-
cal LFM chirp signal and its corresponding autocorrelation
function response.

As can be seen clearly from the figures, the instan-
taneous frequency f(z) varies linearly with time: f(¢) =
Jfo + kt, where fj is the starting frequency, and k is the rate
of frequency increase or chirp rate. When k is larger than
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Fig. 1. LFM chirp signal and autocorrelation function.

0, the signal is an up-chirp; when £k is less than 0, the sig-
nal is a down-chirp. Mathematically, the LFM chirp signal
corresponds to

k
x(t) = A cos <2nfot+2n§t2+¢,) , 0<t<T

ey
where A, is the amplitude of the LFM chirp signal, ¢; is
the initial phase of the chirp signal, and 7 is the duration
of the LEM chirp pulse. At time 7', the stopping frequency
of the LFM chirp signal is simply f; = fo +kT.

B. LFM Based Communication Waveforms

The inherent capability of interference rejection makes
the chirp signal very attractive to spread spectrum commu-
nication systems as well, where a significant advantage is
the low Doppler sensitivity. So, it is no surprise that many
researchers have conducted research in using chirp signals
for communication purposes.

The first communication scheme employing chirp sig-
nals is called chirp modulation. Chirp modulation was
patented by Sidney Darlington in 1954 [21] with signif-
icant later work performed by Winkler in 1962 [22]. The
idea of chirp modulation is very simple: binary data is trans-
mitted by mapping the bits into up-chirps and down-chirps.
For instance, over one bit period “1” is assigned a chirp
with positive rate k and “0” a chirp with negative rate —k.

In chirp modulation, only one bit is transmitted on one
chirp signal. To increase the data rate and transmit multi-
ple bits on one chirp signal, it is natural to use a shorter
symbol duration and modulate multiple information bits
sequentially onto the chirp signal [23]. Fig. 2 illustrates an
example of such a combination of digital binary phase shift
keying (BPSK) and chirp modulation. Fig. 2(a) shows the
unmodulated chirp signal with length 3, Fig. 2(b) shows
the baseband 2PAM signal where three binary bits (1 0 1)
are represented by antipodal amplitudes (4+1 or —1), and
Fig. 2(c) shows the modulated chirp signal.

This modulation can be done by simply multiplying
the baseband binary pulse amplitude modulation (2PAM)
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Fig. 2. BPSK Modulated chirp signal. (a) Unmodulated chirp signal.
(b) Binary data. (c) Binary modulated chirp signal.

signal [see Fig. 2(b)] with the original chirp signal. Mathe-
matically, the BPSK modulated chirp signal is

N—-1
s(t)=a(t) - x() =Y bip(t —iTy) - x(t)
i=0
N—-1 k
= Z bip(t —iT,) - A.cos <27'rf0t + 2n§t2 + ¢>,>
i=0

2

where a(t) is the baseband 2PAM signal containing N bits,
b; is the ith information bit and b; € {+1, —1}, p(¢) is a
rectangular pulse with unit height and duration 7}, and since
we are transmitting N bits over one LFM chirp waveform,
T =NT,.

It is important to note that the multiplication of the base-
band 2PAM signal with the LFM chirp signal is equivalent
to introducing a 0 or 7 phase offset to the unmodulated
chirp signal at different data symbols

N—1
k
s(t)= Z p(t —iT,) - A.cos (27(f0t+27r Elz +6; + ¢>1>

i=0
3)
where 6, =0ifb; = 1,and 6; = w if b; = —1.

As can be seen in Fig. 2(c), phase reversal occurs when
two adjacent data bits are different. As a direct result, the
BPSK modulated chirp signal is very different from the
unmodulated chirp signal. Therefore, the enemy can easily
recognize that there is digital modulation in the chirp signal.

To enhance the communication performance, pseudo-
noise spreading was proposed to be combined with the
chirp modulated signal. This scheme was first proposed
by Baier et al. [24] and Kowatsh et al. [25], [26] and
termed pseudonoise-chirp (PN-chirp). The idea is also quite
straightforward: A pseudonoise spreading code with M
chips is used to represent one data symbol in a chirp mod-
ulated signal. This way, a processing gain M of the spread
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spectrum is exploited and offers a significant performance
gain to the chirp modulated communication system. In the
PN-chirp signal, the baseband signal is a direct-sequence
spread spectrum signal
P—1
Y(t) =) bic(t —iTy) €5
i=0
where c(¢) is the pseudonoise spreading code with M chips
with chip duration 7, = %
M-1
)= ) cupet —kTy) 5)
k=0
cr 1s the kth chip of the spreading code where ¢ €
{+1, —1}, p.(¢) is a rectangular pulse with unit height and
duration 7, and P is the number of bits carried by one LFM
pulse.
The transmitted PN-chirp signal corresponds to

s(1) = y(t) - x(1)
P-1 M-I

= D bi ) cpelt —iTy —kT,)
= k=0

k
- A.cos <2nf0t + 27 Etz + ¢1)

P—1M—
= pet —iT, — kT)
k=0

—_

Il
S

k
- A cos (anot + 27 §t2 + 0k + ¢1) (6)

where 6,y = 0if bjcy = 1, and 6; 4 = 7 if bic, = —1.

At the receiver side, a matched filter receiver can be
exploited to obtain excellent bit error rate (BER) perfor-
mance for these chirp modulated communication signals.
However, all these chirp modulated communication sig-
nals were developed purely for communication purposes,
not for radar function or information hiding. As can be
seen from the different versions of modulated chirp sig-
nals, it is apparent that digital modulation has taken place
and the signal is significantly different from the unmod-
ulated chirp signal. Take chirp modulation as an exam-
ple, a simple spectrogram analysis of the signal will re-
veal the up and down frequency change, indicating the
signal is digitally modulated. The BPSK modulated chirp
signal and the PN-chirp signal both exhibit a 180 degree
phase change when two adjacent bits or adjacent chips are
different, indicating the embedded digital modulation.

lll.  RF STEGANOGRAPHY VIA LINEAR CHIRP
RADAR SICGNAL

We now propose a new RF steganography scheme ex-
ploiting an LFM chirp radar signal to hide communication
through embedded digital modulation. The pulsed LFM
chirp signal has been used widely in radar. Specifically, the
same LFM chirp signal is transmitted from the radar peri-
odically with a pulse repetition interval larger than the pulse
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Fig. 3. Binary RPSK modulation. (a) BPSK. (b) BRPSK.

width of the chirp signal. In the silent period between two
adjacent chirp signals, the radar receives the reflections of
the chirp signal to perform radar functions, such as range
detection of objects.

Now, instead of designing and transmitting an LPD
communication waveform hoping to avoid detection from
the enemy, we embed the communication signal inside the
linear chirp radar signal. The joint radar/communication
signal is transmitted from the radar transmitter and reaches
the intended communication receiver and also reflects from
objects the radar is trying to detect. The radar signal needs
to complete a round-trip path to perform its function, and
this creates a significant reduction in signal strength. Hence,
most radar transmitters transmit signals at very high power
compared to normal communication transmitters. On the
other hand, the embedded communication signal only needs
to reach its target through a one-way trip. Therefore, the re-
ceived signal enjoys a very high signal-to-noise ratio (SNR).

This enables us to adopt a different phase shift key-
ing modulation suitable for our purposes in this sce-
nario. Instead of using phases O and 7 in the signal
constellation to represent our binary data like a regular
BPSK [see Fig. 3(a)], we use two constellation points
with a much smaller phase difference [see Fig. 3(b)].
Specifically, we use phase ¢ and phase —¢ to represent
the binary data. We call this new modulation scheme
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binary reduced phase shift keying (binary RPSK, or
BRPSK).

The transmitted LFM chirp signal with embedded
BRPSK modulation corresponds to

N—1
s(t) = Re [Z p(t —iT)E({) - eif’f}

i=0

N-1
=Re |:Z p(t — iTy)Ael? 0l LS ej¢’j|
i=0
N-1 r
= Z p(t —iTy) - A cos <2nf0t+27r §t2+9[+¢1>
i=0
N-1

k
:§:p0—iﬂ)w%0m<%ﬁw+ﬂn§ﬂ+h.¢+¢J
i=0
(7
where %(r) = e/®mfoi+2751+61) ig the complex envelope of
the LFM chirp waveform.

Note that the phase offset being introduced to the ith
data symbol now is 6; = b; - ¢, hence, if b; = 1, phase
¢ is introduced, and if b; = —1, phase —¢ is introduced.
Clearly, the conventional BPSK can be considered as a
special case of the BRPSK with ¢ = 90° (with a constant
phase offset of 7).

Fig. 4 illustrates the block diagram of the proposed
BRPSK modulated LEM chirp signal transmitter.

Because the RPSK modulation uses a smaller phase dif-
ference, the constellation points have a much smaller dis-
tance (dmin). As a direct result, this new modulation scheme
has poorer BER performance compared with the original
BPSK. The BER of original BPSK in the additive white
gaussian noise (AWGN) channel is determined by

0 (d“““/z) =0 (é> =0 (\,@) (8)
o o No

where A = E, = / 4T}, 0% = No/2 is the PSD of the
additive white Gaussian noise, E; is the bit energy, and
Q(x) is the Q function which corresponds to

1 o0 u?
X)) = — exp| —— | du 9
ow= = [ en(-%) )
On the other hand, the BER of BRPSK is

0 (dmin/2> —0 (A sin(d))) ) 2E), sin%(¢)
o o Ny
(10)

Comparing (8) and (10), it is clear that the sin?(¢) term
significantly reduces the BER performance of BRPSK. For
example, when ¢ = 15°, sin2(¢) = (0.0670 which corre-
sponds to —11.74 dB. Hence, the BER performance of
such a binary reduced PSK requires 11.74 dB in additional
SNR to achieve the same BER performance of the origi-
nal BPSK. However, because of the very high SNR of the
LFM chirp radar signal, this performance loss can be tol-
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erated. Fig. 5(a) shows the BER versus E;,/N, curves of
BRPSK modulations with different phase ¢, and Fig. 5(b)
demonstrates the required E;/Ny versus the phase angle
¢ of BRPSK for different BERs. As shown in Fig. 5(a),
there is an 11.74 dB difference in the BER performance of
a BRPSK with ¢ = 15° versus that of a conventional BPSK
(where ¢ = 90°).

It is important and interesting to note that when we
project the binary RPSK constellation to its in-phase com-
ponent and quadrature component (see Fig. 6), it is evident
that only the quadrature component contains the digital
data. Hence, the optimum receiver can be implemented
easily by a matched filter only considering the quadrature
component of the received signal. Fig. 7 shows the block
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diagram of such a matched filter receiver for a BRPSK
modulated LFM chirp signal. Specifically, the matched
filter creates a decision variable for the ith data symbol

(i+DT,
ri = / r(t)x'(t)dt

Ty

i+DT, X .
/ r(t) - Ac cos (27Tf0l +2mor? 4+ S+ ¢1> dt

iTy 2 2
(11)

where r(t) is the received signal, and x/(¢) is a /2 phase
shifted original LFM chirp signal. Next, a hard decision
device is used to make the decision on the estimate of the
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By exploiting the new reduced PSK modulation, the
LFM chirp signal with embedded communication comes
very close to the original unmodulated linear chirp sig-
nal. Fig. 8 shows the same example of a chirp modulated
signal with three bits modulated using binary RPSK with
¢ = 15°. Compared with Fig. 2(c), it is clear that the phase
reversal between adjacent symbols in the original BPSK
modulated chirp signal is now replaced by a much smaller
phase change, leading to a modulated chirp signal almost
identical to the original unmodulated chirp signal. It is ev-
ident that the smaller the ¢ is, the less difference there is
between the modulated chirp signal and the original chirp
signal.

ith data symbol
if r,>0

(12)
else

IV. ENHANCED RF STEGANOGRAPHY VIA VARIABLE
SYMBOL DURATION

However, the chirp modulated signal with reduced PSK
modulation itself is not enough to give us the RF steganog-
raphy capability we desire. Although the signal does exhibit
almost the identical time and frequency behavior as an un-
modulated linear chirp, it has a cyclostationary feature that
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is exploitable by the enemy to find the existence of digital
modulation embedded in the radar signal.

Cylostationary analysis has been recognized as an im-
portant tool to perform signal detection, RF parameter es-
timation, and signal classification [4]-[11]. A man-made
signal such as communication signal often exhibits cyclo-
stationarity due to the inherent modulation of the commu-
nication signal. The second-order spectral moment, also
called the SCF, will reveal features of the inherent modula-
tion and its parameters in the cyclic frequency domain. For
example, the SCF of a BPSK signal will exhibit peaks in
the cyclic frequency domain at twice the carrier frequency
fe, and at the symbol rate 1/ Tp.

Assume x(7) is a cyclostationary signal, its correlation
function is

S N

Since the R (¢ + 5.t — %) is a periodic function with
period T, we can rewrite it as Fourier series

R, (z + I T) =Y RE@e. (14)

=
22

The Fourier coefficients are

1 (72 _
—/ R, (t - E) e~ gy
T ) 1) 272

1 (12 T TN
lim — / x (t + —) x* (t — —) e /e gy
T—oo T -T/2 2 2
(15)
where « is the cyclic frequency, R¥(7) is the cyclic auto-

correlation function, and the Fourier transformation of the
cyclic autocorrelation function is

R (7)

S2(f) = / Ré(t)e >t dt (16)

o]
where S¢(f) is the SCF.

Fig. 9(a) illustrates the SCF of an LFM radar chirp
signal with 5 MHz bandwidth and 10 ps pulse width where
the starting frequency is 3.5 MHz and the ending frequency
is 8.5 MHz, Fig. 9(b) shows the spectrogram of the LFM
chirp, Fig. 9(c) shows the zoomed-in top down view of this
SCF, and Fig. 9(d) shows the projection of the SCF to the
cyclic frequency (o) domain.

As soon as we embed digital modulation into the LFM
chirp signal, cyclostationary analysis is capable of revealing
the existence of the modulation. The linear chirp signal with
embedded reduced PSK modulation that we have discussed
so far uses a fixed symbol duration 7} to transmit one bit.
Therefore, cyclostationary analysis of such a signal will ex-
hibit peaks at the symbol rate 1/ 7}, in the cyclic frequency
domain and at multiples of the symbol rate m /T, where
m is an integer. Hence, although time domain analysis and
frequency domain analysis do not give our enemy any in-
dication of the existence of embedded digital modulation,
a cyclostationary analysis will reveal this fact.

Fig. 10 illustrates the SCF of a BPSK modulated LFM
chirp radar signal where a random binary data stream of
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rate 1 MHz is modulated onto an LFM chirp signal with the
same parameters as in Fig. 9. Similarly, Fig. 10(a) shows the
three-dimensional SCF, Fig. 10(b) shows the spectrogram,
Fig. 10(c) shows the top-down view and Fig. 10(d) is the
projection of the SCF to the « domain. It is evident from
Fig. 10(c) that at « = £1/T, = =1 MHz there is a clear
feature spanning in the frequency domain from the starting
frequency to the ending frequency of the LFM chirp. It can
also be seen from Fig. 10(b) that the bandwidth of the LFM
chirp is expanded due to the embedded BPSK modulation.

Next, we show that by exploiting the BRPSK modu-
lation, this cyclic feature becomes less strong but still ex-
ploitable. Fig. 11 shows the case of a BRPSK modulated
LFM chirp radar signal with ¢ = 30° and Fig. 12 shows the
case of ¢ = 15°. As shown in both figures, when reduced
PSK modulation is employed, the cyclic feature at the sym-
bol rate becomes less strong as the phase ¢ decreases. It
can also be observed that the bandwidth expansion becomes
smaller as the phase ¢ decreases. This is understandable,
since if we decrease ¢ all the way to zero, the signal be-
comes an unmodulated LFM chirp, and the cyclic feature
will entirely disappear. However, we cannot make ¢ too
small because that would lead to too much SNR degrada-
tion and eventually the BER performance would become
unacceptable. With a reasonable ¢ of 15°, as Fig. 12(d)
demonstrates, the cyclic feature of the embedded modula-
tion is still very much exploitable.

Now, we propose to use a variable symbol duration
scheme for our modulated LEM chip transmission. Specif-
ically, we intentionally assign a unique symbol duration
Ty, for the ith data symbol. Different symbol durations are
different, and one symbol duration is not the multiple of an-
other symbol duration. This way, we no longer have a fixed
symbol rate, and we eliminate the cyclostationarity associ-
ated with the symbol rate. Therefore, there will be no SCF
feature exploitable by the enemy to find out the existence
of our hidden digital modulation. At our intended receiver,
on the other hand, because the unique symbol durations are
known, there is no difficulty for the legitimate receiver to
demodulate the data.

Mathematically, the modulated LFM chirp signal cor-
responds to

N—1

s(t) = Z pi(t) - A, cos <2nf0t + 2n§t2 +6; + ¢,)

i=0

a7
where p; () is the ith data symbol’s pulse with a pulse width
Ty,

i

1 if Z;;l T, <t < Z;_l Ty, + T,

pi() = { = (18)

0 elsewhere
However, the variable symbol duration leads to variable
symbol energy (E}) for different data symbols. Since the
LFM chirp signal is a constant envelope signal, the symbol
2
energy for the ith symbol is simply % - Tp,, where A, is
the amplitude of the chirp signal. Therefore, the data sym-
bols with longer symbol duration will have higher symbol
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Fig. 11.

SCF of BRPSK modulated LFM radar chirp signal with

¢ = 30°. (a) SCF of BRPSK modulated LFM with ¢ = 30°.
(b) Spectrogram of BPSK modulated LFM. (c¢) Top view of SCE.
(d) Cyclic frequency projection.
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Fig. 12.  SCF of BRPSK modulated LFM radar chirp signal with
¢ = 15°. (a) SCF of BRPSK modulated LFM with ¢p = 15°.
(b) Spectrogram of BRPSK modulated LFM. (c¢) Top view of SCF.
(d) Cyclic frequency projection.

energy and correspondingly better BER performance. This
is obviously not desirable.

Fortunately, we have an elegant and simple solution for
this problem. By adjusting the phase difference parameter
¢ in the reduced PSK modulation, we can compensate for
the shorter symbol duration with larger ¢ and ensure that
the BER stays the same. For example, since the first data
symbol has a symbol duration 7}, and binary reduced PSK
with ¢, the second data symbol has a symbol duration 7},
and ¢», as long as we make sure that

Ty, sin*(¢1) = Ty, sin*(¢) (19)

the BER performance does not change.
Mathematically, the transmitted BRPSK modulated
LEM chirp signal with variable symbol duration is

N-1
s(t)= Z pi(t) - A cos (2nf0t+2n§t2 +b; - ¢; + ¢,) .
i=0
(20)
In (20), it is clear that both the symbol duration 7}, and
associated phase ¢; are now varying for different symbols.
Fig. 13 illustrates the block diagram of the transmitter
of the proposed RF steganography scheme with BRPSK
modulation and variable symbol duration. It is interesting
to note that we have employed an elegant way to generate
the variable symbol durations. We first generate the ¢; as
a pseudorandom phase sequence. In practice, the phase ¢;
can simply be chosen as a random variable with discrete
uniform distribution between ¢, and ¢ with step size A¢,
where ¢, is the smallest phase angle and ¢ is the largest
phase angle. The cumulative distribution function of ¢; is
simply
i —dL+ AP
bu—pL+AP
For example, if we choose ¢, as 12.5° and ¢ as 17.5°
with step size A¢ = 0.1°, ¢; is equally distributed among

"’HA;"’L 4+ 1 = 51 discrete phases. The associated symbol
duration 7}, can then be derived as

F(¢is 91, dn)= 21

sinz(%)

Iy =Ty—5

sin*(¢;)

where T is now defined as the symbol duration associated
with the mean of phase E[¢;] = % which in our exam-
ple is 15°. Fig. 14 illustrates the relationship between the
variable symbol duration 7}, and associated phase angle ¢;.
The symbol duration is normalized to be 1 when ¢ = 15°.
It is clear from the figure that because of the nonlinear rela-
tionship between the associated symbol duration 73, and the
phase angle ¢;, such a uniformly distributed pseudorandom
phase sequence will generate a series of symbol durations
with no linear relationship among them.

Fig. 15 illustrates the SCF and spectrogram of the pro-
posed BRPSK modulated LEM chirp signal with variable
symbol duration where the ¢; uniformly varies between
12.5° to 17.5° with step size 0.1°. It is evident that the
cyclic frequency feature is entirely eliminated. Compared
with the SCF of an unmodulated LFM chirp shown in Fig. 9,

(22)
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Fig. 13.  Transmitter of BRPSK modulated LFM chirp signal with variable symbol duration.

TABLE I
LFM Pulse Parameters

Pulse Width 10 us
Bandwidth 5 MHz
Sampling Frequency (f;) 5 x 108 Hz
Signal Gain, A 1
Tb vs. 0
1.5 T T T
14 S B . . -
13F A
1.21 N . .
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1 4
09 , Tl 1
0.8} SR [
0.7 i i i i i i i i i
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¢ (degree)

Fig. 14.  Symbol duration versus ¢.

the RF steganography transmissions exhibit an almost iden-
tical SCF as the unmodulated LFM chirp.

Fig. 16 illustrates an example of such a reduced PSK
modulated chirp signal with variable symbol duration. As
shown in Fig. 16(b), three different symbol durations are
used to carry three binary bits. The first symbol duration
T,, =1, and the associated phase difference ¢ = 15°. The
second ¢, = 16.5° and the associated symbol duration 7},
is

T — T, sin?(15°)
by = b Gn2(16.59)

which leads to 7, = 0.83 . The third symbol’s phase ¢3 =
12.8° and its associated symbol duration 7}, = 1.37. It is
evident that the longer the symbol duration is, the smaller
the associated ¢; is.

As shown in Figs. 15 and 16, the newly designed LFM
chirp signal with embedded digital modulation serves as
an excellent example of RF steganography carrying covert

(23)
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communication for a designated communication receiver.
The signal behaves almost identically to an unmodulated
LFM chirp signal in the time domain, frequency domain,
and cyclostationary domain; preventing the enemy from
detecting the existence of the embedded modulation. It is
worth noting that the difference between the SCF of un-
modulated LFM chirp signal and that of the newly designed
LFM chirp signal is very small even when there is no noise.
Therefore, it is more difficult for the enemy’s receiver to
distinguish them when there is fading, noise, and other dis-
tortions.

V. EFFECT ON RADAR WAVEFORM

The proposed RF steganography scheme makes slight
modifications to the LFM chirp signal. Hence, it is impor-
tant to evaluate how much effect these modifications have
on the radar waveform and if it deteriorates the radar per-
formance significantly.

A commonly used metric to evaluate the performance of
a radar waveform is the ambiguity function. This function
provides a measure of the response of a matched filter to a
finite energy signal in the presence of a time delay, 7, and
Doppler frequency shift, v. The periodic ambiguity function
can be expressed as [20]

(24)

T
lx(t,v)| = / uu*(t — 7)™ de

0

where u(t) is one LFM chirp, and the variables T and v
represent the time delay and Doppler-shifted frequency of
the returned signal, respectively.

The ambiguity function provides a means to deter-
mine radar performance in the face of time and Doppler
shifts. The ideal (and hypothetical) ambiguity function has
a “thumbtack” appearance at the origin (e.g., T = 0 and
v = 0) for a Dirac delta impulse signal. In this situation,
the radar can provide an accurate target position as long as
there is no delay or Doppler frequency shift. More realis-
tically, radars need to have some tolerance to time delays
and Doppler shifts so the ideal “thumbtack” response is not
necessarily a desired matched filter response.

To illustrate the ambiguity function, we use numerical
simulations of an LFM pulse with the following parameters.
For the modulated LFM chirp pulse, the carrier is assumed
to be a C-band radar with a 10 KW peak power operating
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Fig. 15. SCF of BRPSK modulated LFM radar chirp signal with
variable symbol duration. (a) SCF of BRPSK modulated LFM with
variable symbol duration. (b) Spectrogram of BRPSK modulated LFM
with variable symbol duration. (c) Top view of SCF. (d) Cyclic frequency
projection.
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Fig. 16. Binary reduced PSK modulated chirp signal with variable
symbol duration. (a) Unmodulated Chirp Signal. (b) Binary Data. (c)
Binary Modulated Chirp Signal.

at 5 GHz. The overall gain of the transmitter antenna and
receiver is assumed to be 2000 with 50 dB of attenuation
due to transmitter, receiver, measurement, and processing
losses.

Fig. 17 plots the ambiguity function for the unmodu-
lated LFM signal. This provides a baseline for comparison
with the LEM pulses that have embedded communication.
The plot illustrates accuracy for determining target position
in time but allows some flexibility for frequency error due
to Doppler effects. As a comparison, Fig. 18 shows the am-
biguity function of an LFM signal with an embedded BPSK
modulated communication message (using phase changes
of & 90°). As Fig. 18 clearly shows, while time delay re-
mains the same, Doppler tolerance has greatly diminished.

Fig. 19 depicts the PSD and autocorrelation of the BPSK
modulated LFM chirp signal (¢ = £90°). The PSD plot
clearly shows the increased bandwidth caused by the use of
large phase angle changes. Further, the autocorrelation plot
exhibits fairly high sidelobes beyond the first sidelobe.

The combination of the poor ambiguity function per-
formance (when compared to the baseline LFM ambiguity
plot) and the wider bandwidth of the PSD may not be ac-
ceptable for radar performance. For these reasons, we have
explored the use of new reduced PSK modulated LFM chirp
waveforms.

The following plots show the case of our proposed
BRPSK modulated LFM chirp waveform with ¢ = 15°.
The effect of using BRPSK modulation can be clearly seen
in the radar ambiguity plots for the BRPSK modulated LFM
chirp signal shown in Fig. 20. In the plot, the use of smaller
phase differences preserves the Doppler tolerance of the
LFM radar pulse.

Fig. 21 provides a view of the PSD and autocorrelation
(i.e., zero-Doppler cut of the ambiguity function). In the
followingfigure, the PSD of the BRPSK modulated LFM
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Unencoded LFM Signal : Ambiguity Function
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Fig. 17.  Ambiguity function of unmodulated LFM chirp signal. (a)
LFM ambiguity function (AF) plot. (b) LFM AF plot—top view.

chirp is in blue while the PSD of the unmodulated LFM
pulse is shown in red. As can be seen, while additional
energy is distributed in the sidelobes, the autocorrelation
of the communication pulse is consistent with what one
would expect for an LFM matched filter with a high in-
band (t = 0) autocorrelation value and low out of band
correlation.

Fig. 22(a) shows the receiver operator characteristic
(ROC) curves of the newly designed LFM chirp signal with
BRPSK modulation and variable symbol duration, and the
unmodulated LFM chirp signal. In Fig. 22(a), the x-axis
represents the probability of false alarm and the y-axis rep-
resents the probability of detection. In the numerical simu-
lation, the receiver is designed as a coherent detector which
is used to detect the LFM radar signal under —8 dB SNR.
The detection is determined by the output of the matched
filter through thresholding. Up to 500 000 trials have been
conducted on the proposed BRPSK-LFM chirp signal with
variable ¢ between 12.5° and 17.5°, and the unmodulated
LFM chirp signal, to obtain two ROC curves, respectively.
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Fig. 18.  Ambiguity function of BPSK modulated LFM chirp signal.
(a) BPSK modulated LFM AF plot. (b) BPSK modulated LFM AF
plot—top view.
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Fig. 19. PSD/autocorrelation of LFM chirp and BPSK modulated LFM
chirp.
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Lx{z )l (dB)

r[usl

(b)

Fig. 20. Ambiguity function of reduced BPSK modulated LFM chirp
signal. (a) BRPSK modulated LEM AF plot. (b) BRPSK modulated LFM
AF plot—top view.
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Fig. 21. PSD/autocorrelation of LFM chirp and BRPSK modulated

LEM chirp.

ZHANG ET AL.: RF STEGANOGRAPHY VIA LFM CHIRP RADAR SIGNALS

1 T
Unmodulated LFM
095} Enhanced BRPSK-LFM
o
[S
5
5 09
k)
k5
=]
k]
>
= 0.85
Qo
@
Q
o
[on
0.8
0.75 . . : .
0 0.05 0.1 0.15 0.2 0.25
Probability of False Alarm (PFA)
(a)
T T T T T T
0.991y Unmodulated LFM
Enhanced BRPSK-LFM
~ 099
[a)
S
=
i)
S 0.989f
2
j5
a
k]
2 0.988[
=
©
Q
[
o 0987
0.986
0.043 0.044 0.045 0.046 0.047 0.048
Probability of False Alarm (PFA)
(®)

Fig. 22. ROCs of LFM chirp and BRPSK modulated LFM chirp.
(a) ROC. (b) Zoomed in ROC.

The result in Fig. 22(a) confirms that the difference between
the two ROC curves is very small. Only in a zoomed in ver-
sion of the plot shown in Fig. 22(b), a negligible difference
is observed which reveals an insignificant performance loss
with the newly designed waveform.

VI.  CONCLUSION

In this paper, we have developed a novel RF steganog-
raphy by hiding communication information in an LFM
chirp radar signal. By exploiting a new RPSK modulation,
the modulated chirp signal becomes very similar to the
unmodulated chirp signal. Furthermore, by adopting vari-
able symbol durations, we further enhance the security of
the hidden communication signal by eliminating the cyclo-
stationary features. The resulting reduced PSK modulated
chirp signal then serves a hybrid radar/communication pur-
pose, while it is difficult for the enemy to detect the exis-
tence of the modulation embedded in the chirp signal.
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