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Access Control policies allow one to control data sharing among multiple subjects. For high assurance data
security, it is critical that such policies be fit for their purpose. In this paper we introduce the notion of
“policy quality” and elaborate on its many dimensions, such as consistency, completeness, and minimality. We
introduce a framework supporting the analysis of policies with respect to the introduced quality dimensions
and elaborate on research challenges, including policy analysis for large-scale distributed systems, assessment
of policy correctness, and analysis of policies expressed in richer policy models.
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1 INTRODUCTION

Access control is a fundamental building block for secure information sharing [1]. It has been
widely investigated and several access control models have been proposed, including models tak-
ing into account time, location, and situation [2, 3, 15, 16] and models specific for privacy-sensitive
data [4]. Access control mechanisms are embedded in many different systems, ranging from op-
erating systems to database management systems, and standards have been proposed—the most
notable being the role-based access control (RBAC) model [5] and the extensible access control
markup language (XACML) attribute-based access control model [6].

A critical issue in an access control system is represented by the access control policies. Such
policies specify which subject (e.g., human user, process, application) can access which protected
resources (e.g., files, database relations) for performing which actions (e.g., read, write) and they
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are thus the basis for access control decisions. It is obvious that a critical requirement for ensuring
a correct enforcement of access control with respect to organizational security policies is that
policies be of “good quality.” As discussed by Bertino et al. [7], policies of low quality may lead
to situations in which a party, rightfully requiring a data item, is denied access to the data item,
or the data is released to unauthorized parties. In other cases, the access control system may not
even have a policy concerning certain requests which, depending on the specific access control
mechanism used, may lead to uncertainties concerning the outcome of the request.

In this article, we first briefly discuss relevant data quality requirements related to policies. We
then present an initial infrastructure for the analysis of access control policies and elaborate on a
few research challenges.

2 QUALITY REQUIREMENTS FOR POLICIES

The problem of assuring the quality of a set of access control policies can be restated as the prob-
lem of making sure that the set of policies is consistent, relevant, minimal, and complete with
respect to the actions to be executed by the subjects. In what follows, we elaborate on those basic
requirements.

Consistency is critical for access control systems that support denials (also called negative
policies) in addition to permissions (also called positive policies). A permission states that a subject
is allowed to perform a given action on a given object—for example, permission p=<Bob, read,
+, Fy> states that Bob can read file F;; whereas, a denial explicitly states that a subject is not
permitted to perform a given action on a given object—for example, denial p’==<Bob, write, -,
F;> states that Bob cannot write file F;. Denials have been introduced to support exceptions—
for example, to support a policy by which a subject is allowed to read all the files in a directory
except for one specific file. Thus, they have been introduced in access control mechanisms for
systems where protected resources are organized according to hierarchies—notable examples are
represented by access control mechanisms for object-oriented database systems [8] and the access
control mechanism of the Microsoft SQL Server. Consistency thus requires that the set of policies
does not include both positive and negative policies assigned to the same subject for the same
action on the same object. Such conflicts are often referred to as modality conflicts [14].

Relevance requires that the set of policies does not contain policies that do not apply to any
action executed by subjects. Irrelevant policies may undermine security. For example, an attacker
may try to compromise a subject in order to exploit the permissions of this subject. Thus, making
sure that subjects do not have permissions for accesses that they are not expected to execute
minimizes the risk of such exploitations.

Minimality refers to making sure that the set of policies does not include redundant policies.
For example, consider a file directory and a policy stating that a subject can read all the files in the
directory. Then, assigning the same subject a read permission on each single file in the directory
would result in a policy set with redundant policies. Redundant policies increase the administrative
work required to manage policies; for example, if a subject is not any longer required to access a
given object, all the policies covering such access must be properly modified and/or removed, thus
increasing the security risk if these revocations are not properly executed.

Completeness requires that for any action to be executed by the subjects of the system there is a
corresponding policy controlling such execution requests. If for a given access request, there is no
corresponding policy, the default decision usually taken by access control systems is to deny the
access. Such an approach, however, may lead to situations in which subjects that have a legitimate
reason for accessing the protected resource are denied access, which may adversely affect the
subject tasks/missions.

ACM Journal of Data and Information Quality, Vol. 10, No. 2, Article 6. Publication date: September 2018.



The Challenge of Access Control Policies Quality 6:3

Correctness refers to making sure that the policies comply with their intended goals. Correct-
ness of a set of policies is typically validated against a set of semantic properties that are application
dependent. As discussed by Martin et al. [12], verifying policy correctness requires identifying dis-
crepancies between the policy specifications and their implementation in a given language, such
as, for example, XACML, with respect to a given set of semantic properties. Addressing correctness
also requires that policies are in compliance with the system requirements [14].

In addition to those basic requirements, there are two additional complementary requirements
that focus more on usability of policies. The first such requirement is policy enforceability; it refers
to whether a policy can actually be enforced in a certain context and at which cost and with which
latency. For example, a policy may require contextual information to be acquired in real time and
it is crucial to provide indicators about the feasibility of acquiring such information. It is clear
that, if a set of policies has poor enforceability, it will not be usable in automatically determining
whether requested accesses can be permitted or not, thus basically requiring human intervention
for controlling access. Assessing policy enforceability is particularly critical for novel distributed
environments such as edge computing environments [20].

The second usability requirement is policy explainability; it refers to: (i) the ability to abstract
policies at multiple levels so that human users can understand the policies that are in place;
(ii) the ability to explain to human users access control decisions about access control—this is
relevant especially for large policy sets when policies also include contextual conditions, such as
conditions on time [2], location [3], situation [15, 16], and trust [17, 18].

3 AN INFRASTRUCTURE FOR POLICY ANALYSIS

To date, several methods for policy analysis have been proposed [9]. However, such previous meth-
ods have two major drawbacks: they focus on a single quality requirement (for example, consis-
tency); and they require as input the specification of all possible access control requests. In partic-
ular, the latter drawback makes such previous methods not suitable for mobile distributed systems,
such as mobile autonomous Internet of Things (IoT) systems and next-generation coalition sys-
tems [10], in which it is not often possible to determine in advance all actions that will have to be
executed. Therefore, it is not possible to statically analyze the quality of the policies. We need an
approach by which policies are analyzed at “runtime” based on information on the actual behavior
of subjects in the system.

An initial infrastructure supporting policy analysis services has been recently proposed [7].
The infrastructure (see Figure 1) supports analysis with respect to four of the basic requirements
described in the previous section, namely: consistency, relevance, minimality, and completeness.

The infrastructure leverages data provenance that refers to historical records about data objects.
Such records typically include activities and contexts leading to the current states of the data
objects of interest [7]. Data provenance thus includes all actions executed on the data objects of
interest; tracking all such actions, through a provenance management system, is critical for the
assessment of certain quality requirements as discussed below. In our infrastructure, we use the
SimP provenance management system [11] that also records which specific policies have been
applied for deciding about access requests to specific data objects. However, other provenance
systems with similar functions could also be used.

The infrastructure is able to support two types of analysis: analyses that only require as in-
put the set of policies (e.g., analysis of consistency and minimality), and analyses that also re-
quire as input information about the actions executed by the subjects in the system (e.g., analysis
of completeness and relevance). The latter type of analysis is based on log provenance informa-
tion about the transactions executed in the system from which access patterns are extracted and
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Fig. 1. A provenance-based infrastructure for policy analysis [7].

compared against the set of policies. Such extraction is performed at runtime and, thus, allows one
to compare the policies against the actual behavior of subjects in the system.

The infrastructure has, however, several limitations; addressing such limitations requires ad-
dressing several challenges that we discuss in what follows.

Support of richer access control models. The infrastructure only supports RBAC policies. A
major research direction is to design infrastructures supporting comprehensive analysis of com-
plex access control models, such as attribute-based, context-based, and situation-based access con-
trol models. Such models provide two main extensions with respect to RBAC and older models:
(a) support for access control decisions that take into account information about contexts and sit-
uations; and, (b) attribute-based specifications of subjects and objects in access control policies.

Considering information about contexts and situations in addition to information about subjects,
protected objects, and actions, allows one to specify permissions that can only be used in certain
contexts or situations; an example is a permission stating that a given subject can read a sensi-
tive dataset only when the subject is in a classified facility. Attribute-based specifications of sub-
jects and objects allows one to specify subjects and objects as Boolean combinations of predicates
against attributes characterizing properties of subjects and objects. An (informal) example of an
attribute-based access control policy is one stating that all researchers that have worked over the
past 5 years on projects by the crypto division are allowed to read the restricted news file. Such a
policy gives permission to read the file to every researcher that verifies the predicate stating that
researchers have worked over the past 5 years on projects by the crypto divisions.

Supporting analyses for such access control models requires the ability to collect information
not only about transactions but also about contexts and situations in which transactions are exe-
cuted, which, in turn, requires suitable secure provenance systems. In addition, when dealing with
attribute-based access control it is critical that the attributes of subjects and objects be of high
quality (according to the quality dimensions identified for data and information [22]). This im-
plies that good quality policies, in turn, require that all the information needed by access control
decisions be of good quality.

Another technical issue concerning the analysis of attribute-based access control policies is re-
lated to consistency. Consistency requires assuring that the predicates in the policies that allow
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access and the predicates in the policies that do not allow access do not both hold true from any
given access request. It is clear that whether the predicates hold true depends on the subjects and
objects involved in the submitted requests. As the set of possible requests is usually not known
in advance, it may not be always possible to statically determine whether a set of policies is con-
sistent. In some cases, statically one can only determine that a set of policies may have potential
inconsistencies [19]. Such analysis techniques, thus, need to be extended by the use of additional
information concerning the subject population and the set of protected resources in the system of
interest, if available. Otherwise, the analysis has to be completed at runtime based on data about
the actual population of subjects and objects in the system.

Finally, one last research issue is related to the privacy of subject and object attributes. This issue
is relevant for cloud systems and edge computing systems as attribute-based access control may
require sending the cloud or some edge server such attributes and, thus, the cloud/edge server may
learn private information about subjects and objects. Techniques have been proposed addressing
such issues for cloud systems [21] and need to be extended for application in edge computing
[20]. With respect to policy quality, the key challenge for cloud systems and edge computing is
how to support policy quality analysis when policies and/or transactions and/or subject and object
attributes are private.

Assessment of policy correctness. Policy correctness has been widely investigated [12, 13] and
methodologies have been proposed to better align the access control policies with system require-
ments [14]. The main challenge in assessing correctness is when the systems of interest continu-
ously evolve (e.g., such as in the case of adaptive systems). For such systems, the properties against
which the policies are verified may have to evolve as well. Addressing such challenge requires the
analysis infrastructure to assess the system state against the properties to determine whether the
properties need to evolve and, if this is the case, to re-assess the policies affected by the evolved
properties.

Assessment of policy enforceability. The design of methods to assess the enforceability of a
set of policies is challenging as enforceability is very much context-related; for example, a policy,
which can be easily enforced in a conventional enterprise setting, may not be enforceable in an
edge-computing context. One possible approach to address such issues is to test policies with
respect to a set of scenarios to determine their enforceability. Notice that such sets of scenarios
may not cover all possible policy deployment scenarios. Also the system of interest (e.g., the system
managed by the policies) may continuously evolve. Therefore, assessing enforceability of a set of
policies also requires monitoring the system of interest to gather information about failures/delays
due to difficulty or impossibility of enforcing certain policies. Depending on such failures/delays,
one may have to evolve the policies and/or design contingency plans to deal with policies that
cannot be enforced or have a very high time overhead.

Automatic policy evolution. An interesting research challenge is related to automatic policy
evolution based on the results of policy analysis as, when dealing with a large set of policies de-
ployed in highly dynamic contexts, it is likely that policies will have to continuously adapt. Sup-
porting automatic policy evolution requires, in turn, techniques for change impact assessment [13].

Policy analysis in large-scale distributed systems. The issue is whether policy analysis (and
possibly consequent policy evolution) must be carried out centrally or locally at different sub-
systems. Ensuring that a set of policies is of high quality at a global level may be difficult if at
all possible, as different portions of the system may be characterized by different access patterns
and different contexts. On the other hand, carrying out policy analysis according to a distributed
strategy so that policies are analyzed at different subsystems may result in policy analysis and

ACM Journal of Data and Information Quality, Vol. 10, No. 2, Article 6. Publication date: September 2018.



6:6

E. Bertino et al.

evolution that are optimal with respect to local contexts but not optimal at a more global level. A
possible approach is to have a flexible analysis infrastructure able to support and possibly combine
both approaches depending on the specific requirements of the system of interest.
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