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ABSTRACT
In this paper, we claim that cyclic obfuscation, when properly imple-
mented, poses exponential complexity on SAT or CycSAT attack. The
CycSAT, in order to generate the necessary cycle avoidance clauses,
uses a pre-processing step. We show that this pre-processing step has
to compose its cycle avoidance condition on all cycles in a netlist, oth-
erwise, a missing cycle could trap the SAT solver in an in�nite loop
or force it to return an incorrect key. Then, we propose several tech-
niques by which the number of cycles is exponentially increased with
respect to the number of inserted feedbacks. We further illustrate
that when the number of feedbacks is increased, the pre-processing
step of CycSAT faces an exponential increase in complexity and run-
time, preventing the correct composition of loop avoidance clauses
in a reasonable time before invoking the SAT solver. On the other
hand, if the pre-processing is not completed properly, the SAT solver
will get stuck or return incorrect key. Hence, when the cyclic ob-
fuscation in accordance to the conditions proposed in this paper
is implemented, it would impose an exponential complexity with
respect to the number of inserted feedback, even when the CycSAT
solution is used.
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1 INTRODUCTION
The cost of building a new semiconductor fab was estimated to be
$5.0 billion in 2015, with large recurring maintenance costs [5][ 7],
and sharply increases as technology migrates to smaller nodes. Due
to the high cost of building, operating, managing, and maintaining
state-of-the-art silicon manufacturing facilities, many major U.S.
high-tech companies have been always fabless or went fabless in
recent years (e.g., AMD, Broadcom, Marvell, Nvidia, Qualcomm, and
Xilinx, to name a few). Thus, to reduce the fabrication cost, and for
economic feasibility, most of the manufacturing and fabrication is
pushed o�shore [5]. However, many o�shore fabrication facilities
are considered to be untrusted, which has raised concern over po-
tential attacks in the manufacturing supply chain, with an intimate
knowledge of the fabrication process, the ability to modify and ex-
pand the design prior to production, and an unavoidable access to
the fabricated chips during testing. Hence, fabrication in untrusted
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fabs has introduced multiple forms of security threats from supply
chain including that of overproduction, Trojan insertion, Reverse
Engineering, Intellectual Property (IP) theft, and counterfeiting [7].

To prevent the adversaries from such attacks, researchers have
proposed various obfuscation methods for hiding and/or locking the
functionality of an netlist. However, the validity and strength of logic
obfuscation to defend an IP against adversaries in the manufacturing
supply chain was seriously challenged as researchers demonstrated
that the de-obfuscation attacks leveraging satis�ability (SAT) solvers
[13][ 6] combined with Signal Probability Skew (SPS) attacks [16]
could break the existing obfuscation schemes (both locking and
camou�aging) in a relatively short time. Cyclic obfuscation [12]
was another approach that was considered as a defense mechanism
against SAT solvers. However, this technique was later broken by
CycSAT attack [18]. The CycSAT added a pre-analysis step to the
original SAT attack for detection and avoidance of cycles in the netlist
during SAT attack. In this paper, we further investigate the CycSAT
attack and illustrate its pre-processing step has to compose the cycle
avoidance condition by traversing all cycles in a netlist. We illustrate
that by having a small number of methodically constructed feedbacks
in a netlist, an exponentially large number of simple and nested
cycles could be generated in a netlist, and we propose two di�erent
techniques for building such behavior. Since a successful SAT attack
on a cyclic circuit requires the avoidance clauses, and time it takes to
generate such avoidance clauses has an exponential relation with the
number of inserted feedbacks, the CycSAT attack faces exponential
runtime at its processing step. Hence, when deploying the CycSAT,
the complexity of the problem is not in the SAT solver step of the
problem, but in its pre-processing step.

The rest of this paper is organized as follows. In section 2 we
cover the background on logic obfuscation. Then in section 3 we
elaborate on the limitation of CycSAT and our approach for breaking
the CycSAT. In section 4 we introduce our techniques for building
an exponential relation between the number of feedbacks and the
number of created cycles in a circuit. We also introduce three mech-
anisms for building a cyclic Boolean function to further increase the
complexity of CycSAT pre-processing step. Our experimental results
are summarized in section 5. Section 6 concludes the paper.

2 BACKGROUND ON LOGIC OBFUSCATION
AND SAT ATTACKS

Logic obfuscation is the process of hiding the functionality of an IP by
building ambiguity or by implementing post manufacturing means
of control and programmability into a netlist. Gate camou�aging
and circuit locking are two of the widely explored obfuscation mech-
anisms [3][ 17][ 4] for this purpose. A camou�aged gate is a gate that
after reverse engineering (by means of delayering and lithography)
could be mapped to any member of a possible set of gates or may
look like one logic gate (e.g., AND), however functionally perform
as another (e.g., XOR). In locking solutions, the functionality of a
circuit is locked using a number of key inputs such that only when a
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