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ABSTRACT

Soflfficffiftffinganswersfromonflffineusersffisanefficffienftandefecftffive
sofluftffionftomanychaflflengffingftasks.Dueftofthevarffieftyffinfthequafl-
ffiftyofusers,ffiftffisffimporftanftftoffinferftheffirabffiflffiftyftoprovffidecorrecft
answersdurffingaggregaftffion.Therefore,ftrufthdffiscoverymefthods
canbeusedftoauftomaftfficaflflycapftureftheuserquaflffiftyandaggregafte
user-conftrffibuftedanswersvffiaaweffighftedcombffinaftffion.Despffiftefthe
facftfthaftftrufthdffiscoveryffisanefecftffiveftooflforansweraggrega-
ftffion,exffisftffingworkfaflflsshorftofftheproftecftffionftowardsftheprffivacy
ofparftfficffipaftffingusers.Toffiflflfthffisgap,weproposeperfturbaftffion-
basedmechanffismsfthaftprovffideuserswffifthprffivacyguaranfteesand
maffinftaffinftheaccuracyofaggregaftedanswers.Weffirsftpresenfta
one-flayermechanffism,ffinwhffichaflflftheusersadopftfthesameprob-
abffiflffiftyftoperfturbftheffiranswers.Aggregaftffionffisfthenconducfted
onperfturbedanswersbuftftheaggregaftffionaccuracycouflddrop
accordffingfly.Toffimproveftheuftffiflffifty,aftwo-flayermechanffismffispro-
posedwhereusersareaflflowedftosampfleftheffirownprobabffiflffiftffies
fromahyperdffisftrffibuftffion.Weftheoreftfficaflflycompareftheone-flayer
andftwo-flayermechanffisms,andprovefthaftftheyprovffidefthesame
prffivacyguaranfteewhffifleftheftwo-flayermechanffismdeflffiversbeftfter
uftffiflffifty.Thffisadvanftageffisbroughftbyfthefacftfthaftftheftwo-flayer
mechanffismcanuftffiflffizeftheesftffimafteduserquaflffiftyffinformaftffionfrom
ftrufthdffiscoveryftoreduceftheaccuracyflosscausedbyperfturbaftffion,
whffichffisconffirmedbyexperffimenftaflresuflftsonreafl-worflddaftasefts.
Experffimenftaflresuflftsaflsodemonsftrafteftheefecftffivenessoffthepro-
posedftwo-flayermechanffismffinprffivacyproftecftffionwffifthftoflerabfle
accuracyflossffinaggregaftffion.

CCSCONCEPTS

•Informaftffionsysftems→ Daftamffinffing;•Securffiftyandprffi-
vacy→ Prffivacyproftecftffions;
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1 INTRODUCTION

Nowadays,crowdsourcffinggaffinsanffincreasffingpopuflarffiftyasffiftcan
beadopftedftosoflvemanychaflflengffingquesftffionanswerffingftasks.
Forexampfle,crowdsofuserscanheflpsearchengffinesftoanswer
fthequesftffiononwheftherawebsffifteffisreflevanftftoasearchquery
[36];paftffienftswhoareftakffingnewdrugscananswerfthequesftffion
onwheftheraspecffifficdrughasacerftaffinsffide-efecft[25];andsftu-
denftsffinvoflvedffinmassffiveopenonflffinecoursescanheflpffinsftrucftors
answerfthequesftffiononwhffichgradeftheofthersftudenftsshoufld
earndurffingpeergradffing[2].Inftheseandmanymoreappflfficaftffions,
crowdsofuserscanconftrffibufteftheffireforftsftoanswerquesftffions
offfinfteresft,whffichflargeflyreducesftheffinancffiaflcosftandbeneffifts
varffiousappflfficaftffiondomaffins.
However,ftheffinformaftffionquaflffiftyoffthecrowdsourcedanswers

varffiessffignffifficanftflyamongdffiferenftusers.Someusersmayhave
sufficffienftdomaffinknowfledgeandfthuscanprovffideaccurafteand
meanffingfuflanswers,whffifleofthersmaysubmffiftbffiasedorwrongan-
swers.Thesffiftuaftffionbecomesevenworsewhensomeusersdffisperse
decepftffiveanswersdrffivenbyftheffinancffiaflffincenftffives.Thedffiversffifty
ofusersmoftffivaftesanffimporftanftftaskforcrowdsourcedquesftffion
answerffing:howftoaggregaftefthenoffisycandffidafteanswersfrom
crowdsofusersftoffinferaccurafteanswers?
Asftraffighftforwardapproachftoaggregaftefthecrowdsourcedan-

swersffisftoconducftmajorffiftyvoftffingffinwhffichftheanswerfthafthas
fthehffighesftnumberofoccurrenceswffiflflbeseflecftedasftheffinaflan-
swer.Unforftunaftefly,fthffisnaffiveapproachassumesfthaftaflflftheusers
areequaflflyreflffiabfle,soffiftcannoftdffisftffinguffishhffigh-quaflffiftyusersfrom
flow-quaflffiftyones.
Inorderftoprovffidemoreaccurafteanswers,ffiftffisnecessaryfto

capfturefthevarffieftyofuserquaflffiftyandffincorporaftesuchquaflffifty
ffinformaftffionffinftoaggregaftffion.However,prffiorknowfledgeofuser
quaflffiftyffisnoftavaffiflabfle,andffiftffisachaflflengeftoesftffimafteuserquaflffifty
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dffiscovery[8,19,20,32,35]emergesasahoftftopfficdueftoffiftsabffiflffifty
ftoesftffimafteuserquaflffiftywffifthouftanysupervffisffion.Asbofthaccurafte
answersanduserquaflffiftyareunknown,ftrufthdffiscoveryapproaches
adopftfthefoflflowffingftwoprffincffipfles:Ifacandffidafteanswerffissup-
porftedbymanyhffigh-quaflffiftyusers,ffiftffismoreflffikeflyftobeftheftrue
answer;Meanwhffifle,ffifauserprovffidesmanyaccurafteanswers,
hewffiflflbeassffignedahffighweffighft.Theseftwoprffincffipflesreflyon
eachofther,andftheyareftffighftflycoupfledftogefther.Basedonfthese
prffincffipfles,varffiousftrufthdffiscoverymefthodshavebeenproposed
fordffiferenftscenarffios,andftheexffisftffingwork[18,22]hasdemon-
sftraftedftheadvanftagesofadopftffingftrufthdffiscoveryftoaggregafte
crowdsourcedanswers.

PrffivacyConcerns.However,onemffissffingparftffinftheaforemen-
ftffionedexffisftffingworkffisftheproftecftffionofuserprffivacy:ffindffivffiduafl
usersmayhaveprffivacyconcernwhensharffingftheffirownanswers
wffifthofthers.Forexampfle,ffindffivffiduafluserscanreporftfthereflevance
beftweenasearchqueryandawebpage,buftftheanswersmayfleak
ftheffirpersonaflpreferences.Paftffienfts’reacftffionsftodrugsarevafluabfle
forphysfficffiansftodffiscoverdrugs’sffide-efecfts,buftconftaffinsensffiftffive
ffinformaftffionfthaftpaftffienftsmffighftnoftwanftftoshare.Peergradffing
servesasausefuflftooflformassffiveopenonflffinecourses,buftffindffivffid-
uaflsftudenfts’judgmenftftowardsofthers’workshoufldbeproftecfted.
Wffifthouftaconvffincffingprffivacy-preservffingmechanffism,usersmay
noftbewffiflflffingftoconftrffibufteftheffirsensffiftffiveffinformaftffionforquesftffion
answerffingftasks,orevenworse,ftheymayprovffideunftrufthfuflffinfor-
maftffionftoproftecftftheffirprffivacy,whffichdegradesftheperformance
ofcrowdsourcedquesftffionanswerffing.
Onepossffibflesofluftffionftoftackflefthffischaflflengeffisftoadopftencryp-

ftffionorsecuremuflftffi-parftycompuftaftffionftechnffiquesftoproftecftfthe
prffivacyofusers[16,23,24,34].Unforftunaftefly,ftheseftechnffiques
requffireexpensffivecompuftaftffionresourcesandffinftensffivecommunffi-
caftffionsamongusers.Therefore,dueftoftheflargescafleofusersffin
mosftcrowdsourcffingappflfficaftffions,encrypftffionorsecuremuflftffi-parfty
compuftaftffionftechnffiquesarenoftsuffiftabfleforprffivacy-preservffing
crowdsourcedquesftffionanswerffing.

Prffivacy-PreservffingMechanffisms.Inftheflffighftoffthffischaflflenge,
wesftarftbypresenftffingasffimpfleyeftefficffienftmechanffismftoproftecft
ftheuserprffivacyusffingperfturbaftffionftechnffique.Thffismechanffism
aflflowsusersftorandomflyperfturbftheffircandffidafteanswerswffiftha
pre-deffinedprobabffiflffifty,andfthenftheperfturbedanswersaresub-
mffiftftedforweffighftedaggregaftffion.Toprovffideuserswffifthasftrong
prffivacyguaranftee,ffiftffisrequffiredftoseftfthepre-deffinedperfturba-
ftffionprobabffiflffiftyftobeaflargevaflue,andfthusftheaccuracyoffthe
aggregaftedanswersmaynoftbesaftffisfacftory.
Inorderftoguaranfteebofthaggregaftffionaccuracyanduserprffi-

vacy,weproposeanoftherprffivacy-preservffingmechanffism.Infthffis
mechanffism,usersareaflflowedftoffindependenftflysampfleftheffirprffi-
vafteprobabffiflffiftffiesfromahyperdffisftrffibuftffion,andfthenperfturbftheffir
candffidafteanswersaccordffingftofthesampfledprobabffiflffiftffies.Asfthe
perfturbaftffionffisconftroflfledbyftwoflayersofdffisftrffibuftffions,wereferfto
fthffisproposedmechanffismasftwo-flayermechanffism,andaccordffingfly
ftheaforemenftffionedsffimpflemechanffismasone-flayermechanffism.
Themajordffiferencebeftweenftheseftwoprffivacy-preservffing

mechanffismsffisfthaftftheone-flayermechanffismforcesaflflftheusersfto
adopftfthesameprobabffiflffiftyftoperfturbftheffircandffidafteanswers,whffifle

ftheftwo-flayermechanffismaflflowsusersftosampfleftheffirownproba-
bffiflffiftffies.Recaflflfthaftesftffimaftffinguserquaflffiftyffisakeyfacftorffinftrufth
dffiscovery.Thusfthepersonaflffizednoffiseffinftroducedbyftheftwo-flayer
mechanffismcanbeflargeflyreducedbyftheuserquaflffiftyesftffimaftffion
componenftffinftrufthdffiscovery.Infthffisway,ftheproposedftwo-flayer
mechanffismcanwffiseflyftakeadvanftageofftrufthdffiscovery,andfthey
arecoupfledftogeftherftoensurefthaftftheaggregaftffionaccuracyonfly
dropssflffighftflyevenwhensftrongprffivacyffisguaranfteed.
Toftheoreftfficaflflycompareftheone-flayerandftwo-flayermecha-

nffisms,weffirsftquanftffifyftheuserprffivacybasedonflocafldffiferenftffiafl
prffivacydeffinffiftffion[9,11,15],andprovefthaftftheseftwomechanffisms
canprovffidefthesamefleveflofsftrongprffivacyguaranftee.Wefthen
compufteftheaccuracyflossunderftheprffivacy-preservffingmecha-
nffisms,andshowfthaftftheftwo-flayermechanffismcangffivebeftfter
uftffiflffifty(flessaccuracyfloss)fthanftheone-flayermechanffismwhen
ftheyprovffideuserswffifthfthesamefleveflofprffivacyproftecftffion.
Wefurftherconffirmftheftheoreftfficaflanaflysffisbyconducftffingex-

perffimenftsonftworeafl-worfldcrowdsourceddaftasefts.Theexperffi-
menftaflresuflftsdemonsftraftefthaftwffifthfthesameprffivacyguaranftee,
ftheproposedftwo-flayermechanffismdeflffiversbeftfteruftffiflffiftyfthanfthe
one-flayermechanffismdueftofthefacftfthaftftheproposedftwo-flayer
mechanffismcanfuflflyuftffiflffizefthebeneffiftsofuserquaflffiftyesftffimaftffion
ffinftrufthdffiscovery.Weaflsodemonsftraftefthaftftheproposedftwo-
flayermechanffismffisageneraflframeworkandperformsweflflunder
varffiousscenarffios.

Conftrffibuftffions.Tosummarffize,fthefoflflowffingconftrffibuftffionsare
madeffinfthffispaper:

•Moftffivaftedbyfthesftrongneedftoproftecftuserprffivacy,wepro-
poseaftwo-flayermechanffismfthaftffisftffighftflycombffinedwffifth
ftrufthdffiscovery.Theproposedprffivacy-preservffingmefthod
canmakeusersfeeflcomforftabfleftoshareftheffirsensffiftffivean-
swerswffifthofthersandfthusenabflesmorereafl-worfldappflffica-
ftffions.
•Affterformaflflydeffinffingftheprffivacyanduftffiflffifty,weftheoreftffi-
caflflycompareftheftwoprffivacy-preservffingmechanffisms,and
provefthaftftheftwo-flayermechanffismcangffivebeftfteruftffiflffifty
comparedftoftheone-flayermechanffismwhenftheyprovffide
fthesamefleveflofprffivacyguaranftee.
•Experffimenftsonftworeafl-worfldcrowdsourceddaftaseftsare
conducftedftoconffirmftheftheoreftfficaflanaflysffis,andftheresuflfts
cflearflydemonsftrafteftheadvanftagesofftheproposedftwo-
flayermechanffism.

Theresftoffthepaperffisorganffizedasfoflflows.Werevffiewfthere-
flaftedworkffinSecftffion2andfthenformaflflydeffineourftaskffinSecftffion
3.Preflffimffinarffiesoncrowdsourcedquesftffionanswerffingareffinftro-
ducedffinSecftffion4.Wepresenftftheproposedprffivacy-preservffing
mechanffismsffinSecftffion5andfthenftheoreftfficaflflyanaflyzefthemffin
Secftffion6.Theexperffimenftsonreafl-worflddaftaseftsaresummarffized
ffinSecftffion7.WeconcfludefthepaperffinSecftffion8.

2 RELATEDWORK

CrowdsourcedDaftaAggregaftffion.Recenftyearshavewffiftnessed
fthegrowffingpopuflarffiftyofcrowdsourcffingffinquesftffionanswerffing[2,
25,36],andfthusmanyeforftshavebeenaftftracftedandconftrffibufted.
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quaflffiftyofusersvarffiessffignffifficanftfly,exffisftffingworkdeveflopsvarffious
mefthodsftocapftureftheuserquaflffifty[7,28,36].Amongfthem,ftrufth
dffiscovery[8,13,19–21,32,35]ffisacaftegoryofaflgorffifthmsfthaftcan
auftomaftfficaflflyesftffimafteuserweffighftsfromfthedafta,andffincorporafte
suchweffighftsffinftoaggregaftffionftoderffivemoreaccurafteanswers.
However,noneofftheaboveworkconsffidersftheprffivacyconcern
ofusers.Recenftflysomemechanffisms[16,23,24,34]areproposed
ftoproftecftuserprffivacyffinftrufthdffiscoverybasedonencrypftffionor
securemuflftffi-parftycompuftaftffionftechnffiques.Comparedftofthem,fthe
proposedmechanffismffinfthffispaperffisftheffirsftperfturbaftffion-based
sofluftffionftoproftecftuserprffivacywhenappflyffingftrufthdffiscovery
ftoaggregafteanswersfromcrowdsofusers,whffichffismuchmore
efficffienft.

Prffivacy-PreservffingDaftaAggregaftffion.Nowadays,ftheprobflem
ofprffivacy-preservffingdaftaaggregaftffionhasbeenwffideflysftudffied,
andvarffiousftechnffiquescanbeappflffied:(1)Randomffizedresponse
[1,5,31]ffisasurveyftechnffiquefthaftcanprovffideprffivacyproftec-
ftffionforffindffivffiduaflusers.Whenauserparftfficffipaftesffinasurvey,hffis
ftrueanswerscanbeproftecftedvffiaftheaddedrandomnessffinfthe
daftacoflflecftffionprocess.Comparedftorandomffizedresponse,fthe
proposedftwo-flayermechanffismprovffidesapersonaflffizedflffippffing
probabffiflffiftyandenabflesbeftfterprffivacy-uftffiflffiftyftrade-of.Thedffifer-
encebeftweenftheproposedftwo-flayermechanffismandrandomffized
responseworkffisdffiscussedffindeftaffiflffinSecftffion5.2.(2)Dffiferenftffiafl
prffivacymechanffisms[10,11,17]haveaflsobeenappflffiedftoproftecft
fthesensffiftffiveffinformaftffionfromuserswhenpubflffishffingsftaftffisftfficafl
ffinformaftffionabouftfthedafta.(3)Furfther,encrypftffion[3,26]andsecure
muflftffi-parftycompuftaftffion[27]ftechnffiquesprovffidesecureproftocofls
fthaftenabflefthecompuftaftffiononsensffiftffivedaftawhffifleftheprffivacy
canbeguaranfteed.
Theexffisftffingworkofprffivacy-preservffingdaftaaggregaftffion[4,6,

33]focusesonftaskssuchasfthecompuftaftffionofsftaftffisftffics[12,27],
oruserflocaftffionprffivacyproftecftffion[14,29].However,fthesework
ftreaftsaflflftheusersequaflfly,andftheffirftasksaredffiferenftfromours.
Asmenftffionedbefore,anffimporftanftcomponenftofftrufthdffiscovery
ffisftoesftffimafteuserweffighftsfromfthedaftaandconducftweffighfted
aggregaftffion.Thusftheseprffivacy-preservffingdaftaaggregaftffionmefth-
odscannoftbeeasffiflyappflffiedftoprffivacy-preservffingcrowdsourced
quesftffionanswerffingffinwhffichftheunffiquecharacfterffisftfficsofuser
weffighftsshoufldbeftakenffinftoaccounft.

3 TASKDEFINITION

Wesftarftbyformaflflydeffinffingftheftask.Concepftuaflfly,ftwoparftffies,
serveranduser,areffinvoflvedffinfthecrowdsourcedquesftffionanswer-
ffing.Theserver,whoconducftsdaftacoflflecftffion,ffisffinfteresftedffinaseft
ofquesftffionswhereeachoffthemffisassocffiaftedwffifthaffinffiftenum-
berofpossffibfleanswers.Theusers,whorepresenftftheffindffivffiduafl
parftfficffipanfts,provffideftheffirownanswersftofthesequesftffions.Affter
coflflecftffingfthecandffidafteanswersfromusers,ftheserveraggregaftes
fthesecandffidafteanswersftoderffiveffinaflanswers.
Themaffinprffivacyconcernofusersffisfthaftfthesubmffiftftedanswers

mayconftaffinftheffirsensffiftffiveffinformaftffion,andfthususersarenoftwffiflfl-
ffingftofleakftheseanswersftoanyoftherparftffies.Thffisprevenftsusers
fromsharffingftheffirownanswerswffifthftheserver.Theserver,who
ffisassumedftobeunftrusfted,mayftryftoffinferaddffiftffionaflknowfledge

abouftusersfromftheffirsubmffiftftedanswers.Thffisunfaffifthfuflbehavffior
ofservercanbedrffivenbyffinancffiaflffincenftffivesoroftherbeneffifts.
Moftffivaftedbyfthesftrongneedftoprovffideuserswffifthprffivacy

proftecftffion,weaffimftodesffignprffivacy-preservffingmechanffismsfor
crowdsourcedquesftffionanswerffing.Thedeveflopedmechanffismsmay
enabflemorepeopfleftoshareftheffirdafta,whffichwffiflflfurftherunfleash
fthepowerofcrowdsourcffingffinquesftffionanswerffing.
Formaflflyspeakffing,ourftaskcanbeformuflaftedasfoflflows:

Deffinffiftffion3.1.SupposefthereffisaseftofquesftffionsQ,andfthecan-
dffidafteanswers(caftegorfficafldafta)arecoflflecftedfromaseftofusers
U.Leftxuqrepresenftfthecandffidafteanswerofuseruforftheq-fth
quesftffion.Thegoaflofourftaskffisftogeftaccurafteffinaflanswersby
joffinftflyconducftffinguserweffighftesftffimaftffionandweffighftedaggrega-
ftffiononftheuser-provffidedanswers.Meanwhffifle,ftheusers’prffivacy
shoufldbeproftecftedsofthaftftheprobabffiflffiftyofffinferrffingusers’ftrue
answersbasedonftheuser-provffidedanswersffisflow.

4 PRELIMINARY:TRUTHDISCOVERY

Crowdsourcffingprovffidesanefficffienftwayftoanswerquesftffionsof
ffinfteresftbyuftffiflffizffingfthewffisdomofcrowds.Thequesftffionswffiflflbe
dffisftrffibuftedftomuflftffipfleusers,andmuflftffipflecandffidafteanswerscan
becoflflecftedforeachquesftffion.Thusanffimporftanftcomponenftof
crowdsourcedquesftffionanswerffingffishowftoaggregaftemuflftffipfle
answersforeachquesftffionftogeftanaccurafteffinaflanswer.Formaflfly
speakffing,foreachquesftffionq∈Q,wecoflflecftaseftofcandffidafte
answers{xuq}u∈UfromftheuserseftU,andfthegoaflffisftoaggregafte

fthesecandffidafteanswersftoderffiveanaccurafteffinaflanswerx∗q.

MajorffiftyVoftffing.Asftraffighftforwardwayffisftoconducftmajorffifty
voftffing,fthaftffis,fthecandffidafteanswerfthafthasfthemosftoccurrences
amongaflflpossffibfleanswerswffiflflbechosenasftheaggregaftedresuflft.
Mafthemaftfficaflfly,ftheaggregaftedanswerx∗qffiscaflcuflaftedasfoflflows:

x∗q=argmax
x∈X u∈U

1(x,xuq), (1)

whereXffisftheseftofaflflpossffibfleanswers,and1(·,·)ffisanffindfficaftor
funcftffion.
Themaffindrawbackoffthffisaggregaftffionsftraftegyffisfthaftffiftftreafts

aflflftheusersequaflfly.Inpracftffice,ftheffinformaftffionquaflffiftyvarffies
sffignffifficanftflyamongdffiferenftusers.Theaggregaftedanswerscan
begreaftflyffimprovedbydffisftffinguffishffinghffigh-quaflffiftyusersfromfthe
ofthersandreflyffingonftheseffidenftffiffiedhffigh-quaflffiftyusers.

TrufthDffiscovery.However,fthechaflflengeffisfthaftftheuserquaflffifty
ffisusuaflflyunknownaprffiorffiffinpracftffice.Toftackflefthffischaflflenge,
ftrufthdffiscovery[8,19,20,32]emergesasahoftftopfficdueftoffifts
abffiflffiftyftoauftomaftfficaflflyesftffimafteuserquaflffiftyfromdaftaffinftheform
ofuserweffighfts.Trufthdffiscoveryhasbeensuccessfuflflyappflffiedffin
crowdsourcedquesftffionanswerffing,andftheexffisftffingwork[18,22]
hasdemonsftraftedftheadvanftagesofftrufthdffiscoveryonfthffisftask.
Aflfthoughdffiferenftftrufthdffiscoverymefthodshavebeenproposed

ftodeaflwffifthvarffiousscenarffios,ftheyfoflflowfthesamegeneraflprffincffi-
pfle:fthecandffidafteanswersfromhffigh-quaflffiftyuserswffiflflbecounfted
moreffinftheaggregaftffion,andftheuserswhoprovffideaccuraftean-
swersmoreofftenwffiflflbeassffignedhffigherweffighfts.Foflflowffingfthffis
prffincffipfle,ftheprocessofansweraggregaftffionandweffighftesftffimaftffion
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ffinffiftffiaflffizaftffionofuserweffighfts,andfthenffifteraftffiveflyconducftfthefofl-
flowffingsftepsunftffiflconvergence:

•AnswerAggregaftffion:Infthffissftep,ftheuserweffighftswuare
assumedftobeknown.Theaggregaftedanswerforeachques-
ftffionx∗qffiscaflcuflaftedbasedonfthefoflflowffingweffighftedvoftffing:

x∗q=argmax
x∈X u∈U

wu·1(x,x
u
q). (2)

•WeffighftEsftffimaftffion:Infthffissftep,ftheaggregaftedanswersare
ffixed.Foreachuser,hffisweffighftffisesftffimaftedbasedonftheac-
curacyofhffisprovffidedanswers,comparffingwffifthfthecurrenft
aggregaftedanswers.Thaftffis,

wu=д(pu)=д(
q∈Q1(x

∗
q,x
u
q)

|Q|
), (3)

wherepuffisftheprobabffiflffiftyfthaftuseruprovffidescorrecftan-
swers,andд(·)ffisamonoftonfficaflflyffincreasffingfuncftffion.Thffis
userweffighftesftffimaftffionformuflafoflflowsftheffideafthaftffifauser
provffidescorrecftanswersmoreofften,hewffiflflbeassffigneda
hffigherweffighft.

5 PRIVACY-PRESERVINGMECHANISMS

Comparedftofthesffimpflemajorffiftyvoftffing,ftrufthdffiscoverymefthods
esftffimafteuserweffighftsandffincorporaftesuchweffighftsffinftoaggrega-
ftffion,andfthusftheffinaflanswersaremoreaccurafte.However,fthe
exffisftffingworkoncrowdsourcedansweraggregaftffioneffiftherfaffifls
ftoconsffiderftheuserprffivacyffissueorffinftroducesexpensffivecom-
puftaftffionaflcosft.Users’conftrffibuftffionsarevafluabfleforfthequesftffion
answerffingftasks,buftfthecandffidafteanswersfromusersmayconftaffin
ftheffirsensffiftffiveffinformaftffion,andfthususershaveprffivacyconcern
ftosharesuchpersonaflffinformaftffionwffifthftheserver.Moftffivaftedby
fthesftrongneedftoproftecftuserprffivacy,wepresenftftwoprffivacy-
preservffingftrufthdffiscoverymechanffismsforcrowdsourcedquesftffion
answerffing.Thegoaflsoffthesemechanffismsareftwo-fofld:provffidffing
userswffifthprffivacyguaranfteesandachffievffingaccurafteffinaflanswers.

5.1 One-LayerMechanffism

Toproftecftftheprffivacyofusers,ftheone-flayermechanffismadopfts
perfturbaftffionftechnffique.Morespecffifficaflfly,userscanperfturbftheffir
orffigffinaflanswersftooftherpossffibfleones,andfthensubmffiftftheper-
fturbedanswersftoftheserver.Asftheserverdoesnoftknoworffigffinafl
answersofusers,ftheprffivacyofffindffivffiduafluserscanbeguaranfteed.
Mafthemaftfficaflfly,ftheperfturbaftffionmefthodcanbedeffinedas:

Deffinffiftffion5.1.TheanswerperfturbaftffionmefthodM ffisafuncftffion
wffifthdomaffinX,andffiftsrangeffisfthesamewffifthfthedomaffin.Left

pfbeftheprobabffiflffiftyftoperfturbftheorffigffinaflanswerx.∀x,̂x∈X,

M(x)=x̂wffifthprobabffiflffifty1−pfffifx=x̂,andwffifthprobabffiflffifty
pf

s−1ffifx x̂,wheresffisfthesffizeofftherange.

Theone-flayermechanffismusesftheaboveanswerperfturbaftffion
mefthodftoaflflowusersftoperfturbftheffiranswerswffifthfthesamepre-

deffinedprobabffiflffiftypf.Affterreceffivffingperfturbedanswersfrom
users,ftheserveraggregaftesftheseanswersbyappflyffingftrufthdffis-
covery.Thegeneraflflowofone-flayermechanffismffissummarffizedffin
Aflgorffifthm1.Inaddffiftffion,weffiflflusftrafteftheconcrefteprocedureby
Exampfle1.

Aflgorffifthm1One-flayerMechanffismforPrffivacy-Preservffing
CrowdsourcedQuesftffionAnswerffing

Inpuft:QuesftffionseftQ,andftheseftofusersU
Ouftpuft:Aggregaftedanswers{̂x∗q}q∈Q

1:Serverdffisftrffibuftesfthequesftffionseftftoeachuser;
2:Userspreparehffis/hercandffidafteanswers;
3:Usersperfturbftheffircandffidafteanswers{xuq}accordffingftofthe

perfturbaftffionmefthod(Deffinffiftffion5.1)wffifthfthepre-deffinedpf,
andsubmffiftftheperfturbedanswers{̂xuq}ftoftheserver;

4:Serverappflffiesftrufthdffiscoveryftogeftaggregaftedanswers
{̂x∗q}q∈Q.

5:refturnAggregaftedanswers{̂x∗q}q∈Q.

Exampfle1:Consffideraquesftffionwffifthftwopossffibfleanswers{Y,N},
ffi.e.,s=2.Aparftfficuflaruser’sanswerftofthffisquesftffionffisY.Foflflowffing
ftheone-flayermechanffism,fthffisuserwffiflflflffiphffisanswerwffifthpre-

deffinedprobabffiflffiftypf=0.4beforesubmffiftftffinghffisanswerftofthe
server.Left’sassumefthaftftheperfturbedansweroffthffisparftfficuflaruser
ftoftheconsffideredquesftffionffisN,andfthenfthffisuserwffiflflsubmffiftfthe
perfturbedanswerNftoftheserver.However,fromftheperspecftffiveof
ftheserver,ffiftcanonflyseefthesubmffiftftedanswerfromfthffisuser(ffi.e.,N),
andffiftdoesnoftknowhffisorffigffinaflanswer(ffi.e.,Y).Thusftheprffivacyof
fthffisuserffisproftecfted.

5.2 Two-LayerMechanffism

Theaboveone-flayermechanffismprovffidesuserswffifthprffivacypro-
ftecftffion.However,ffinorderftoprovffideasftrongprffivacyguaranftee,

fthepre-deffinedperfturbaftffionprobabffiflffiftypfneedsftobeseftasa
flargevaflue.Infthffiscase,aflflftheusersperfturbftheffiranswerswffifth
fthesameflargeprobabffiflffifty.Thusftheaccuracyofftheaggregafted
answerscandecreasedramaftfficaflflyandftheuftffiflffiftymaynoftbesaft-
ffisffied.Thffismoftffivaftesusftoffimproveftheone-flayermechanffismso
fthaftguaranfteesofbofthprffivacyanduftffiflffiftycanbeprovffided.
Inftrufthdffiscovery,userweffighftsareauftomaftfficaflflyesftffimafted,and

suchweffighftsareffincorporaftedffinftoftheaggregaftffion.Toffimprove
ftheuftffiflffiftyofftheprffivacy-perseverffingmechanffism,wefuflflyuftffiflffize
fthffisunffiqueproperftyofftrufthdffiscovery,andproposeaftwo-flayer
mechanffism(Aflgorffifthm2).Weaflsoprovffideanexampfle(ffi.e.,Exampfle
2)ftofurftherffiflflusftrafteftheftwo-flayermechanffism.
Exampfle2:ConsffiderfthescenarffioffinExampfle1.Foflflowffingftheftwo-

flayermechanffism,fthaftparftfficuflaruserwffiflflaflsoperfturbhffisanswer
beforesubmffiftftffingftoftheserver.Thedffiferencehereffisfthaftftheuser

needsftosampflehffisownflffippffingprobabffiflffiftyp
f
ufromahyperdffisftrffi-

buftffion,ffinsfteadofusffingfthepre-deffinedflffippffingprobabffiflffiftypfforaflfl
ftheusers.

BenefffiftofTheTwo-LayerMechanffism.Comparedftoftheone-
flayermechanffism,fthemaffindffiferenceffisfthaftffinftheftwo-flayermech-
anffism,eachusersampfleshffisownprffivafteprobabffiflffiftyftoperfturbhffis
answers.Thffisnovefldesffignofftwo-flayerperfturbaftffionfuflflyexpflores
ftheproperftyofftrufthdffiscovery,whffichmakesffiftpossffibfleftoachffieve
hffighaccuracyevenwhenftheaddednoffiseffisflarge.Trufthdffiscov-
eryffisaweffighftedaggregaftffionffinwhffichftheweffighftofeachuserffis
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Aflgorffifthm2Two-flayerMechanffismforPrffivacy-Preservffing
CrowdsourcedQuesftffionAnswerffing

Inpuft:QuesftffionseftQ,andftheseftofusersU
Ouftpuft:Aggregaftedanswers{̂x∗q}q∈Q

1:Serverdffisftrffibuftesfthequesftffionseftftoeachuser;
2:Userspreparehffis/hercandffidafteanswers;

3:Eachusersampflesaprffivafteprobabffiflffiftyp
f
ufromapre-deffined

hyperdffisftrffibuftffionf;
4:Usersperfturbftheffircandffidafteanswers{xuq}accordffingftofthe

perfturbaftffionmefthod(Deffinffiftffion5.1)wffifthftheffirown

probabffiflffiftffiesp
f
u’s,andsubmffiftftheperfturbedanswers{̂x

u
q}fto

ftheserver;
5:Serverappflffiesftrufthdffiscoveryftogeftaggregaftedanswers
{̂x∗q}q∈Q.

6:refturnAggregaftedanswers{̂x∗q}q∈Q.

way,ftheefecftofaddednoffisecanbeabsorbedffinftheweffighftand
fthuswffiflflnoftafecftftheffinaflaggregaftffionmuch.Infthefoflflowffing
secftffion,rffigorousanaflysffisandproofshowhowaccurafteaggregaftffion
resuflftsareobftaffinedbyftheproposedftwo-flayermechanffismevenffif
sffignffifficanftnoffiseffisaddedftofthedafta.

Comparffison wffifthRandomffizedResponse.Randomffizedre-
sponseffisaweflfl-knownprffivacyproftecftffionmechanffismwhffichaflso
aflflowsusersftorandomflyflffipftheffiranswersftosensffiftffivesurveyques-
ftffions.However,ftheproposedftwo-flayermechanffismdffifersfrom
randomffizedresponseffinftermsoffthegeneraflgoafl:Randomffized
responseffisadopftedftocompuftesomesftaftffisftfficsoffthedafta[1,5,31],
whffifleourgoaflffisftoffindfthecorrecftanswersbyjoffinftflyconducftffing
userweffighftesftffimaftffionandweffighftedaggregaftffion.Amongfthere-
flaftedworkabouftrandomffizedresponse,ftheFRAPPframework[1]
aflsoprovffidesawayftorandomffizeftheperfturbaftffionprobabffiflffiftffies.
However,ffinFRAPPframework,ftheuftffiflffiftyffisdegradedbysuch
randomffizaftffion,asftheaggregaftffioncomponenftdoesnoftconsffider
fthedffiversffiftyofquaflffiftyamongusers.Whffifleffinftheproposedftwo-
flayermechanffism,ftheuftffiflffiftycanbeffimprovedbyfthepersonaflffized
flffippffingprobabffiflffifty,andsuchbeneffiftffisbroughftbyftheweffighfted
combffinaftffioncomponenftffinftrufthdffiscovery.Theesftffimaftedweffighfts
canreduceftheefecftofperfturbaftffion,andfthffisfleadsftounffiqueftheo-
reftfficaflanaflysffisfthaftwewffiflflpresenftffinnexftsecftffion.

6 THEORETICALANALYSIS

Infthffissecftffion,weftheoreftfficaflflycompareftheone-flayerandftwo-
flayermechanffismsfromftheperspecftffivesofprffivacyanduftffiflffifty.Ift
ffisprovenfthaftftheproposedftwo-flayermechanffismcanprovffidefthe
sameprffivacyguaranfteeasftheone-flayermechanffismwhffiflefthe
uftffiflffiftycanbesffignffifficanftflyffimproved.

6.1 PrffivacyAnaflysffis

Wesftarftbyformaflflydeffinffingftheuserprffivacy.Dffiferenftffiaflprffivacy
[10,11,17]ffiswffideflyadopftedftoquanftffifyftheprffivacy.However,ffift
assumesfthaftftheserverffisftrusftabfle,whffichffisdffiferenftfromour
probflemseftftffing.Recenftfly,flocafldffiferenftffiaflprffivacy[9,11,15]ffis

proposedftodeaflwffifthfthescenarffiowhereusersdonoftftrusftfthe
server.Thusweadopftfthffisprffivacydeffinffiftffion:

Deffinffiftffion6.1(ϵ-LocaflDffiferenftffiaflPrffivacy).Arandomffizedaflgo-
rffifthmM ffisϵ-flocaflflydffiferenftffiaflflyprffivafteffifforaflflx1andx2ffinX
fthaftaredffiferenft,andaflflS⊆X,

P{M(x1)∈S}≤e
ϵ×P{M(x2)∈S}. (4)

Inftuffiftffivefly,ftheflocafldffiferenftffiaflprffivacyquanftffiffiesftheprobabffiflffifty
fthaftftwodffiferenftvafluesx1andx2canbeperfturbedftofthesame
range.Wehopefthaftftheservercannoftdffisftffinguffishftheperfturbed
vafluesofftwodffiferenftorffigffinaflvaflues.Noftefthaftflocafldffiferenftffiafl
prffivacycanberegardedasaspecffiaflcaseofftradffiftffionafldffiferenftffiafl
prffivacywhereeachdaftaseftonflyconftaffinsoneftupfle.Thus,forfthe
sameprffivacyparamefterϵ,flocafldffiferenftffiaflprffivacyprovffidesa
sftrongerprffivacyguaranfteefthanftradffiftffionafldffiferenftffiaflprffivacy.
Nexftweanaflyzeandcompareftheprffivacyguaranfteesprovffided

byftheone-flayerandftwo-flayermechanffismsffinftermsofftheabove
prffivacydeffinffiftffion.

6.1.1 One-LayerMechanffism.Thefoflflowffingftheoremsftaftesfthaft
ftheone-flayermechanffismsaftffisffiesϵ-flocafldffiferenftffiaflprffivacy:

Theorem6.2.Whenaflflftheusersperfturbftheffircandffidafteanswers

wffifthprobabffiflffiftypf,ftheone-flayermechanffismffis(fln
(1−pf)(s−1)

pf
)-

flocaflflydffiferenftffiaflflyprffivafte,wheresffisfthenumberofpossffibfleanswers.

Proof.Accordffingftoftheprffivacydeffinffiftffion6.1,wecancaflcuflafte

ftheprobabffiflffiftyraftffio
P{M(x1)∈S}
P{M(x2)∈S}

andffindffiftsmaxffimum.Theprob-

abffiflffiftyraftffioffismaxffimffizedwhenwehaveftwodffiferenftffinpuftsand
ftheouftpuftrangeffisffidenftfficaflftooneoffthem.Mafthemaftfficaflfly,when
x1 x2andS=x1,ftheprobabffiflffiftyraftffioachffievesffiftsmaxffimum.
AccordffingftoftheperfturbaftffionmefthodffinDeffinffiftffion5.1,wehave:

P{M(x1)∈S}

P{M(x2)∈S}
≤
P(M(x1)=x1)

P(M(x2)=x1)
=
1−pf

pf

s−1

=eϵ. (5)

Thuswegeftϵ=fln
(1−pf)(s−1)

pf
. □

Asaflflftheusersadopftfthesameprobabffiflffiftyftoperfturbftheffiran-
swersffinftheone-flayermechanffism,ftheaboveprffivacyanaflysffisffis
appflfficabfleftoaflflftheusers.

6.1.2 Two-LayerMechanffism.Forftheftwo-flayermechanffism,

eachusersampfleshffisownprobabffiflffiftyp
f
uftoperfturbhffisorffigffinafl

answers.Theserverdoesnoftknowfthesampfledprobabffiflffiftyp
f
u,and

ftheprffiorknowfledgeftheserverhasffisfthehyperdffisftrffibuftffionf.Here
weadopftfthewffideflyusedunffiformdffisftrffibuftffionU(a,b)asaspecffiffic
ffinsftanftffiaftffionofhyperdffisftrffibuftffionf,asftheunffiformdffisftrffibuftffion
canprovffidesftrongerprffivacyproftecftffionfthananyoftherdffisftrffibuftffion.
Basedonftheseassumpftffions,wederffivefthefoflflowffingftheorem:

Theorem6.3.Whenuserssampfleprffivafteperfturbaftffionproba-

bffiflffiftyp
f
ufromunffiformdffisftrffibuftffionU(a,b),ftheproposedftwo-flayer

mechanffismffis(fln
(2−a−b)(s−1)
a+b )-flocaflflydffiferenftffiaflflyprffivafte.

TheproofoffthffisftheoremffissffimffiflarftoftheproofofTheorem6.2,
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whenaffisffixed,moreprffivacycanbepreservedasweffincreasefthe
vaflueofb.Inftheftwo-flayermechanffism,aflflftheusersfoflflowfthe
sameprocedureftosampfleftheffirprffivafteperfturbaftffionprobabffiflffifty
ffindependenftfly,softheaboveanaflysffishofldsforaflflftheusers.

6.1.3 Comparffison.Here,wecompareftheprffivacyguaranftees
provffidedbyone-flayerandftwo-flayermechanffisms.

Theorem6.4.Theproposedftwo-flayermechanffismprovffidesfthe

sameprffivacyguaranfteeasftheone-flayermechanffismwhena+b2 =p
f.

Thffisftheoremprovesfthaftftheftwo-flayermechanffismcanprovffide
fthesamefleveflofprffivacyguaranfteeftouserscomparedftoftheone-
flayermechanffism.Infthefoflflowffing,weanaflyzefthesemechanffisms
fromftheuftffiflffiftyperspecftffive,andshowfthaftftheftwo-flayermecha-
nffismcanprovffidebeftfteruftffiflffiftyfthanftheone-flayermechanffism.

6.2 UftffiflffiftyAnaflysffis

Foruftffiflffiftyanaflysffis,weadopftftheerrorraftechangeasfthemeftrffic.
Thaftffis,wecompareftheerrorrafteofaggregaftedanswersderffived
fromftheorffigffinaflanswersandperfturbedanswers.Thesmaflflererror
raftechange,fthebeftfteruftffiflffifty.

6.2.1 ErrorBoundBeforePerfturbaftffion.Weffirsftquanftffifyfthe
errorrafteofftheaggregaftedanswersderffivedfromorffigffinaflcrowd-
sourcedanswers.
Accordffingftoftrufthdffiscovery,ftheaggregaftedanswersfor

bffinary-chofficequesftffionsareobftaffinedbyweffighftedvoftffingx∗q=

H({xuq},{wu})
def
=sffiдn(u∈Ux

u
q·wu),wherewuffisftheesftffimafted

weffighftforuseru.Thffisequaftffionhofldsasxuqffiseffifther+1or−1and
fthusfthesffignofftheweffighftedsumdeftermffinesftheffinaflaggregafted
answerx∗q.Leftpubeftheprobabffiflffiftyofuseruprovffidffingcorrecftan-
swers,fthenftheesftffimaftedweffighftwuffisamonoftonfficaflflyffincreasffing
funcftffionofpu:wu=д(pu).
AssumefthaftwehaveaseftofusersU.Leftftqbeftheftrueanswer

forquesftffionq∈Q.Thenftheexpecftaftffionofftheerrorraftebasedon
fthecandffidafteanswersfromusersffis:

Error(H) =
1

|Q|
q∈Q

I(ftq,x
∗
q)

=
1

|Q|
q∈Q

I(ftq,sffiдn(
u∈U

xuq·wu))

≤
1

|Q|
q∈Q

exp{−ftq·
u∈U

xuq·wu}

=
1

|Q|
q∈Qu∈U

exp{−ftq·x
u
q·wu}

=
1

|Q|
q∈Qu∈U

pu·e
−1+(1−pu)·e

wu

=
u∈U

pu·e
−1+(1−pu)·e

wu

=
u∈U

pu·e
−1+(1−pu)·e

д(pu)
. (6)

Ifweadopftfthemonoftonfficaflflyffincreasffingfuncftffionд(pu)=

flog
pu
1−pu

ftocaflcuflafteuserweffighft,fthenwehave:

Error(H) ≤
u∈U

pu·e
−1+(1−pu)·e

flog
pu
1−pu. (7)

Thffisequaftffionboundsftheerrorrafteofftheaggregaftedresuflftsx∗q=

H({xuq},{wu}).
Left’sconsffiderftwousers.User1provffidescorrecftanswerswffifth

probabffiflffiftyp1wherep1∈[0,0.5],anduser2provffidescorrecft
answerswffifthprobabffiflffiftyp2wherep2=1−p1.Ifaflflftheanswers
fromuser2areflffippedftoftheopposffifteones,user2wffiflflaflsohave
ftheprobabffiflffiftyp1ftoprovffidecorrecftanswers.Thereforex

2
q=−x

1
q.

Accordffingftoftheaboveweffighftcaflcuflaftffionfuncftffion,ftheweffighft

ofuser2ffisw2=flog
p2
1−p2

=flog
1−p1
p1
=−flog

p1
1−p1

=−w1.When

weaggregafteftheanswersfromaflflftheusers,forquesftffionq,fthe
weffighftedvoftefromuser2ffisx2q·w2=(−x

1
q)·(−w1)=x

1
q·w1,

whffichequaflsftoftheweffighftedvoftefromuser1.Thffisffindfficaftesfthaft
user2ffisequffivaflenftftouser1.Thuswffifthouftflossofgeneraflffifty,we
assumefthaftforeachuseru,pu∈[0,0.5].

6.2.2 ErrorBoundafterPerfturbaftffion.Consffiderauserwhopro-
vffidescorrecftffinformaftffionwffifthprobabffiflffiftypu.Iffthffisuserperfturbs

hffisbffinaryanswerswffifthprobabffiflffiftyp
f
u,fthenhffisprobabffiflffiftyfto

provffidecorrecftffinformaftffionaffterperfturbaftffionffis:

p̂u=pu·(1−p
f
u)+(1−pu)·p

f
u=pu+p

f
u·(1−2·pu). (8)

AssumefthaftaseftofusersU ffisffinvoflved,andeachoffthem
provffidescorrecftanswerswffifthprobabffiflffiftypu.Inorderftoproftecft
ftheprffivacyofusers,ftheywffiflflperfturbftheffiranswersbasedonfthe
proposedmechanffisms.AccordffingftoEq.(7)and(8),ftheerrorrafte
offtheaggregaftedresuflftsderffivedfromftheperfturbeddaftawffiflflbe:

Error(Hperfturbed)≤
u∈U

p̂u·e
−1+(1−p̂u)·e

flog
p̂u
1−p̂u.(9)

Left’sdenoftepu·e
−1+(1−pu)·e

flog
pu
1−pu asfuncftffionG(pu).

InorderftocompareError(H)andError(Hperfturbed),weuse

G′(pu)=2·puftoapproxffimaftefuncftffionG(pu)forfthepurpose
ofsffimpflffifficaftffionasftheseftwofuncftffionsareverycfloseftoeachofther.
PfluggffingfthffisapproxffimaftffionffinftoEq.(9),wecansffimpflffify

Error(Hperfturbed)as:

Error(Hperfturbed) ⪅
u∈U

G′(̂pu)=
u∈U

2·̂pu

=
u∈U

2·(pu+p
f
u·(1−2·pu))

= (
u∈U

2·pu)+∆

= Error(H)+∆, (10)

where∆denoftesftheerrorraftechange.

6.2.3 ImporftanftUsers.FromEq.(7),wecanseefthaftftheusers
wffiflflnoftequaflflyafecftftheerrorbound.Ifauser’spuffiscflosefto0.5,
hewffiflflnoftconftrffibufteftoomuchftoflowerftheerrorboundsError(H)
andError(Hperfturbed).Thffismoftffivaftesusftofocusonffimporftanft
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Inorderftodeffineftheffimporftanftusers,weffirsftdeffinefthemeftrffic

ftocaflcuflafteftheffimporftancescoreofuseru:Im(u)=
Error(H−u)
Error(H)

,

whereError(H−u)denoftesftheerrorrafteofaggregaftedanswers
wffifthouftconsffiderffingftheffinformaftffionfromuseru.Thaftffis,ftheffimpor-
ftancescoreffisftheraftffiobeftweenerrorraftesofaggregaftedanswers
wffifthandwffifthouftaparftfficuflaruser’sffinformaftffion.Ifauserffisffimpor-
ftanft,hffisanswerswffiflflgreaftflyreduceftheerrorrafteofaggregafted
resuflfts,andfthusftheffimporftanftscoreIm(u)wffiflflbeflarge.Onfthe
oftherhand,ffifftheffimporftanftscoreofauserffiscflosefto1,ffiftffisffindfficafted
fthaftfthffisusermakesanegflffigffibfleconftrffibuftffionftoftheaggregaftffion.
AccordffingftoEq.(7),Im(u)= 1

G(pu)
.

Basedonftheffimporftanftscore,wedeffineftheseftofffimporftanft
usersasUffimporftanft={u:Im(u)≥c·maxu′∈UIm(u

′)},where
c∈(0,1]ffisafthreshofldftodeftermffinewheftherauserffisffimporftanft
ornoft.Whencffisseftftobe1,Uffimporftanftonflyffincfludesfthebesft
user(s).Whencffiscflosefto1,Uffimporftanftwffiflflaflsoffincfludeftheusers
whohaveffimporftancescorescfloseftofthebesftuser(s).
Left’srepflaceftheuserseftUffinEq.(10)wffifthUffimporftanft:

Error(Hperfturbed) ≤
u∈Uffimporftanft

G(̂pu)≈
u∈Uffimporftanft

G′(̂pu)

=
u∈Uffimporftanft

2·(pu+p
f
u·(1−2·pu))

= (
u∈Uffimporftanft

2·pu)+∆=Error(H)+∆,

where∆ffis:

∆=
u∈Uffimporftanft

p
f
u·(1−2·pu))

+
u∈Uffimporftanft

pu
u′u

p
f
u′·(1−2·pu′)

+··· (11)

Forffimporftanftusers,ftheffircorrespondffingpuffiscflosefto0(nofte
wehavedemonsftraftedfthaftuserswffifthpu=0areequffivaflenftfto
userswffifthpu=1),softheerrorraftechange∆ffisdomffinaftedbyfthe

fterm u∈Uffimporftanftp
f
u.

One-LayerMechanffism.Inftheproposedone-flayermechanffism,
aflflftheusersareforcedftoadopftfthesameprobabffiflffiftyftoperfturb

ftheffiranswers,ffi.e.,p
f
u=p

f.ThusfthedffiferenceofError(H)and

Error(Hperfturbed)canbecaflcuflaftedas∆= u∈Uffimporftanftp
f.

Recaflflfthaftffinftheone-flayermechanffism,ftheparamefterpfffis

pre-deffinedbyftheserver.Whenpfffissmaflfl(weakprffivacy),fthe
errorraftechangeofftheone-flayermechanffismwffiflflbesmaflfl(good
uftffiflffifty).However,ftoprovffideuserswffifthsftrongprffivacyguaranftees,

pfneedsftobeseftasaflargevaflue.Asaresuflft,ftheerrorraftechange

∆ffincreasesquffickflyasweffincreaseftheparamefterpf.Thffiswffiflflbe
conffirmedbyftheexperffimenftsonvarffiousdaftaseftsffinSecftffion7.

Two-LayerMechanffism.Inftheproposedftwo-flayermechanffism,

{p
f
u}areffindependenftflysampfledfromanffidenftfficaflunffiformdffisftrffi-
buftffionU(a,b),andfthus∆ffisftheproducftofnffindependenftunffiform
randomvarffiabfles.Whenaffisseftftobe0,ftheprobabffiflffiftydensffifty

funcftffion(PDF)of∆ffis:

f(∆)=
1

bn·(n−1)!
(flogb

n

∆)
n−1, ∆∈[0,bn]

0, oftherwffise,

wherebffisfthemaxffimumprobabffiflffiftyfthaftcanbesampfledfromfthe
hyperdffisftrffibuftffion,andnffisfthenumberofffimporftanftusers.
InFffigures1,wepfloftfthePDFsbyvaryffingparameftersbandn

∆
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Fffigure1:PDFoff(∆)

Basedonftheaboveanaflysffis,fthefoflflowffingcflaffimscanbeffin-
ferredforftheproposedftwo-flayermechanffism,andftheywffiflflbe
experffimenftaflflyconffirmedffinSecftffion7.

•Theerrorraftechange∆offtheftwo-flayermechanffismfoflflows
aflong-ftaffifldffisftrffibuftffion:ftheprobabffiflffiftyofobservffingasmaflfl
∆ffishffigh,whffifleaflarge∆occurswffifthveryflowprobabffiflffifty.
Inoftherwords,gooduftffiflffiftycanbeguaranfteedwffifthhffigh
probabffiflffifty.
•Theaboveanaflysffisreveaflsfthereflaftffionshffipbeftweenfthe
uftffiflffiftyandfthehyperdffisftrffibuftffionf=U(a,b).Left’sassume
fthaftaffisffixed.Fffigure1ashowsfthaftwhenftheparamefterb
decreases,ftheprobabffiflffiftyofftheerrorraftechange(∆)beffing
smaflflwffiflflffincrease,andfthusbeftfteruftffiflffiftycanbeguaranfteed.
•Theaboveanaflysffisaflsoffindfficaftesfthereflaftffionshffipbeftween
ftheuftffiflffiftyandffimporftanftusers:moreffimporftanftuserscan
fleadftobeftfteruftffiflffifty.InFffigure1b,ftheprobabffiflffiftyof∆beffing
smaflflffincreasesasmoreffimporftanftusersareavaffiflabfle(flarge
n).

6.3 Summarffizaftffion

Insecftffion6.1,weffirsftconducftprffivacyanaflysffisandTheorem6.4
sftaftesfthaftftheone-flayerandftwo-flayermechanffismscanprovffidefthe

sameprffivacyguaranfteeffifpf=a+b2.Thenffinfthefoflflowffingsecftffion
6.2,weshowfthaftwhenftheyprovffidefthesameprffivacyguaranftee,
ftheffiruftffiflffifty(errorraftechange∆)ffisquffiftedffiferenft.Forftheone-flayer

mechanffism,ftheerrorraftechangeffis∆=(pf)n=(b2)
n(affisseftftobe

0),whffifleforftheftwo-flayermechanffism,ftheerrorraftechangefoflflows
aflong-ftaffifldffisftrffibuftffionffinwhffich∆ffissmaflflwffifthhffighprobabffiflffifty.
Thffisdffiferenceffiscausedbyfthefacftfthaftuserssampfleftheffirown
probabffiflffiftffiesftoperfturbftheffiranswers.Suchdffiversffiftyffinftheflffippffing
probabffiflffiftffiesffisfthekeyftobeftfteruftffiflffifty.Amongftheusers,fthereare
someuserswhohavereflaftffiveflygoodquaflffifty,andftheffiranswerscan
guffideftheweffighftesftffimaftffionevenwhenbffisquffifteflarge.Inconftrasft,
ffinftheone-flayermechanffism,aflflftheusersareforcedftoperfturb

ftheffiranswerswffifthfthesameprobabffiflffiftypf,andfthebeneffiftofuser
weffighftesftffimaftffionffisflffimffifted.Thusftheftwo-flayermechanffismhasa
hffigherprobabffiflffiftyftoachffievebeftfteruftffiflffiftycomparedftoone-flayer
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7 EXPERIMENTS

Inftheprevffioussecftffion,weftheoreftfficaflflycompareftheone-flayer
mechanffismandftheftwo-flayermechanffismffinftermsofbofthprffivacy
anduftffiflffifty.Infthffissecftffion,weconducftexperffimenftsonftworeafl-
worflddaftaseftsftoconffirmftheftheoreftfficaflanaflysffis.

7.1 ExperffimenftSeftup

7.1.1 Daftasefts.Tovaflffidafteftheadvanftagesofftheproposed
prffivacy-preservffingmechanffism,weadopftfthefoflflowffingreafl-worfld
crowdsourceddaftasefts.

PeerGradffingDaftaseft.Thffisdaftaseftffiscoflflecftedfromagraduafte
fleveflcourse,whffichffinvoflves72sftudenfts(users).Infthffiscourse,aflfl
fthesftudenftsaredffivffidedffinfto26groupsandeachgroupgffivesapre-
senftaftffionforftheffircourseprojecft.Durffingeachgroup’spresenftaftffion,
ftheofthersftudenftsffiflflanevafluaftffionformforfthffisgroupbasedonfthe
guffideflffinesfromftheffinsftrucftorftoevafluaftewheftherftheperformance
offthffisgroupffissaftffisfacftoryornoft.Theffinsftrucftoraflsoprovffides
hergradesforeachgroup,whffichcanberegardedasgroundftrufth.
Aflfthoughpeergradffingffisanefecftffivewayftoassesssftudenfts’course
projecfts,fthegraders(sftudenfts)mayhaveprffivacyconcernftoshare
ftheffirevafluaftffionsforofthersftudenfts.Thusfthffisdaftaseftffisaperfecft
ftesftbedftoevafluafteftheproposedprffivacy-preservffingmechanffisms.
SomesftaftffisftfficsoffthffisdaftaseftaresummarffizedffinTabfle1.

DuchenneSmffifleDaftaseft.Thffisdaftaseftffisaflsocoflflecftedfroma
reafl-worfldappflfficaftffion,ffinwhfficheachquesftffionffisftojudgewhefther
fthesmffiflffingfaceffinanffimageffisDuchenneorNon-Duchenne.The
aufthorsffin[30]aflsoobftaffinftheflabefls(candffidafteanswers)from
workers(users)onAmazonMechanfficaflTurk.Parftofgroundftrufth
flabeflsareprovffidedbycerftffiffiedexperftsffinftheFacffiaflAcftffionCodffing
Sysftem.SftaftffisftfficsabouftfthffisdaftaseftcanaflsobefoundffinTabfle1.

Tabfle1:SftaftffisftfficsofReafl-worfldDaftasefts

PeerGradffingDaftaseft DuchenneSmffifleDaftaseft

#quesftffion 26 2134
#users 72 64

#answers 360 17729
#groundftrufth 26 159

7.1.2 PerformanceMeasure.Toquanftffifyftheprffivacy,weadopft
ftheϵflocafldffiferenftffiaflprffivacydeffinedffinDeffinffiftffion6.1.Asmen-
ftffionedbefore,flocafldffiferenftffiaflprffivacycanbeftreaftedasaspecffiafl
caseofftheftradffiftffionafldffiferenftffiaflprffivacywhenftheconsffidered
daftaseftconftaffinsonflyoneftupfle.Thesmaflflerϵffindfficaftessftronger
prffivacy.
Foruftffiflffiftymeasure,weadopftfthemeftrfficofErrorRafteChange,

fthaftffis,wecompareftheerrorrafteofftheaggregaftedanswersderffived
fromusers’orffigffinaflanswersandftheperfturbedanswers.Smaflflerror
raftechangeffindfficaftesfthaftftheperfturbaftffionhasflffiftftfleefecftonfthe
performance,andfthusgooduftffiflffiftyffisachffieved.

7.1.3 ComparedMefthods.Weevafluafteftheone-flayerandftwo-
flayermechanffismsftoconffirmftheftheoreftfficaflanaflysffis.Besffides,we
aflsorepflaceftheftrufthdffiscoverymefthodwffifthmajorffiftyvoftffingfto
ffiflflusftraftefthebeneffiftsofconsffiderffinguserweffighftsffinaggregaftffion.

WedenofteMajorffiftyVoftffingandTrufthDffiscoveryasMVandTD
respecftffivefly.Thus“MVwffifthOne-flayer”,“TDwffifthone-flayer”and
“MVwffifthTwo-flayer”arebaseflffinemefthods.Noftefthaftaflfthough
randomffizedresponsehasadffiferenftgoaflwffifthftheproposedftwo-
flayermechanffism,“MVwffifthOne-flayer”and“MVwffifthTwo-flayer”
canbeconsffideredasftheadapftedversffionsofgeneraflrandomffized
responseandFRAPPmefthodrespecftffivefly.

7.1.4 Envffironmenft.Aflflfthemefthodsareffimpflemenftedonfthe
samepflaftform(MATLAB),andrunonfthesamemachffinewffifth8G
RAM,InfteflCoreffi5processor.Asftheperfturbaftffionffisrandom,each
performanceresuflftreporftedbeflowffisfthemeanof100ffindependenft
ftrffiaflsftoreduceftheefecftofrandomness.

7.2 PerformanceComparffison

Weffirsftevafluafteftheperformanceofftheprffivacy-preservffingmech-
anffismsonPeerGradffingdaftaseftandDuchenneSmffifledaftaseft.By
varyffingftheprffivacyparamefterϵ,dffiferenftfleveflsofperfturbaftffion
areperformedaccordffingftoftheone-flayerandftwo-flayermecha-
nffisms.Theuftffiflffifty,ffi.e.,ErrorRafteChange,undervarffiousscenarffios
ffisreporftedffinTabfles2and3.Noftefthaftϵ=0ffisaspecffiaflcaseen-
abfledbyftheunffiquecharacfterffisftfficsofcaftegorfficafldafta.Consffidera
quesftffionwffifthftwopossffibfleanswers.Whenusersflffipftheffiranswers
wffifthprobabffiflffifty0.5,ftheanswersfromaflflftheusershavefthesame
probabffiflffiftydffisftrffibuftffion,ffi.e.,userswffiflflprovffideanypossffibfleanswer
wffifthprobabffiflffifty0.5.Infthffiscase,fthenoffise(answerperfturbaftffion)
ffissoflargefthaftusers’orffigffinaflanswershavenoffinfluenceonfthe
probabffiflffiftydffisftrffibuftffionofperfturbedanswers.Accordffingftofthedef-
ffinffiftffionofdffiferenftffiaflprffivacy,ftheseusersbecomeffindffisftffinguffishabfle,
ffi.e.,ϵ=0.Forfthegeneraflcases,Theorems6.2and6.3demonsftrafte
fthaftϵcanbe0wffifthcerftaffinparamefterseftftffings.

Tabfle2:PerformanceComparffisononPeerGradffingDaftaseft

One-flayerMechanffism Two-flayerMechanffism

ϵ MV TD MV TD

1.0 0.1019 0.0850 0.0885 0.0619

0.9 0.1135 0.0954 0.1112 0.0800

0.8 0.1300 0.1127 0.1212 0.0827
0.7 0.1404 0.1135 0.1265 0.0923

0.6 0.1615 0.1408 0.1554 0.1138
0.5 0.1669 0.1546 0.1631 0.1262
0.4 0.1788 0.1604 0.1696 0.1354
0.3 0.1842 0.1658 0.1785 0.1415

0.2 0.2042 0.1823 0.1938 0.1581
0.1 0.2269 0.2088 0.2165 0.1723

0.01 0.2373 0.2135 0.2327 0.1865
0.001 0.2485 0.2196 0.2377 0.1958

0.0 0.2504 0.2212 0.2419 0.1992

FromTabfles2and3,wecanobservefthaftftherangesofError
RafteChangeonftworeafl-worflddaftaseftsaresflffighftflydffiferenft.Thffis
phenomenonffiscausedbyfthequaflffiftyofftheorffigffinafl(cflean)daftasefts.
Wffifthouftanyperfturbaftffion,ftheaccuracyofaggregaftedanswersffis
0.73and0.76forPeerGradffingdaftaseftandDuchenneSmffifledaftaseft
respecftffivefly.Infthecaseofϵ=0,aflflftheusersrandomflyflffipftheffir
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Tabfle3:Performance Comparffisonon DuchenneSmffifle
Daftaseft

One-flayerMechanffism Two-flayerMechanffism

ϵ MV TD MV TD

1.0 0.1228 0.0735 0.1240 0.0560
0.9 0.1296 0.0870 0.1337 0.0629

0.8 0.1438 0.1104 0.1447 0.0709

0.7 0.1459 0.1157 0.1564 0.0821
0.6 0.1699 0.1321 0.1701 0.0906

0.5 0.1784 0.1562 0.1738 0.0962

0.4 0.1917 0.1769 0.1903 0.1081
0.3 0.2126 0.1930 0.2133 0.1271

0.2 0.2218 0.2016 0.2160 0.1379

0.1 0.2335 0.2086 0.2248 0.1511
0.01 0.2406 0.2150 0.2362 0.1742

0.001 0.2414 0.2178 0.2426 0.1774

0.0 0.2516 0.2277 0.2447 0.1793

0.5.Thusftheerrorraftechangeunderϵ=0wffiflflbearound0.23and
0.26forPeerGradffingandDuchenneSmffifledaftaseftsrespecftffivefly,
whffichffisconsffisftenftwffifthourexperffimenftaflresuflfts.Noftefthaftfthe
quaflffiftyconftroflofftheorffigffinaflcrowdsourceddaftaseftffisnoftwffifthffin
fthescopeofftheproposedprffivacy-preservffingmechanffism.Ourfocus
ffisonftheperformancechangebeforeandaffterperfturbaftffion,whffich
ffindfficaftesftheuftffiflffiftyofftheproposedapproach.
Wefurftheranaflyzeftheexperffimenftaflresuflftsfromfthefoflflowffing

fouraspecfts:
(1)ComparffisonofMVunderftheone-flayerandftwo-flayer

mechanffisms:Inftheone-flayerandftwo-flayermechanffisms,users
effiftheradopftfthesameprobabffiflffiftyorsampfleftheffirownprobabffiflffiftffies
ftoperfturbftheffircandffidafteanswers.Aflfthoughfthewaysofchoosffing
probabffiflffiftyaredffiferenft,ftoprovffidefthesamefleveflofprffivacyguar-
anftee,fthesamefleveflofnoffiseffisrequffiredftobeffinjecfted.Frombofth
Tabfles2and3,wecanobservefthesffimffiflarperformanceofmajorffifty
voftffingunderone-flayerandftwo-flayermechanffisms,whffichconffirms
fthaftfthesamefleveflofnoffiseffisaddedbyftheone-flayerandftwo-flayer
mechanffisms.
(2)ComparffisonofMVandTDunderftheftwo-flayermech-

anffism:Underftheftwo-flayermechanffism,TDgffivesbeftfterperfor-
mancefthanMV.Thereasonffisfthaftftrufthdffiscoveryesftffimaftesuser
weffighftsandffincorporaftessuchweffighftsffinftoaggregaftffion,whffifle
majorffiftyvoftffingdoesnoftconsffiderfthevarffieftyffinuserquaflffifty.To
demonsftrafteftheuserweffighftesftffimaftffion,wepfloftftheesftffimafted
weffighftsforsomerandomflyseflecftedusersffinFffigure2.Thebflue
flffinesshowftheesftffimafteduserweffighftsbasedonusers’orffigffinaflan-
swers,andfthereddoftflffinesffiflflusftrafteftheesftffimafteduserweffighfts
basedonusers’perfturbedanswers.Comparffingfthebflueflffinesand
redflffines,wecanobservefthaftftheweffighftofauserwffiflflbereducedffif
headopftsabffigprobabffiflffiftyftoperfturbhffisanswers(forexampfle,fthe
perfturbaftffionprobabffiflffiftyoffthe2-nduserffinFffigure2affis0.46).On
ftheoftherhand,ffifauseradopftsasmaflflprobabffiflffiftyftoperfturbhffisan-
swers,hffisweffighftwffiflflkeepfthesame,orbeadjusftedsflffighftflyhffigher
(forexampfle,ftheperfturbaftffionprobabffiflffiftyoffthe2-nduserffinFffigure
2bffis0.01).Thffisffisbecausefthaftftheesftffimafteduserweffighftsffindfficafte
fthereflaftffivequaflffiftyofusers,andwhenfthequaflffiftyofoftherusers

decreases,userswhodonoftchangeftheffirquaflffiftymffighftbeassffigned
hffigherweffighfts.Asftrufthdffiscoverymefthodcanauftomaftfficaflflyadjusft
ftheesftffimafteduserweffighfts,ftheefecftofftheperfturbaftffioncanbe
parftflyabsorbedandfthusftheperformancechangewffiflflbesmaflfler
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Fffigure2:EsftffimaftedUserWeffighfts

(3)ComparffisonofTDunderftheone-flayerandftwo-flayer
mechanffisms:BofthTabfles2and3demonsftraftefthaftTDunder
ftwo-flayermechanffismgffivesbeftfterperformancefthanftheone-flayer
mechanffism.Thereasonffisffiflflusftraftedffinftheprevffioussecftffion:ffin
ftheftwo-flayermechanffism,userssampfleftheffirownprobabffiflffiftffiesfto
perfturbftheffirgradesorcandffidafteanswers.Someffimporftanftusers

maysampflesmaflflprobabffiflffiftffiesp
f
uandftheffirquaflffiftyffissftffiflflhffigh.

Thusftheseffimporftanftuserswffiflflbeassffignedhffighweffighftsandflead
ftosmaflflerrorraftechange(gooduftffiflffifty).Inconftrasft,ffinftheone-
flayermechanffism,aflflftheusersadopftfthesameprobabffiflffiftyftoperfturb

ftheffiranswers.Toguaranfteesftrongprffivacy,ftheprobabffiflffiftypfffis
requffiredftobeflarge,andfthusfthequaflffiftyofaflflftheusersdramaftfficaflfly
decreases.Infthffiscase(smaflflϵ),ftheuserweffighftesftffimaftffiondoes
noftmakeabffigdffiference,andfthusftheperformanceofftheftrufth
dffiscoverywffifthone-flayermechanffismffiscfloseftofthemajorffiftyvoftffing
mefthod.
(4)Uftffiflffifty-Prffivacyftrade-of:Theftrade-ofbeftweenuftffiflffiftyand

prffivacycanbeobservedfromftheperformanceofeffiftherone-flayer
mechanffismorftheftwo-flayermechanffismffinTabfles2and3.Tocflearfly
showftheftrade-of,weaflsopfloftftheuftffiflffiftyw.r.ft.ftheprffivacyon
bofthPeerGradffingandDuchenneSmffifledaftaseftsffinFffigures3and
4.Wecanobservefthaftftoprovffidesftrongprffivacy(smaflflϵ),more
perfturbaftffionshoufldbeperformedandfthusftheuftffiflffiftyffissacrffifficed.
Tokeepgooduftffiflffifty,ftheprovffidedprffivacyguaranfteecannoftbeftoo
sftrong.However,comparffingwffifthofthermefthods,ftrufthdffiscovery
wffifthftheftwo-flayermechanffism(bfluedoftflffineffinFffigures3and4)can
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8 CONCLUSIONS

Crowdsourcffinghasbeensuccessfuflflyappflffiedftosoflvemanychafl-
flengffingquesftffionanswerffingftasks.However,ffindffivffiduaflusersmay
haveftheprffivacyconcernwhensharffingftheffirsensffiftffiveanswers.
Moftffivaftedbyfthffissftrongneed,weproposeefficffienftandefecftffive
ftwo-flayermechanffismforcrowdsourcedquesftffionanswerffing,whffich
aflflowsusersftorandomflyperfturbftheffiranswersandfthenconducft
ftrufthdffiscoveryonftheperfturbedanswers.Theoreftfficaflanaflysffis
provesfthaftftheftwo-flayermechanffismprovffidesfthesamefleveflof
prffivacyguaranfteeasftheone-flayermechanffism.Furfthermore,we
ftheoreftfficaflflyshowfthaftgooduftffiflffiftycanbeguaranfteedbyftheftwo-
flayermechanffismevenwffifthsftrongprffivacyconsftraffinfts.Thffisbeneffift
ffisbroughftbyfthefacftfthaftftheftwo-flayermechanffismfuflflyuftffiflffizes
ftheproperftffiesofftrufthdffiscoverywhffichauftomaftfficaflflyesftffimaftes
userquaflffiftyftoderffiveaggregaftedanswers.Theadvanftageoffthe
proposedftwo-flayermechanffismffisconffirmedbyftheexperffimenftafl
resuflftsonftworeafl-worflddaftasefts.Wffifthourdeveflopedprffivacy-
preservffingmechanffism,wecangreaftflybroadenftheappflfficaftffion
domaffinofftrufthdffiscoveryandenabfleftasksfthaftwoufldoftherwffise
beffinfeasffibfledueftoprffivacyconcerns.
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