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ABSTRACT

Smart loT systems can integrate knowledge
from the surrounding environment, and they are
critical components of the next-generation Inter-
net. Such systems usually collect data from various
dimensions via numerous devices, and the collect-
ed data are usually linkable. This means that they
can be combined to derive abundant valuable
knowledge. However, the collected data may also
be accessed by malicious third parties to reveal
sensitive information. In this article, we investigate
the privacy issues of linkable data in smart [oT sys-
tems, which have not been thoroughly studied in
previous works. We first discuss the available data
sources in smart [oT systems and their linkage.
Then we introduce some third parties who may
access and utilize the linkable data. The poten-
tial threats are comprehensively elaborated for
both individuals and crowds in smart loT systems.
Finally, we highlight some challenges and open
problems for privacy preservation of linkable data
in smart loT systems.

MOTIVATION

A smart Internet of Things (loT) system primar-
ily provides comprehensive, convenient, intelli-
gent, and interactive services for both individuals
and their surroundings. The corresponding tech-
niques have been unprecedentedly developed
and adopted due to the quick evolution of smart
devices and the continuous investment of leading
communities. Typical smart loT systems include
smart cities, smart grids, smart traffic, smart build-
ings, smart homes, and so on. A common fea-
ture of these systems is the support from data [1],
which achieves fine-grained and comprehensive
coverage for all participants. Nowadays, such data
may include classical sensory data, contextual
data, proactively uploaded contents, and interac-
tions on devices. According to a recent study, the
data collected by smart building systems alone
will reach 37.2 zetabytes in 2020 [2]. In this arti-
cle, we focus on privacy preservation of the data
collected in smart loT systems.

Smart loT systems involve an increasingly huge
number of users and service providers. All the
users actively or passively contribute to a system
with a variety of contents. A smart loT system is

able to provide typical services for all users as well
as customized services for each individual user.
This feature is quite different from the classical loT
systems, transforming an loT system from a simple
work cycle to a giant ecosystem.

Data linkage provides fundamental support
for smart loT systems. Data linkage means that
the contents in a system can be combined to
discover events. First, the contents collected
from a single user are linkable. For example,
sensory data and health data can be combined
in a smart home system to intelligently control
the temperature in a house. Second, the con-
tents collected from different users are linkable.
Take the smart meeting room as an example.
The sensor on each chair can sense the pres-
ence of a user. Then the total number of par-
ticipants in a meeting can be calculated by
combining all the sensory data. Therefore, data
linkage is quite critical for smart 10T systems,
since isolated contents cannot provide sufficient
information.

While bringing numerous benefits, data link-
age also causes severe threats to user privacy.
First of all, individual users may be more vulner-
able, as more contents from more dimensions
are collected. For example, users may not be
aware of data collected by vehicles. If the col-
lected data are linked to their smart home data,
private information, such as daily activities,
health status, and hobbies, may be disclosed.
Furthermore, adversaries may infer the private
information of a whole community. Contents
published by multiple community members can
be linked to derive the general information of
a community. For example, a group of friends
may expose their entire trip even if each of
them only publishes some photos involving part
of the trip. All such threats are accelerating user
anxiety, and will severely thwart the adoption of
smart loT systems.

Unfortunately, no effort has been spent on
designing privacy preserved smart loT systems
toward data linkage, although the number of
successful attacks on smart home devices alone
already exceeded 100,000 several years ago
[3]. Current frameworks mainly consider the
collected contents in smart 10T systems as iso-
lated components [4], and the proposed mech-
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Figure 1. An example smart loT system. The system designer deploys sensors,
cameras, and so on, and also inspires mobile devices to collect linkable
contents around participants. Then the contents are transmitted to servers
via the hierarchical structure for storage and further processing. Finally,
both system designers and service providers provide the corresponding
services based on the collected contents. Attackers may also maliciously
access or break into the system to filch the transmitted and stored contents.

anisms are for single dimensions [5]. They have
also overlooked the heterogeneous behaviors
of users and the correlations of the collect-
ed contents. Most works are based on simple
access control [6] or local data sanitization [7].
Moreover, privacy preservation for a whole
community has not been considered in smart
10T systems. To design a privacy preservation
framework for smart 10T systems, data linkage
should be the primary concern in all the pro-
cedures, including threat notification, access
control, content publication, data sanitization,
and so on, with the following objectives. The
framework should help users better under-
stand the privacy threats and numerous content
dimensions. Dimension-based policies should
be general and fine-grained. There should be a
balance among utility, privacy, efficiency, and
fairness. Data sanitization should be implement-
ed according to the heterogeneous devices and
their generated contents.

In this article, we investigate the privacy issues
for linkable contents in smart loT systems. We
first introduce the common data sources in the
current smart loT systems. Then the underlying
correlations among the collected contents are dis-
cussed. We also introduce the potential third par-
ties that may access the linkable contents. Some
threats for different scales of participants are pre-
sented as well. Finally, we address and highlight
some challenges and open problems on the priva-
cy preservation for current smart loT systems. We
use the terms data and content interchangeably
as they both refer to collected information in sys-
tems.

DATA LINKAGE

The pervasive emerging contents from numer-
ous dimensions make smart loT systems differ-
ent from classical loT. Linkable contents can be
utilized to achieve comprehensive and reliable
observations of all participants and events. In this
section, we introduce the common data sources,
the linkage among them, and the accessibility to
the linkage.

DIMENSIONS OF AVAILABLE CONTENTS

In typical smart loT systems [8], devices are
deployed into a target area to collect contents
from participants who could be all the residents in
the area. In smart loT systems like smart buildings
and smart homes, third-party service providers are
also allowed to define their own services. They
cooperate with the system designers to refine the
practicability of the whole system. We show an
example smart loT system in Fig. 1.

There are mainly three types of data sources in
general smart loT systems: sensory data from sen-
sors, multimedia data from cameras and other mon-
itoring devices, and actively and passively uploaded
contents from mobile ends. They each generate
contents in several dimensions like temperature,
visualization, and reactions from participants.

Sensory data are collected via sensors, RFID
tags, and so on. It is believed there will be more
than 20 billion loT devices installed by 2020 [9].
The densely deployed sensors can achieve fine-
grained multi-dimensional coverage for the mon-
itored area.

Multimedia data constitute a critical compo-
nent for smart loT systems. Smart loT systems usu-
ally provide sophisticated services and request the
support of contextual data. Therefore, images,
videos, sounds, and other multimedia contents
are necessary. As multimedia data usually carry
abundant information, it is obvious that they can
record the behaviors of multiple participants
simultaneously.

Users of smart loT systems actively participate
in the systems. Participants can actively or pas-
sively upload contents from their mobile devices,
including sensory data, images, and their interac-
tions and reactions with the systems. These con-
tents can help improve service quality, while also
playing an essential role in customizing services
since they are inherently linkable with the owners
of the mobile devices.

LINKAGE OF CONTENTS IN SMART 10T SYSTEMS

Considering the three types of data sources, there
are mainly two types of linkage. The first one is
the linkage among contents from multiple dimen-
sions. The second one is the linkage among con-
tents from different participants.

For the first type, the contents in different
dimensions may be correlated with each other
since they may record the same event at the
same place from multiple aspects. Such a linkage
is usually defined by the temporal, spatial, or con-
textual aspects. For example, contents from the
sensors and cameras in the same building can be
linked to track moving objects.

For the second type, contents from multiple par-
ticipants in the same community or in a similar sit-
uation are linkable. In this case, the linkage means
the contents may be used for the same purpose, or
they record the same event or the general behav-
iors of a crowd. For example, family members may
each submit contents in their own bedrooms, while
these contents can be linked to derive the habits of
the family. Such knowledge can also be used for
services like temperature control.

Generally, both types of linkage are becom-
ing more pervasive as smart loT systems try to
provide integrated coverage in the temporal-spa-
tial-contextual space.
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Techniques Localization Specifically_de§igned for Request _for f’ossil')i'lity_for Human awareness and
accuracy localization extra devices identification controllability
GPS Low Yes No No Easy
WiFi Medium No No Yes Hard
Beacon High Yes Yes Yes Hard
RFID Very high Yes Yes Yes Easy
Camera Medium No No Partial Easy
Sensor Low No No No Hard

Table 1. Techniques for indoor localization: GPS is unstable due to the blockage in buildings; WiFi tracks
the appearance in the nearby area; the beacon and RFID track the appearance in a smaller area than
WiFi; the camera and sensor indirectly infer the appearance in monitored regions.

ACCESSIBILITY OF LINKABLE CONTENTS

Considering the diverse dimensions of contents
and their linkage, it is no wonder that the com-
bination of these data sources can dramatical-
ly improve both diversity and quality of services.
Current smart loT systems also provide many
opportunities to access such linkable contents,
even for third parties ranging from dominating
groups to unversed individuals who may be
benign or malicious.

System designers are supposed to have
access to all the contents generated in a sys-
tem. They achieve this by simply collecting all
the contents, sometimes even without a pre-
defined purpose. Therefore, they are the ones
who seize overwhelming control on all the link-
able contents.

Third-party service providers may access link-
able contents. They may not have full control over
a system. However, they can implement different
services in a system, and each service may access
some linkable contents. Meanwhile, there are
multiple ways to link contents. For example, each
service can request identification of mobile devic-
es. Then the service provider can link the contents
from different services by combining their identi-
fications. Furthermore, different service providers
may cooperate and share obtained contents for
more profits.

Data requestors can access linkable contents.
Some smart loT systems allow third parties to
actively request contents from users. For example,
the local government may request nearby individ-
uals to collect emergency data in a target area.
Then the data requestors can collect the contents
from all the participants in the nearby area, which
results in an inherent linkage in the time domain
and spatial domain.

Malicious individuals or groups may access
linkable contents. They achieve this by breaking
into systems or acting as fake users and filching
data.

PRIVACY ISSUES IN LINKABLE CONTENTS

While bringing fabulous benefits for better ser-
vices in smart loT systems, the linkage among
contents provides more comprehensive cov-
erage for individuals together with much side
information, which may also severely breach
the protection of sensitive information. Now we
discuss the potential threats toward vulnerable
individuals and the whole society under data
linkage.
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Figure 2. The distance between true destinations and predicted results. Accord-

ing to 1-hop friends, the errors could be approximately reduced to 100

km. However, the errors will increase when considering 2-hop friends. The
reason is that some 2-hop friends may be weakly related to the target indi-

vidual.

INDIVIDUAL PRIVACY IN CONTENT DIMENSIONS

Various devices in smart loT systems collect link-
able contents from multiple dimensions. Once
obtained by malicious third parties, the linked
contents can be utilized to infer detailed infor-
mation on the participants. First, they can be
utilized to enhance the confidence of attackers.
For example, the presence of an employee in an
office can be simultaneously confirmed by her
handheld devices, the sensors in the office, the
usage of printers, and the door control system.
More seriously, these attacks are hard to thwart
as participants may have limited knowledge on
the devices. They may have no idea about the
strategy of the adversaries, which means the weak
linkage among contents may also reveal sensitive
information. Second, instead of inferring sensi-
tive information, the linkable contents could be
used to cover the full patterns of participants. In a
smart building system, the comprehensive mobili-
ty pattern can be captured when all the contents
are accessible, as there are multiple approaches
to derive the location of a participant. Table 1
shows the categories of contents to derive the
location of an individual. It includes nearly all
types of devices in the system [10, 11]. More seri-
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Some smart loT systems
like smart homes are
designed for a group of
related participants. As
a result, the collected
contents from multiple
smart home appliances,
the door control system,
and the smart grids can
be linked to achieve a
fine-grained monitoring
of the whole family.
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Figure 3. The electricity usage of two families: home A has relatively high usage in the morning between 9
a.m. and 11 a.m., while home B has a peak usage between 6 p.m. and 22 p.m.. Home A also maintains
a smaller but same-shape usage in spring compared to the one in summer.

ously, attackers can derive the pattern even if they
only have access to some of the contents (e.g.,
the sensory data). Generally, both threats come
from the fact that the devices in smart loT systems
are inherently designed for cooperative and com-
prehensive monitoring of the environment. This
indicates that the contents are definitely linkable
and include useful information as well as sensitive
information.

INDIVIDUAL PRIVACY IN COMMUNITIES

Due to the inherent correlations among partic-
ipants, their published contents are usually link-
able, which means these contents may include
sensitive information for each other. This is the
same as general online social networks where
individuals may post photos including their
friends [12]. We validate this threat via a public
dataset recording the visited locations of individ-
uals. The dataset is extracted from Gowalla [13],
where participants post partial sequences of
their visited locations together with their social
relationships. The attackers utilize the Markov
model to infer the missing sensitive locations,
that is, the current location is only determined by
its previous location. In Fig. 2, we can see that
when the attackers know the social relationships
of a participant, they can carry out more effec-
tive attacks by predicting the participant’s desti-
nation according to the information released by
friends. Actually, this kind of threat pervasively
exists in smart loT systems. The underlying rea-
son is that participants usually work or stay with
their colleagues and friends, and some of them
may actively upload contents or be captured
carelessly by nearby sensors or cameras. In this
case, the sensitive information of a participant is
vulnerable and uncontrollable due to the linkage
of contents from her neighbors.

COMMUNITY PRIVACY

Some smart loT systems like smart homes are
designed for a group of related participants. As
a result, the collected contents from multiple
smart home appliances, the door control system,
and smart grids can be linked to achieve fine-
grained monitoring of the whole family. On one
hand, they can bring dramatic convenience to
family members. On the other hand, they may
reveal the private information of the family [14].
A comprehensive set of information, like the

number of family members and their roles, their
living patterns, and even their incomes, religions,
and health status can be inferred. We take the
electricity usage of two families as an instance
[15]. The dataset records the average electricity
usage of each family every 10 minutes. Accord-
ing to the usage shown in Fig. 3, we can see sig-
nificant difference between the two families. This
may indicate the heterogeneous habits of the
two families. For example, home B could have
more members since they have larger usage
than home A, while the members in home A
may stay at home during the day since they have
high usage in the morning. If the usage data of
other appliances are included, more sensitive
information can be revealed. Another catego-
ry of threats for a community come from smart
loT systems where community members actively
upload contents via their mobile devices. Take a
smart building system as an example. Suppose
users from the same company can interact with
the parking system, the vending machines, and
the appliances in the dining room. While the
contents are less sensitive for each participant,
they can be linked to evaluate the working effi-
ciency of a whole department.

PRIVACY FOR THE WHOLE POPULATION

Smart loT systems may record information of a
large enterprise or the whole population in an
urban area. For example, a smart traffic system
collects traffic data and predicts the migration
of the population. If data brokers can access
the contents, they can easily observe the events
happening in the city and use the information for
malicious purposes or commercial speculation.
Furthermore, in some smart loT systems, contents
can be uploaded for rewards. Third parties are
allowed to post their requests, and participants
move to the requested locations to collect data
for payments. Then malicious attackers like terror-
ists may utilize the systems to mislead the popula-
tion. In both cases, the linkable contents capturing
the whole population could lead to unprecedent-
ed coverage of public information. This coverage
could lead to extremely dangerous occasions if
obtained by malicious and dangerous third par-
ties.

Generally, these privacy issues will bring severe
threats to all levels of participants, and significant-
ly limit the utility of the whole system.
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Challenges Subject Adversary Threats Loss of quality ~ User interaction
Notification System designers Null Null No Yes
Access control 3G desngners/ service Mahaous SEVICE ypalicious access No No

providers providers
Content publ!catlon: System_d_esngners/ Mallc_lqus data Over-collection Partial Yes
cooperative participants administrators
Content publication: PR Mallqo_us data ‘ Individual Partial Yes
local administrators inference attacks

Data sanitization System designers Data brokers Data filching Partial Not

Table 2. Challenges for privacy preservation in smart loTs.

CHALLENGES AND OPEN PROBLEMS

Considering the novel threats beneath the link-
able contents, there are many challenges and
open problems for the design of a privacy preser-
vation framework, and a set of countermeasures
are expected. We classify the challenges into four
categories:

* User interaction

* Data access

+ Data publication

* Data sanitization

The overview of the challenges is given in Table
2, which includes the information for the main
components in each challenge.

NOTIFICATION REGARDING LATENT THREATS

As smart loT systems collect data from numer-
ous dimensions, unversed participants have little
awareness of how the seemingly innocent phys-
ical contents could be related to their sensitive
information. Therefore, there is obviously a bar-
rier between the sensitive information beneath
these data and user awareness. Then the chal-
lenge is how to properly notify the participants
regarding the latent threats to their sensitive
information.

However, it is usually infeasible to simply
present the participants with a large scale of col-
lected contents. For example, there are several
approaches by which a smart building system
can derive the location of a participant, and it
may cover most regions in the whole building.
In this case, simply showing the raw contents
to participants is nearly useless. Therefore, it is
essential to first derive the relationship between
the collected contents and the events (i.e., local-
ization) in the monitored area, and then study
how the linkable contents could derive these
events. Both tasks are challenging since how the
environmental physical data relate to sophisti-
cated events has not been thoroughly studied,
and the consideration of linkable contents from
different dimensions is still in the early stage. Fur-
thermore, the heterogeneous contents involved
in different loT systems and the scale of the
served participants are both quite diverse. These
user-specific and system-specific features make
the task even more challenging.

Even if the correlations are thoroughly
derived, it is meaningless to present the unfa-
miliar raw contents to participants. Smart loT
systems should provide novel notifications to
participants by informing them of the latent
threats instead. The notification should be flex-

ible, understandable, and comprehensive. First,
participants should be able to subscribe to the
pertinent contents or sensitive information so
that accurate and meaningful results can be
shown instead of continuously presenting raw
contents. Second, the results must be under-
standable. For example, they should explain to
what degree the concerned sensitive information
is disclosed by which contents, or the percent-
age of the revealed sensitive information.

In summary, there should be a system-spe-
cific framework for the notification of sensitive
information in smart loT systems. It is expected
to thoroughly consider data linkage and provide
comprehensive and proper notifications for par-
ticipants.

Access CONTROL OVER LINKABLE CONTENTS

In smart loT systems, multiple service providers
and even some skilled participants can access
data and implement their services. Due to the
pervasive existence of linkable contents, these
roles can usually implement their services based
on multiple combinations of contents. Therefore,
malicious service providers or participants may
request to include more sensitive information. All
the facts aggravate the incapability of the existing
naive dimension-based access control policies,
and a more fine-grained authorization mecha-
nism is necessary. Actually, there are some unique
requests and challenges due to the linkage in
smart loT systems that make the design of the
access control policies nontrivial. Below we intro-
duce the challenges and open problems.

Fine-Grained: Instead of simply authorizing
service providers to access contents in specific
dimensions, there should be a more fine-grained
policy that guarantees service providers access to
just the contents necessary for their services. The
underlying reason is that the accessed linkable
contents may provide extra sensitive information.
Then a more controllable framework is expected
to help system designers determine the acces-
sible contents. The main challenge is to derive
the exact set of contents that can support the
designed services while leaking minimum sensi-
tive information. We call it function-based access
control, which is usually nontrivial since there are
usually multiple feasible content sets, and their
correlations with sensitive information are diverse
in both categories and seriousness. Meanwhile,
these services usually request real-time access
to contents, indicating that a smart loT system
should adaptively adjust the access policies for
different service providers.

As smart loT systems
collect data from
numerous dimensions,
unversed participants
have little awareness
of how the seemingly
innocent physical con-
tents could be related
to their sensitive infor-
mation. Therefore, there
is obviously a barrier
between the sensitive
information beneath
these information and
user awareness.
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The access control pol-
icies for smart loT sys-
tems should be built on
thorough understanding
of linkable contents,
including their impacts
on the targeted services
and correlations with
the concerned privacy.
These policies should
also consider the real-
time cases where new
contents keep emerging
in a system.

Verifiable: Once authorized, service providers
may access the contents and physical devices.
They may abuse the authorization to collect unau-
thorized contents. Therefore, a second request is
to regulate the access behaviors of service pro-
viders, that is, they can only acquire necessary
contents even if they have more opportunities on
controlling devices. To verify behaviors, there are
two main challenges. The first one is to arrange
and derive the rules for service providers. The
rules should be clear enough such that smart
10T systems can use them to control the access
on devices. The second challenge is to ensure
that service providers follow the rules. Methods
for cross-dimension tracking and auditing are
required.

Collusion-Free: As a platform where multi-
ple service providers can implement their ser-
vices, a smart 10T system should properly control
all contents accessed by these service providers.
Otherwise, the service providers may share their
independently innocent contents. For example,
service providers for kitchen and light systems in a
house may share their collected data, and achieve
comprehensive eavesdropping on events in the
family. The main challenge is to control privacy
leakage to multiple service providers while retain-
ing utility. Some other factors like efficiency are
also supposed to be considered. This is quite chal-
lenging since collusions among service providers
are unknown, and new service providers keep
emerging. The first part indicates that over-protec-
tion will degrade service quality due to nonexistent
collusions. The second part means that the access
policy for subsequent service providers should con-
sider previous ones. More specifically, they should
get limited extra knowledge even if they share con-
tents. Deriving the countermeasures is also difficult
due to the diverse services and their heteroge-
neous requests on linkable contents.

Generally, the access control policies for
smart loT systems should be built on thorough
understanding of linkable contents, including their
impacts on the targeted services and correlations
with the concerned privacy. These policies should
also consider real-time cases where new contents
keep emerging in a system.

CONTENT PUBLICATION FOR
HETEROGENEOUS PARTICIPANTS

Participants should also preserve their own priva-
cy. Generally, since participants are correlated,
their linkable contents can be used for the same
services. As a result, participants should properly
choose their strategies for content publication.
They need to preserve their own privacy as well
as others’ privacy, while retaining normal func-
tions of smart loT systems.

The first challenge is that participants are cor-
related by their contents, while their preferences
on privacy and the contribution of their contents
are heterogeneous. This fact requires published
contents to be carefully decided. It must consid-
er the privacy of each individual, while retaining
good utility. To meet all these principles requires
detailed knowledge on both utility and privacy of
participants and their contents, which is difficult
to attain. Meanwhile, other factors like resource
consumption and fairness are also critical. Ideally,
a smart loT system should properly collect con-

tents from public devices in public and personal

places and personal devices, while maintaining

fair privacy preservation among participants. As a

consequence, several unsettled problems in this

category include:

+ The derivation of linkage between partici-
pants and their contents

+ Exploring the leakage of one’s sensitive infor-
mation from her locally published contents
and others’

+ Cooperative content publication mechanisms
considering utility, privacy, efficiency, and
fairness
Second, for every single participant, there

should be some mechanisms to locally regulate
their behaviors in smart loT systems. Unlike tradi-
tional loT systems, smart loT systems have far more
devices for data collection as well as more avail-
able data sources. Both facts contribute to novel
scenarios for participants. The challenges come in
two parts. First, participants are confused and frus-
trated by so many notifications. It will be inefficient
to keep notifying them when participants request
most services. Second, participants are unfamiliar
with the collected contents and the devices, which
means that participants will find it difficult to follow
the principles for behavior regulation due to the
large number of rules and data linkage.

To properly handle both challenges, some
open problems should be solved. First, there
should be a framework to automatically learn
user preference on privacy preservation. The
framework should be able to recommend prop-
er settings for different participants. Second, the
guidelines for behavior regulations are unsettled.
The rules should be able to help participants min-
imize the publication of unnecessary contents
while retaining qualified user experience.

DATA SANITIZATION MECHANISMS

Finally, as devices in smart loTs collect linkable
contents, to conceal on a single device may be
insufficient. For instance, obfuscating sensory data
and uploaded contents may conceal sensitive
information for participants. However, when two
dimensions of contents are combined, the per-
turbation will be degraded and the latent sensi-
tive information revealed. Therefore, the content
obfuscation mechanisms for privacy preservation
should be improved for smart loT systems. Novel
mechanisms should take data linkage into consid-
eration and achieve global privacy preservation. It
may share contents with nearby devices, and then
determine the suitable strategies for data saniti-
zation. The proposed solution must consider the
extra cost introduced by sharing.

CONCLUSION

This article investigates the privacy issues in smart
loT systems that are introduced by data linkage
among collected contents. More specifically, it val-
idates how the linkage among multiple contents
may reveal private information of participants.
To achieve this goal, the article first introduces
the abundant available data sources, and discuss-
es the underlying linkage among these contents.
Then some parties that may access the data and
learn the linkage are introduced. A set of existing
threats on private information are demonstrated.
Finally, a comprehensive discussion on the open
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problems of privacy preservation in smart [oT sys-
tems is presented to address the design of novel
notification mechanisms, access control policies,
content publication strategies, and data sanitiza-
tion mechanisms.
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When two dimensions
of contents are com-
bined, the perturbation
will be degraded and
the latent sensitive
information is revealed.
Therefore, the content
obfuscation mechanisms
for privacy preservation
should be improved
for smart loT systems.
Novel mechanisms
should take data linkage
into consideration, and
achieve global privacy
preservation.
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