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ABSTRACT

Advancements in computing, communication,
and sensing technologies are making it possible to
embed, control, and gather vital information from
tiny devices that are being deployed and utilized
in practically every aspect of our modernized
society. From smart home appliances to munic-
ipal water and electric industrial facilities to our
everyday work environments, the next Internet
frontier, dubbed loT, is promising to revolutionize
our lives and tackle some of our nations’” most
pressing challenges. While the seamless intercon-
nection of 10T devices with the physical realm is
envisioned to bring a plethora of critical improve-
ments in many aspects and diverse domains, it will
undoubtedly pave the way for attackers that will
target and exploit such devices, threatening the
integrity of their data and the reliability of critical
infrastructure. Further, such compromised devices
will undeniably be leveraged as the next genera-
tion of botnets, given their increased processing
capabilities and abundant bandwidth. While sev-
eral demonstrations exist in the literature describ-
ing the exploitation procedures of a number of
loT devices, the up-to-date inference, characteri-
zation, and analysis of unsolicited loT devices that
are currently deployed “in the wild” is still in its
infancy. In this article, we address this imperative
task by leveraging active and passive measure-
ments to report on unsolicited Internet-scale loT
devices. This work describes a first step toward
exploring the utilization of passive measurements
in combination with the results of active measure-
ments to shed light on the Internet-scale insecuri-
ties of the loT paradigm. By correlating results of
Internet-wide scanning with Internet background
radiation traffic, we disclose close to 14,000 com-
promised loT devices in diverse sectors, including
critical infrastructure and smart home appliances.
To this end, we also analyze their generated traffic
to create effective mitigation signatures that could
be deployed in local 10T realms. To support large-
scale empirical data analytics in the context of
loT, we make available the inferred and extracted
loT malicious raw data through an authenticated
front-end service. The outcomes of this work con-

firm the existence of such compromised devices
on an Internet scale, while the generated infer-
ences and insights are postulated to be employed
for inferring other similarly compromised loT
devices, in addition to contributing to loT cyber
security situational awareness.

INTRODUCTION

The Internet of Things (loT) paradigm refers to
scenarios where network connectivity and com-
puting capability extend to embedded sensors,
allowing these devices to generate, exchange,
and consume data with minimal human inter-
vention [1]. This paradigm is being realized and
facilitated by critical advancements in computing
power, electronics miniaturization, and network
interconnections. Indeed, the large-scale deploy-
ment of loT devices promises to transform many
aspects of our contemporary lives. Innovative
loT products such as Internet-enabled applianc-
es, home automation components, and energy
management devices are creating the vision of
the smart home, offering more security and ener-
gy efficiency. Other personal loT devices such
as wearable fitness, health monitoring devices,
and network-enabled medical devices are trans-
forming the way healthcare services are being
delivered. loT systems in other domains such as
networked vehicles, intelligent traffic systems,
and embedded sensors at roads and bridges are
redefining the idea of smart cities, which help
minimize congestion and energy consumption.
Additionally, 10T technology offers the possibility
to transform agriculture, and energy production
and distribution by increasing the availability of
information along the value chain of production
using networked distributed sensors.

While the deployment of such loT devic-
es and paradigms in various domains will intro-
duce a plethora of benefits and advantages,
their unique attributes coupled with their inter-
connected nature will indeed present new secu-
rity challenges. For instance, the competitive
cost and technical constraints on loT devices will
challenge manufacturers to adequately design
security features into these devices, potentially
creating security and long-term maintainability vul-
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nerabilities. Along with potential security design
deficiencies, the sheer increase in the number,
type, and nature of loT devices would undeniably
increase the opportunities for exploitation. Vulner-
able 10T devices could serve as entry points for
attackers, allowing the malicious re-programming
of a device or causing it to malfunction. Further,
poorly designed devices can expose user data to
theft by leaving data streams inadequately pro-
tected. Failing or malfunctioning devices can also
create a number of serious security vulnerabilities.
When coupled with the highly interconnected
nature of loT devices, every poorly secured Inter-
net-connected device would potentially affect the
security and resilience of the Internet on a global
scale, not just locally. For example, an unprotect-
ed refrigerator or television in the United States
that is infected by malware might send thousands
of harmful spam emails to worldwide recipients
using the owner’s home WiFi Internet connection.
Additionally, exploited Internet-scale loT devices
could be leveraged by an attacker to orchestrate
malicious botnets, causing momentous damage to
corporate and Internet services by means of deni-
al of service (DoS) attacks and other typical mis-
demeanors. Examples of the latter already exist,
with the rise of the Mirai malware that exploited
Internet-scale loT cameras to cause drastic dam-
age to Internet infrastructure services. Additional-
ly, very recently, the Hajime loT worm [2], which
extends Mirai with more harmful capabilities, is
indeed defining a new era of malicious bots capa-
ble of hindering the integrity of critical infrastruc-
ture and leaking private information.

To this end, the imperative tasks of quantifying,
characterizing, and attributing such vulnerable loT
devices would render a first step toward uncover-
ing their inherited vulnerabilities and understand-
ing their malicious intents. Thus, in this article,
we exploit the results of active measurements
through Internet-wide scanning in conjunction
with passive measurements in the context of dark-
net traffic analysis to shed light on such devices
and analyze their unsolicited network traffic char-
acteristics. Specifically, we frame the article’s con-
tributions in the following three threads:

*Proposing and evaluating an innovative
approach to infer, characterize, and attribute
unsolicited Internet-scale loT devices by correlat-
ing the results of passive and active empirical
measurements. To the best of our knowledge,
this work is among the first to explore such an
approach, which addresses the loT paradigm.

*Generating loT-specific malicious signatures
by scrutinizing passive measurements. Such sig-
natures, which are based on fuzzy hashes, are
envisioned to be employed for deployments in
local IoT realms for effective mitigation as well as
to infer other Internet-wide unsolicited loT devic-
es. As noted in [3], loT-specific empirical attack
signatures currently do not exist, rendering the
proposed approach highly impactful and opera-
tionally very beneficial.

*Reporting on close to 14,000 compromised
loT devices related to smart home appliances, crit-
ical infrastructure, and automated control sectors.
In this context, we generate amalgamated statis-
tics related to these inferred and exploited loT
devices, including their hosting environments. All
the generated inferences, including loT malicious

raw data, are made publicly accessible through
an authenticated service. We postulate that such
generated cyber threat intelligence could be
exploited, in near real time, for effective loT cyber
security situational awareness, notification, and
remediation. The road map of this article is as fol-
lows. In the next section, we review a number
of related works in the context of loT security.
Following that, we elaborate on the proposed
approach, and detail its rationale and employed
techniques. Then we present the empirical eval-
uations and analyze the obtained results. The
final section provides concluding remarks and
pinpoints several insightful topics that pave the
way for future work in this impactful loT security
research area.

RELATED WORK

In this section, we review a number of research
efforts in various related topics, namely, loT con-
text-aware permission models, loT security and
protocol analysis, and passive and active measure-
ments for device characterization and vulnerabili-
ty analysis.

The majority of loT security research work has
been dedicated to synthesizing loT context-aware
permission models. Such research endeavors
address the problem of creating and enforcing
collaborative models to secure loT environments
from malicious scenarios. For instance, Yu et al.
[3] proposed a policy abstraction language that
is capable of capturing relevant environmen-
tal 10T contexts, security-relevant details, and
cross-device interactions to vet loT-specific net-
work activities. Further, the authors proposed a
crowd-sourced repository where loT operators
can share derived attack signatures, which deviate
from the captured benign policies. To provide
enforcement capabilities in various loT realms, the
authors extended notions related to software-de-
fined networking (SDNs) to the loT context by
proposing the utilization of micro-middleboxes
that could provide real-time remediation to pos-
sibly vulnerable devices. Along the same research
direction, Jia et al. [4] proposed ContextloT, a
system that is capable of supporting complex
loT-relevant permission models through perform-
ing program-flow and runtime taint analysis. The
authors prototyped the system using the Sam-
sung SmartThings platform and demonstrated that
ContexloT app patching adds nearly negligible
delay, and the permission request frequency is far
below the threshold that is considered to trigger
user annoyance. In another closely related work,
Fernandes et al. [5] proposed an approach that
aims to restrict generated traffic flows from an
exploited loT application. The approach is based
on taint arithmetic, which initially tracks an appli-
cation’s program flow to subsequently flag policy
violations. Indeed, the aforementioned research
contributions address loT security within certain
loT realms. In contrast, in this work, we aim at
providing an Internet-scale perspective on loT
maliciousness. To this end, we uniquely analyze
and correlate empirical data to:

+ Infer such unsolicited loT devices in addition
to notifying concerned loT realms of such
exploitations

+ Generate loT-specific malicious signatures
that could be used for effective mitigation
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Figure 1. Inferring and mitigating Internet-scale unsolicited loT devices: a net-
work telescope approach.

Several other research endeavors have ana-
lyzed specific 10T security issues and protocol
weaknesses. For instance, Ur et al. [6] addressed
loT access control by studying numerous types of
home automation devices. By thoroughly investi-
gating their ownership rules, roles, and monitoring
capabilities, the authors unveiled various insights
to shed light on usable access control. Their con-
ducted study noted that some loT devices allowed
physical access control, which overrides the
already applied access models, threatening the
pairing security of such devices. A major research
gap that was extracted from this work was related
to the lack of mechanisms for provisioning audit-
ing/monitoring of such loT devices, rendering it
impossible for users to identify who has accessed
their devices and what types of activities were
generated. In an alternative work, Ronen and
Shamir [7] demonstrated information leakage
attacks by instrumenting a set of loT smart lights.
To this end, the authors initially exploited proto-
col weaknesses to gain access to the connected
local network and subsequently exfiltrated sensi-
tive data from an air-gapped office building. The
authors also extended their attacks by forcing the
lights to act in an orchestrated fashion, generating
a frequency that aims to cause seizures in peo-
ple who have photosensitive epilepsy. In a similar
fashion, Ho et al. [8] investigated state consisten-
cy and unwanted unlocking attacks by exploring
protocol and system vulnerabilities in 10T smart
locks. The authors demonstrated how trust mod-
els, network designs, and replay activities could
be instrumented to cause security issues related
to the revocation procedures of such locks in
addition to forcing secure locks to be acciden-
tally unlocked. The latter indeed paves the way
for the occurrence of physical threats. Remedia-
tion methods based on secure architectures and
cryptographic primitives were also proposed by

the authors to mitigate the presented attack sce-
narios. In contrary, in this work, we propose and
evaluate an operational cyber security capability
that is rendered by inferring Internet-scale, het-
erogeneous, and unsolicited loT devices that are
deployed in various realms by leveraging empir-
ical measurements and data. To this end, we
report on such loT devices to generate prompt
cyber threat intelligence that could be leveraged
for immediate remediation.

In the area of empirical measurements for
device characterization and vulnerability analysis,
Cui and Stolfo [9] executed a large-scale active
probing of the Internet space to uncover close
to 0.5 million vulnerable embedded devices. In
more recent works, Costin et al. [10] statically ana-
lyzed more than 30,000 firmware images derived
from embedded devices to shed the light on their
insecurity, while Fachkha et al. [11] conducted
passive measurements to analyze attackers’ inten-
tions when targeting protocols of Internet-facing
cyber-physical systems. The latter approach is quite
similar to [12], where Bodenheim et al. evaluated
the Shodan service (https://www.shodan.io/), a
search engine for Internet-connected devices, in its
capability to scan and index online industrial con-
trol systems. In contrast, in this work, we fuse the
results of both passive and active empirical Internet
traffic measurements to highlight on the malicious-
ness of Internet-scale loT devices. Additionally, we
uniquely generate loT-specific attack signatures
that could be used for effective remediation in
local 10T realms. To support large-scale empirical
data analytics, forensic investigations, and cyber
security situational awareness in the context of loT,
we also make the generated inferences, insights,
and extracted loT unsolicited raw data publicly
accessible to the research and operation commu-
nities at large through an online front-end service.

PROPOSED APPROACH

In this section, we detail the proposed approach
and describe its aims, employed methods, and tech-
niques. The proposed scheme is holistically illustrat-
ed in Fig. 1. In a nutshell, the approach endeavors to
generate actionable cyber threat intelligence relat-
ed to Internet-scale loT devices by offering several
data-driven methodologies, which mainly operate by
scrutinizing passive empirical measurements. Such
insights and inferences are postulated to be distrib-
uted, in an operational cyber security fashion, to loT
stakeholders (i.e., operators, manufacturers, etc.) for
prompt remediation and thus mitigation. Further-
more, an artifact of the envisioned approach is a
repository aimed at indexing malicious loT empirical
threat information (i.e., raw data and attack signa-
tures) to be shared with the research and operation-
al communities at large, hence facilitating advanced
empirical loT analytics as well as supporting further
forensic investigations. In the sequel, we detail and
elaborate on the components of the proposed
approach.

INFERRING AND CHARACTERIZING
INTERNET-SCALE COMPROMISED 0T DEVICES

Given the large-scale deployments of loT devices
in various worldwide environments, in addition
to the variety of such devices in terms of their
types and versions, it becomes quite challenging
to generate effective insights that could be used
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for inferring unsolicited infected loT devices. This
challenge is further complicated by the lack of
data visibility into local 10T realms due to logistic
and privacy concerns, in addition to the overall
scarcity of malicious empirical data related to loT
devices [3]. Nevertheless, research and develop-
ment attempts that endeavor to infer and charac-
terize such loT devices would be highly impactful
and beneficial, as this will promptly pinpoint such
devices to provide rapid remediation strategies.
This, in turn, is aimed at thwarting the various
malicious misdemeanors that could be generated
by the constructed botnets, which are composed
of such infected loT devices.

In this context, we put forward a macroscop-
ic approach to infer Internet-wide malicious loT
devices and realize it by correlating the results
of empirical passive and active Internet measure-
ments. We detail below such an approach and its
rationale.

Exploiting Network Telescopes: Network tele-
scopes, most commonly known as darknets [13],
constitute a set of routable, allocated, but unused
IP addresses. Such dark IP addresses render a
tactical passive measurement approach to cap-
turing Internet-scale maliciousness; since these
IP addresses do not operate legitimate services,
any traffic targeting them is indeed considered
to be unsolicited. Figure 2 illustrates a common
darknet architecture. Indeed, darknets are com-
monly distributed on specific Internet IP subspac-
es, which are often operated by Internet service
providers (ISPs), educational and research enti-
ties, and corporate and backbone networks. Dark-
net IP addresses are, by nature, indistinguishable
from other routable addresses, rendering them an
effective technique to amalgamate Internet-wide,
one-way unsolicited network traffic. In this work,
we exploit network telescopes to identify network
traffic originating from unsolicited loT devices.
The rationale here, as illustrated in Fig. 2, is ren-
dered by our initial empirical observations, which
concur that, compared to typical Internet hosts/
machines, exploited loT devices will also attempt
to either propagate to infect other Internet loT
devices by launching scanning activities toward
the Internet space, or fall victim to distributed
DoS (DDoS) attacks. In either case, depending
on the vantage points of the employed network
telescopes, a varied portion of such activities
will indeed target such dark IP spaces. To this
end, well-established algorithms, methods, and
techniques could be leveraged, which scrutinize
darknet data (also known as Internet background
radiation, IBR) to fingerprint such activities and
thus infer sources of unsolicited 10T devices in
addition to extracting their corresponding darknet
traffic traces. For instance, such algorithms could
be based on threshold analysis to infer loT-gener-
ated scanning activities or exploit backscattered
packet analysis (i.e., the analysis of reply pack-
ets originating from victims of DDoS attacks that
were targeted by spoofed attackers) to pinpoint
loT devices that have been targeted by DDoS
attacks [13]. In this work, to successfully recog-
nize DDoS activities targeted loT devices, we ana-
lyze close to 1.5 TB of real darknet data obtained
from a /8 network telescope, which is facilitat-
ed through the Center for Applied Internet Data
Analysis (CAIDA) [14]. It is worth mentioning that
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Figure 2. Network telescopes capturing Internet-scale 10T unsolicited traffic.

the proposed approach can only infer unsolicit-
ed loT devices that generate traffic targeting the
darknet IP space. This is indeed a typical limitation
of any approach that exploits passive measure-
ments by scrutinizing darknet data.

Leveraging Internet-Wide Scanning: While
having a large empirical dataset characterizing
Internet-scale unsolicited traffic is highly benefi-
cial, there is now a need to filter those captured
network sessions that are specifically generated
by loT devices. Indeed, the task of fingerprinting
diverse types of loT devices by solely analyzing
IBR is currently an open research problem. To this
end, in this work, we rely on correlating packet
information, mainly source IP address and trans-
port protocol, from previously extracted darknet
sessions with the results of active measurements
defined by Internet-wide scanning. For efficiency
purposes, and given that the proposed approach
is envisioned to provide near-real-time operational
cyber security capability, we choose to leverage
searchable databases of active measurements
that are provided by Shodan and Censys (https://
censys.io/) rather than performing our own Inter-
net-wide scanning. The latter services continuously
scan the Internet IP space looking for active Inter-
net hosts, including loT devices, while Shodan only
indexes results related to loT devices. We gather
275,478 online loT IP addresses related to various
types, including, home automation devices (i.e.,
thermostats, DVRs, etc.), loT cameras, and indus-
trial control 10T devices. The Shodan application
programming interface (API) was leveraged to
achieve this task. To select those darknet sessions
that have been specifically generated by unsolic-
ited/compromised loT devices, we designed and
implemented a correlation algorithm that fuses
header information from passive measurements
with the obtained IP addresses from active mea-
surements. More specifically, given a list of source
IP addresses extracted from darknet traffic and a
list of loT-specific IP addresses extracted from the
loT databases, the correlation algorithm performs
linear search to infer a match. Please note that the
current proposed approach operates in an offline
mode. Future work will explore auxiliary online
approaches to permit the near-real-time inference
of Internet-scale compromised devices.
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Indeed, such correlation faces several chal-
lenges. First, in terms of darknet data, there is a
need to sanitize such data to filter out misconfigu-
ration traffic. Such traffic is the result of software,
hardware, or routing errors that direct erroneous
packets to the darknet. Second, in terms of the
Shodan loT database, one obstacle is the strenu-
ous process of identifying relevant loT information
(i.e., types, IP addresses, etc.) and properly curat-
ing (download, sanitize, and store) the obtained
information. Third, in terms of the actual correla-
tion procedure, the design of the algorithm that
executes the correlation should be optimized to
perform efficient searches.

GENERATING |0T-SPECIFIC MALICIOUS SIGNATURES

Currently, there is a substantial lack of tangible
malicious empirical indicators in the context of
loT [3]. This is mainly due to physical and logistic
constraints that are strictly enforced by loT oper-
ators in various realms. Additionally, data gather-
ing and analytics efforts, aimed at addressing the
distributed and heterogeneous nature of the loT
paradigm, are still in their infancy. Along these
lines, it becomes highly imperative to generate
such notions, which could aid in various loT cyber
security research and development endeavors.
Indeed, the proposed approach was specifical-
ly designed in a manner to facilitate the genera-
tion of such artifacts. In particular, by executing
network traffic correlations between the results
of passive and active Internet measurements, we
obtain access to rare unsolicited network traffic
traces originating from Internet-scale compro-
mised loT devices. To this end, one imperative
output would be to generate malicious loT signa-
tures, which characterize such extracted traces.

These signatures are envisioned to be:

+ Employed on newly incoming darknet ses-
sions to fingerprint unsolicited 10T devices
that have not been previously indexed by
databases such as Shodan and Censys

+ Distributed to local 10T realms where they
can be deployed in traditional intrusion
detection systems (IDSs) to support future
proactive loT inference and mitigation

To mutually support these two objectives, in this
work, we exploit the concept of fuzzy hashing
through tailoring and applying the Context Trig-
gered Piecewise Hashing (CTPH) algorithm [15]
on darknet traces that have been generated by
the inferred unsolicited loT devices. In particu-
lar, the IP header information is utilized in this
context. The CTPH technique is advantageous in
comparison with typical hashing, as it can pro-
vide a percentage of similarity rather than solely
providing a binary output. This is particularly ben-
eficial in the context of the first objective, where
we apply the generated signatures on darknet
traffic traces to verify if they possess some degree
of similarity in comparison to previously obtained
traces per the approach proposed above.

The CTPH algorithm operates only in the cur-
rent context of the input, maintaining its state
based solely on the last few bytes of the data file,
thus producing a pseudo-random value as out-
put. Essentially, the algorithm generates discrete
hashes by dividing the file into multiple segments
and computing hashes for these segments instead
of computing a single hash for the entire file. In
this way, localized segment changes do not affect
the hashes for the rest of the file, and a degree of
similarity can be determined in the case of almost
identical files. The CTPH algorithm employs a roll-
ing hash technique based on Alder32 checksum
[15], which is computed for each data byte in the
concerned file. This process is continuously iter-
ated until all the bytes of the input file have been
processed to generate the final signature. Readers
who are interested in more details related to the
CTPH algorithm are referred to [15].

SHARING OF 10T UNSOLICITED
EMPIRICAL THREAT INFORMATION

Given the lack of real, empirical loT threat infor-
mation, we thought it would be of added value
to make the extracted threat intelligence from
the proposed approach publicly accessible to the
research and operation communities at large. As
shown in Fig. 1, we are currently developing an loT
sharing facility where loT stakeholders (i.e., opera-
tors, researchers, etc.) can have access to (i) raw
loT unsolicited traffic traces to support large-scale
loT data analytics by leveraging such rare empirical
data and (ii) the generated signatures to allow fur-
ther forensic investigations as well as be employed
at local realms for proactive inference and mitiga-
tion. To this end, we currently index the obtained
insights, including near-real-time information related
to Internet-scale compromised loT devices coupled
with their geolocation information as well as the
generated signatures, in an accessible database,
which is available through http://23.100.24.229/
loT-Sec/. This front-end service requires authenti-
cation; thus, we invite interested parties to contact
the authors to gain access to such information.

EMPIRICAL EVALUATION

In this section, we elaborate on the extracted
inferences and insights that have been generat-
ed by employing the approach proposed above.
We exploit passive Internet-scale darknet data in
conjunction with active measurements provided
by Shodan and Censys to infer the presence of
malicious loT devices, which have been deployed
in consumer realms as well as in critical systems.
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Figure 4. Distribution of exploited 10T devices: a) by types; b) by type and region.

In total, we analyzed close to 1.5 TB of darknet
data to verify the infection status of 275,478 loT
devices. The darknet data analyzed was for the
months of November and December 2016 as
well as January and February 2017, whereas the
loT IP addresses were retrieved from Shodan
and Censys for the month of December 2016.
For the sake of this work, we have investigated
five categories of 10T devices, including digital
video recorders (DVRs), webcams, thermostats,
and Bluetooth-enabled devices, in addition to
loT sensors deployed deep in control automa-
tion systems. Figure 3 illustrates the distribution of
analyzed devices within their corresponding cate-
gories. Overall, we extracted close to 165,000 loT
devices deployed in various supervisory control
and data acquisition (SCADA) environments. This
category represents 55 percent of the extracted
devices. DVRs and Bluetooth-enabled IoT devices
were less present, covering close to 26 and 11
percent of the total number of devices, respec-
tively. The remaining 8 percent of investigated
devices were loT webcams and thermostats.

We proceeded by executing the correlation
algorithm between passive and active measure-
ments, as described above. The results unveiled
the presence of almost 14,000 Internet-scale, cur-
rently active compromised loT devices. We also
note that close to 20 percent of such loT devices
were indeed found to be victims of DDoS attacks
compared to those that have been inferred as
generating scanning activities. Indeed, this out-
come validates our intuition that there are a sig-
nificant number of loT devices which are involved
in malicious activities in addition to corroborating
our hypothesis that exploring network telescope
traffic is an effective methodology to shed light on
Internet-scale loT maliciousness.

We proceeded by characterizing such exploit-
ed loT devices as illustrated in Fig. 4a. We
observed that DVRs occupied a significant por-
tion (64.3 percent) of compromised loT devices,
a result which corroborates the exploitation of
such devices earlier this year by the Mirai mal-
ware to launch debilitating DDoS attacks on
Dyn DNS servers, which paralyzed part of the
Internet infrastructure. l1oT devices deployed in
SCADA realms (mostly belonging to building
automation systems, power utilities, and manu-
facturing plants) occupied 28.4 percent of the
total share of unsolicited devices found in the
darknet. IoT webcams, thermostats, and other

Bluetooth-enabled devices were also shown to
be compromised. Indeed, such inferences could
promptly be leveraged by the operational cyber
security community (i.e., loT operators and man-
ufacturers, cyber situational response teams,
etc.) to aid in the rapid notification and thus miti-
gation of such exploitations.

To characterize the hosting environments of
such loT exploitations, we executed geo-location
procedures by employing the MaxMind GeolP2
database (https://www.maxmind.com/en/
geoip2-databases). Our analysis revealed that the
majority of compromised loT devices are located
in Asia followed by Europe and the Americas, as
depicted in Fig. 4b. Asia was found to host a sig-
nificant number of malicious DVRs, while exploit-
ed loT devices deployed in control automation
realms were mostly deployed in Europe and the
Americas. Webcams and thermostats had a sig-
nificantly smaller share when compared to DVRs
and SCADA loT devices, and were distributed
between Asia and Europe. Figure 5 depicts the
worldwide distribution of top countries hosting
exploited loT devices. Intuitively, this outcome is
affected by the selected and investigated loT IP
addresses, the specific darknet data sample that
has been utilized, and the timeframe of the exe-
cuted analysis. We also generate further, more
precise geo-location information such as hosting
organization and ISPs, although we do not expose
such results for sensitivity reasons.

We also generate loT-specific malicious sig-
natures per the proposed approach above by
executing the CTPH algorithm on extracted IP
header information from darknet traffic related
to compromised loT devices. To successfully
achieve this, we leverage an open source imple-
mentation of the algorithm, namely, the ssdeep
utility (http://ssdeep.sourceforge.net/). A sample
of such signatures, related to four different loT
devices, for proof-of-concept purposes is sum-
marized in Table 1. Such signatures render the
first attempt ever to capture notions of loT mali-
ciousness by scrutinizing empirical data. Please
recall that these signatures are postulated to be
deployed on newly incoming darknet traces to
fingerprint newly exploited loT devices that have
not been previously indexed by certain databas-
es such as Shodan and Censys. Moreover, these
signatures could be employed at local loT realms
to aid in the mitigation and thus remediation
objectives.

The initial priorities of
loT vendors have been
focused on providing
novel functionality, get-
ting products to market,
and making loT devices
more accessible and
easier to use. Unfortu-
nately, security concerns
have not received as
much attention.
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From an operational
cyber security perspec-
tive, we continue our
work on developing and
operating the proposed
methodologies in real
time to index and share
the obtained insights
with the research and
security communities at
large, to strongly sup-
port and facilitate loT
security research using
empirical data, and to
aid in the loT remedia-
tion objective at scale.

Canada 6%
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Mexico 3%

o
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Other 3200
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Korea 3%
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Vietnam 13%
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Figure 5. Global distribution of exploited loT devices.

Device type  Signature

DVR 12288:ws|IGM8PFc6fXPWW4cVsBKOGT5gkLXI5aurnzok/Kke:wsIP8i6 PW\WA4cmBKrT5gkzIxrnz9+Kk6

Webcam 3072:60A062altmzOTYfpTY)7JazgVx3BAaTZQzTwcht79+8R+TMWs9Zm2g0ivL)1 p/jRirgFmQyTEJaQmzTwMI982g0YF1l1Va)
Printer 24576:XHI9m8fEgLoZ7EqCOkf7tzH2uF/SD6dcZWEmGOqzHImMBfEgLf:4

Thermostat 6144:cMKa4Umz8VNPTg80mLASTGDs3+5FwnVTF3gGzTkpB/kmBIDRKXY5740M231PL:0V80flow3glAkmQ2318eme/X4AMG6Bb

Table 1. Signatures for fingerprinting unsolicited loT devices.

CONCLUDING REMARKS AND
FUTURE DIRECTIONS

The Internet of Things is an emerging paradigm of
technical, social, and economic significance. Pro-
jections for the impact of loT on the Internet and
economy are impressive, with a plethora of enter-
prises and analysts anticipating billions of connect-
ed loT devices and a global economic impact of
more than $11 trillion by 2025. While loT deploy-
ments in the consumer sector have been receiving
much hype, their corresponding implementations
in critical system settings will undoubtedly provide
massive benefits in terms of increased efficiency
and cost reduction. Nevertheless, the initial priori-
ties of loT vendors have been focused on provid-
ing novel functionality, getting products to market,
and making loT devices more accessible and easier
to use. Unfortunately, security concerns have not
received as much attention. Indeed, the premise of
this article is motivated by the lack of loT-relevant
empirical data, the shortage of loT-specific mali-
cious signatures, and the absence of operational
loT-centric cyber-infrastructure. To this end, this
article leverages a significant amount of real, Inter-
net-scale network telescope traffic coupled with
the results of active measurements to shed light
on loT maliciousness. Correlation algorithms and
methodologies are developed and executed to
infer, characterize, and generate valuable malicious
signatures related to unsolicited and diverse types
of loT devices that have been deployed in consum-
er and critical system sectors.

This work indeed presents a solid foundation on
which future research efforts in this imperative loT
empirical security research area are currently being
planned and pursued. Foremost, a large-scale,
more thorough, empirical characterization ought to
be conducted to deeply comprehend the severity

and magnitude of Internet-wide loT maliciousness.
Additionally, further empirical analysis will be exe-
cuted to understand the nature of the generated
traffic of such compromised loT devices. Data ana-
lytics rooted in machine and deep learning is also
planned to be explored, to provide better charac-
terization and usage of the generated loT malicious
signatures. From an operational cyber security
perspective, we continue our work on developing
and operating the proposed methodologies in real
time to index and share the obtained insights with
the research and security communities at large, to
strongly support and facilitate loT security research
using empirical data and aid in the loT remediation
objective at scale.
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