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Abstract— Existing analog-signal side-channels, such as EM
emanations, are a consequence of current-flow changes that are
dependent on activity inside an electronic circuits. In this paper,
we introduce a new class of side-channels that is a consequence
of impedance changes in switching circuits, and we refer to
it as an impedance-based side-channel. One example of such a
side-channel is when digital logic activity causes incoming EM
signals to be modulated as they are reflected (backscattered), at
frequencies that depend on both the incoming EM signal and
the circuit activity. This can cause EM interference or leakage
of sensitive information, but it can also be leveraged for RFID
tag design.

In this paper, we first introduce a new class of side-channels
that is a consequence of impedance differences in switching
circuits, and we refer to it as an impedance-based side-channel.
Then, we demonstrate that the impedance difference between
transistor gates in the high-state and in the low-state changes
the radar cross section (RCS) and modulates the backscattered
signal. Furthermore, we have investigated the possibility of im-
plementing the proposed RFID on ASIC for signal enhancement.
Finally, we propose a digital circuit that can be used as a
semi-passive RFID tag. To illustrate the adaptability of the
proposed RFID, we have designed a variety of RFID applications
across carrier frequencies at 5.8 GHz, 17.46 GHz, and 26.5
GHz to demonstrate flexible carrier frequency selection and bit
configuration.

Index Terms— Radio frequency identification, RFID tags, EM
side-channels, impedance-based side-channels.

I. INTRODUCTION

Radio-frequency identification (RFID) and near-field com-

munication (NFC) have been widely used in everyday life.

Radio-frequency identification is typically used in supply

chain management, asset tracking, data exchange, telemetry,

access control, etc. [1]–[9] and has market that is worth several

billion dollars today and is expected to grow > 10 % per year

[10]. On the other hand, near-field communication (NFC), also

referred to as inductive-coupled RFID, is extensively used for

promotional marketing, smart posters, security, files exchange,

contactless payment, etc. [11] and has market that is expected

to reach USD 47.43 billion by 2024 [12].

There are two main classes of RFID tags: chip-based, which

use an integrated circuit (IC) chip to store tag information

[8], [13]–[15], and chipless, which use the electromagnetic
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signature of the all-passive tag substrate to store the informa-

tion [16]–[18]. The RFIDs can also be classified as passive,

semi-passive, and active depending on whether the tag uses

electromagnetic sources for power and communication, uses

battery power for only its IC circuits, or uses battery power

for both IC circuits and communication.

In this paper, we first introduce a new class of side-channels

that is a consequence of impedance differences in switching

circuits, and we refer to it as an impedance-based side-

channel. Then, we demonstrate that the impedance difference

between transistor gates in the high-state and in the low-

state changes the radar cross section (RCS) and modulates the

backscattered signal and propose a digital circuit that can be

used as a semi-passive RFID tag. We implement this RFID tag

in FPGA as a proof of concept. Proposed tag can be directly

used in state-of-the-art smartphones such as Apple iPhone 7

and Samsung Galaxy S5 [19] that already have an FPGA board

as a replacement for near-field communication (NFC) chips.

More importantly, this approach opens up new possibilities for

RFID designers to experiment with impedances of transistors

switching from high-state to low-state and further optimize

this transmission mechanism in ASIC designs. We have inves-

tigated the possibility of implementing the proposed RFID on

ASIC for backscatter signal enhancement. Simulation results

show that a 30 dB enhancement can be achieved by optimizing

logic gates’ impedances.

To illustrate flexibility of this design (circuit can be easily

reprogrammed) we have interrogated the proposed RFID tag at

the following frequencies: 1) 5.8 GHz, a frequency typically

used for RFID communications, 2) 17.46 GHz, a frequency

that we have identified to have the highest signal-to-noise

ratio (SNR), and 3) 26.5 GHz, a frequency that can be

used for 5G wireless communications. Additionally, we have

designed a variety of RFID applications to demonstrate flexible

bit-configuration. State-of-the-art RFID tags are selected to

compare to our RFID applications, which include: static IDs

with 6, 12, and 36 bits, multi-bit (4, 8, and 12 bits) dynamic

RFID tag, and single-bit dynamic RFID tag.

The proposed static ID configurations can transmit up

to 36 bits simultaneously and provide up to 68.7 billion

(236) combinations of unique IDs, whereas existing RFID

tags with computational chips [20]–[22] can only transmit

1 bit simultaneously. The number and pattern of bits are

fully re-configurable. This flexible bit design does not occupy

additional space on the printed circuit board of the FPGA as

the number of bits increases.

The proposed dynamic RFID tags with 4 bits, 8 bits, and 12


















