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Abstract—Due to the complexity and volume, outsourcing ciphertexts to a cloud is deemed to be one of the most effective approaches
for big data storage and access. Nevertheless, verifying the access legitimacy of a user and securely updating a ciphertext in the cloud
based on a new access policy designated by the data owner are two critical challenges to make cloud-based big data storage practical
and effective. Traditional approaches either completely ignore the issue of access policy update or delegate the update to a third party
authority; but in practice, access policy update is important for enhancing security and dealing with the dynamism caused by user join
and leave activities. In this paper, we propose a secure and verifiable access control scheme based on the NTRU cryptosystem for big
data storage in clouds. We first propose a new NTRU decryption algorithm to overcome the decryption failures of the original NTRU,
and then detail our scheme and analyze its correctness, security strengths, and computational efficiency. Our scheme allows the cloud
server to efficiently update the ciphertext when a new access policy is specified by the data owner, who is also able to validate the
update to counter against cheating behaviors of the cloud. It also enables (i) the data owner and eligible users to effectively verify the
legitimacy of a user for accessing the data, and (ji) a user to validate the information provided by other users for correct plaintext
recovery. Rigorous analysis indicates that our scheme can prevent eligible users from cheating and resist various attacks such as the

collusion attack.

Index Terms—Big data storage, access control, the NTRU cryptosystem, secret sharing, access policy update, cloud computing

1 INTRODUCTION

BIG data is a high volume, and/or high velocity, high
variety information asset, which requires new forms of
processing to enable enhanced decision making, insight dis-
covery, and process optimization [1]. Due to its complexity
and large volume, managing big data using on hand data-
base management tools is difficult. An effective solution is
to outsource the data to a cloud server that has the capabili-
ties of storing big data and processing users’ access requests
in an efficient manner. For example in e-health applications,
the genome information should be securely stored in an
e-health cloud as a single sequenced human genome is
around 140 gigabytes in size [2], [3]. However, when a data
owner outsources its data to a cloud, sensitive information
may be disclosed because the cloud server is not trusted;
therefore typically the ciphertext of the data is stored in the
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could. But how to update the ciphertext stored in a cloud
when a new access policy is designated by the data owner
and how to verify the legitimacy of a user who intends to
access the data are still of great concerns.

Most existing approaches for securing the outsourced big
data in clouds are based on either atfributed-based encryption
(ABE) or secret sharing. ABE based approaches [4], 5], [6], [7],
[81, [9], [10], [11] provide the flexibility for a data owner to
predefine the set of users who are eligible for accessing the
data but they suffer from the high complexity of efficiently
updating the access policy and ciphertext. Secret sharing
[11],[12], [13], [14], [15], [16], [17] mechanisms allow a secret
to be shared and reconstructed by certain number of cooper-
ative users but they typically employ asymmetric public key
cryptograph such as RSA for users’ legitimacy verification,
which incur high computational overhead. Moreover, it is
also a challenging issue to dynamically and efficiently
update the access policies according to the new requirements
of the data owners in secret sharing approaches.

As a data owner typically does not backup its data locally
after outsourcing the data to a cloud, it cannot easily man-
age the data stored in the cloud. Besides, as more and more
companies and organizations are using clouds to store their
data, it becomes more challenging and critical to deal with
the issue of access policy update for enhancing security and
dealing with the dynamism caused by the users’ join and
leave activities. To the best of our knowledge, policy update
for outsourced big data storage in clouds has never been
considered by the existing research [13], [17], [18], [19], [20].

Another challenging issue is how to verify the legitimacy
of the users accessing the outsourced data in clouds. Existing
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schemes proposed in [7], [8], [10], [21] do not support user
eligibility verification. On the other hand, verifiable secret
sharing based schemes rely on RSA [13], [14], [15] for access
legitimacy verification. As multiple users need to mutually
verify each other using multiple RSA operations, such a pro-
cedure has a high computational overhead. Furthermore, the
classic asymmetric crypto solutions such as RSA could be
broken by quantum computing in the near future. This is not
a science fiction as in 2015 IBM brought quantum computing
closer to reality [22], making it urgent to exploit new techni-
ques for quantum computing attack resistance. The NTRU
cryptosystem is a type of lattice-based cryptography [23],
[24], [25], and its security is based on the shortest vector
problem (SVP) in a lattice [26]. The major advantages of
NTRU are quantum computing attack resistance and light-
ing fast computation capability. However, NTRU suffers
from the problem of decryption failures [27], [28], [29], [30].

The considerations mentioned above motivate us to
develop a verifiable access control scheme for securing the
big data stored in clouds, tackling the challenges of the fol-
lowing security services:

e Security. The proposed scheme should be able to
defend against various attacks such as the collusion
attack. Meanwhile, access policy update should not
break the security of the data storage, disclose sensi-
tive information about the data owner, and cause
any new security problem.

e Verification. When a user needs to decrypt a stored
ciphertext, its access legitimacy should be verified by
other participating users and the secret shares
obtained from other users must be validated for cor-
rect recovery.

e  Authorization. To reduce the risk of information leak-
age, a user should obtain authorization from the
data owner for accessing the encrypted data.

In this paper, we first propose an improved NTRU cryp-
tosystem to overcome the decryption failures of the original
NTRU. Then we design a secure and verifiable scheme
based on the improved NTRU and secret sharing for big
data storage. The cloud server can directly update the
stored ciphertext without decryption based on the new
access policy specified by the data owner, who is able to val-
idate the update at the cloud. The proposed scheme can ver-
ify the shared secret information to prevent users from
cheating and can counter various attacks such as the collu-
sion attack. It is also deemed to be secure with respect to
quantum computing attacks due to NTRU. The multi-fold
contributions of the paper can be summarized as follows:

e We propose a new NTRU decryption procedure to
overcome the decryption failures of the original
NTRU without reducing the security strength of
NTRU.

e We propose a secure and verifiable access control
scheme to protect the big data stored in a cloud. The
scheme can verify a user’s access legitimacy and vali-
date the information provided by other users for cor-
rect plaintext recovery.

e We devise an efficient and verifiable method to
update the ciphertext stored in clouds without
increasing any risk when the access policy is dynami-
cally changed by the data owner for various reasons.
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Fig. 1. An example application of big data storage in banking.

e We prove the correctness of the proposed scheme
and investigate its efficiency and security strength.
Particularly, we demonstrate that our scheme can
resist various attacks such as the collusion attack via
arigorous analysis.

The rest of the paper is organized as follows. Section 2
introduces the motivation and the related work. Section 3
presents our system model, security model, and the prelimi-
nary knowledge employed by our scheme. Section 4 proposes
an improved NTRU cryptosystem to overcome the decryp-
tion failures of the original NTRU cryptosystm. Section 5
details our secret sharing based scheme for big data storage in
clouds. The correctness, security properties, and performance
of our proposed scheme are elaborated in Section 6. Conclu-
sions and future work are discussed in Section 7.

2 MoTIVATION AND RELATED WORK

2.1 Motivation
In this information era, companies and organizations are
facing a challenging problem of effectively managing their
complex data. As the development of cloud storage, out-
sourcing the data to a cloud is an appropriate approach.
Generally speaking, clouds can be classified into two major
categories: i) public clouds with each being a multi-tenant
environment shared with a number of other tenants, and ii)
private clouds with each being a single-tenant environment
dedicated to a single tenant. For example, the IBM cloud
was proposed as a public one for the data management of
banking [31]. When a bank stores its data in the could server
as shown in Fig. 1, only its legal staff members have the
rights to access the stored data. Typically the bank system
contains many sensitive and private consumer information.
In order to reduce the risk of information leakage, the access
right of an employee should be properly restricted, and a
single employee should not be allowed to reveal the data by
itself without obtaining the authorization from other users;
that is, recovering the data requires to get the authorization
of multiple employees. Moreover, the bank should be able
to update the access policies for the stored data in a
dynamic and efficient manner. Similarly, military applica-
tions can utilize a private cloud to store their complex data
as shown in Fig. 2. Since the data is confidential, a military
member, who needs to access the data, must pass the verifi-
cation of its legitimacy and receive the authorization from
multiple relevant departments. Besides, the military should
be able to dynamically and efficiently update its access
polices based on the changing requirements.

Such applications usually require the data tobe stored in a
cloud in ciphertext format, and the access of the data by a
user requires multiple other users to verify the access
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Fig. 2. An example application of big data storage in military.

legitimacy of the user. Therefore in this paper we propose a
secure and verifiable access control scheme for big data stor-
age to tackle the following challenges: i) how to securely
store the data in a cloud server and distribute the shares of
the access right to all legitimate users of the data? ii) how to
verify the legitimacy of a user for accessing the data? iii) how
to recover the plaintext data when the access right needs to
be jointly granted by multiple users? and iv) how to dynami-
cally and efficiently update the ciphertext in the cloud when
the access policy of the data is changed by the data owner?
To overcome these challenges, we make use of the following
techniques in the design of our secure and verifiable access
control scheme for big data storage. First, a plaintext data is
bound to a secret that is shared by all legitimate users of the
data based on (¢, n)-threshold secret sharing, and a message
certificate is computed for the data based on the NTRU
encryption; the ciphertext is produced from both the shared
secret and the message certificate. Second, the legitimacy of a
user for accessing the data is verified by both the data owner
and at least t — 1 other legal users of the data, and the infor-
mation provided by other users for the plaintext recovery
needs to be validated by the user to prevent against cheating
behaviors. Third, the plaintext data can be obtained when at
leastt — 1 other users participate in the recovery process and
provide correct information for the data recovery, based on
(t,n)-threshold secret sharing. Last, the access policy of the
data and the secret shares bound to the data can be dynami-
cally changed by the data owner, and the update of the
ciphertext is conducted by the cloud server without the need
of downloading the previous ciphertext from the cloud to
the data owner. Meanwhile, the data owner is able to verify
whether the ciphertext stored in the cloud is correctly
updated.

2.2 Related Work
Because big data frequently contains a huge amount of per-
sonal identifiable information, how to securely store the
data and how to provide access control over the stored data
are two biggest challenges [32]. In this section, we mainly
summarize the state-of-the-art of securing the big data
stored in clouds.

Outsourcing to clouds is one of the most popular
approaches to securing the big data storage [33], [34], [35],
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in which the data owners encrypt their data based on cryp-
tographic primitives and store the encrypted data to the
clouds. In outsourcing, a secure mechanism should be
established between a data owner and a cloud. In order for
the cloud to perform operations over the encrypted data,
“Fully Homomorphic Encryption” (FHE) [36] was usually
adopted, which allows direct addition and multiplication
operations over the ciphertexts while preserving decrypt-
ability. Homomorphic encryption was also applied to guar-
antee the security of data storage [37], [38]. Nevertheless, it
is an immature cryptosystem, and is extremely inefficient in
practice, which renders it hardly applicable in real world
applications. Securely outsourcing big data computations to
the clouds was also extensively studied [39], [40], [41] but
this topic is out of the scope of the paper.

Adequate access control is key to protect the stored data.
Access control has traditionally been provided by operating
systems or applications restricting access to the information,
which typically exposes all the information if the system or
application is hacked [42]. A better approach is to protect
the information using encryption that only allows decryp-
tion by authorized entities. Attribute-Based Encryption
(ABE) [4], [7], [8], [10], [11] is one of the most powerful tech-
niques for access control in cloud storage systems. In the
past years, quite a few attribute-based access control
schemes [19], [20], [43], [44] were proposed, in which the
data owners define the access policies based on the attrib-
utes required by the data and encrypt the data based on the
access policies. By this way the data owners are able to
ensure that only the users meeting the access policies can
decrypt the ciphertexts. However, it is difficult to update
the policies when these ABE based schemes are applied
because the data owners do not store the data in their local
systems once they outsource the data into the cloud servers.
It is also difficult to verify the legitimacy of the downloaded
data as the clouds housing the data are not trustworthy.
Besides, the operations of encryption and decryption in
ABE have a high computational overhead and incur a large
energy consumption.

Secret sharing [45] is another powerful technique to pro-
tect the big data in cloud storage. The most related work to
our proposed scheme are [14] and [15], whose verification
procedure can resist potential attacks such as collusion and
cheating. In [15], two schemes were proposed, namely
Scheme-I and Scheme-II, based on the homogeneous linear
recursion and the RSA cryptosystem, in which the homoge-
neous linear recursion is used to construct the secret share
and reconstruct the secret, and RSA is used to verify the
users’ access legitimacy. The difference between these two
schemes lies in that the users in Scheme-I mutually verify
each other’s legitimacy without seeking help from public
values while in Scheme-II the users need the help of public
values. In [14], the authors presented a verifiable multi-
secret sharing scheme based on cellular automata, which is
used to construct the secret share and reconstruct the secret
with a linear computational complexity, and the RSA cypto-
system, which is used for verification. In these schemes, as
multiple users mutually verify each other using multiple
RSA operations, a very high computational overhead
occurs. In addition, the classic asymmetric crypto solutions
would be broken by quantum computing; that is, these
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traditional verification methods cannot satisfy the verifica-
tion requirements with respect to quantum computing,
which is made closer to reality by IBM in 2015 [22]. Thus we
need to seek new verification methods to meet the future
requirements. For this purpose, we utilize the NTRU cryp-
tosystem to counter the quantum computing attacks in the
design of our proposed scheme.

Delegation is a popular approach for policy update. In
[7], a user generates a new private key using its previous
private key, and then delegates the new private key to a
local authority for access policy update. In [46], a procedure
called “ciphertext delegation” was designed for the third
party to ‘re-encrypt’ the ciphertext to a more restrictive pol-
icy using only public information. These two approaches
cannot satisfy our security requirements because they dele-
gate the private key/ciphertext for a new access policy that
is more restrictive than the old one—in our perspective, the
access policy to a ciphertext might need to be relaxed as
time goes for many real world applications. Therefore in
our design, we allow the new access policy designated by
the data owner to be independent than the previous one,
and the ciphertext is updated by the cloud based on the
new access policy.

Fig. 3. System model.

3 MODELS AND PRELIMINARIES

3.1 System Model

We consider a cloud storage system that is applicable for
both public and private clouds as shown in Fig. 3. It consists
of the following three types of entities: cloud server, data
owner (owners), and data user (users).

Cloud Server. A cloud server provides spaces for data
owners to store their outsourced ciphertext data that can be
retrieved by the users. It is also responsible for updating the
ciphertexts when the data owner changes its access policy.

Owners. A data owner designates the access policy for its
data, encrypts the data based on the access policy before
outsourcing the data to the cdoud server, and requests the
cloud server to update the encrypted data when a new
access policy is adopted. It can also check whether the
ciphertext at the cloud server is correctly updated.

Users. Each user is assigned with a sub-key for an
encrypted data the user is eligible to access. In order to
decrypt the ciphertext, the user’s eligibility must be verified
by at least ¢ — 1 other users that are also eligible to access
the data. The information provided by the ¢t — 1 verifiers
must be validated by the user for correct message decryp-
tion based on the (t, n)-threshold secret sharing.

For a piece of data to be stored in a cloud, the data owner
generates a public key and privacy key pair, defines an
access policy, and computes a sub-key for each potential
user based on the policy. Then, the data owner produces a
message certificate for the data, and stores the encrypted
data with the access policy in the cloud. When a user needs
to use the data, it solicits help from other users to recover
the data. The cloud server can update the encrypted data
with a new policy is designated by the data owner.

The access policy is defined by a ¢t — 1 degree polynomial
b(z) = by + Y.i=) b;z’ in this paper. Spedifically, the data
owner splits the access right of an encrypted plaintext into
n pieces for n users, with one piece for each legitimate user
of the data. A user can recover the plaintext data if and only
if it obtains the message certificate from the data owner and
holds at least ¢ pieces of the access rights (with the help of at
least ¢ — 1 other legal users), where ¢ is a threshold desig-
nated by the data owner for access control based on
(¢, n)-threshold secret sharing.

3.2 Adversarial Model and Security Objectives
We assume that the cloud server honestly follows the proto-
col, i.e, it sends the ciphertext to a user when receiving a
request from the user, and updates the ciphertext in its stor-
age when requested by the owner of the data. The data own-
ers do not have incentives to cheat the end users as their
goals are to secure the data stored in the cloud server, but
one data owner may intend to recover the data belonging to
a different data owner. The users do not have to be honest,
i.e, they may have different cheating behaviors. For
example, a user may provide incorrect information for
the decryption of a ciphertext by other users, causing the
decryption to fail; multiple users may collude to reveal the
message; a user may forge a message certificate; just to
name a few.

We intend to achieve the following security objectives
when designing our access control scheme for big data stor-
age in clouds:

e Data confidentiality. The outsourced data must be
protected from eavesdropping attacks during
upload, download, update, and retrieval of the data.

e Verification. The legitimacy of any user to access the
data must be verifiable; the information provided by
any user for plaintext recovery must be validated.

e Attackresistance. The proposed scheme must be able
to counter potential attacks (cheating, collusion
attacks, forging attacks, etc.) launched by misbehav-
ing users and ad versaries.

3.3 Preliminaries
In this section, we introduce the following two crypto-
graphic primitives: NTRU and secret sharing. For better
elaboration, we present the notations and their semantic
meanings in Table 1.

3.3.1 The NTRU Cryptosystem

The NTRU cryptosystem is based on the shortest vector
problem in a lattice that makes it lightning fast and resistant
to quantum computing attacks. It has been proved to
be faster than RSA [28], [29]. In this section, we briefly



HU ET AL.: A SECURE AND VERIFIABLE ACCESS CONTROL SCHEME FOR BIG DATA STORAGE IN CLOUDS 345

TABLE 1
The Notations and Their Semantic Meanings
Notations means
D The data owner
U; Theithuser,1 <i <n
id The id of a user
{H H} Two one-way hash functions
(h.f) A pair of keys, with i being the public key
and f being the private key.
S The set of M messages S = {5y, Sa, ..., S}
R Risaring ie, R = Z[X]/(X" —1)
D,q Two integers in R
; A polynomial in R
g A polynomial in Z[X]/(q, X" — 1)
T A polynomial in Z[X]/(p, XY —1)
fa A polynomial in Z[X]/(g, X" — 1)
Ly The set of polynomials in R
Ly The set of polynomialsin R
AES Advanced Encryption Standard

introduce NTRU, and refer the interested readers to [27] and
[26] for more details.

NTRU consists of three integer parameters (V,p, q) and
four sets Ly, L,, Ly and L,, of polynomials of degree N — 1
with integer coefficients. Note that p and ¢ are not required
to be prime, but they should simultaneously meet the fol-
lowing two criterions: ged(p, g) = 1and ¢ > p. NTRU works
in the ring R = Z[X]/(XN —1), and Ly, L,, Ly and L,, are
defined in R whose selection criteria are detailed in [26].
Any element f € Ly can be expressed as a polynomial or a
vector as follows:

N-1

f=zf‘m§=[fﬂ:fl:'--

i=0

:fN—lI- (1)

We use * to denote the convolution multiplication of two
polynomials f and g in R, which can be computed via

K N-1
frg=h with k=) figei+ > fignirs, @
i=()

i=k+1

where k € [0, N — 1]. Note that when we do a multiplication
of two polynomials modulo 4, we mean to reduce the coeffi-
cients of the product modulo g.

NTRU implements the following three basic functions.
For better presentation, we use Alice and Bob to repre-
sent the two entities for encrypting and decrypting a
message.

e  Key Generation: To create his public and private keys,
Bob randomly chooses two polynomials g € L, and
f € Ly, in which f is his private key and is required
to have inverse modulo g and inverse modulo p. Let
fq and f, respectively denote the inverse modulo ¢
and the inverse modulo p of f, which are formally
defined as follows:

fo¥f=1(mod g) and f,*f=1(mod p). (3)

For any properly selected f, it is easy to compute f,
and f, via the euclidean algorithm. Then Bob

computes his public key h according to (4), and pub-
lishes his public parameters {p, q, h}

h = f;*g (mod g). 4)

e  Encryption: Assume that Alice wants to send a mes-
sage m to Bob, she needs to first convert m into a
polynomial in L,,. For simplicity, we use m to denote
the polynomial representation of m in L,, too. Then
she randomly chooses a polynomial ¢ € Ly, encrypts
m using Bob’s public key h according to (5), and
sends the encrypted message e to Bob

e=p¢*h+m(mod q). (5)

e Decryption: Bob receives the encrypted message e
from Alice, and decrypts it using his private key f
and the inverse of f module p,i.e., f,, via

a=e* f(mod g). (6)
m = a* f, (mod p). (7

Remarks. In NTRU, if the system parameters are properly
selected, the probability of correctly recovering the plain-
text message is extremely high; otherwise, the probability
of decryption failures is extremely high. There are two
types of decryption failures: the Wrap failure and the Gap
failure, which will be discussed in Section 4.

3.3.2 Secret Sharing Scheme

Secret sharing schemes have been extensively studied [13],
[17], ever since its development by Shamir [45] and Blakley
[47] in 1979. Generally speaking, secret sharing can be
briefly described as follows. In the context of a dealer sharing
a secret with a number of users Uy, ..., U,, a user learns the
secret if and only if it can cooperate with at least ¢ — 1 other
users (on sharing what they learn from the dealer), where
t < nis a pre-determined parameter. The secret to be shared
by the dealer and the users is s € GF(p,), where p; > N.
Each user U; holds a secret key k; € GF(p1), which is only
known by U; and the dealer.

The dealer follows a two-step process. First, it constructs
a polynomial function F(z) of degree t—1 shown as
follows:

t—1
F(z) = s+zujm?, ®)
=1

by randomly choosing each p; ii.d. with a uniform dis-
tribution from GF(p,). Note that all (addition and multi-
plication) operations used in (8) is modular arithmetic
(defined over GF(p)) as opposed to real arithmetic.
Also note that s is the constant component of F(z)—i.e.,
s = F(0). Then, in the second step, the dealer transmits
to each U; a shared secret s; = F(z;), where z; is a ran-
dom number selected by U; for sharing the secret s and
is sent to the dealer via the secure channel protected by
the shared key k;.

We now show how ¢ or more users can cooperate to
recover s by sharing the secrets received from the dealer.
Without loss of generality, let Uy, ..., U, be the cooperating
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users. These t users can reconstruct the secret s =
s1 = F(z1),...,s = F(z;) by computing

F(0) from

i 0- I
s=F(0) = 85 i (9
Note that the cumulative product in (9) is essentially the
Lagrange coefficient. The correctness of (9) can be easily ver-
ified based on the definition of F(z).

In secret sharing, a user may cheat when recovering
the secret s. For example, a user U; may provide an incor-
rect s;, making the recovery of s fail. In order to overcome
this problem, verifiable secret sharing schemes [13], [14],
[15] have been proposed, which are mainly based on the
RSA cryptosystem that incurs high computational over-
head. In this paper, we propose a new validation method
to prevent a user from submitting fake information for
the correct message recovery based on the NTRU

cryptosystem.

4 AN IMPROVED NTRU CRYPTOSYSTEM

As reported in Section 3.3.1, there exist two types of
decryption failures in NTRU: the Wrap failure and the
Gap failure. In other words, the decryption process of
NTRU cannot always output a correct decrypted message.
To overcome this problem, we propose an improved
NTRU crytosystem in this section. To proceed, we first
analyze the reasons of the decryption failures in the origi-
nal NTRU. When a ciphertext e = p¢* h+ m (mod gq) is
received, it is decrypted according to the following two
steps:

1) Computea=e* f(mod g);

2) Calculate m’ = a* f, (mod p).

As analyzed in [48], the NTRU decryption could cor-
rectly recover the plaintext m if a = (ag,a1,a9,...,an-1)
remains unchanged after the module ¢ operaticm in step 1.
This indicates that as long as a; €(—%,3), i=0,
1,...,N —1, before the mod ¢ operation, m can be correctly
recovered. If there is at least one ¢; with |a;| > £, the Wrap
failure could happen, resulting in m’ # m with a high prob-
ability; if maxp<i<y—1{a;} —ming<<n_1{a;} > ¢ the Gap
failure could happen, leading to m' # m with a high proba-
bility. From the above analysis, one can see that the Gap fail-
ure leads to the Wrap failure and that overcoming the Wrap
failure can also getting rid of the Gap failure.

In order to overcome the Wrap failure, we propose the
following improved NTRU decryption algorithm. For a =
exf=ppsxh* f+m=f, we first figure out I' =max
{Emﬂ:‘(()gigg\u’_l {a,g}l, Imhmi;'gj\f_l{ﬂ:g}f} in a, and then compute
= |z5|. If 7= 0, which implies that each a; € (—%,9) in g,
we can decrypt e to get m via the traditional approach; oth-
erwise, we adjust a to obtain o’ = a — ¢V — @ — ... — 7,

where b c'z),. i

= (cﬂ ,c1 : .,cg)_l}ferj= [T ..

Next, we present how to select the adjusting vectors
{cV,c? ..., P}, Consider any a; € a. Let y = L;i}‘gj There
are two cases:

,c'” are the adjusting vectors and
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If a >0, it can be

e Case 1: denoted by

a; =Ly + A" where 0< " < & There are

two sub-cases:

- Case 1-1: If y=10, we have a. = a;; then set
) = @ = @ = (% — 0.

- CaselZlfy)lsetr’“i—c”= =c§Y)=9;—l
and " =...=d? = 0;thend, = ¢, — ) —
_____c{r) {r+l)

e Case 2: If ag; < U, it can be denoted as a; =

—2Ly 4", where —2 < 7™ < 0. There also

exist two sub-cases:

- Case 2-1: If y=0, we have a =a; set
NOTIN . B S T

= Case 2-2: If y>=1, set c” CEE)=---—_— r:i”:
—&! and P =... = ,E = 0; then we have
@ ma—c @ c?’“).

After applying the above process to all a;’s, we obtain o’
whose elements are guaranteed to be in (—£,%). Then the
decryption procedure can be formalized by the following
four steps:

1) Computea = e* f;

2) Calculate the adjusting vectors c®) ¢ ... ¢

according to the procedure described above,

3) Computed =a—cV) —c® —...—¢9;

4) Computem’ =a'* f, + z;=1 cY « fp (mod p).

Note that the adjusting veeters cD,e@, ... e can guar-
antee that any value in o’ isin (—£,3); therefore the modular
g operation in the first step of the original NTRU decryption
is not needed. The plaintext message m can be correctly
recovered in the last step because o' * f, = p@* h * fx f, +
m*f*fp—c(l)*fp—cm*fp —---—c(‘)*f_,,:m* f*fa—
s f,—c® x f, —--— @ « £, (mod p). The pseudo-code
of the improved NTRU decryption is presented in Algo-
rithm 1. Combining with the original NTRU encryption we
obtain an improved NTRU cryptosystem that can success-
fully get rid of the two types of decryption failures.

Theorem 1. The improved NTRU cryptosystem correctly over-
comes the Wrap failure and the Gap failure in the decryption
procedure of the original NTRLI.

Proof. According to [48] and our own analysis mentioned
above, one can see that the root cause of the Gap failure
and the Wrap failure in the original NTRU decryption is
that |[a;| > g/2 exists for some a; in a=ex* f. Our
improved NTRU decryption procedure first computes o’
from a to ensure that —¢ < a; < % for Va; € a. Then the
original message m is recovered by computing
ax*f+eY*fp+---+c® % f, (mod p)

Considering the four steps of the improved NTRU
decryption, we notice that the first three steps can guar-
antee that no Gap or Wrap failure occurs during the com-
putation of a’. The last step recovers m from o’ and the
adjusting vectors {c!) ¢ ... 7}, which does not
introduce the Gap failure and the Wrap failure. This
completes the proof. O

Theorem 2. The improved NTRU cryptosystem does not reduce
the security strength of the original NTRLL
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Proof. Our improved NTRU cryptosystem consists of the
original encryption and the proposed improved decryp-
tion algorithm. Thus, proving this theorem is equivalent to
showing that our improved decryption cannot reduce the
security strength of the original NTRU. This can be ana-
lyzed from the following two aspects. First, similar to the
original NTRU, our improved NTRU is also based on the
shortest vector problem in a lattice. Second, the improved
decryption gets rid of the Gap failure and the Wrap failure
to correctly recover the original message m without reveal-
ing any sensitive information as the decryptor computes
the adjusting vectors and keeps them to itself, which
implies that the improved decryption procedure is as
secure as the original NTRU decryption. Therefore we
claim that the improved NTRU cryptosystem does not
reduce the security strength of the original NTRU. ]

An instance of decryption failure of the original NTRU
cryptosystem is shown in Appendix. We also demonstrate
that the improved NTRU cryptosystem can successfully
decrypt the ciphertext for the same example.

Algorithm 1. The Improved NTRU Decryption

1: Input: cipher text ¢, secret key {f, f, }-
2: Output: plaintext m;
3: The decryptor computesa = e * f;
4: T = max{|maxo<;cn—1{a: }], [ming<icv—1{a:i} };
5 r=|T;
6: fr=0
70 m=axf, (mod p).
8: Else
9 For0<i<N-1,
10: Compute y = Uﬁ.ﬂ ;
11z fy=0
12: ﬂ,; :(:[.I-a‘l'ldcglJ :cEQJ :“-:CET) :[);
13: Elselfa; >0
14: a; = a; — 5;—1}/;
]5‘ (_j{.IJ :('G.’1 :“.:((?) :g—_l_
* i “i i i
16: Pt g JY
17: At 0:
. i 4 ’
18: Else
19: d =a;+%5y;
20: (_:gl) = (_j(.g.] — .= (_[(.y) = —g;—l‘
21: ¢t = g )
22: = =Y =
" 1 T ’
23: EndIf
24: EndFor

25: m'=a*f+cx fy+ 0+« f, (mod p);
26: EndlIf
27: QOutput plaintext m/.

5 THE PROPOSED SCHEME

Let B be the set of users that are eligible to access the out-
sourced sensitive data in the cloud. Assume that U; € B is
a user who needs to use the data. According to the access
policy, at least ¢ — 1 other users in B should participate in
the processes of verifying U;s eligibility and obtaining
the data for U;. To achieve this objective, we propose a
secure and verifiable access control scheme for the big

data storage in a cloud server in this section. Our scheme
consists of the following four stages: i) Setup: the data
owner initializes the system to generate the public and
private keys via the improved NTRU cryptosystem; ii)
Construction: the data owner generates a sub-key for
each user in B, produces a message certificate for each
message, and stores the data securely in the cloud server;
iii) Reconstruction: the user U; and ¢ — 1 other users in B
mutually verify each other and work together to help U;
reconstruct the data; iv) Policy update: the cloud server
instead of the data owner updates the encrypted data
with a new policy if needed.

5.1 Setup

A data owner has a set of messages S = {51, 5, ..., Sy} for
cloud storage, with M being the total number of messages
in 5. At the setup stage, the data owner generates its public
key h and private key f according to the improved NTRU
cryptosystem and then initializes the system according to
the process presented in Algorithm 2.

Algorithm 2. Initialization

1: Chooses three integer parameters (N, p, q) satisfying
ged(p,g) =1land g > p;

2: Chooses four sets Ly, L,, Lg, L,, of polynomials of degree
N — 1in R with integer coefficients;

3: Generates the key pair (f, h) according to the improved
NTRU cryptosystem, where f is the private key and
h is the corresponding public key;

4: Selects two one-way hash functions H; and H;

5: Publishes {p, ¢, h} and the selection criteria of { Ly, L, }.

5.2 Construction

The data owner constructs a sub-key for each legitimate
user in B, generates a certificate for each message in S, and
stores the encrypted data into the cloud server.

5.2.1 Sub-Key Construction

The data owner randomly generates t different integers
bo,bu,...,bi—1, where b€ Z[X]/(XVN -1) for j=0,1,
...,t =1, and uses them as coefficients to construct the
following ¢ — 1 degree polynomial b(x)

i—1
b(x) = b+ _ b, (10)
=1

Each user U; chooses a random integer r;, encrypts r; using
the data owner's public key h to get the ciphertext
v; =pp+h+r; (mod ¢), and then sends {id;, H(r;), v} to
the data owner.

When the data owner receives the ciphertext v;, it
decrypts it using its private key f to get the plaintext r.
Then the data owner checks the following two conditions: i)
H(rl) = H(r;) for the user U;; and ii) r; # r, for the user U;
and any user U, who has received a sub-key from the data
owner. If condition i) cannot hold, the message is falsified
during transmission and it could be sent again; if condition
ii) cannot hold, the data owner requests the user U; to
choose a different secret number and repeat the procedure
to compute a sub-key for U;.
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If the two conditions hold true for U;, the data owner
calculates H(id;||r;) and generates the sub-key z; for U;
using (11). Then the data owner securely broadcasts
{id;, x;, H(id;||r;)} to all the users in B

z; = b(r;) = i b; - (ﬁ')j-

=0

(11)

5.2.2 Message Certificate Construction

In order to validate the users in B for their legitimacy of
accessing the data in S and to prevent against the cheating
behaviors of the users, the data owner computes a certificate
for each message in S according to the following procedure:
the data ownmer first randomly chooses the parameters
¢eLly and e={ey,...,ej...,enr}, where e;€ Z[X]/
(X" — 1); then it generates the certificate (e;, d;) for message
S; € Sby (12), where1 < j < M,

dj = po* [+ e; (mod g), (12)

and finally, the data owner publishes e= {e;,es,...,
€j,-.., e} to all usersin B.

5.2.3 Data Encryption

Before outsourcing the data to the cloud server, the data
owner computes a set of ciphertexts K = {ki,ko,...,
kj,...,ku} for the messages in § = {51,55,...,5;,..., Su}
according to (13), where £; is the ciphertext of S;

Then the data owner keeps H;(S;) to itself and stores k;,
j=1,2,..., M,in the cloud server.

The construction operations in Sections 5.2.1, 5.2.2, and
5.2.3 are shown in Algorithm 3.

5.3 Message Reconstruction

Assume that a user U; € B needs to get the message/data S;.
It downloads k; from the cloud server and then seeks help
from other users in B to decrypt ;. This procedure consists
of the following three stages: i) Exchange certificate compu-
tation: U; gets S;'s message certificate from the data owner
and computes an exchange certificate. ii) Certificate verifica-
tion: other users in B and U; mutually validate each other. iii)
Message reconstruction: U; reconstructs the message 5.

5.3.1 Exchange Certificate Computation

U; sends a request to the data owner to obtain S;'s message
certificate d;. Upon receiving this request, the data owner
encrypts d; using U;'s secret number r; based on AES as
shown in follows:

Cy, = AES, (d;). (14)

Upon receiving the ciphertext Uy, from the data owner,
U, first decrypts Cdj to obtain d;. Then, it uses its sub-key z;
to compute the exchange certificate W;; via (15) and sends
W;; to other users in B

I/ng= i?.’«‘i*dj. (15)

Algorithm 3. Construction

1: The data owner generates a polynomial b(z) according to
(10) in Section 5.2.1;
2: ForeachuserU; in B
3:  Encrypts its selected number r; using the data owner’s
public key h to getv; = p¢+ h + i (mod g);
4:  Computes H" = H(r;) and sends {id;, H",v;} to the data

owner;
5:  The data owner decrypts v; to get r; using Algorithm 1;
6: IfH" = H(r;)
7: If r; # . for any U, that has received a sub-key z,
8: The data owner generates the sub-key z; using (11);
9 The data owner broadcasts {id;, H(id;||r;),z;} to all
10 users in B;
11 Else
12: The data owner requests U; to choose a different
13: random number r; and then go back to step 3;
14: EndIf
15:  Else
16: The message is falsified;
17: Retransmits {id;, H",v;} to the data owner;
18: Go back to step 5;
19:  Endlf
20: EndFor
21: The data owner chooses parameters ¢ € L, and
e = (E]__‘E‘Z,. =1 Efy .- .,Em');

22: Foreach message S; € S

23:  The data owner generates a message certificate (e;, d;)
for S; by (12);

24:  The data owner encrypts the data S; by (13) to get k;
and computes H, (S;);

25:  The data owner publishes e; and stores k; in the cloud
server.

26: EndFor

5.3.2 Certificate Verification

When a user U, in B receives W;;, it uses the public e; to ver-
ify W;; according to (16). If (16) holds, U; is verified by U,
which implies that U; is a valid user of the message S; in
U,'s perspective. Then U, provides its {id,,r, } to U;

(16)

Wa'j =I; *Ej.

When U; receives U,’s {ids,,r,}, it computes
H' = H(ids||r;).Since U; holds the H (id||r) values of all users
in B, it can verify whether the r, value provided by id, is cor-
rect. If r, does not pass the verification, U,'s sub-key cannot
be used by U; for the reconstruction of S;, which implies that
U, has a cheating behavior in the perspective of U;.

At least ¢ — 1 users in B should be able to verify the legiti-
macy of U; for accessing S; and these users must be verifi-
able by U; in order for U; to use their provided sub-keys for
the reconstruction of S;.

5.3.3 Message Reconstruction

When the user U; obtains authorizations from ¢ —1 legal
users in B, it recovers the message S; according to

SJ.:kj@H((Z ] rar.)*dj). an

UeB U,eBi, 20,0 ~
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The processes of reconstruction and verification are sum-
marized in Algorithm 4.

Algorithm 4. Reconstruction and Verification

1: The user U; downloads ; from the cloud server, and sends
a request to the data owner to obtain d;

2: The data owner encrypts d; with r; to obtain ciphertext
Cdj = AES,.(d;), and then sends Cdj to U;;

3: U; decrypts Cy, to get d; using its secret number r;;

4: U; computes the exchange certificate Wj; via (15), and sends
W to other users in B;

5: For each user U, in B Do

6:  Upon receiving W, U, verifies W;; by (16);

7

8

If (16) holds
U, sends its {id,, 75} to U;;
9: Upon receiving {id,, 7, }, U; computes H (id,||r,)
10: to verify {ids, 70 };
11: If H(id,||r,) passes the verification
12: U, participates in the reconstruction of Sj;
13: EndIf
14:  EndIf
15: EndFor
16: Ifatleast? — 1 other users in B are able to participate in the
recovery of S;

17: U canreconstruct S; via (17);
18: EndIf

5.4 Policy Update

The data owner can dynamically control the access of its
data by updating the access policy defined for the data.
Intuitively, as the ciphertext of the data is stored in the
cloud server, the data owner needs to download the cipher-
text, decrypt it to get the plaintext, and then re-encrypt the
plaintext according to the new access policy. This is the
approach adopted by all existing research. In this section,
we consider to update the encrypted data at the cloud
server based on the new access policy, which differs signifi-
cantly than the traditional approaches.

The new access policy is defined by ¥(z)=bj+
Z?;nl Y;x;, where bj, by, ..., b,_, are the ¢’ coefficients of the
new polynomial ¥'(z) selected by the data owner. The data
owner needs to execute the procedures in Sections 5.2.1 and
5.2.2 to generate a new sub-key x! for each user U; € B, and
compute a new message certificate d; for each S; € S. Then

the data owner generates the intermediate value ki based
on the values of by, d;, b, and d:, by

K, = H(by  d;) ® H(by * ). (18)
The data owner D sends k!, to the cloud server, which
will update the encrypted data &; via

k‘;- =k; Dk}, (19
After that the cloud server sends X back to the data
owner to verify whether the server has successfully update
the ciphertext constructed from the new access policy. This
procedure can be done by the data owner according to

H\(S)) = H(K, ® H(b * ). (20)

Remark. The cloud server can update the ciphertext when a
new access policy is specified by the data owner, and this
update can be verified by the data owner; meanwhile,
each user in B can easily update its secret number and
the corresponding sub-key.

6 ANALYSIS OF THE PROPOSED SCHEME

In this section, we conduct a rigorous analysis on the cor-
rectness, security strengths, and computational complexity
of the proposed scheme.

6.1 Correctness

Theorem 3. A user U; € Bwho needs the data S; and each of the
other users in B can verify each other to help U; recover the
message S;.

Proof. After receiving d; from the data owner, U; generates
its exchange certificate W;; = x; * d; and sends W;; to the
other users in B. Any user U, € B can verify the exchange
certificate W;; by computing z; * e¢; and checking whether
it is equal to W;;. If W;; does equal z; * e;, U, concludes
that U; holds the correct message certificate d;, which
implies that U; is the legitimate user of S;. Such a verifica-
tion process is supported by the following derivation:

Wij=:l.‘,-*dj
=x;%(pp* f+ e;)modp

= I; ¥ €5.

If U, verifies U; to be a legitimate user of S, it sends its
{ids,rs} to U;. After receiving {id,,r.}, U; calculates
H' = H(id,||r,) and checks against its local copy of
H(id,||r,)—recall that the data owner broadcasts the
H(id||r) value of each user in B to all other users in B
during the sub-key construction stage. If they are equal,
U, provides the correct 7, for the recovery of Sj; other-
wise, U, cheats and it’s r, value will not be used for the
reconstruction of S;. O

Theorem 4. A user U; in B can reconstruct a message S; via (17)
if there exist at least t — 1 other users in B satisfying the follow-
ing two conditions: i) each of the t — 1 users can verify that U;
is a legitimate user of S;; and ii) each of the t — 1 users can be
verified by U; to provide the correct sub-key information.

Proof. Without loss of generality, we denote by
Uy, Us, ..., Uiy the t — 1 users with each being able to ver-
ify the legitimacy of U; and each being verified by U; for
providing the correct r values. This implies that U; holds
the correct message certificate d; and the correct {id,,r,}
of user U,, where 0 =1,2,...,¢t— 1. Thus U; can obtain
the following result:

T,
(Z n J == ) *d;
UieB UseBU2U;"e — T

T,
(S I =)
U;eB  UseBUotl;Ta —Ti

= (Z b(f‘i) H ht ) * d_-l,
U;eB UseBlgptr; 7o — Ti
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Since

by xd; = b(0) * d; = (Z b(r:)

i
I | Z ) *dj.
Yo —Ti
U;eR UseBlp#U; 10 — 1i

We have by xd; = (Xy,cp®i [y, enu, pv, ) * dj- Thus
S; = k; @ H(by * d;), which implies that the message S;
can be correctly reconstructed by U; via (17). O

Theorem 5. The cloud server instead of the data owner can cor-
rectly update the access policy of a message without any decryp-
tion process. The data owner can verify the correctness of the
update procedure.

Proof. According to Section 5.4, the data owner re-generates
the ¢’ integers {lf, b\, ...,b},_; } that are used as the coeffi-
cients of the polynomial ¥(z), the new access policy, and
computes the intermediate value k!, = H(by * d;) & H(b*

d;) based on the values of by, d;, bj, and d; by (18). Then

the data owner sends the intermediate value &/, to the
cloud server, which updates the encrypted data in the
cloud via (19) as follows:

K=k @k,
= S5; @ H(by xd;) ® K},
= S; @ H(by *d;) ® H(bg * d;) @H{b:]*d;.)
=5;® H(b, * d;)

Then, the cloud server sends k; back to the data owner
who can verify the correctness of the policy update result
via (20). O

6.2 Security Analysis

The security of our scheme is based on the NTRU public key
cryptosystem [26] and the Shamir’s secret sharing scheme
[45]. In this section, we analyze the security strength of our
proposed scheme by examining how it can defend against
several major attacks.

6.2.1 Attack Resistance

Attack 1. A plotter E (not in B) may try to reveal the message S;
from k; without knowing any information about t users.
Analysis. If the plotter E intends to recover the message

Sj from kj by Cumputing kj & H((ZUiEB & HU,-EB,
U, # U, ,:jri) * d;), it has to (i) get d; from the data owner of

S; and pass the verification by at least ¢ users in B; and (ii)
obtain the secret numbers {ry, 7, ...,7:} from the t users. To
get d; from the data owner, E needs a shared secret with the
data owner to prove that it is a legal user of S;; to get r,
from U, E needs to pass the verification by U, which again
needs d; for the computation of the exchange certificate. As
sharing a secret with the data owner is a proof of legitimacy,
it is impossible for E to get d;; thus the plotter E cannot
recover 5.

Attack 2. The users in B may cheat to fail data recovery.

Analysis. The cheating behaviors can be prevented during
data recovery according to Theorem 3. Let U; be the user
who would like to get S;. (i) If U; cheats, it provides a wrong
exchange certificate W;;, which can be identified by any

other honest user in B when verifying the legitimacy of U;
on §;; (i) If U, provides an incorrect secret number r; to a
legal user U; for the recovery of S, it can be detected
because U; holds a local copy of the correct H(id,|rs),
which is broadcast by the data owner during the sub-key
construction process. Therefore, our proposed scheme can
prevent users from cheating.

Attack 3. The users in B may collude.

Analysis. Our scheme can resist the following type of col-
lusion attack: ¢ — 1 or less number of users in B collude to
recover the message S;. From (13), we know that the users
should obtain b, and d; in order to decipher the message.
Nevertheless, since the security of our proposed scheme is
guaranteed by (t,n)-threshold secret sharing, it is impossi-
ble for any ¢t — 1 or less number of users to obtain b.

Attack 4. An attacker intends to forge W;;.

Analysis. In order to forge W;;, which is defined to be
x; * (pp * f + e;) according to (12) and (15), the attacker has
to obtain f, the private key of the data owner. However, it is
impossible for the attacker to get f as f is generated accord-
ing to the NTRU cryptosystem, which is proved to be
secure.

Theorem 6. The data owner can only decrypt its own ciphertexts
stored in the cloud server.

Proof. Although a data owner can obtain any ciphertext
from the cdoud server, it cannot decrypt the ciphertext
encrypted by other data owners. This claim can be proved
as follows.

Without loss of generality, assume the data owner D,
downloads the ciphertext k), generated by the data

owner D;, where kj, = 5}, @ H(b,” *d; ). To obtain the
plaintext S, , D; needs to compute H (be? d_? 7). How-

ever, the values of bf ! is securely chosen by D;, which
can be recovered only by ¢ or more legal users of S,

based on secret-sharing, and the value of dfj is computed
by D; from e?j , which can be securely obtained from D;
only when a legal user of 57, requests from D; and
proves its legitimacy to D; via the shared secret between
the user and D;; therefore D; cannot figure out the cor-
rect b{?“" and d_?" as it cannot prove its legitimacy with
respect to the data Sp,. Thus a data owner can only
decrypt its own ciphertexts stored in the cloud server. O

6.3 Performance Analysis
6.3.1 Computational Complexity

In this section, we analyze the computational complexity of
our proposed scheme and compare it with those of the three
schemes proposed in [15] and [16]. Note that our analysis will
be focused on the processes of certificate verification and mes-
sage reconstruction as other processes incur very low compu-
tational overhead that can be ignored. The two schemes
Scheme-I and Scheme-1I proposed in [15] and the scheme pre-
sented in [16] are briefly introduced in Section 2.2.

Certificate Verification. The verification processes of
Scheme-I and Scheme-II in [15] and the scheme in [16] are
based on the RSA cryptosystem. Since the computational
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TABLE 2
The Comparisons Among [15]'s Scheme-1 and Scheme-II,[16] Scheme and Our Scheme

Properties Scheme-1[15]  Scheme-TI [15] [16] Our scheme
Prevent users from cheating by providing fake information Yes Yes Yes Yes
Prevent the collusion of f — 1 or fewer users in message recovery Yes Yes Yes Yes
Methods for establishing a secure channel RSA RSA RSA AES
Resist quantum computing attacks No No No Yes
Resist collusion attack Yes Yes Yes Yes
Dynamically update the access policy No No No Yes
Protect previously encrypted data No No No Yes
Dynamically update the ciphertext for user join and leave activities No No No Yes
Computational complexity of Verification O(N?) O(N*) O(N®)  O(NlogN)
Computational complexity of Reconstruction O(N) O(N) O(N)  O(Nlog’N)
NP-Hard problems for security guarantee DFL DFL DFL SVP

complexity of the RSA encryption is O(N?), the computa-
tional complexities of these three schemes are also O(N?).
Our proposed scheme is based on the NTRU cryptosystem
whose security is based on the SVP hardness in lattice. Its
encryption process only requires add and shift operations
without involving any multiplication. By employing the
Fast Fourier transform (FFT), the encryption and decryption
of NTRU can be performed within O(N log N).

Message Reconstruction. In [15] and [16], recovering a
plaintext message involves a linear computational complex-
ity of O(N). In our scheme, the message is recovered by a
Lagrange interpolation polynomial with a computational
complexity of O(N log”N), which is slightly larger than
those of the schemes in [15] and [16].

Remark. The schemes in [15] and [16] and our proposed
scheme all require a secure channel to transmit the mes-
sages. However, the secure channels of [15] and [16] are
established by the asymmetric cryptosystem RSA, while
our scheme employs the symmetric cryptosystem AES,
which has a much lower computational overhead.

6.3.2 Dynamic Update

Our proposed scheme allows the dynamic update (refresh,
insert, delete) of the information regarding the users and
the messages.

e [InsertaNew Message. When a data owner needs to store
a new message Sy, into the cloud server, it generates
the certificate (enew, dnew) for Spe by (12), encrypts
Shew to obtain the ciphertext k., via (13), computes
H(Spew), and then stores k., in the cloud server.

e Delete an Old Message. When a data owner needs to
delete a message Sy, it sends an authenticated
request to the cloud server. Upon receiving the
request, the cloud server deletes the ciphertext of Sg.;.

e A New User Joins. When a new user U, joins the sys-
tem, the data owner first verifies its legitimacy of
accessing its data; then it computes the sub-key .,
for the legal user U,., according to (11), and pub-
lishes z,,.,, to all users in B.

e Remove a User. When a data owner wants to prevent
a user in B from accessing its data, it updates its
access policy according to the policy update proce-
dure proposed in Section 5.4 and computes a new
sub-key for each of the other users in B.

6.3.3 Summary

In Table 2, we present a comprehensive comparison study
over Scheme-I and Scheme-II in [15], the scheme in [16],
and our proposed scheme in terms of attack resistance,
security, policy update, and so on. From Table 2, one can
see that the significant advantages of our scheme over the
other three schemes include: quantum computing attack
resistance, dynamic policy update, and lower computa-
tional complexity.

6.4 Discussions

In our scheme, a data owner maintains the access right to its
encrypted data. The advantages of such a policy are listed
as follows:

e The data owner splits the access right of the
encrypted data into n pieces, with each legitimate
user holding one piece of the access right. This can
effectively reduce the risk of information leakage in
big data storage.

e If a user U; wants to decrypt the data owner's
encrypted data S, its legitimacy must be verified by
the data owner (by securely and successfully retriev-
ing the message certificate d; from the data owner)
and at least ¢t — 1 other legitimate users of the data
(via the exchange certificate); the information pro-
vided by the ¢t — 1 other users for the message recov-
ery also must be verified by U; to prevent the user
from providing fake information. This verification
process can ensure the legality of U; to access 5;.

e The cloud sever only stores the outsourced cipher-
text data—it cannot obtain the data owner’s original
plaintext data. In addition, the data owner updates
the access policy while the cloud server updates the
encrypted data. No data owner can access the plain-
text data outsourced by other data owners in the
cloud server.

Compared with RSA, at an equivalent cryptographic
strength, NTRU performs the costly encryption and decryp-
tion operations at a much faster speed, and its implementa-
tions in both hardware and software are easier and require
a smaller size of memory; therefore NTRU can be employed
in applications involving devices with limited computation
power and storage such as mobile devices and smart-cards.
On the other hand, when our scheme is utilized in real
world applications, an adequate threshold ¢ needs to be



352

selected by the data owner before deployment because an
unsuitable threshold ¢+ would decrease the security of the
data if ¢ is too small or have a harmful effect on the flexibil-
ity of access control if ¢ is too large. Nevertheless, the selec-
tion of a right value for ¢ is not easy. One possible remedy
approach is to pick up an initial value of ¢ based on experi-
ence and adjust it via access policy update as time goes.

7 CONCLUSION AND FUTURE WORKS

In this paper, we first propose an improved NTRU crypto-
system to overcome the decryption failures of the original
NTRU and then present a secure and verifiable access con-
trol scheme based on the improved NTRU to protect the
outsourced big data stored in a cloud. Our scheme allows
the data owner to dynamically update the data access policy
and the cloud server to successfully update the correspond-
ing outsourced ciphertext to enable efficient access control
over the big data in the cloud. It also provides a verification
process for a user to validate its legitimacy of accessing the
data to both the data owner and ¢ — 1 other legitimate users
and the correctness of the information provided by the ¢t — 1
other users for plaintext recovery. The security of our pro-
posed scheme is guaranteed by those of the NTRU crypto-
system and the (f,n)-threshold secret sharing. We have
rigorously analyzed the correctness, security strength, and
computational complexity of our proposed scheme.

Designing a secure, privacy preserving, and practical
scheme for big data storage in a cloud is an extremely chal-
lenging problem. In our future research, we will further
improve our scheme by combining the (t,n)-threshold
secret sharing with attribute-based access control, which
involves an access structure that can place various require-
ments for a user to decrypt an outsourced ciphertext data in
the cloud. Meanwhile, we will investigate the security prob-
lems when a data owner outsources its data to multi-cloud
servers and consider an attribute-based access structure
that can be dynamically updated, which is more applicable
for practical scenarios in big data storage.

APPENDIX

In this appendix, we give an instance of the NTRU decryp-
tion failure of the original NTRU cryptosystem. Meanwhile,
we demonstrate how our improved NTRU can correct

the failure. The NTRU system parameters are
N = 107,p = 3,q = 64.
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Polynomial ¢:

[0 -1 0 0 00 0 0 0 0]
0 010 00 0 00O
0 0 01 00 0 00O
1 0 0 O O1 0 000D
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The decryption result of the original NTRU cryptosystem m/:
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Obviously, m’ # m, which indicates that a decryption
failure occurs in the original NTRU decryption. Next we
analyze the cause of the decryption failure. The process of
decryption based on the original NTRU is as follows:
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One can see that one element of a is 33, which is larger
than £ = 32 and causes the decryption failure. Now we uti-
lize the improved NTRU cryptosystem to decrypt e. One
can obtain a’ as follows:

[ 1 11 1 -4 5 2 -5 —4 6 107
12 0 4 -10 1 -3 -7 -1 3 -1
1 6 -5 -5 -9 1 6 1 3 8
3 -15 2 2 -1 14 1 -4 -15 -2

-7 -6 3 -8 —6 -8 6 1
d=|-2 -5 -4 8 0 -8 0 -10
0o -5 -5 -6 2 7 —6 10
m -3 12 7 8 -8 8 31
15 6 5 -2 -3 -1 4 3
£ | 1 10 1 6 6 5 6
-2 6 -4 5 10 10 —4

— —
&~ 5 0000 g
-1

The adjusted vector ¢ is shown below
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And the decrypted result is

m' =ad' x fy+ex f,=
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The decrypted result shows that m” =m, which
implies that our improved NTRU cryptosystem can suc-
cessfully correct the decryption failure while the original
NTRU can not.
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