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Abstract— A cooperative relay network operating in the pres-
ence of eavesdroppers, whose locations are distributed according
to a homogeneous Poisson point process, is considered. The
relay is equipped with a very large antenna array and can
exploit maximal ratio combing in the uplink and maximal ratio
transmission in the downlink. A realistic model in which the
channel state information of every eavesdropper is not known is
considered, as eavesdroppers tend to hide themselves in practice.
The destination is thus in a much weaker position than all the
eavesdroppers because it only receives the retransmitted signal
from the relay. Under this setting, the security performance
is investigated for two relaying protocols: amplify-and-forward
and decode-and-forward. The secrecy outage probability, the
connection outage probability, and the tradeoff between them,
which is controlled by the source power allocation, are examined.
Finally, suitable solutions for the source power (such that once
the transmission occurs with high reliability, the secure risk is
below a given threshold) are proposed for a tradeoff between
security and reliability.

Index Terms— Security, massive MIMO, Poisson point process,
maximal-ratio combining, maximal-ratio transmission, amplify-
and-forward, decode-and-forward.

I. INTRODUCTION

HYSICAL layer security (PLS) has attracted consid-

erable attention from both academia and industry in
recent years [1]. With the recent emergence of large antenna
arrays [2], PLS is a promising approach for massive multiple-
input multiple-output (MIMO) systems as countermeasures
against eavesdropping attacks. Noticeably, the desired char-
acteristics of massive MIMO systems are not present in
conventional systems with small antenna arrays, e.g. an inner
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product of two random vectors can converge in distribution.
Indeed, massive MIMO systems have been demonstrated
to improve secure performance in several studies [3]-[12].
Having said that, the role of massive MIMO systems in
preventing eavesdroppers is not yet completely under-
stood, mainly because PLS contains relatively many distinct
aspects such as artificial noise (AN) techniques, antenna/
relay/jammer/user selection techniques, and strategies to deal
with the leakage of information. Moreover, different combi-
nations of secure and relaying techniques also make security
scenarios more diverse. Thus, the issue of security in massive
MIMO relaying systems is still largely open.

Additionally, it is should be mentioned that the assump-
tions made about of eavesdroppers are of crucial importance.
Notably, since the locations of eavesdroppers is typically not
known, many authors have taken into account the spatial dis-
tribution of eavesdroppers by adopting a spatial point process
model. For example, in order to model the spatial location
of eavesdroppers, Wang and Wang [13], Wang et al. [14],
and Chae er al. [15] used a homogeneous Poisson point
process (PPP) model because of its mathematical tractability.
It should also be noted that in the context of stochastic
geometry, the PPP is the most widely used and impor-
tant point process to describe spatially distributed discrete
nodes [16]-[18]. Thus, the PPP will be adopted to model the
spatial location of eavesdroppers in this paper.

Among recent works on security for massive MIMO relay-
ing systems [3]-[8], Chen et al. [3], [4] considered cooperative
relay systems and compared the security improvement for
both amplify-and-forward (AF) and decode-and-forward (DF)
relaying, while only the AF scheme (or the DF scheme)
was considered in [5] and [6] (or in [7] and [8]). These
works, however, did not consider any direct link between
source and eavesdropper. Note that in general, eavesdroppers
may possibly receive two versions of transmitted messages
from the source and relay in cooperative relay networks.
Thus, the lack of consideration of direct links in [3]—[8]
could lead to an incomplete understanding of the ways in
which eavesdroppers can benefit from the configuration of
cooperative relay networks. On the other hand, the impact
of a direct eavesdropping link on the secure performance
of relay networks was presented in [19], but there was
no discussion of large antenna arrays. Finally, other recent
papers on secure massive MIMO networks (not necessarily
relay-aided networks) can be also found in the literature
(e.g. [9]-[12]) in the context of the impact of the
so-called pilot contamination scheme in which an eaves-
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dropper can send a pilot sequence to attack massive MIMO
systems, but this issue is beyond the scope of our paper.! Note
that none of the above studies (i.e. [3]-[12]) have considered
the spatial locations of eavesdroppers as a whole and the
impact of direct eavesdropping links in particular.

On the contrary, the works in [13]-[15] considered the
same assumption of the eavesdroppers’ spatial distribution
as in this work, but the topic of large antenna arrays was
not discussed. For example, [13] analyzed the secure perfor-
mance for millimeter wave systems instead of massive MIMO
systems. While Wang et al. [14] and Chae et al. [15] used
artificial noise instead of large antenna arrays to deal with
eavesdropping attacks. Given that the artificial noise technique
is also a signal generation process, the additional complexity
it adds may not be necessary for large-scale antenna systems,
because such systems themselves can provide considerable
benefits in terms of security [4]. Aiming to investigate the
joint impact of massive MIMO systems and eavesdroppers’
geometric locations on the secure performance, [20] analyzed
the secrecy outage probability (SOP) with emphasis on the
potential locations of eavesdroppers. However, eavesdroppers
in [20] are assumed to be uniformly distributed with a fixed
number of eavesdroppers. Such an assumption may be unrea-
sonable for wireless systems which typically do not have the
knowledge of the number of eavesdroppers. It is clear that the
assumption of PPP-distributed eavesdroppers has not yet been
adopted for secure massive MIMO systems as a whole, and
secure massive MIMO relaying systems in particular.

In short, the works on security (mentioned in the above
paragraphs) have analyzed either massive MIMO systems
without using a PPP model for eavesdropper locations, or con-
ventional MIMO systems with the use of such a PPP model.
Thus, our work fills this gap by adopting the more realistic
assumption of PPP-distributed eavesdroppers for cooperative
wireless systems with large antenna arrays. In this paper,
we consider a secure wireless network with the aid of a
large antenna array at an intermediate relay. As for the
relaying protocol, we consider conventional relaying schemes
like AF and DF for comparison purposes, instead of delving
into more recently-developed relaying schemes (e.g. [21]).
Around the relay, there exist many potential eavesdroppers
whose locations are assumed to follow a PPP; thus, we
must take the direct links between source and eavesdroppers
into account. On the hand, the direct link between source
and destination is assumed to be impaired and neglected. Intu-
itively, all potential eavesdroppers can take advantage of the
fact that they receive two versions of confidential signals. To
quantify how harmful the eavesdroppers can be, we evaluate
the secure performance by using the SOP. Then we use an
ON-OFF scheme for the transmission in which the source
transmits its messages only when the legitimate channels are
strong enough (i.e. reliable enough). To elucidate how reliable
the secure transmission can be, we evaluate the performance
by using the connection outage probability (COP). Finally,
based on the SOP and the COP, we examine the state in which

IThe context of pilot contamination can be ignored when considering a
single cell, and especially when the pilot training only accounts for a very
small portion of each coherence interval.
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Fig. 1. System model.

our system is the most secure, and show that this state can
be achieved when the source power is just slightly larger than
a certain threshold (as long as the COP reaches 0). We also
derive asymptotic expressions for the SOP and the COP for
each relaying strategy. We observe that if the ratio of the
average transmit power at the source to the average noise
power at the destination is high, the security of the proposed
system seems to depend on only the eavesdroppers’ working
range as well as the intensity of their presence. We also
observe that when the source power increases, the SOP reaches
its largest limit, while the COP equals 0. Moreover, for both
relaying protocols, the reliability of the system is demonstrated
to gain from increasing the number of antennas. Finally, our
numerical results show the agreement between analysis and
simulation.

The remainder of this paper is organized as follows:
Section II describes the network configuration and restricts
the case study to the worst case. In Section III, we pro-
vide the approximate characterization of the received signal-
to-noise ratios (SNRs) assuming a large antenna array.
Sections IV and V derive exact and asymptotic expressions for
the SOP and the COP, respectively. In Section VI, optimization
problems are suggested for the AF and DF cases in order
to improve the secure performance. Numerical results are
shown in Section VII and finally, conclusions are provided
in Section VIII.

Notation: [-1F, [-]*, and [,]T denote the transpose opera-
tor, conjugate operator, and Hermitian operator, respectively.
Vectors and matrices are represented with lowercase boldface
and uppercase boldface, respectively. I,, is the n x n iden-
tity matrix. || - || denotes the Euclidean norm. I {-} denotes
expectation. z ~ CN,, (¥) denotes a complex Gaussian vector
z € C"*! with zero-mean and covariance matrix £ € C"*",
Exp (r) denotes the exponential distribution with rate r.

II. SYSTEM MODEL

As shown in Fig. 1, we consider a cooperative relay network
in which there is a single source (S), a trusted relay (R),
a destination (D), and multiple passive eavesdroppers (Ei with
i =1,2,...).2 The distance between S and D is very large
so that R is invoked to help convey messages from S to D.

2We consider a practical scenario in which each eavesdropper hides itself,
and thus all eavesdroppers are passive.
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As such, it is reasonable to assume that there is no direct link
between S and D. However, the direct link between S and Ei
is taken into account since Ei is likely to be present around S
and/or R to overhear some confidential messages. We assume
that R is equipped with a very large receive antenna array
to decode its received signal in the uplink and a very large
transmit antenna array to forward its decoded signal in the
downlink; meanwhile, each of the remaining nodes (i.e. S, D
and Ei) has only one antenna. It should be noted that both
the number of transmit antennas and the number of receive
antennas at R are equal to N > 2. The eavesdroppers are
assumed to be spatially distributed according to a homoge-
neous PPP ¥ with intensity 4 > 0, and yet they are only
present within a circle B(Ry R(), which is centered at the
origin R with the radius Ry Ro.> By keeping silent to avoid
being detected, eavesdroppers do not get involved in actions
like attacking pilot sequences.

Regarding the propagation model, we consider both small-
scale and large-scale fading factors. The small-scale fading is
characterized by hxy € C"*! (or h)T(Y € (C”Xl) with its mag-
nitude being Rayleigh distributed. We assume that the column
vector hxy (or hky) is distributed according to €N, (I,,). The
large-scale fading is characterized by l)z%/ % with o > 2 being
the path-loss exponent and Ixy R being the length of the X—Y
link. In path loss models [22]—-[24], Ixy is understood as the
ratio of the real distance to R¢. For example, Ry is often taken
to be 100 m for microcells [24], in which case Ixy = 2 means
that the real distance between X and Y is 2Ry = 200 m.

To facilitate the analysis, we use polar coordinates with
R being the origin (as aforementioned) and ¢ being the

angle SREi. Then we have Isg = \/LéR +12 —2Lsrl cos ¢
with Lsr = Isr, Lrp = Irp and [ = [rg. Obviously, Isg is
a function of / and ¢ due to the random spatial distribution
of Ei.

Regarding transmission, we use two equal time slots. In the
first time slot, S transmits the source signal s € C to R. In the
second time slot, S keeps silent while R forwards the relaying
signal r € CV*! to D. In these two phases, both the signal
transmitted from S (i.e. s) and the signal retransmitted from
R (i.e. r) are overheard by Ei.

o We normalize s such that E{ |s|2} = 1, and then the
signals received at R and Ei in the first time slot are,
respectively, written as

—a/2

YR = /7sLgy “hsgs + ng, (1)
—a/2

YE,I = \/yslsg/ hsgs + ng, | 2)

where ng ~ CNy (Ix) and ng;; ~ CNj (1) are additive
white Gaussian noises (AWGNSs) at R and Ei, respec-
tively; and Ls_Ra/thR e CN<1 and ls_éx/thE e C are the
complex channel coefficients for the S-R and S-Ei links.

3t is important to note that if A is measured by the average number of
eavesdroppers over the area of Rg, then the average number of eavesdrop-
pers within the circle B(Ry Ry) is calculated as A’fOR‘P f02” Idld¢ but not
A fORWRO f02” ldld¢. Herein, Ry is referred to as a reference distance, while
Ry is the ratio of the real radius to Rg. For example, if we have Rp = 1 km
and Ry = 2, the radius of the considered circle will be 2 km.
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ys is the average received SNR per antenna at R as well
as the average received SNR at Ei. Note that the average
noise power is assumed to be the same at every receive
antenna.

o We normalize r such that E{rrT} = Iy, and then the
signals received at D and Ei in the second time slot are,
respectively, written as

b = V7R/NLgt *hEpr + np, 3)
YE2 = V/yR/NI™**h}gr + ng 4)

where np ~ CNj (1) and ngy ~ CNj (1) are AWGNSs
at D and Ei, respectively; and Lﬁg/ thD e C'™*V and
7% 2hgg € C™N are the complex channel coefficients
the R-D and R-Ei links. yR is the average received SNR
at D as well as at Ei.
We note that for the sake of simplicity, the average noise power
is assumed to be the same at every receive antenna. This leads
to the fact that both (1) and (2) contain the same ys, while both
(3) and (4) contain the same yr. With the noise normalization,
ys is both the average received SNR per antenna at R and the
average received SNR at Ei, while yr is the average received
SNR at D as well as Ei. It should also be noted that the
subscript [-]g is implicitly related to Ei with i € ¥; however,
the index i is dropped for notational convenience.

A. MRC/MRT at the Relay

After being received at R, the signal yr is then multiplied
by a weighting vector w' € C'*V to combine the N received
signals in (1) using maximal-ratio combing (MRC). Moreover,
in the uplink, w is designed only based on hsr because the
instantaneous Agsg is not known (i.e. there is no channel state
information (CSI) for the eavesdroppers).* Hence, according
to the MRC principle, we have w = hsr/|lhsr||. The obtained
signal after this process can be written as

2 h{
10 =wyr = V7SLeg " lhsells + e, (5)

The MRC output signal rq is then processed by R according
to the chosen relaying protocol (i.e., AF or DF). Then, the

obtained signal 7 is multiplied by another weighting vector
v € CVN*! to form the retransmitted signal r. In the same way
as the design of w, the weighting vector v is designed only
based on hgrp. As such, applying maximal-ratio transmission
(MRT) to the downlink, we have v = hg,/|lhrp||. Hence, the
relation between the decoded signal 7 and the retransmitted
signal r is given by

fo = kD (©6)
r=vry)= r0-
[lhrp|

In the following, the expressions for 7y will be discussed for
the two different relaying operations, namely, AF and DF.

1) AF at R: In this case, the signal 7o is simply a scaled
version of the signal ry, i.e.

7o =c""ro @)

4Since the design of w does not take hgg into account due to the lack of
the CSI of Ei, the design of w according to the MRC principle is not the
optimal solution in terms of security.
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where ¢Af is a constant subject to the following transmit

power constraint:
tr (E {rrT}) —tr(Iy) = N. (8)

Using (5)—(8) yields

N
Ly — ©)
ySLSR [hsr |~ +1

Substituting (5) and (9) into (6)—(7), we obtain a new expres-
sion for r and then again substituting this new expression
into (3)—(4), we can rewrite (3)—(4) as

A [7s7RL Lehhsg ] o
Yo = = Ibrplls +np",  (10)
° \/ ysLgg Ihsg 2 + 1 b
ysyRLgg!~*|lhsr ||? hihj
yég :\/ 7OSLR . RE RDS_’_néf?z an
ysLgg Ilhsr[l? +1 [hrpll
where
yRLSIMRDl?  hy
nSF A\/ ﬂRD - SR ng + np, (12)
ysLgg Ilhsr[I? + 1 [[hsrl]|
- T
yRI~¢ hl h% h
ngh & | —— o TREEO g gy, (13)
ysLgg Ilhsr[1? 4 1 [[hrp | [[hsr ||

2) DF at R: In this case, we consider the case in which
both the source and the relay use the same codeword for their
transmission [25]. The signal 7 is successfully decoded from
the signal rg, and thus we have the following relation:

(14)

where ¢P¥ is a constant subject to the constraint (8). From (6),

(8) and (14), we have ¢PF = /N whereby (6) can be written
as

h*
r=—R2 /Ns.
Ihrp |

Substituting the above expression into (3)-(4), we can
rewrite (3)—(4) as

5)

—a)2

WOF = /7RLgy Ihrplls + np, (16)
hI_h

yo8 = Rl RERD 4 s, (17)

Ihrp |

B. Signal-to-Noise Ratios in the Worst Case

We assume that each Ei is capable of exploiting the best
possible decoding strategy to maximize its received signals.
Herein, we suppose that Ei is able to use MRC to combine one
signal from S and N signals from R. Obviously, the strategy
for the eavesdroppers will differ depending on whether the
relay is using AF or DF.

IEEE TRANSACTIONS ON COMMUNICATIONS, VOL. 65, NO. 11, NOVEMBER 2017

1) AF at R: From (2) and (11), the overall received signals
at Ei can be written as

—a/2
N

AF _ ! nE
YE T ys7RLgg 1% Ihsr |2 hlchg, | S+ I:ngpz:| . (13)
ysLgg Ihsg(2+1 Throl ,
ASAF
=n
égAF

Then using MRC receiver with the weighting vector fAF

we can write the combined output at Ei as
T T
AF = (fAF) g'Fs 4 (fAF) FAF

From (19), the instantaneous SNR at Ei can be generally
written as [26]5

19)

(fAF)T (gAF (gAF)*) FAF

(fAF)T RAFFAF

< (gAF)T (ﬁAF)_l AP

where is the covariance matrix of n4”. The equality
in (20) holds for

~ -1
FAF _ (RAF) g

with 7 being an arbitrary constant. It is apparent that in

practice, a wise Ei is likely to design f4F = f;‘pf to maximize

its received SNR. Taking this into account, we assume that the
received SNR at Ei is
T

—_— —_— —~ _1
SNRe = SNRe(f) = (2%7) (RM)  g?"

As such, we will only discuss this practical scenario through-
out the rest of this paper.
The covariance matrix of n¥ in (18) can be expressed as

) {ﬁ“ (HAF)#]
1 0
= 7RI hgphge |
(7sLsg Ihsr |2 + 1) [lhgp 12

Substituting g% in (18) and RA¥ in (23) into (22), we can
write the instantaneous SNR at Ei in the case of AF as

ysLgi 7RI [Ihsr|*[hiphie 2

(7sLsg Isr (1% + 1) [Ihgpl|? + yrI=* [hiphgg 2
+ 75l |hsel*. (24)

From (10), the instantaneous SNR at D can be written as
SNR = 7sLsg 7R Lgp Ihsr P hgp >
sLgg Ihsr 1> 4+ yRLgp Ihrp[|* + 1

SNRg (f4F) =

(20)

iiAF

AF é fAF

g 1)

(22)

iiAF

(23)

——AF
SNR; =

(25)

5Since the term RAF in (20) is positive definite, we can factorize it into
utu by using Cholesky decomfosition. The left hand side of (20) can be

rewritten as S/ﬁE(fo) = [fg gogg) fo} / (fgfo) where fg £ UFAF ¢

C2*! and gy £ (UT)_ g4F e €2*1 Obviously, the new expression for

the instantaneous SNR at Ei with respect to fn is now a Rayleigh quoti-
ent [27]-[28]; therefore we have maxgy SNRg(fo) = Zmax (gogg) = ||g0\|2

where Amax is the maximum eigenvalue of gogg, and the last equality follows

from the fact that gogg has rank one. Then the right hand side of (20) is

—1 ~
obtained by substituting go = (UT) gAF and UTU = RAF.
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2) DF at R: Expressions for the SNRs for the DF scheme
are formulated differently from those for the AF scheme.
When only considering the indirect transmission from S to
D through R, we can infer the instantaneous SNR at Ei from

(1) and (17) as follows [29]:
L }

a2t : —a 2
SNRE, indirect — MIN VSLSR ”hSR” 5 3
[hrpl|

(26)
Similarly, when only considering the direct S-Ei link, we can
infer the instantaneous SNR at Ei from (2), i.e.

_—~DF a )
SNRE, direct = yslSE |hsEl”. (27)

Finally, with the assumption that Ei uses MRC to combine
signals from direct and indirect links, the instantaneous SNR
at Ei is given by [26]

——DF ——DF —~—DF
SNRE = SNRE, indirect T SNRE, direct
hT h* 2
— min | ysLg¥ g 1, e/~ ROMRE"
[hrp |
+ yslse |hsel*. (28)

From (1) and (16), the instantaneous SNR at D can be
written as [29]

sanlf ; —a 2 —a 2
SNRp = min {ysLgg Ihsel®, 7Ly Ibrol?] . (29)

Observation: From (24)—(25) we can see that both SNRy

_—~—_AF

and SNRp, are increasing functions of ys. Thus, there will
be a need to determine a suitable value of ys in making the
trade-off between these SNRs. In contrast, the same does not

hold for §\I\R§ g and §\I\Rg F. In both relaying operations,
yr Will not enter into our trade-off problem. With the large
number of antennas configured at R, it is reasonable to keep
the average total relay power (i.e. yr) constant such that the
consumed power-per-antenna at R is reduced.

III. SNR APPROXIMATION FOR LARGE
ANTENNA ARRAYS

In this section, we will evaluate the secure performance of
the proposed system under the assumption that the number of
transmit and receive antennas at R is very large. Recall the
following well-known properties®:

o Property (P1): Let p € CV*! and q € CN*! be
complex-valued column vectors whose elements are inde-
pendent and identically distributed (i.i.d.) random vari-
ables with zero means and variances of a[% and aqz

dis
Then (1/+/N)p’q RGN (0 o, ) where =5 denotes
convergence in distribution as N — 00.

. Property (P2) With p and ¢ as in (Pl) we have

N— N—
N||p||2 = 62 and £llq> == 62 where — >

denotes almost- sure convergence as N —> 0.

5These properties are derived from the Lindeberg-Levy theorem and law of
large numbers (see [2], [30], [31] and references therein).
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To proceed, we first rewrite (24)—(25) as

~a [Ihsg]l” Ihgp|*

_—~_AF Loy yRL
SNRy = N8 H:R\T AR (30)
oLk B el 7o lsgl?
_——AF _
SNRg :VSISE |hSE|
L RI™ aHhSRH Ihgphig I
N ylsh 2)} s G
()’ L a\ SRH +N)‘ 1}\1])\ + yrl—® RDNRE
and (28)—(29) as
——DF h 2 h 2
SNR, :NminiysLsg | i‘;” L yRLRS Ihso | ] (32)
——DF —a 2
SNRg = yslgg |hsEl
. | A YN
N LY [ . (33
+ mln[)’S SR N » JR N ”hl}\]])”Z ( )

hephiy
VN
d applying Property (P2) to the t Ihsg|? o q Iheol

and applying Property (P2) to the terms =5~ and =0, we

can arrive at the following approximate expressions:

Then, respectively applying Property (P1) to the term

_——_AF Lo yrLRAN?
SNR;, A — /5 SRIRZRD’ 2aedf, (34
ysLgg N + yRLgpN + 1
_—AF ysLoag yRIT*NO _
SNR; ~ — SR — + yslgg hsel®
(ysLgg N +1) 4+ yrI~*©
2 snrpf, (35)
SNR,, ~ min {ysLs_lg‘N, yRLESN} snrgF, (36)
SNRg A~ min {VSLSR N, yrl ®} + 7slqg |ASE]
2 snef” (37)
2
where © £ % ‘hRDh}T{E‘ . Note that we have
di
%hRDhRE L eN (0,1) by using Property (P)) and
thus, ® ~ Exp (1).” In (34)-(37), snrD , snréF, snrgF and
snr]? F are functions of N.

Let Emax denote the strongest eavesdropper, i.e., that
which receives with the largest instantaneous SNR among
all eavesdroppers Ei € W. Then the instantaneous SNRs at

——AF
Emax in the AF scheme (SNRg,,,.) and in the DF scheme

——DF
(SNRg,,,,) are approximated as

AF
SNREmax = max SNR ~ max snrg; ", (38)
SNREmaX = max SNRE ~ max snrf© (39)

Eie¥ Eie¥
To facilitate a general analysis that can be @p&ed to
both schemes, we use the following notation: SNRp =
—~AF —DF)] —— ——~AF _—DF
{SNRD ,SNRp |, SNRg = {SNRE ,SNRp } snrp =
{snrD , snrh* } SNrg = {san , snrPF } and maxg;ey SNrg =
{maxElE\p snré » MaXEjey SNIg

7EXp (r) denotes the exponential distribution with rate r. If z ~
eN(o, 02), then |z|2 ~ Exp (1/02)
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Proposition 1: The cumulative distribution function (CDF)
of snrgF is given by

Tt DL (e < ysLgg N)
VSLSR N(1+ysLgg N)

anrgF (W) =1-

l,1 40
T T (s IsE) - (40)
where
fm = min{u, ysLgg N},
I, ifCist
e =1 if ls.rue (41)
0, otherwise,
1 Lyg, N
7., 0 a exp (1+7ys ) tm (42)
yrRL™ a(ﬂm - )’SLSR N)
and
sy (st N)x
Uiy &g [P T )
.7 m l’ lSE - e ys SE / - x. (43)
" 0 (x — VSLSIg N)?

Proof: See Appendix A. (]

Proposition 2: The CDF of snrg Fis given by
Iof ——
SnrDF (W) =1-e }Rl TR 4 'Sse e S'se

YRI™® — yslgg

ﬂm( L )
x|1=e ysisg TR

st sy
+e W |1—e & [1(u > ysLgg N).
(44)
Proof: See Appendix B. U

IV. SECRECY OUTAGE PROBABILITY (SOP)

In this section, we evaluate the secure performance of
the proposed system through the SOP. We first suppose that
Ei succeeds in partially decoding the received signal if its
instantaneous SNR is larger than or equal to a certain threshold
1. When eavesdroppers are non-colluding, we can define an
outage event as the event in which “there is at least one Ei
that can partially decode its received signal.” Based on this
definition, the SOP is referred to as the probability of the
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occurrence of the outage event, i.e.

ﬁﬂ £ P {outage event}
:IP{a Ei e\}f’s/l\ﬁ;gzﬂ}

=P [max SNREg > ,u] (45)

Eie¥

in which maxg;ey SNRg > u implies that among existing
eavesdroppers, the eavesdropper with the maximum received
SNR can decode signals.®

A. Analysis With Large N

Under the assumption of (very) large N, we can use (45),
(38) and (39) to arrive at the following approximation:

SOP, ~ SOP,

= P {maxsnrg > u
Eie¥

= I—E\p{ [T P {snre < ﬂ\\y}}

Eie¥

(@) 2 Ry
= 1—exp I—/l/ / (1 = Fanrg () ldldéb] (46)
0 0

where the equality (a) follows from the application of the
probability generating function (PGF) [16]. Herein, IP{snrg <
,u|‘I’} = Farg (1) is the probability that a given Ei cannot
decode the received signal. In the following, we evaluate the
SOP for the two relaying protocols of interest. Denote SOP,, =
SOP/*}F and SOP, = SOP/? F for the two different relaying
cases.
1) AF Scheme: The SOP in the AF case is given by

2 Rly
SOP," =1 —exp —/1/ /

— Fypr (,Lt)) ldlde

a function of / and ¢5

(47)

8For the colluding eavesdroppers scenario, th/e\outage event should be
defined as the event of the occurrence > p;cy SNRE > u. This interesting
scenario might not be mathematically tractable and is a topic for future
consideration.

1+ 7sLgr N),um

27 Ry
SOP;}F =1- epr—/I/ / [exp{
0 0

n ysLgg N(1 + ysLgg N)

YRIT* (ftm — ysLgg N)

} L(pm < VSLS_QN)

YR

exp
[ 7S (LéR + 2

—pu
— 2LsRrl cos ¢p)~¢/2 }

(I4+ysLgg N)x

X
/um exp { 7s(Lag +2—2Lsgl cos §) /2
X
0 (x —ys Ls}g N)2

= (= L‘“N)]
TS dx]lquﬁ] (49)
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2 Ry __Mm 7}’SLS_]gN Am 2
SOP/?F =1 exp{_i/o /O [e RTE o RITE (1 _ eVS(LékJrlz*ZLSRICOS(b) /2)]1(# - ynggN)
s (L%R +1% — 2Lgrl cos ¢)—a/2 { u }
— —— expq — —
yRIT — ps (L%R + 12 — 2LsRl cos ¢) a/2 Vs (L%R + 12 — 2LsRrl cos ¢) o/2
1 1
x| 1—expyum — — — i|ldld¢] (55)
( [ (Vs (Ldg +12 — 2Ll cosg) /> Il )D
By substituting (40) into (47), we have Taking the limit of (40) at ys — oo, we have
lim F, rAF (W)y=1=T¢) —J@) =0. (53)

SOPAF =1 —exp{—1 o 7, (H1( LN
u = p Hm Mm < VSLgr )

7sLgr N(l—i—ysL “N)
+
yRIT

T ZSE)i|ldld¢]
(48)

which can also be explicitly written as in (49) at the bottom
of the previous page.
2) DF Scheme: The SOP in the DF case is given by

2 R\y
SOP." =1 —exp —/1/ /

— Fyppor (,Lt)) ldld

a functlon of [ and ¢

(50)

by repeating the same steps as in the derivation of (47).
Substituting (44) into the above equation, we arrive at an exact
expression for (50) as shown in (55) at the top of this page.

B. Analysis With Large N and High ys

With very large N, we proceed to consider the performance
at high ys (i.e. ys — 00). With finite ¢ and large enough
N, we have u,, = min{u, ysLgg N} = u. Herein, we do not
consider the case of high yr because the instantaneous increase
in N and yr is obviously costly and impractical. Once N is
large, yr had better be low to reduce the power consumption
per antenna at R.

1) AF Scheme: We consider the following terms:

T() £ Jim 7, ()1 (um < ysLgg N)

. (1 +ysLgg N)u
= lim ex
787> 00 YRIT(u — ysLgg N)
exp{—u/(yrI"")}

(51)
and
ysLgg N(1 + ysLgg N)

YR
ySL’Slg‘Nx
(ysLsg N)? //l e R (SrsLsg V)
R oo (psLggN)?
= 1 —exp{—u/(rI™)}.

J() £ lim

YS§—> 00

.7,14,,, (l, lSE)

(52)

VY800

Then using the two above-calculated limits, we obtain the limit
of P {AAF} in (48) at ys — oo as follows:

lim SOPAF

yS—> 00

27 Ry
= 1—exp[—/1/0 /0 (1—O)ldld¢]

=1—exp {—niR?P} .

2) DF Scheme: Taking the limit of (44) at ys — 00, we
have

sopAf o —

H,asym

(54)

: - rslsg —tm
yslgnooanrSF(#) =1l-e ® +m (1—6 R )
=0. (56)
Then, the limit of (50) is given by
DF  _ DF
SOP, asym = yslg)noo SOP,
2 Ry
= 1—exp[—/1/ / (1—O)ldld¢]
0 0
—1—exp {—n/IR?P} . (57)

Remark 1: We observe from (54) and (57) that when yg
increases, the role of the considered relaying operations comes
to be indistinguishable since both AF and DF give the same
value at high ys. Indeed, this observation can also be realized
in a more intuitive manner: First, we take the limit of (35),
ie,

lim snrA

y§—> 00

lim

y§—> 00

ysLEIg le*“N(a
ysLgg N
=yrl7*0 + yslgg

DF
snrg

] + yslgf 1hsel

|hsEl,
lim
yS§—> 00
— 3 3 —a —a —a 2
= lim_{min {ysLgf N, 7l =@} + sl lhse

= yRIT"O + pslg |hsel*. (58)

Then taking the limit of SOP;jF in (49) and SOP/?F in (55),
we arrive at the same conclusion, i.e. limyg oo SOP;}F =

lim,s—, oo SOP].
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Proposition 3: For given u, both SOP/’jF and SOP/?F
increase with ys. Furthermore, they are upper bounded by the
limit 1 — exp{—n/lR?I, }, which increases with 1. as well as Ry.
In this respect, we can conclude that when the eavesdroppers’
density A increases or their working range Ry becomes wider,
the upper limit of the SOP in the two relaying cases will
increase accordingly.

Proof: Please see Appendix C. U

V. CONNECTION OUTAGE PROBABILITY (COP)

To restrict information leakage to a certain extent, we
consider an on-off transmission strategy (see, e.g., [32]). As
for this strategy, a threshold # is compared to the instanta-
neous SNR at D before the transmission is performed. More
precisely, if SNRp < #, then S keeps silent (OFF-state);
otherwise, S will transmit confidential signals (ON-state). As
such, the transmission will be in the OFF-state with probability
P {S/NiD < ;7} which is termed the COP, i.e.

€O\P,7 = P {OFF-state} £ P {ﬁD < 77} . (59)

A. Analysis With Large N
Under the assumption of (very) large N, we can use (59),
(34) and (36) to arrive at the following approximation:

COP, ~ COP, = PP {snrp < 7} . (60)

In the following, we analyze the COP for the AF and DF
protocols.
1) AF Scheme: We replace snrp with snrgF in the above
expression to obtain the COP for the AF case, i.e.
ysLsg yRLgpN*

= <
[VsLs{{N + yRLgHN +1 ~ '7]
= P{ysLsg N (/RLgpN — 1) < 1 (yRLgpN + 1)}

COP?F =P {snrgF < ;7}

1, if yr < Q,
= 7 (yRLREN + 1 .
Piys < ,a( RDfa ) , if yr > Qy
L Lsg N (VRLRDN - ’7)
L, if yr <Q
=11, if yr > Q, and ys < T, 61)
LO, if yr > Qy and ys > Y,
where
Q, 2 n/ (NLgh). (©)
L2N +1
T” é ”(yR RD ) (63)

Lgg LgpN? (yr — Qy)

There is no surprise that the COP takes only two values,
either 1 or 0, due to the fact that all parameters ys, yR,
N, a, Lsr, Lrp, and 7 are predetermined. From the design
perspective, we want COP, = 0 because it implies that the
confidential transmission can occur (in the ON-state). As such,
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considering the on-off transmission strategy, we must make
sure that the two following conditions hold true:

[VR > Q”

64
ys > T’?‘ ©4)

2) DF Scheme: With snrl[)) F substituted for snrp in (60), the
COP for the DF case can be calculated as

CQP”DF =P {snrgF < 77}

= P {min {ysLsg N, yrLrp N} < 1}
1, if ys < w, and ys < yr (Lrp/Lsr)™*
0, if ys > w, and ys < yr (Lrp/Lsr) ™"
1, if yr <Qy and ys > yr (Lrp/Lsr) ™"
0

, if yr > Q, and ys > yr (Lrp/Lsr)™“
(65)

where

wy =0/ (NLgR) . (66)

Similarly to the AF case, we wish to have COP, = 0, and so

{either Q, < yr < ys(Lsr/Lrp)™* 67)

or wy < ys < yr(Lrp/Lsr)™ %,

needs to be satisfied.

B. Analysis With Large N and High ys

As analyzed in the last subsection, we need to set the
values of ys, yr and N such that the COP is equal to O for
each relaying strategy at R. With high ys (i.e. ys — ©00)
the second condition in (64) is almost surely true, because
limyg—oo P {ys > T} = 1; thus, the COP in the AF case
will approach 0 (i.e. the OFF-state does not occur) at high yg
given that the first condition in (64) is satisfied. Meanwhile,
the second condition in (67) does not seem to be achievable
at high yg; thus, the COP can reach O as long as the first
condition in (67) is satisfied. In short, the OFF-state occurs at
high ys when Q, < yr for the AF scheme and Q, < yr <
ys (Lsg/Lrp)~* for the DF scheme.

VI. SECURITY-RELIABILITY TRADEOFF

In this section, we evaluate the interactions of the key
secure metrics including the SOP, the COP and the end-to-
end (e2e) secrecy rate (SR). In this analysis, the SOP and the
COP will be jointly evaluated in another probabilistic metric,
i.e. the probability of achieving the most secure transmission
state. On letting A denote the most secure transmission state
and A denote the replacement for A in the case of (very)
large N, we have P{4} ~ P{4}). Similarly, with large
N, the e2e SR (in nats/s/Hz) can be expressed as C; =

% max {ln (1};5%) , 0} where the factor of 1/2 is due to the
fact that the transmission is divided into two equal time slots.
All metrics Cy, SOP, and COP,, involve the same parameter
ys; thus, we respectively rewrite Cy, SOP, and COP, as
Cs(ys), SOP,(ys) and COP,(ys) to emphasize the role of

ys in our analysis.
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SNR Emax

<
=
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SNR E max
=

n<p SNRp

Fig. 2. Possible insecure/secure states of the proposed system versus
corresponding ranges of (snrp, Snrg;,qy)-

Now, let us look at Fig. 2 which is provided for illustration.
In the figure, there are two regions for the e2e SR: the
region y0z corresponds to Cs(ys) = 0 (i.e. snrp < SNrEpqay),
while the region x0z corresponds to Cs(ys) > 0 (i.e. snrp >
SNIE;qy ). Further in Fig. 2, we consider two scenarios for #
as follows:

e With # > u, the transmission only occurs in the
ON-state (COP,(ys) = 0) if a pair of (snrp, snrgqy) lies
in the region uA1x. In this case, there are three subcases
corresponding to three regions:

— uAsz has Cs(ys) = 0 and snrgmax > 1
— zA3A70 has Cs(ys) > 0 and snrgpq, > u
— vAA1x has Cs(ys) > 0 and snrgyex < u
e With 7 < u, the transmission only occurs (in the
ON-state) if the considered pair of instantaneous SNRs
lies in the region uAsx. In this case, there are four
subcases:

uAeA7z has Cs(ys) = 0 and snrgmayx > u
zA7v has Cs(ys) > 0 and snrgpex > i
As5AgA7 has CS()’S) = 0 and snrgmax < p

— vA7As5A4x has Cg(ys) > 0 and snrgpqy < u

Obviously, if we have (snrp, sSnrg;,qx) € vA2A1x in the case
of # > p and/or (snrp, snrgy,y) € VA7A5A4x in the case of
n < u, the proposed system will attain the most secure state
with Cs(ys) > 0, COP,(ys) = 0 and snrgyqx < u. We focus
only on the case of # > u in this paper and evaluate the
probability of the event 4 = {(snrp, snrg;qx) € vA2A1x}.
The probability of the occurrence of the event 4 is given by

P{a} = P {(snrp, snrguax) € vA2A1x | > w1}
= P { < snrp, snrgmax < 4}

Eie
= [1 = SOP,(ys)][1 — COP,(ys)].-

=P {ma\)}(’snrg < ,u] P {n < snrp}
(68)
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We will denote P {4} as P {2}4F and P {4}PF for the AF case
and DF case, respectively.

A. AF Case
In order to maximize the probability P {4}47, we aim to
solve the following optimization problem:

PA) min}i}rsnize SOP?F (ys)
subject to COP‘,;“v (7s) = 0.

Using (64), the constraints are yr > €, and
s > 7Y,. Once the constraint yr > €, is satisfied,
(PAF) has the optimal solution

VS,opt —> T; (69)

because SOP?F()}S) > SOP/’jF(T”) for all ys > T, (accord-
ing to Proposition 3). In contrast, if the constraint yr > €,
is not satisfied, the event 4 does not occur regardless of any
value of yg. As such, we have

1= SOPLF(,h), if yr > Q

. (70)
0, if YR = Q”.

max P {2}4F = [
7S
B. DF Case

Analogously to the AF case, we suggest the optimization
problem for the DF case as follows:
(PPF)  minimize SOP?F(;)S)
7S
subject to COPP* (ys) = 0.

Using (67), the constraint becomes €, < yr <
s (Lsr/Lrp)™* or @, < ys < yr (Lrp/Lsr)™“. Moreover,
SOP, (ys) increases with ys, and so the problem (PPF) has
two optimal solutions:

VS,opt
_ yg (Lrp/Lsr) ™, if yr > Q,
a)”Jr, if yr > w’;r (Lsr/Lrp)™“ £ w.
(71)
Finally, the maximal value of P {2}P¥ can be readily deduced

from (71) as follows:

max P {2}PF
7S

P {/q}DF

max {]P {a)PF opt.1

br, bire, <o <

or yr > Q, > w,

_ ]P{z}g,fjl , if Q, <yr <o, (72)
P{a)lr,, if Q, > yr > @,
0, ifyr<Q, <w

or Q, > w > )R

DF &
N and P {ﬂl}olm,2 =

=y

where P {a}0F | £ 1 — SOPLF (y5) ,
S

1 — SOPPF (yg )
w ) 7s=7g (Lrp/Lsr) ™
Remark 2: Both cases require cooperation between S and R
such that ys and yr meet the requirement for quality of service
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Fig. 3. SOP4 in (49) and SOPPF in (55) versus yg. For each relaying
scheme, two subcases are considered: Lgr = 1 and Lgr = 4. Other
parameters: N = 50, 4 = 025, Ry = 1, a = 2.5, yp = 10 dB,
u = 16.02 dB.

(i.e. P{a} is maximized). When the parameter yg is chosen
beforehand, we only need to set the parameter ygs to reach the
goal. Hence, we choose yg > Q, in the AF case, while, yg
should satisfy either Q, < w < yr or yr > Q,; > @ in the
DF case.

VII. NUMERICAL RESULTS

This section provides several numerical examples to verify
the correctness of our analysis and show secure characteristics
of the proposed system. Relating to distance parameters, the
distance reference Ry is traditionally selected from 100 m to
1 km for large cellular systems [22]-[24]. With the selection of
Ro within [100m, 1000m], the measurement unit of 4 will be
implicitly understood as the average number of eavesdroppers
over Ry x Ro m?. Note that the selected value of Ry does not
change our numerical results, which depend on the distance
ratios Lsr, Lrp and Ry. Furthermore, a suitable value of the
path loss exponent a should be from 2 to 3. Thus, we choose
to set a = 2.5 for all numerical examples. Finally, we note that
all simglation results have been performed for SOP,, COP,
and P{4}; whereas, all analytical results have been performed
for SOP,, COP, and IP {a}.

In Figs. 3-5, we present the SOPs versus ys for the
AF and DF schemes. The analytical exBrQsions for the SOP
are verified through simulation, ie. SOP, ~ SOP, and
S/O\Pﬂ ~ SOP, qsym are confirmed. As seen from the figures,
the simulated values of S/O\Pﬂ and the analytical values of
SOP, match each other at large N (i.e. N = 50) through
the range [0, 40] dB of ys. Moreover, these values increase
with ys and converges to SOP, 45yn at high ys (for example,
at 40 dB).

In Fig. 3, two subcases of Lsr are considered, i.e. Lsr =
{1, 4}. We can see that the security performance in the AF case
is better than in the DF case for each considered value of LgRr.
However, when ys exceeds 15 dB for the case of Lsr = 1, the
security performance of both schemes is the same and thereby,
the role of the relaying protocol becomes indistinguishable.
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1.00
O (AF) Simulation
—— (AF) Analysis (case 1) Ry, =2
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Fig. 4. SOPAY in (49) versus yg. For each relaying scheme, two subcases
are considere(il: (case 1) Ry = 2; (case 2) Ry = 1; and (case 3) Ry = 0.5.
Other parameters: N = 50, 4 = 0.25, Lgr = 2, a = 2.5, yr = 10 dB,
u = 16.02 dB.

1.00
U S >
® Simulation (case 1)
[ Analysis (case 1)
Q 075 | =+ —Approximation (case 1)
E (case 1) Ry, =2
Z
I}
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© 050 |
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S05) pp ( )
D b e e = - P gy V7 Jp—— o
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Fig. 5. SOPPF in (55) versus ys. For each relaying scheme, two subcases
are considered: (case 1) Ry = 2; (case 2) Ry = 0.5. Other parameters:
N =50, 2=025, Lsg =2, o = 2.5, yr = 10 dB, u = 16.02 dB.

Interestingly, the decrease in Lgsr (i.e. S comes closer to R)
does not ensure that the secure performance will be improved.

Regarding Figs. 4-5, we fix the distance ratio Lsr and
change the radius ratio Ry. We observe that the secure
performance inversely decreases with the increase in Ry.
This observation is consistent with the phenomenon that as
the working range increases, the eavesdroppers will become
more dangerous. In Fig. 6, we depict the SOPs versus A.
Again, the results confirm that the AF scheme gives better
secure performance. Moreover, the difference in performance
between the two schemes decreases with increasing ys. Fur-
thermore, an increasing density of eavesdroppers also causes
a worse situation for the proposed system (as can be observed
intuitively).

In Fig. 7, we depict the COPs versus ys in the AF case
and verify C/O\PﬁF ~ COP;}F . These results show that
when N increases, our analysis becomes smaller because

_—~—AF
the gap between the simulation curve (ie. COP, ) and
the analytical curve (i.e. COP;?F ) is narrowed. In the case
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Fig. 6. SOP;‘}F in (49) and SOPEF in (55) versus A. Parameters: N = 50,
Ry =2, Lsggr =2, a =2.5, ys =10 dB, yr =10 dB, u = 16.02 dB.
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Fig. 7. COP?F versus yg. Parameters: N = {40, 70}, Lgr = 2, Lrp = 1.5,

a =25, yg = 10 dB, = 20 dB.

of N = 40, the first constraint yr > €Q, is satisfied,
ie. yr = 10 dB > 8.38 dB, and so the COP theoretically
reaches 0 at any yr > Y, ~ 16.6 dB. Likewise, in the case
of N =70, the constraint yg &~ 13.01 dB > 5.95 dB, and so
the COP is expected to be 0 at any yr > Y, ~ 11.26 dB.
In comparison between the two cases, we can see that an
increase in N helps to enhance the reliability. For example,
if the secure transmission occurs at ys = 15 dB, then N = 70
will be selected because the theoretical COP equals 0; in
contrast, N = 40 will lead to an unsecured transmission as
the theoretical SOP is 1.

In Fig. 8, we depict the COPs versus ys in the DF case.
Similar to the AF case, the gap between the analysis and
simulation becomes smaller when N increases. Moreover,
if one of the two conditions in (67) is satisfied, the COP
reaches 0. For example, in the case of N = 40, the condition
Q, ~ 10838/10 <y = 101919 dB < y5(2/1.5)7>5 can be
attained if yg > 13.12 dB. In the case N = 70, the condition
wy ~ 1029710 < 5 < 1019/10(1.5/2)725 & 9.07 dB <
ys < 13.12 dB will lead to COP,’" = 0.

In Fig. 9, the probability of the most secure state IP {2
is shown with respect to ys. The results show that excellent
agreement between the analytical curves and the simulation

}AF
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Fig. 8. COP?F versus yg. Parameters: N = {40, 70}, Lsr = 2, Lrp = 1.5,
o =25, yr =10 dB, =20 dB.
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Fig. 9. P {aAF versus ys. Parameters: N = {50, 70}, A = 0.25, Ry =1,
Lsgr =4, Lgp = 1.5, a = 2.5, u = 16.02 dB, # = 20 dB, ygr = 10 dB.
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Fig. 10. P {a}PF versus yg. Parameters: N = {50, 70}, 2 = 0.25, Ry = 1,
Lsg =4, Lrp = 1.5, o = 2.5, 1 = 16.02 dB, 5 = 20 dB, yg = 10 dB.

curves is attained as N increases. We can see that with
N = 50, we have P {2}4F > 0 at any ys > 21 dB. In contrast,
to have P {2}4F > 0 in the case of N = 70, we have to
set ys > 19 dB. As such, an increase in N helps ensure
P {a}4F > 0 when ys decreases. As analyzed in Section VI,
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P {a}AF reaches its maximum when yg — T,;“ . For example,
with N = 70 we have max, P {)AF = P {a}AF |ys=T,7+€ ~
0.811 where € is a very small positive number. Likewise, in
Fig. 10, the probability of the most secure state IP (a)PF s
also illustrated vs. ys. The behavior of P {4}PF is similar to
that of P {a}AF".

VIII. CONCLUSIONS

In this paper, we have considered a relay-aided wireless
system in which the relay is equipped with a large antenna
array in the presence of many potential eavesdroppers, whose
positions follow a homogeneous PPP. Furthermore, compared
to the destination, the eavesdroppers have the advantage
of direct links between them and the source. Under these
assumptions, we have employed an ON-OFF strategy and
evaluated the security as well as the reliability of the system
through probabilistic metrics. Analytical and simulation results
show that an increase in the gain yg reduces the secure
performance in both AF and DF case. Such an increase in ys,
however, helps enhance the reliability in both AF and DF
cases. Finally, optimization problems have been proposed for
each relaying scheme such that the probability of achieving the
most secure state in each transmission is maximized. Among
other conclusions, we have seen that a large value of the array
size N makes the COP reach 0, which means that secure
transmission can occur for sufficiently large arrays.

APPENDIX

A. The CDF of snrgF

ysLS_lglefaNQ
(rsLgg N+1)+yrI—*©"
probability density function (PDF) of X can be, respectively,
written as

Let us define X = The CDF and

Fx(x) = P{(ysLgg N — x)yrl"*© < (ysLgg N + 1)x}
1 Loy N
=1—exp (1 +sLsg _); I(x < ysLgg N)
YRIT*(x — 7sLgr N)
(73)
and
(1+ ysLs? N)x
fr(x) = exp | ——— =R
yRIT*(x — ysLqr N)

LION( + ysLIN
o ISLsr N i 2)]l(x < ysLgiN). (74)
YRIT(x — )’SLSR N)

As such, snrd” in (35) can be rewritten as snrdf =
E E

yslg |hsel* + X. The CDF of snrg” is given by
Hm U—x
anrAF (lu) = F\th\z T —a fX(x)dx (75)
: 0 rslsg

where u,, £ min{u, ysLgg N}. After some manipula-
tions, (75) can be expressed in the form of (40).
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B. The CDF of snrgF

Let us define 9 = min {ysLgg N, yrI~“®}. The CDF and
PDF of 9 can be, respectively, written as

Fy(y) =1—exp {— ] I(y < ysLggN).  (76)

y
yRI™®

exp | — Y
YR

LN
+exp —L S_R
YRIT?

and

for(y) =

yRIT®
]5(y—ysL§f{ ) (7)

for y < ysLgg N, where d (y — ysLgg N) is a Dirac delta
function.

Now we can rewrite snrf? in (37) as snrff =
ysl§§|hsg|2 + . The CDF of snr]?F is given by

Hm _
m=y
anré’F (1) = / F|hSE|2 ( 1= ) fy(y)d)’- (78)
0 7stsE

After some manipulations, (78) can be expressed in the form
of (44).

C. Proof of Proposition 3

First, we note that both snrg and SOP,, are functions of ys.
To emphasize this, we rewrite snrg and SOP, as snrg(ys)
and SOP,(ys), respectively. It is straightforward to show

snrg(p2) — snrg(p1) > 0 for p2 > pi, and thus snrg(ys)
is an increasing function of ys. For p» > p;, we have

P {snrg(p2) < u|¥}
< P{snrg(p1) < u|¥}

= 1-Ey [ [T B tsnre(p) < W}}

Eie¥

SOP,(p2)

> 1— Ty [ H P {snrg(p1) < zI‘I’}} (79)

Eie¥

SOP,(p1)

which demonstrates that SOP, (ys) increases with ys. More-
over, limyg 0 SOP, = 1—exp{—7t/1R\2},} as calculated in (54)
and (57) for each considered case; thus this limit value is also
an upper bound on SOP,, at high ys.
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