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Abstract—This paper investigates secrecy performance of finite-
sized cooperative full-duplex relay (FDR) systems with unreliable
wireless backhaul connections across multiple transmitters under
Nakagami-m fading. Closed-form expressions for the secrecy out-
age probability and probability of nonzero achievable secrecy rate
are derived in terms of self-interference (SI), transmitter cooper-
ation, and backhaul reliability. It is shown that transmitter coop-
eration can effectively enhance the secrecy performance, while the
asymptotic limits on the secrecy outage probability and probability
of nonzero achievable secrecy rate are exclusively determined by
backhaul reliability. With the aid of transmitter cooperation, the
burden of SI cancelation can be alleviated for the FDR system in
achieving the smallest allowed secrecy outage probability. Com-
pared to that of a half-duplex relay (HDR) system, the FDR system
achieves a lower secrecy outage probability with well suppressed
SI. The analysis shows that the secrecy outage probability achieved
by the FDR system converges to that of the HDR system under per-
fect backhaul as the target secrecy rate becomes small. The secrecy
performance metrics of the considered system are verified by sim-
ulations for various backhaul scenarios.
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laying protocol, secrecy outage probability.

Manuscript received March 2, 2017; revised June 22, 2017; accepted August
16, 2017. Date of publication August 29, 2017; date of current version Septem-
ber 28, 2017. The associate editor coordinating the review of this manuscript and
approving it for publication was Prof. Stefano Tomasin. This work was supported
in part by the U.S. National Science Foundation under Grants CMMI-1435778
and ECCS-1647198, in part by SRF for ROCS, SEM, Shandong Provincial
Natural Science Foundation, China, under Grant 2014ZRB019XM, and in part
by the Ministry of Science and ICT, Korea, under the Information Technol-
ogy Research Center support program (IITP-2017-2014-0-00729) supervised
by the Institute for Information and Communications Technology Promotion.
(Corresponding author: Kyeong Jin Kim.)

H. Liu is with the Department of Information and Communication Engineer-
ing, Inha University, Incheon 402-751, South Korea, and also with Shandong
Jiaotong University, Jinan 250357, China (e-mail: hong.w.liu@hotmail.com).

K. J. Kim is with the Mitsubishi Electric Research Laboratories, Cambridge,
MA 02139 USA (e-mail: kyeong.j.kim@hotmail.com).

T. A. Tsiftsis is with the School of Engineering, Nazarbayev University,
Astana 010000, Kazakhstan (e-mail: theodoros.tsiftsis@nu.edu.kz).

K. S. Kwak is with the Department of Information and Communication
Engineering, Inha University, Incheon 402-751, South Korea (e-mail: kskwak@
inha.ac.kr).

H. V. Poor is with the Department of Electrical Engineering, Princeton Uni-
versity, Princeton, NJ 08544 USA (e-mail: poor@princeton.edu).

Color versions of one or more of the figures in this paper are available online
at http://ieeexplore.ieee.org.

Digital Object Identifier 10.1109/TSP.2017.2745463

I. INTRODUCTION

W
ITH the explosive demand for wireless data traffic, co-

operative transmission is considered a promising tech-

nology for future wireless communications. In particular, highly

dense heterogeneous networks (HetNets) have attracted signifi-

cant attention, in which a mass of base stations or access points

are deployed cooperatively to enhance user experience [1], [2].

However, with the dense deployment of cooperative nodes in

HetNets, backhaul connections become increasingly worrisome

[3], [4]. Although conventional wired backhauls provide solid

link connections between the core network and control units

(CUs) (such as access points or gateways), the associated capital

expenses and operation expenses restrict their implementation.

As an alternative solution to overcome the inconvenience and

excessive costs caused by wired backhauls, wireless backhauls

have attracted considerable interest [5], [6]. Due to wireless

channel impairments such as non-line-of-sight (nLOS) propa-

gation, severe fading, and interference, wireless backhauls are

sometimes unreliable causing a serious issue in meeting end

terminals’ quality of service (QoS) requirements [7], [8].

A. Technical Literature Review

The reliability and limited-rate of wireless backhauls have

been investigated for coordinated multi-point cooperation [9],

cloud radio access networks [10], and finite-sized systems [11].

Considering backhaul link failures, the authors in [12] have de-

rived upper and lower bounds on the average achievable rate

for cooperative multi-relay systems. The rate-distortion region

and outer bound on the rate region were investigated for relay

backhauls with link erasures in [13] and limited-rate relay back-

hauls in [14], respectively. In [15], it was shown that wireless

backhauls provide low latency multihop connections for mul-

tiple access points. For uplink backhaul connections, several

cooperative relaying schemes have been proposed, including

complex field network procoding [16], distributed compression

[17], and decentralized decoding [18]. However, the existing

works for cooperative relay systems with unreliable backhauls

have considered only half-duplex relays (HDRs) at the price of

50% loss in spectral efficiency, which results from transmitting

and receiving in orthogonal channels.

With their capability of transmitting and receiving sig-

nals simultaneously, full-duplex relays (FDRs) have attracted
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considerable recent attention [19], [20]. In [21] and [22], relay

selection has been proposed to decrease the outage probability

of FDR systems. In [23], several precoding/decoding, antenna

selection, and power allocation techniques have been applied to

maximize the end-to-end system performance of multiple-input

multiple-output (MIMO) FDR systems. Due to self interference

(SI) that leaks between transmit and receive antennas, FDR was

previously considered impractical. Although recent advances

in SI cancellation have shown that overall SI attenuation lev-

els can be 70–100 dB, residual SI (RSI) cannot be eliminated

completely due to RF impairments [24], [25]. Thus, system per-

formance of FDR networks still suffers from RSI. To achieve

substantially high spectral efficiency, SI cancellation and the

corresponding RSI level need to be carefully handled [24], [25].

Due to the broadcast nature of wireless communications, po-

tential eavesdroppers may receive signals intended for a le-

gitimate receiver, so that data confidentiality in the legitimate

channel can be compromised. Physical layer security, based on

Shannon theory, and using channel coding to achieve secure

transmission, is an emerging means of securing wireless trans-

missions against eavesdropping by exploiting physical channel

characteristics [26], [27]. Several works have considered phys-

ical layer security over wireless relay channels, including dis-

tributed beamforming schemes [28], cooperative relay networks

[29], buffer-aided relay networks [30], and MIMO communica-

tions [31]. It has been shown that the secrecy capacity of MIMO

wiretap channels can be achieved by using Gaussian wiretap

codes [32], [33], while multiple-antenna diversity has been an-

alyzed for several transmit antenna selection (TAS) schemes in

[34]–[36]. When a massive MIMO array is employed for relay-

ing, significant enhancement of secrecy outage capacity can be

achieved [37]. For simultaneous wireless information and power

transfer (SWIPT) MIMO wiretap channels, the ergodic secrecy

capacity has been approximated using large-dimensional ran-

dom matrix theory [38]. In [39], the effects of unreliable back-

haul on physical layer security of finite-sized cooperative HDR

networks with multiple eavesdroppers were investigated. It has

been shown that, compared to HDR systems, FDR systems can

effectively decrease secrecy outage probability [40] and increase

secrecy rate [41]. In [42], the secrecy performance of a multi-hop

relay network was enhanced by employing an FDR. However,

the effect of unreliable backhaul on physical layer security of

finite-sized cooperative FDR systems remains unknown.

B. Motivation

In this paper, we explore physical layer security for a finite-

sized cooperative FDR system, in which multiple transmitters

are connected to a CU with unreliable backhaul and intend

to transmit information to a destination via an intermediate

FDR node. Different from TAS schemes designed for enhancing

physical layer security [34]–[36], where transmit antennas are

co-located at a single source node, the considered transmitter co-

operation is deployed with unreliable wireless backhaul, which

serves as a relaying-hop from the CU to transmitters. Intuitively,

when perfect wireless backhaul across all transmitters is avail-

able, the considered transmitter cooperation can be recognized

as a multiple-antenna source node with TAS. Moreover, unlike

the works in [40] and [41], in which FDR-assisted jamming

was employed, we considered a simple but insightful scenario

in which a single transmitter is selected for transmitting to the

destination [39], while an eavesdropper can overhear any con-

fidential messages transmitted by the selected transmitter and

FDR node.

C. Our Contributions

� The secrecy outage probability and probability of non-

zero achievable secrecy rate are derived for a finite-sized

cooperative FDR system with respect to RSI, transmitter

cooperation, and backhaul reliability. Note that an investi-

gation of the joint impact of RSI, transmitter cooperation,

and backhaul reliability in cooperative relay systems has

not been investigated previously. Thus, its accompanying

secrecy performance analysis is also a novel contribution

from this work. For finite-sized cooperative FDR systems,

we consider Nakagami-m fading channels which are fairly

general, modeling a range of fading behaviors.
� Closed-form expressions for the secrecy outage probabil-

ity and probability of non-zero achievable secrecy rate are

derived for a finite-sized cooperative HDR system, which

serves as a benchmark for secrecy performance compari-

son between HDR and FDR systems.
� Asymptotic limits of the secrecy outage probability and

probability of non-zero achievable secrecy rate are ob-

tained for both HDR and FDR systems, including an intrin-

sic outage probability floor and a ceiling on the probability

of non-zero achievable secrecy rate. For the FDR system,

it is verified that the asymptotic limits can be achieved only

when SI is well suppressed.

The remainder of this paper is organized as follows: Section II

presents the system model and the statistical properties of the

signal-to-interference-plus-noise ratios (SINRs); Section III an-

alyzes the secrecy performance of the FDR system; Section IV

analyzes the secrecy performance of the HDR system; Section V

gives simulation results to verify the analysis; and Section VI

summarizes the paper.

Notation: E(·) denotes expectation and CN(x, y) stands for

the circularly symmetric complex Gaussian distribution with

the mean x and variance y. 0M ×N is the M × N zero matrix

and IN is the N × N identity matrix. U(·) denotes the unit

step function. Γ(·) is the gamma function. [x]+ � max(0, x)
and Z+ is the set of positive integers. fϕ (·), Fϕ (·), and F̄ϕ (·)
denote the probability density function (PDF), cumulative dis-

tribution function (CDF), and complementary CDF (CCDF) of

the random variable (RV) ϕ, respectively.

II. SYSTEM AND CHANNEL MODEL

The considered finite-sized system consists of a CU providing

wireless backhaul to K transmitters (TX1 , . . . , TXK ) commu-

nicating with a destination D via an FDR node R in the presence

of an eavesdropper E, as depicted in Fig. 1. Due to large path

loss or obstacles, we assume that the direct links between the

transmitters and destination do not exist. In addition, we assume
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Fig. 1. Block diagram of a finite-sized cooperative FDR system with unreli-
able backhauls.

that each transmitter is equipped with a single transmit antenna,

the FDR node is equipped with a single receive and a single

transmit antenna, while the destination and eavesdropper are

each equipped with a single receive antenna.

A. Unreliable Backhaul

Backhaul reliability for the transmitter TXk is denoted by

sk , which represents the probability that TXk can successfully

decode the source message via its backhaul transmission. In

contrast, the probability that the transmitter TXk cannot de-

code the source message via its dedicated backhaul is 1 − sk .

When a backhaul transmission is not successful, we do not apply

automatic repeat request (ARQ) or power control, so that the

corresponding transmitter may not have the correct information

of the source message [43]. Backhaul reliability is assumed to be

independent across source messages following a Bernoulli pro-

cess [39], so that Pr(Ik = 1) = sk and Pr(Ik = 0) = 1 − sk ,

where Ik is a binary indicator function.

B. Channel

The channel gains of the links TXk → R, R → D, TXk →
E, and R → E are denoted by h1,k , h2 , h3,k , and h4 , respec-

tively. A path loss associated with hi for i ∈ {(1, k), 2, (3, k), 4}
is denoted by Li and the channel magnitude |hi | for i ∈
{(1, k), 2, (3, k), 4} is modeled as Nakagami-m fading, so that

|hi |
2 follows the gamma distribution which is denoted by

|hi |
2 ∼ Ga(mi , θi), where mi is the shape factor and θi is the

scale factor. For analytical convenience, we limit our study to

the case of Nakagami-m fading with a positive integer value of

m. The SI channel at the relay is denoted by h0 . Before any

active interference cancellation, the SI channel amplitude |h0 |
in the radio frequency domain can be characterized as Rician

[25]. In practice, the actual distribution of |h0 | is not known after

several stages of SI cancellation [44]. Therefore, this paper con-

ducts the system modeling and secrecy performance analysis

conditioned on RSI power level. All the channels are assumed

to be super-block-fading, i.e., the channel coefficients remain

constant, but independently vary from one super-block to an-

other super-block. Similar to the existing works [37], [39], [40],

[42] and [45], we assume that the relay knows perfect channel

state information (CSI) of the links TXk → R, the destination

knows perfect CSI of the link R → D, and the eavesdropper

knows perfect CSI of the links TXk → E and R → E.

C. Cooperative Signal Processing

In the considered FDR transmission, the length of one super-

block is denoted by B + τ , where B is the number of blocks

transmitted by the selected transmitter in each super-block and

τ is the processing delay at the relay [46].

At the beginning of each super-block transmission, a trans-

mitter with the strongest channel gain is selected to transmit to

the relay [39], so that the selected transmitter index is given by

k∗ = arg max
1≤k≤K

IkL1,k |h1,k |
2 . (1)

After receiving the signal, the FDR node first decodes the source

signal and regenerates it by employing the decode-and-forward

(DF) relay protocol [39]. Thus, we have xr (t) = xs(t − τ) at

the tth block, where xs(t) and xr (t) are the respective signals

transmitted by the source and relay satisfying E(xs(t)) = 1 and

E(xr (t)) = 1.

The received signal at the FDR node can be expressed as

yr (t) =
√

PsL1,k ∗h1,k ∗Ik ∗xs(t)

+
√

Prh0xs(t − τ) + zr (t), (2)

where Ps is the allocated transmission power at the se-

lected transmitter, Pr is the transmission power at the re-

lay, and zr (t) ∼ CN (0, σ2) is additive white Gaussian noise.

Moreover, the received signal at the destination can be

expressed as

yd(t) =
√

PrL2h2xs(t − τ) + zd(t), (3)

where zd(t) ∼ CN (0, σ2) is additive white Gaussian noise at the

destination. Because the selected transmitter and relay transmit

simultaneously, the intercepted signal at the eavesdropper is

given by

ye(t) =
√

PsL3,k ∗h3,k ∗Ik ∗xs(t)

+
√

PrL4h4xs(t−τ) + ze(t). (4)

With the super-block structure, the intercepted signal can be

rewritten in a matrix form as

ye = Hxs + ze(t), (5)

where ye = [ye(B + τ + t − 1), ye(B + τ + t − 2), . . . , ye

(t)]T , xs = [xs(B + t − 1), xs(B + t − 2), . . . , xs(t)]
T , ze =
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[ze(B + τ + t − 1), ze(B + τ + t − 2), . . . , ze(t)]
T , and

H =
√

PsL3,k ∗h3,k ∗Ik ∗

[

IB

0τ×B

]

+
√

PrL4h4

[

0τ×B

IB

]

(6)

is the (B + τ) × B eavesdropping channel matrix.

III. DERIVATION OF THE SINRS AND SNR

According to (2)–(3), the SINR at the relay and the

signal-to-noise ratio (SNR) at the destination are respectively

given by

γr �
Ik ∗PsL1,k ∗ |h1,k ∗ |2

Pr |h0 |2 + σ2
≈

Ik ∗PsL1,k ∗ |h1,k ∗ |2/σ2

γ
R S I

and (7)

γd �
PrL2 |h2 |

2

σ2
, (8)

where γ
R S I

� Pr |h0 |
2/σ2 is the interference-to-noise ratio

(INR) at the relay. Note that the RSI power is Pr |h0 |
2 since

we use h0 to model the SI channel after a series of interfer-

ence cancellations. In (7), the approximation is achieved in the

interference-dominated scenario which is of practical interest.

With the above obtained γr and γd , the end-to-end SINR of

the main relaying channel is given by γ
F D R

= min(γr , γd) [39].

Since (5) has a form similar to that of the inter-symbol inter-

ference channels, the B eigenvalues of HH H can be derived

as [46]

λτ (i−1)+1:τ i � PsL3,k ∗ |h3,k ∗ |2Ik ∗ + PrL4 |h4 |
2

+ 2PsPrL3,k ∗L4 |h
∗
3,k ∗h4 | cos iτ π

B̃+τ
, (9)

where i ∈ {1, 2, . . . , n}with n ∈ Z+ , B̃ = nτ , and λi:j denotes

the set {λi , λi+1 , . . . , λj}. From (9), the ith (i = 1, 2, . . . , B)

equivalent SINR with respect to (5) can be effectively approxi-

mated as [46]

γi =
λi

σ2
≈ γe �

PsL3,k ∗ |h3,k ∗ |2Ik ∗ + PrL4 |h4 |
2

σ2
, (10)

which makes the performance metric utilizing γi independent of

the super-block parameters B and τ . In the following, we use the

definitions θ̃1,k �
Ps L1 , k θ1 , k

Pr |h0 |2
, θ̃2 � Pr L2 θ2

σ 2 , θ̆1 �
Ps L3 , k ∗ θ3 , k ∗

σ 2 ,

and θ̆2 � Pr L4 θ4

σ 2 .

A. Statistical Properties of the SINRs

Conditioned on the RSI power level, the RV γr can be recog-

nized as the largest of K products of gamma RVs and Bernoulli

random RVs. Based on the theory of the order statistics, the

following proposition is provided for the CDF of γr .

Proposition 1: The CDF of the SINR γr is given by

Fγr
(x)=1 +

K∑

k=1

Υ(−1)k
k∏

q=1

(
s	q

nq !(θ̃1,	q
)n q

)

e−αxxβ , (11)

where α �
∑k

q=1 θ̃−1
1,	q

, β �
k∑

q=1
nq , and

Υ �

K−k+1∑

	1=1

K−k+2∑

	2 =	1 +1

. . .
K∑

	k =	k −1 +1

m 1 , 	 1
−1

∑

n1 =0

m 1 , 	 2
−1

∑

n2=0

. . .

m 1 , 	 k
−1

∑

nk=0

.

(12)

Proof: See Appendix A. �

The closed-form expression in (11) is of particular interest

since it can be applied in a wide range of scenarios with non-

identical backhaul reliability, non-identical Nakagami-m fading

channels, and any degree of transmitter cooperation. Moreover,

since θ̃1,	q
=

Ps L1 , 	 q θ1 , 	 q /σ 2

γ
R S I

, the distribution of γr in (11) is

explicitly conditioned on RSI, so that the impact of the FDR

operation on γr can be analytically evaluated based on the ex-

pression in Proposition 1.

Theorem 1: The CDF of the SINR of the cooperative FDR

transmission with unreliable backhauls and transmitter cooper-

ation is given by

Fγ
F D R

(x) = 1 −
K∑

k=1

Υ(−1)k+1
k∏

(
s	q

nq !(θ̃1,	q
)n q

)

×
m 2 −1∑

n=0

1

n!(θ̃2)n
e−x(α+1/θ̃2 )xβ+n . (13)

Proof: See Appendix B. �

The closed-form expression in Theorem 1 explicitly consid-

ers transmitter cooperation, backhaul reliability, Nakagami-m
fading, as well as RSI, so that it provides a general form for

the end-to-end SINR distribution of the main relaying channel

of the finite-sized cooperative FDR system. Moreover, the joint

impact of the considered practical system setting on γ
F D R

is

characterized. Since θ̃1,	q
includes RSI power level, the impact

of RSI on γ
F D R

can be readily evaluated based on (13).

To derive the PDF and CDF of γe , we introduce a gamma

random variable Zµ,ν ∼ Ga(ν, θ̆µ) with its PDF and CDF

given by

fZµ , ν
(x) �

xν−1e−x/θ̆µ

Γ(ν)(θ̆µ)ν
(14)

and

FZµ , ν
(x) � 1 − e−x/θ̆µ

ν−1∑

	=0

1

	!

(
x

θ̆µ

)	

, (15)

respectively, where µ = 1, 2 and ν = 1, . . . , m̆µ with m̆1 �

m3,k ∗ and m̆2 � m4 . Since transmitter k∗ determined by (1)

is randomly selected from a particular set of transmitters, the

evaluation of the statistics of the SINR of the eavesdropping

channel is only feasible by considering identical backhaul relia-

bility and identical Nakagami-m fading for the channels h3,k but

non-identical Nakagami-m fading channels for the TXk → R,

R → D, and R → E links. This assumption will be relaxed to

non-identical backhaul reliability and non-identical Nakagami-

m fading channels across all the links in the next section. Due to
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different locations of the transmitters, relay, and eavesdropper,

we also assume θ̆1 �= θ̆2 .

Proposition 2: The PDF and CDF of the SINR received by

the eavesdropper are respectively given by

fγe
(x) = (1 − sk ∗)fZ2 , m̆ 2

(x) + sk ∗

2∑

µ=1

m̆ µ∑

ν=1

Ξµ,ν fZµ , ν
(x)

(16)

and

Fγe
(x) = (1 − sk ∗)FZ2 , m̆ 2

(x)

+sk ∗

2∑

µ=1

m̆ µ∑

ν=1

Ξµ,ν FZµ , ν
(x), (17)

where Ξµ,ν is given by

Ξµ,ν � (−1)m̆ 1 +m̆ 2 −m̆ µ θ̆ν
µ(m̆1 + m̆2 − ν − 1)!

(
1
θ̆µ

− 1
θ̆1 + U ( 1−µ )

)ν−m̆ 1 −m̆ 2

θ̆m̆ 1
1 θ̆m̆ 2

2 (m̆1+U (1−µ) − 1)!(m̆µ − ν)!
. (18)

Proof: See Appendix C. �

The closed-form expressions in Proposition 2 explicitly in-

clude the impact of the simultaneous reception from both the

transmitter and relay due to the FDR operation, while the back-

haul reliability on the distribution of γe is also characterized.

IV. SECRECY PERFORMANCE ANALYSIS

Based on available closed-form expressions for the CDF and

PDF of SINRs and SNR, this section computes the secrecy

outage probability and probability of non-zero achievable se-

crecy rate for the finite-sized cooperative FDR system under

non-identical Nakagami-m fading. With respect to the random

transmitter selection from the point of view of the eavesdropper,

we first evaluate the secrecy performance metrics with identical

backhaul reliability and identical Nakagmai-m fading for the

channels h3,k . However, all the other links of the system are as-

sumed following non-identical Nakagami-m fading. Then, we

derive the asymptotic secrecy performance limits by considering

non-identical backhaul reliability and non-identical Nakagami-

m fading across all the links in the high SINR/SNR region.

For the main relaying channel, the achievable maximum

rate of one realization of the super-block transmission is given

by [46]

C
F D R

= log2(1 + γ
F D R

), (19)

while the achievable maximum rate for the eavesdropping chan-

nel can be expressed as [40]

Ce =
1

B
log2

(
det(IB + HH H)

)

=
1

B
log2

B∏

i=1

(1 + γi). (20)

With the approximation provided in (10), (20) can be approxi-

mated as

Ce ≈ log2(1 + γe). (21)

Since C
F D R

and Ce are measured at the super-block level, we

introduce Cs = [C
F D R

− Ce ]
+ as the secrecy rate that can be

achieved by the main relaying channel with a Gaussian wiretap

code for one realization of the super-block transmission [40],

[47]. Substituting (19) and (21) into Cs = [C
F D R

− Ce ]
+ , it can

be shown that

Cs = [log2(1 + γ
F D R

) − log2(1 + γe)]
+ . (22)

A. Identical Backhaul Reliability

For identical backhaul reliability, we investigate the secrecy

performance next.

1) Secrecy Outage Probability: When the secrecy rate Cs is

less than a target secrecy rate Rs > 0, perfect secrecy cannot

be guaranteed and a secrecy outage event occurs [40], [47]. The

secrecy outage probability can be characterized as [40], [47],

[48]

Pout = Pr(Cs < Rs)

=

∫ ∞

0

Fγ
F D R

(J
F D R

(1 + x) − 1)fγe
(x)dx, (23)

where J
F D R

� 2R s .

Theorem 2: The secrecy outage probability of a finite-sized

cooperative FDR system with identical backhaul but non-

identical Nakagami-m fading is given by (24) shown at the

bottom of this page.

Proof: Substituting (13) and (16) into (23), we expand

the term (J
F D R

− 1 + J
F D R

x)β+n in the obtained expression

using the binomial formula. Then, by solving the resulted

Pout = 1 −
K∑

k=1

Υ(−1)k+1
k∏

q=1

(
s	q

nq !(θ̃1,	q
)n q

) m 2 −1∑

n=0

1

n!(θ̃2)n

β+n
∑

i=0

(
β + n

i

)

(J
F D R

− 1)β+n−iJ i
F D R

e−(J
F D R

−1)(α+1/θ̃2 )

[

(1 − sk ∗)Γ(i + m̆2)

Γ(m̆2)θ̆
m̆ 2
2

(

J
F D R

α +
J

F D R

θ̃2

+
1

θ̆2

)−(i+m̆ 2 )

+sk ∗

2∑

µ=1

m̆ µ∑

ν=1

Ξµ,ν
Γ(i + ν)

Γ(ν)θ̆ν
µ

(

J
F D R

α +
J

F D R

θ̃2

+
1

θ̆µ

)−(i+ν )
]

. (24)
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integral using
∫ ∞

0 xm e−axn
dx = Γ((m + 1)/n)/(na(m+1)/n )

[49, 3.326/2], (24) can be arrived. �

Theorem 2 provides an analytical framework for evalua-

tion/design of the secrecy outage probability of a finite-sized

cooperative FDR system in terms of CSI statistics, transmitter

cooperation, backhaul reliability, and RSI power level. More-

over, the closed-from expression in (24) considers that the eaves-

dropper simultaneously receives signals from both the transmit-

ter and relay, which affects Pout with respect to the FDR opera-

tion in addition to RSI. Although the secrecy outage probability

is a general secrecy performance metric, the derivations for

(24) are novel since we consider a practical full-duplex system

that faces RSI, unreliable backhaul, and transmitter cooperation

under Nakagami-m fading, which has not been investigated pre-

viously.

2) Probability of Non-Zero Achievable Secrecy Rate: The

probability of non-zero achievable secrecy rate is given

by [47]

Pr(Cs > 0) =

∫ ∞

0

F̄γ
F D R

(x)fγe
(x)dx, (25)

which is evaluated as (26) shown at the bottom of this page.

Note that F̄γ
F D R

(x) = 1 − Fγ
F D R

(x) can be extracted

from (13).

3) Asymptotic Performance With Perfect Backhauls:

Asymptotic secrecy outage probability and asymptotic

probability of non-zero achievable rate with perfect backhauls

are given by the following theorem.

Theorem 3: For perfect backhaul connections and limited

RSI, the asymptotic secrecy outage probability and probability

of non-zero achievable secrecy rate are given by (27) and (28)

shown at the bottom of this page. In (27) and (28), we have

defined m̃1,k �
∑K

k=1 m1,k .

Proof: See Appendix D. �

The closed-form expressions in Theorem 3 clearly show that

the asymptotic secrecy performance limits under perfect back-

haul and limited RSI are determined by transmitter cooperation,

Nakagami-m fading, and FDR operation. Moreover, Theorem 3

shows that the impact of full-duplex operation on the asymptotic

secrecy performance limits comes from not only the simultane-

ous reception and transmission in the main relaying channel, but

also the simultaneous reception from the transmitter and relay in

the eavesdropping channel. Note that a full-duplex system with

RSI, unreliable backhaul, and transmitter cooperation has not

been investigated previously, and thus the results in Theorem 3

provide novel insight into the joint impact of the practical system

setting on the asymptotic secrecy performance limits. Accord-

ing to the results of Theorem 3, the secrecy diversity gain can be

defined as

D = min

( K∑

k=1

m1,k , m2

)

, (29)

which indicates that the diversity gain is mainly determined by

the shape factor of the Nakagami-m fading, whereas transmitter

cooperation does not affect the secrecy diversity gain.

Pr(Cs > 0) =

K∑

k=1

Υ(−1)k+1
k∏

q=1

(
s	q

nq !(θ̃1,	q
)n q

) m 2 −1∑

n=0

1

n!(θ̃2)n

[

(1 − sk ∗)
Γ(β + n + m̆2)

Γ(m̆2)θ̆
m̆ 2
2

(

α +
1

θ̃2

+
1

θ̆2

)−(β+n+m̆ 2 )

+ sk ∗

2∑

µ=1

m̆ µ∑

ν=1

Ξµ,ν
Γ(β + n + ν)

Γ(ν)θ̆ν
µ

(

α +
1

θ̃2

+
1

θ̆µ

)−(β+n+ν )
]

. (26)

P as
out =

⎧

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

∑ m̃ 1 , k
i = 0 (m̃ 1 , k

i )(J
F D R

−1)m̃ 1 , k −i J i
F D R

∑ 2
µ = 1

∑ m̆ µ
ν = 1 Ξµ , ν Γ(ν+i)(θ̆µ )i /Γ(ν )

∏K
k = 1 m 1 , k !(θ̃1 , k )m 1 , k

, when m2 > m̃1,k ,

∑ m 2
i = 0 (m 2

i )(J
F D R

−1)m 2 −i J i
F D R

∑ 2
µ = 1

∑ m̆ µ
ν = 1 Ξµ , ν Γ(ν+i)(θ̆µ )i /Γ(ν )

m 2 !(θ̃2 )m 2
, when m2 < m̃1,k ,

∑ m̃ 1 , k
i = 0 (m̃ 1 , k

i )(J
F D R

−1)m̃ 1 , k −i J i
F D R

∑ 2
µ = 1

∑ m̆ µ
ν = 1 Ξµ , ν Γ(ν+i)(θ̆µ )i /Γ(ν )

∏K
k = 1 m 1 , k !(θ̃1 , k )m 1 , k

+
∑ m 2

i = 0 (m 2
i )(J

F D R
−1)m 2 −i J i

F D R

∑ 2
µ = 1

∑ m̆ µ
ν = 1 Ξµ , ν Γ(ν+i)(θ̆µ )i /Γ(ν )

m 2 !(θ̃2 )m 2
, when m2 = m̃1,k .

(27)

Pras(Cs > 0) =

⎧

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

1 −
∑ 2

µ = 1

∑ m̆ µ
ν = 1 Ξµ , ν Γ(ν+m̃ 1 , k )(θ̆µ )m̃ 1 , k /Γ(ν )

∏K
k = 1 m 1 , k !(θ̃1 , k )m 1 , k

, when m2 > m̃1,k ,

1 −
∑ 2

µ = 1

∑ m̆ µ
ν = 1 Ξµ , ν Γ(ν+m̃ 1 , k )(θ̆µ )m̃ 1 , k /Γ(ν )

m 2 !(θ̃2 )m 2
, when m2 < m̃1,k ,

1 −
∑ 2

µ = 1

∑ m̆ µ
ν = 1 Ξµ , ν Γ(ν+m̃ 1 , k )(θ̆µ )m̃ 1 , k /Γ(ν )

∏K
k = 1 m 1 , k !(θ̃1 , k )m 1 , k

−
∑ 2

µ = 1

∑ m̆ µ
ν = 1 Ξµ , ν Γ(ν+m̃ 1 , k )(θ̆µ )m̃ 1 , k /Γ(ν )

m 2 !(θ̃2 )m 2
, when m2 = m̃1,k .

(28)
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B. Asymptotic Analysis With Non-Identical Backhaul

Reliability and Nakagami-m Fading

With well suppressed SI at the FDR node and fixed received

SINR at the eavesdropper, unreliable backhauls result in the

inevitable limits on the secrecy outage probability and probabil-

ity of non-zero achievable secrecy rate, which are given by the

following theorem.

Theorem 4: At a fixed received SINR at the eavesdropper

and with well suppressed SI at the FDR node, an asymptotic

secrecy outage probability limit and an asymptotic limit on the

probability of non-zero achievable secrecy rate are respectively

given by

P as
out =

K∏

k=1

(1 − sk ) and (30)

Pras(Cs > 0) = 1 −
K∏

k=1

(1 − sk ). (31)

Proof: See Appendix E. �

Theorem 4 shows that asymptotic limits on the secrecy out-

age probability and probability of non-zero achievable secrecy

rate are exclusively determined by a set of backhaul reliabil-

ity levels, {sk}, which provides new insight into the consid-

ered full-duplex system. For a special case of the identical

backhaul reliability sk = s, ∀k, asymptotic limits can be writ-

ten as P as,K
out = (1 − s)K and P as,K

r (Cs > 0) = 1 − (1 − s)K .

Furthermore, we have P as,K
out → 0 and P as,K

r (Cs > 0) = 1 as

sk → 1. According to Theorem 4, as backhaul reliability in-

creases, a lower secrecy outage occurs. For non-perfect back-

haul connections, Theorem 4 also shows that Pr (Cs > 0) = 1
cannot be achieved.

V. FINITE-SIZED COOPERATIVE HDR SYSTEMS

In this section, the secrecy performance of a finite-sized co-

operative HDR system is derived as a baseline for comparison

with the FDR system. A block diagram of a finite-sized cooper-

ative HDR system can also be represented by Fig. 1, except that

the source and relay transmit in two orthogonal time phases,

so that the HDR node does not have an SI channel. At the tth
block, the received signal at the relay and eavesdropper can be

respectively expressed as

yr (t) =
√

PsL1,k ∗h1,k ∗Ik ∗xs(t) + zr (t) and

ye(t) =
√

PsL3,k ∗h3,k ∗Ik ∗xs(t) + ze(t), (32)

where k∗ is given by (1). At the (t + 1)th block, the received

signal at the destination and eavesdropper can be respectively

expressed as

yd(t + 1) =
√

PrL2h2xs(t) + zd(t + 1) and

ye(t + 1) =
√

PrL4h4xs(t) + ze(t + 1). (33)

The end-to-end SNR of the main relaying channel is given by

γ
H D R

= min(γr , γd), where

γr �
Ik ∗PsL1,k ∗ |h1,k ∗ |2

σ2
(34)

and γd is given by (8). The achievable maximum rate of the

main relaying channel can be expressed as

C
H D R

=
1

2
log2(1 + γ

H D R
), (35)

where the pre-factor 1
2 is a result of HDR transmission. On

the other hand, the eavesdropper receives the data xs(t) twice,

from the selected transmitter at the tth block and the relay at

the (t + 1)th block, respectively. By assuming the eavesdropper

can intelligently combine the received signal during two blocks

[40], the achievable maximum rate of the eavesdropping channel

can be expressed as

CH D R
e =

1

2
log2

(

1 +
PsL3,k ∗ |h3,k ∗ |2Ik ∗

σ2
+

PrL4 |h4 |
2

σ2

)

=
1

2
log2(1 + γe), (36)

where γe is given by (10). Substituting (35) and (36) into the

secrecy capacity Cs = [C
H D R

− CH D R
e ]+ , it can be shown that

Cs =
1

2
[log2(1 + γ

H D R
) − log2(1 + γe)]

+ . (37)

Proposition 3: The CDF of the SNR γr of the finite-sized

cooperative HDR system is given by

Fγr
(x) = 1 +

K∑

k=1

Υ(−1)k
k∏

q=1

(

s	q

nq !(θ̂1,	q
)n q

)

e−α̂xxβ ,

(38)

where θ̂1,k �
Ps L1 , k θ1 , k

σ 2 , α̂ �
∑k

q=1 θ̂−1
1,	q

, β �
∑k

q=1 nq , and

Υ �

K−k+1∑

	1 =1

K−k+2∑

	2 =	1 +1

. . .

K∑

	k =	k −1 +1

m 1 , 	 1
−1

∑

n1 =0

m 1 , 	 2
−1

∑

n2 =0

. . .

m 1 , 	 k
−1

∑

nk =0

.

(39)

Proof: (38) can be derived by following steps similar to those

in Appendix A. �

By comparing (11) and (38), it can be shown that the CDF

of γr of the HDR system has the same form as that of the FDR

system, except with θ̂1,k in the place of θ̃1,k (note that α̂ is deter-

mined by θ̂1,k ). Since γd of the HDR system has the same form

as that of the FDR system, the CDF of γ
H D R

can be similarly

derived as

Fγ
H D R

(x) = 1 −
K∑

k=1

Υ(−1)k+1
k∏

q=1

(
s	q

nq !(θ̂1,	q
)n q

)

m 2 −1∑

n=0

1

n!(θ̃2)n
e−x(α̂+1/θ̃2 )xβ+n . (40)

The secrecy outage probability of the finite-sized cooperative

HDR system can be expressed as

Pout = Pr(Cs < Rs)

=

∫ ∞

0

Fγ
H D R

(J
H D R

(1 + x) − 1)fγe
(x)dx, (41)

where J
H D R

� 22R s . Similarly to (24), the secrecy outage prob-

ability can be derived as (42) shown at the bottom of next page.

In (42), we defined α̂ �
∑k

q=1 θ̂−1
1,	q

. Compared to the secrecy
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outage probability of the FDR system, Pout of (42) has the same

form as that of (24) except the replacement of {θ̃1,k , J
F D R

}

with {θ̂1,k , J
H D R

}. Since
θ̂1 , k

θ̃1 , k
= γ

R S I
, (24) and (42) show that

{γ
R S I

, J
F D R

, J
H D R

} are the key parameters resulting in the dif-

ferent secrecy outage performances between the FDR and HDR

systems. Since RSI can hardly be eliminated to the noise floor,

we have θ̃1,k < θ̂1,k in practice. Thus, the effect of RSI on the

secrecy outage probability cannot be ignored. Furthermore, we

have J
F D R

< J
H D R

due to FDR/HDR transmission, which also

affects the corresponding secrecy outage probability.

For both the FDR and HDR systems, we know from (23) and

(41) that Pout = 1 for sufficiently large values of Rs . In contrast,

when the secrecy rate Rs becomes extremely small (Rs > 0),

we have the following proposition.

Proposition 4: As Rs approaches 0, the secrecy outage

probability of a finite-sized cooperative FDR/HDR system

with perfect backhaul but non-identical Nakagami-m fading is

given by

Pout = 1 −
K∑

k=1

Υ(−1)k+1
k∏

q=1

(
1

nq !(θ̄1,	q
)n q

)

m 2 −1∑

n=0

2∑

µ=1

m̆ µ∑

ν=1

Ξµ,ν

n!(θ̃2)n

Γ(β + n + ν)

Γ(ν)θ̆ν
µ

(

ᾱ +
1

θ̃2

+
1

θ̆µ

)−(β+n+ν )

, (43)

where θ̄1,	q
= θ̃1,	q

for the FDR system, θ̄1,	q
= θ̂1,	q

for the

HDR system, and ᾱ �
∑k

q=1 θ̄−1
1,	q

.

Proof: For the HDR system, J
H D R

approaches 1 as Rs ap-

proaches 0. By substituting sk = 1, J
H D R

= 1, (16), and (40)

into (41), we arrive at (43). Similarly, we prove the case for the

FDR system. �

Proposition 4 shows that the FDR/HDR transmission

(J
F D R

/J
H D R

) has no effect on the secrecy outage probabil-

ity when Rs becomes extremely small, while Pout is affected

by Nakagami-m fading. For the FDR system, Pout is also af-

fected by the RSI power level. If RSI is eliminated to the noise

floor, i.e., γ
R S I

= 0 dB, we have θ̃1,k = θ̂1,k . Thus, Proposi-

tion 4 indicates that the FDR and HDR systems achieve the

same Pout with a small value of Rs given that RSI is well

suppressed.

For the finite-sized cooperative HDR system, the probability

of non-zero achievable secrecy rate can be expressed as

Pr(Cs > 0) =

∫ ∞

0

F̄γ
H D R

(x)fγe
(x)dx, (44)

where F̄γ
H D R

(x) � 1 − Fγ
H D R

(x). Similarly to (26), the prob-

ability of non-zero achievable secrecy rate of the finite-sized

cooperative HDR system can be evaluated as (45) shown

at the bottom of this page. Note that (45) has the same

form as that of (26) except the replacement of θ̃1,k with

θ̂1,k . Thus, the FDR and HDR systems achieve the same

probability of non-zero achievable secrecy rate only if RSI

can be eliminated to the noise floor, i.e., θ̃1,k = θ̂1,k . Since

θ̃1,k < θ̂1,k in practice while RSI always deteriorates the

TXk → R link quality, it is expected that the HDR sys-

tem will achieve a higher Pr(Cs > 0) than that of the FDR

system.

Moreover, the asymptotic secrecy outage probability and

asymptotic probability of non-zero achievable secrecy rate of the

finite-sized cooperative HDR system with perfect backhaul

connections are given by (27) and (28), respectively, with

substitutions of J
F D R

= J
H D R

and θ̃1,k = θ̂1,k into the corre-

sponding expressions, respectively. Consequently, the asymp-

totic secrecy performance limits achieved by the finite-sized

Pout = 1 −
K∑

k=1

Υ(−1)k+1
k∏

q=1

(
s	q

nq !(θ̂1,	q
)n q

) m 2 −1∑

n=0

1

n!(θ̃2)n

β+n
∑

i=0

(
β + n

i

)

(J
H D R

− 1)β+n−iJ i
H D R

e−(J
H D R

−1)(α+1/θ̃2 )

[

(1 − sk ∗)Γ(i + m̆2)

Γ(m̆2)θ̆
m̆ 2
2

(

J
H D R

α̂ +
J

H D R

θ̃2

+
1

θ̆2

)−(i+m̆ 2 )

+sk ∗

2∑

µ=1

m̆ µ∑

ν=1

Ξµ,ν
Γ(i + ν)

Γ(ν)θ̆ν
µ

(

J
H D R

α̂ +
J

H D R

θ̃2

+
1

θ̆µ

)−(i+ν )
]

. (42)

Pr(Cs > 0) =

K∑

k=1

Υ(−1)k+1
k∏

q=1

(
s	q

nq !(θ̂1,	q
)n q

) m 2 −1∑

n=0

1

n!(θ̃2)n

[

(1 − sk ∗)
Γ(β + n + m̆2)

Γ(m̆2)θ̆
m̆ 2
2

(

α̂ +
1

θ̃2

+
1

θ̆2

)−(β+n+m̆ 2 )

+sk ∗

2∑

µ=1

m̆ µ∑

ν=1

Ξµ,ν
Γ(β + n + ν)

Γ(ν)θ̆ν
µ

(

α̂ +
1

θ̃2

+
1

θ̆µ

)−(β+n+ν )
]

. (45)
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cooperative HDR system are explicitly determined as

P as
out =

K∏

k=1

(1 − sk ) and (46)

Pras(CH D R
s > 0) = 1 −

K∏

k=1

(1 − sk ), (47)

which have the same forms as those of the FDR system.

VI. SIMULATION RESULTS

This section presents simulation results for the secrecy per-

formance for the cooperative FDR system as well as the HDR

counterpart. The link-level Monte Carlo simulations for the se-

crecy outage probability and probability of non-zero achiev-

able secrecy rate are performed with the end-to-end SINR

obtained from random channel realizations for all the links,

while the analytical Pout and Pr(Cs > 0) are evaluated for the

FDR and HDR systems according to the expressions in Sec-

tion IV and V, respectively. For notational convenience, analyt-

ical secrecy performance metrics with perfect backhauls are de-

noted by P∞
out and P∞

r (Cs > 0), while the asymptotic secrecy

performance limits with unreliable backhauls are denoted by

P as,K
out and P as,K

r (Cs > 0). In the simulations, we set B = 20,

τ = 1 and Pr = χrPs , and consider the following scenarios to

highlight the impact of key design parameters of the cooperative

FDR system on the secrecy performance:
� S1 : m1,k = {1, 2}, m2 = 2, m3,k = {1, 1}, m4 = 2, sk =

0.9, χr = 0.1.
� S2 : m1,k = {2, 3}, m2 = 2, m3,k = {2, 2}, m4 = 1, sk =

0.99, χr = 0.1.
� S3 : m1,k = {2, 3, 3}, m2 = 2, m3,k = {2, 2, 2}, m4 = 1,

sk = 0.9, χr = 0.1.
� S4 : m1,k = {1, 3, 3}, m2 = 2, m3,k = {1, 2, 1}, m4 =

2, sk = {0.9, 0.95, 0.97} or sk = {0.8, 0.85, 0.87}, χr

= 0.1.

A. Identical Backhaul Reliability

In Fig. 2, we verify the accuracy of the secrecy outage prob-

ability analysis for scenario S1 , where we set Ps/σ2 = 40 dB

and γ
R S I

= 8 dB. As transmitter cooperation increases, Fig. 2

shows that the secrecy outage probabilities of both the FDR

and HDR systems decrease. In the medium and large target se-

crecy rate region, the FDR system achieves a lower or equal

secrecy outage probability compared to that of the HDR sys-

tem. Independent of other parameters, it can be seen that P as,K
out

is exclusively determined by backhaul reliability, sk = 0.9. As

θ̃1,k → ∞ and θ̆2 → ∞, the secrecy outage probability limits

can be evaluated as P as,K
out = 0.1 and P as,K

out = 0.01 for K = 1
and K = 2, respectively. When the target secrecy rate is small,

Fig. 2 shows that Pout approaches the limits P as,K
out for both

the FDR and HDR systems, as determined by (30) and (46).

Moreover, as transmitter cooperation increases, a larger per-

formance improvement can be achieved by the FDR system

when it is not dominated by backhaul reliability. With increas-

ing target secrecy rate, Pout increases for both the FDR and

HDR systems. As the target secrecy rate increases, Pout ap-

Fig. 2. Secrecy outage probability versus Rs at a fixed received SINR at the
eavesdropper for scenario S1 .

Fig. 3. Secrecy outage probability versus INR at a fixed received SINR at the
eavesdropper for scenario S1 .

proaches P∞
out . In contrast, when the target secrecy rate de-

creases to an extremely small value, Fig. 2 shows that the

FDR and HDR achieves the same P∞
out given that RSI is

well suppressed (γ
R S I

= 8 dB in this case), as indicated by

Proposition 4.

In Fig. 3, we investigate the impact of RSI on the secrecy out-

age probability for scenario S1 , where we set Ps/σ2 = 40 dB

and Rs = 3 bps/Hz. In the small γ
R S I

region (γ
R S I

< 10 dB), the

FDR system achieves a lower secrecy outage probability than

that of the HDR system. Therefore, less frequent secrecy outages

happen only when RSI is relatively small. As γ
R S I

decreases,

the secrecy outage probability for the FDR system approaches

P as,K
out . With increasing γ

R S I
, the secrecy outage probability of

the FDR system also increases and approaches P∞
out in the large

γ
R S I

region. As such, we can classify the operating region into

two sub-regions based on the value of γ
R S I

. In the small γ
R S I

sub-region, we have θ̃1,k ≈ θ̂1,k , while (24) and (42) show that

{J
F D R

, J
H D R

} are the key parameters resulting in different val-

ues of Pout for the FDR and HDR systems. Thus, the secrecy

outage probability in the small γ
R S I

sub-region is dominated

by HDR/FDR transmission, i.e., {J
F D R

, J
H D R

}. In contrast, the

secrecy outage probability in the large γ
R S I

sub-region is domi-
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Fig. 4. Secrecy outage probability versus Ps /σ2 at a fixed received SINR at
the eavesdropper for scenario S2 .

nated by RSI. Fig. 3 also verifies that the secrecy outage prob-

ability limit is exclusively determined by backhaul reliability

given that θ̃1,k → ∞ and θ̆2 → ∞. Note that θ̃1,k → ∞ indi-

cates that RSI must be effectively eliminated to achieve P as,K
out .

Furthermore, Fig. 3 verifies that the FDR and HDR systems

achieve the same P as,K
out . Interestingly, we observe that there is

a gap between P as,K
out and Pout for the HDR system, which indi-

cates that the Pout of the HDR system cannot approach P as,K
out

with the considered Ps/σ2 (Ps/σ2 = 40 dB in this case). In

contrast, Fig. 3 also shows that the Pout of the HDR system

approaches P as,K
out in the small γ

R S I
region, which is beneficial

from FDR transmission rather than HDR transmission. This will

be further explained in the following Fig. 4. As γ
R S I

decreases,

Fig. 3 shows that P∞
out for K = 2 reaches a floor, which is the

smallest secrecy outage probability that can be achieved with the

given Ps/σ2 . However, for K = 1, the smallest secrecy outage

probability achieved by P∞
out only occurs for γ

R S I
= 0 dB. This

phenomenon shows that transmitter cooperation can alleviate

the burden of SI cancellation for the FDR system to achieve the

allowable smallest secrecy outage probability.

The secrecy outage probability versus Ps/σ2 for scenario

S2 is depicted in Fig. 4, where we set γ
R S I

= 8 dB and

Rs = 3 bps/Hz. The curves in Fig. 4 show that transmitter

cooperation (K = 1 or 2) has no effect on the secrecy diver-

sity gain, which verifies the correctness of Theorem 3. Fur-

thermore, it can be verified that the outage diversity gain is

D = min
(∑K

k=1 m1,k , m2

)
= 2 by measuring the slope on a

log-log plot. In the entire Ps/σ2 region, it can be seen that the

FDR system achieves a lower or equal secrecy outage probabil-

ity compared to that of the HDR system. With sk = 0.99 in sce-

nario S2 , Fig. 4 shows that P as,K
out = 0.01 and P as,K

out = 0.0001
for K = 1 and K = 2, respectively. With increasing Ps/σ2 ,

the secrecy outage probabilities for both the FDR and HDR

systems decrease and finally approach P as,K
out , while the FDR

system approaches P as,K
out with a smaller Ps/σ2 than that of

the HDR system. Morover, in the low Ps/σ2 region, the se-

crecy outage probabilities of the FDR and HDR systems with

unreliable backhauls respectively approach the corresponding

asymptotic limits with perfect backhauls.

Fig. 5. Comparing Pout between FDR and HDR systems at a fixed received
SINR at the eavesdropper for scenario S2 .

Fig. 6. Pr(Cs > 0) versus INR at a fixed received SINR at the eavesdropper
for scenario S3 .

In Fig. 5, we compare the secrecy outage probabilities be-

tween the FDR and HDR systems for scenario S2 with K = 2.

Under unreliable backhaul with sk = 0.99, Fig. 5 shows that

the secrecy outage probabilities of the FDR and HDR systems

approach the same asymptotic limit P as,K
out = 10−4 with increas-

ing Ps/σ2 . In contrast to the case of unreliable backhaul, the

secrecy outage probability decreases with increasing Ps/σ2 un-

der perfect backhaul for both the FDR and HDR systems. When

γ
R S I

= 5 dB, the FDR system achieves a lower secrecy out-

age probability than that of the HDR system throughout the

considered Ps/σ2 region. When γ
R S I

= 15 dB, the FDR sys-

tem achieves a lower secrecy outage probability than that of

the HDR system in the high Ps/σ2 region. However, the FDR

system with γ
R S I

= 15 dB achieves a higher secrecy outage

probability than that of the HDR system in the small and middle

Ps/σ2 regions. Moreover, for both the unreliable and perfect

backhauls, the FDR (HDR) system achieves the same secrecy

outage probability in the small and medium Ps/σ2 regions.

Fig. 6 shows the impact of RSI on the probability of non-

zero achievable secrecy rate for scenario S3 , where we set

Ps/σ2 = 40 dB. With an increasing number of transmitters,

the probability of non-zero achievable secrecy rate increases
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Fig. 7. Pr(Cs > 0) versus Ps /σ2 at a fixed received SINR at the eavesdrop-
per for scenario S3 .

Fig. 8. Comparing Pr(Cs > 0) between FDR and HDR systems at a fixed
received SINR at the eavesdropper for scenario S2 .

due to the increased received power at the relay. The probabil-

ity of non-zero achievable secrecy rate decreases with increas-

ing RSI. In the low γ
R S I

region, the probability of non-zero

achievable secrecy rate approaches the corresponding secrecy

limit, which is mainly determined by backhaul reliability, i.e.,

P as,K
r (Cs) = 1 − (1 − sk )K with transmitter cooperation K

and backhaul reliability sk . Moreover, Fig. 6 shows that with

perfect backhaul reliability, the probability of non-zero achiev-

able secrecy rate equals 1 in the low γ
R S I

region.

In Fig. 7, we investigate the probability of non-zero achiev-

able secrecy rate versus Ps/σ2 for scenario S3 , where we set

γ
R S I

= 8 dB. Interestingly, the probability of non-zero achiev-

able secrecy rate of the HDR system is higher than that of the

FDR system in the low and medium Ps/σ2 regions, as expected

by (45). Furthermore, both the FDR and HDR systems achieves

a lower probability of non-zero achievable secrecy rate than

P as,K
r in the low and medium Ps/σ2 regions. With increasing

Ps/σ2 , the probability of non-zero achievable secrecy rate ap-

proaches P as,K
r , which is mainly determined by sk and K. With

perfect backhaul reliability, Fig. 7 also shows that P∞
r (Cs > 0)

approaches 1 in the high Ps/σ2 region.

In Fig. 8, we compare the probabilities of non-zero achiev-

able secrecy rate between the FDR and HDR sytems for sce-

Fig. 9. Secrecy outage probability versus Rs at a fixed received SINR at the
eavesdropper for scenario S4 .

nario S2 with K = 2. Fig. 8 shows that the probability achieved

with perfect backhaul (sk = 1) is higher than that of the un-

reliable backhaul (sk = 0.9), while the HDR system always

achieves a higher Pr(Cs > 0) that of the FDR system suffer-

ing from RSI. As the RSI decreases from γ
R S I

= 15 dB to

γ
R S I

= 5 dB, Fig. 8 shows that the Pr(Cs > 0) gap between

the FDR and HDR systems also decreases. When the RSI is

completely cancelled (γ
R S I

= 0), the FDR system achieves the

same Pr(Cs > 0) values as those of the HDR system. With in-

creasing Ps/σ2 , Pr(Cs > 0) approaches the asymptotic limit,

which is exclusively determined by the backhaul reliability, e.g.,

P as,K
r (Cs > 0) = 0.99 for sk = 0.9.

B. Non-Identical Backhaul Reliability

For scenario S4 with sk = {0.9, 0.95, 0.97}, the empirical

secrecy outage probability and its asymptotic limit for non-

identical backhaul reliability and non-identical Nakagami-m
fading are depicted in Fig. 9, where we set Ps/σ2 = 40 dB and

γ
R S I

= 5 dB. From Theorem 4, the limit of secrecy outage prob-

ability is given by P as,K
out =

∏K
k=1(1 − sk ), which is evaluated

as 1.0 × 10−1 , 5 × 10−3 , and 1.5 × 10−4 for K = 1, K = 2,

and K = 3, respectively. Fig. 9 verifies that the empirical se-

crecy outage probabilities of both the FDR and HDR systems

approach P as,K
out . Fig. 9 also shows that increasing transmit-

ter cooperation results in decreasing empirical secrecy outage

probability.

In Fig. 10, we investigate empirical secrecy outage probability

versus Ps/σ2 for the same scenario as that in Fig. 9. We set

γ
R S I

= 5 dB and Rs = 3 bps/Hz in Fig. 10. The curves in Fig. 10

show that the empirical secrecy outage probability of the HDR

system is higher than that of the FDR system in the considered

Ps/σ2 region. With increasing Ps/σ2 , the empirical secrecy

outage probability decreases and finally approaches P as,K
out .

For scenario S4 with sk = {0.8, 0.85, 0.87}, Fig. 11 plots

the probability of the non-zero achievable secrecy rate with

non-identical backhaul and non-identical Nakagami-m fading,

where we set γ
R S I

= 5 dB. From Theorem 4, the asymptotic

limit on the probability of the non-zero achievable secrecy rate
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Fig. 10. Secrecy outage probability versus Ps /σ2 at a fixed received SINR
at the eavesdropper for scenario S4 .

Fig. 11. Pr(Cs > 0) versus Ps /σ2 at a fixed received SINR at the eaves-
dropper for scenario S4 .

is Pras(CF D R
s > 0) = 1 −

∏K
k=1(1 − sk ), which is exclusively

determined by backhaul reliability. The correctness of this ex-

pression is readily verified by Fig. 11.

VII. CONCLUSION

This paper has investigated the impact of unreliable back-

hauls on the secrecy performance of a finite-sized cooperative

FDR system. The secrecy outage probability and probability of

non-zero achievable secrecy rate have been derived in closed

form for both the FDR and HDR systems. It has been shown

that the secrecy performance of the FDR system is jointly af-

fected by Nakagami-m fading, transmitter cooperation, back-

haul reliability, and RSI. Due to full-duplex operation, the FDR

system achieves a lower secrecy outage probability and a lower

probability of non-zero achievable secrecy rate than those of

the HDR system. Further, it has been shown that, with de-

creasing target secrecy rate, the secrecy outage probability of

the FDR system converges to that of the HDR system, while

the probability of non-zero achievable secrecy rate of the FDR

system decreases with increasing RSI. In achieving the allow-

able smallest secrecy outage probability, transmitter coopera-

tion can effectively alleviate the burden of SI cancellation for

the FDR system. Moreover, both the FDR and HDR systems ap-

proach the same asymptotic secrecy performance limits, which

are exclusively determined by unreliable backhauls.

APPENDIX A

DERIVATION OF PROPOSITION 1

Based on (7), the RV γr can be rewritten as

γr = max
k=1,...,K

(IkX1,k ), (A.1)

where X1,k �
Ps L1 , k |h1 , k |

2

Pr |h0 |2
. Since X1,k ∼ Ga(m1,k , θ̃1,k ), one

particular RV IkX1,k in (A.1) has the following PDF:

fIk X 1 , k
(x) = (1 − sk )δ(x) +

skxm 1 , k −1e−x/θ̃1 , k

Γ(m1,k )(θ̃1,k )m 1 , k
(A.2)

and the CDF

FIk X 1 , k
(x) =

∫ x

0

fIk X 1 , k
(y)dy

= 1 −
skΓ(m1,k , x/θ̃1,k )

Γ(m1,k )
. (A.3)

After some mathematical manipulations, the CDF of γr can be

expressed as

Fγr
(x) =

K∏

k=1

FIk X 1 , k
(x)

=

K∏

k=1

(

1 −
skΓ(m1,k , x/θ̃1,k )

Γ(m1,k )

)

= 1 +
K∑

k=1

K−k+1∑

	1 =1

K−k+2∑

	2 =	1 +1

. . .
K∑

	k =	k −1 +1

(−1)k

k∏

q=1

(
s	q

Γ(m1,	q
, x/θ̃1,	q

)

Γ(m1,	q
)

)

. (A.4)

By assuming the shape factor m1,k a positive integer and substi-

tuting the series expansion of the upper gamma function [49, eq.

Fγr
(x) = 1 +

K∑

k=1

K−k+1∑

	1 =1

K−k+2∑

	2 =	1 +1

. . .

K∑

	k =	k −1 +1

(−1)k

( k∏

q=1

s	q

)

e
−

k∑

q = 1

x
θ̃ 1 , 	 q

k∏

q=1

( m 1 , 	 q −1
∑

n=0

xn

n!(θ̃1,	q
)n

)

= 1 +
K∑

k=1

Υ(−1)k
k∏

q=1

(
s	q

nq !(θ̃1,	q
)n q

)

e
−

k∑

q = 1

x
θ̃ 1 , 	 q x

k∑

q = 1
n q

. (A.5)
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8.353/2] into (A.4), we have (A.5) shown at the bottom of the

previous page. In (A.5), the summation over all combinations

of links and shape factors is defined as

Υ =

K−k+1∑

	1 =1

K−k+2∑

	2 =	1 +1

. . .

K∑

	k =	k −1 +1

m 1 , 	 1
−1

∑

n1 =0

m 1 , 	 2
−1

∑

n2 =0

. . .

m 1 , 	 k
−1

∑

nk =0

.

(A.6)

APPENDIX B

DERIVATION OF THEOREM 1

The CDF of γr can be alternatively expressed as

Fγr
(x) = 1 −

K∑

k=1

Υ(−1)k+1
k∏

q=1

(
s	q

nq !(θ̃1,l	 )
n q

)

e−αxxβ

= 1 − J1 , (B.1)

where

J1 �

K∑

k=1

Υ(−1)k+1
k∏

q=1

(
s	q

nq !(θ̃1,	q
)n q

)

e−αxxβ . (B.2)

Since γd ∼ Ga(m2 , θ̃2), 1 − Fγd
(x) is given by

1 − Fγd
(x) = e−x/θ̃2

m 2 −1∑

n=0

1

n!

(
x

θ̃2

)n

. (B.3)

Substituting (B.1) and (B.3) into Fγ
F D R

= 1 − (1 −
Fγr

(x))(1 − Fγd
(x)), we have (13).

APPENDIX C

DERIVATION OF PROPOSITION 2

The SINR γe can be rewritten as γe � Y1 + Y2 , where Y1 �

PsL3,k ∗ |h3,k ∗ |Ik ∗/σ2 and Y2 � PrL4 |h4 |
2/σ2 . The RV Y1 has

the following PDF:

fY1
(y) = (1 − sk ∗)δ(y) +

sk ∗ym̆ 1 −1e−y/θ̆1

Γ(m̆1)(θ̆1)m̆ 1

(C.1)

and the CDF

FY1
(y) = 1 −

sk ∗Γ(m̆1 , y/θ̆1)

Γ(m̆1)
. (C.2)

Since Y2 ∼ Ga(m̆2 , θ̆2), its PDF can be expressed as fY2
(y) =

fZ2 , m̆ 2
(y). Then, the PDF of γe can be evaluated as

follows:

fγe (x) =

∫ x

0
fY1

(y)fY2
(x − y)dy

=

∫ x

0
(1 − sk ∗)δ(y)fY2

(x − y)dy

+

∫ x

0

sk ∗ym̆ 1 −1e−y/θ̆1

Γ(m̆1)(θ̆1)m̆ 1
fY2

(x − y)dy

= (1 − sk ∗)fY2
(x) +

∫ x

0

sk ∗ym̆ 1 −1e−y/θ̆1

Γ(m̆1)(θ̆1)m̆ 1
fY2

(x − y)dy

= (1−sk ∗)fZ2 , m̆ 2
(x) + sk ∗

∫ x

0
fZ1 , m̆ 1

(y)fZ2 , m̆ 2
(x−y)dy

︸ ︷︷ ︸

Θ

.

(C.3)

In (C.3), Θ can be interpreted as the PDF of the sum of two

independent gamma random variables, which can be evaluated

by applying the results of Theorem 1 and Corollary 1 of [50].

Then, we arrive at (16) and (17), respectively.

APPENDIX D

DERIVATION OF THEOREM 4

If the FDR node suppresses SI well, we can assume θ̃1,k → ∞

in the high SNR region. As θ̃1,k → ∞, the asymptotic CDF of

γr with perfect backhaul (sk = 1) can be expressed as

F
θ̃1 , k →∞
γr (x) =

K∏

k=1

(

1 −
γ(m1,k , x/θ̃1,k )

Γ(m1,k )

)

=

K∏

k=1

⎛

⎝1 − e
− x

θ̃ 1 , k

m 1 , k −1
∑

	=0

1

	!

(

x

θ̃1,k

)	
⎞

⎠

≈
K∏

k=1

1

m1,k !

(

x

θ̃1,k

)m 1 , k

. (D.1)

The asymptotic CDF of γd as θ̃2 → ∞ is given by F θ̃2 →∞
γd

(x) ≈
1

m 2 !

(
x
θ̃2

)m 2

. Then, the asymptotic expression for Fγ
F D R

as

θ̃1,k → ∞ and θ̃2 → ∞ can be expressed as (D.2), where

m̃1,k �
∑K

k=1 m1,k ,

F
θ̃1 , k ,θ̃2 →∞
γ

F D R
=

⎧

⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎩

∏K
k=1

1
m 1 , k !

(
x

θ̃1 , k

)m 1 , k

m2 > m̃1,k

1
m 2 !

(
x
θ̃2

)m 2

m2 < m̃1,k

∏K
k=1

1
m 1 , k !

(
x

θ̃1 , k

)m 1 , k

+ 1
m 2 !

(
x
θ̃2

)m 2

m2 = m̃1,k .

(D.2)

With perfect backhaul (sk = 1), γe becomes the sum of two

independent gamma random variables. Applying (D.2) and (16)

with sk = 1 to (23), the asymptotic secrecy outage probabil-

ity is derived as in (27). Similarly, by substituting (D.2) and

(16) with sk = 1 into (25) and solving the resulting integral,
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the asymptotic probability of non-zero secrecy rate is derived

in (28).

APPENDIX E

DERIVATION OF THEOREM 5

For the asymptotic limits of the CDF of γ
F D R

, we first derive

the asymptotic CDFs of γr and γd , respectively. Assuming that

SI has been well suppressed, the asymptotic CDF of γr in (11)

as θ̃1,k → ∞ becomes

Fγr
(x) =

K∏

k=1

(

1 −
skΓ(m1,k , x/θ̃1,k )

Γ(m1,k )

)

≈
K∏

k=1

(1 − sk ) (E.1)

since Γ(m1,k , x/θ̃1,k ) → Γ(m1,k ) as θ̃1,k → ∞. Furthermore,

the asymptotic CDF of γd as θ̃2 → ∞ is given by

Fγd
(x) = 1 − e−x/θ̃2

m 2 −1∑

	=0

1

	!

(
x

θ̃2

)	

≈
1

m2 !

(
x

θ̃2

)m 2

. (E.2)

Therefore, the asymptotic limit of (13) is given by

Fγ
F D R

(x) = Fγr
(x) + Fγd

(x) + Fγr
(x)Fγd

(x)

=

K∏

k=1

(1 − sk ) (E.3)

since Fγd
(x) decays faster than Fγr

(x) as θ̃1,k , θ̃2 → ∞.

For fγe
(x) = fYµ

(x), the asymptotic limit as θ̆µ → ∞ is

given by

fγe
(x) = (1 − sk ∗)

xm̆ 2 −1

Γ(m̆2)(θ̆2)m̆ 2

+sk ∗

2∑

µ=1

m̆ µ∑

ν=1

Ξµ,ν
xν−1

Γ(ν)(θ̆µ)ν
. (E.4)

Applying (E.3) and (E.4) to the derivation of the secrecy outage

probability results in

P as
out =

∫ ∞

0

Fγ
F D R

(2R (1 + x) − 1)fγe
(x)dx

=

K∏

k=1

(1 − sk ) (E.5)

since fγe
(x) decays faster than Fγ

F D R
(x). Similarly, the asymp-

totic probability of non-zero secrecy rate is derived as

Pr(Cs > 0) = 1 −

∫ ∞

0

Fγ
F D R

(x)fγe
(x)dx

= 1 −
K∏

k=1

(1 − sk ). (E.6)
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