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Outage-Aware Secure Beamforming in MISO

Wireless Interference Networks
Zhichao Sheng , Hoang Duong Tuan , Trung Q. Duong , and H. Vincent Poor

Abstract—Based on the knowledge of the channel distribu-
tions of a multi-input single-output wireless network of multiple
transmitter-user pairs overheard by an eavesdropper, this letter de-
velops an outage-aware beamforming design to optimize the users’
quality-of-service (QoS) in terms of their secrecy rates. This is a
very computationally difficult problem with a nonconcave objec-
tive function and nonlinear equality constraints in beamforming
vectors. A path-following algorithm of low-complexity and rapid
convergence is proposed for computation, which is also extended
to solving the problem of maximizing the network’s secure energy
efficiency under users’ QoS constraints. Numerical examples are
provided to verify the efficiency of the proposed algorithms.

Index Terms—Energy-efficient communication, interference
networks, outage-aware beamforming, path-following algorithms,
secure communication.

I. INTRODUCTION

S
ECURE beamforming to maximize the so-called secrecy
rate, which is the difference of the user rate and rate at an

eavesdropper (EV), has proved to be useful in wireless physical
layer security (see, e.g., [1]–[4] and references therein). The
most popular secure beamforming design is based on the cur-
rent channel state obtained from channel estimation [1], [3]–[6].
This design is more practical for slow fading channels, which
do not need frequent channel estimation. On the other hand,
the channel distribution information (CDI) does not need to be
updated for a relatively long period of time because the channel
distribution usually evolves very slowly. Therefore, CDI-based
secure beamforming to maximize the secrecy rate under trans-
mission outage probability constraints is of practical interest
but has not yet been appropriately addressed in the literature.
CDI-based conventional beamforming design, which aims to
maximize the user rate only, already leads to very complicated
nonlinear optimization problems involving nonlinear equality
constraints [7], [8].
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This letter aims to address the problem of CDI-based secure
beamforming for a network of multiple transmitter–user pairs
with the presence of an EV. Our contribution is to propose a
path-following computational procedure of low complexity for
its solution. Furthermore, such a path-following computational
procedure is extended to maximize the secure energy efficiency
(SEE), which is the ratio of the secrecy rate to the total network
power consumption, measured in terms of secrecy bits per Joule
per Hertz [6], [9]. Unlike the existing results [4], [10], we show
that this SEE problem is not more computationally difficult than
the above aforementioned secured beamforming problem.

The paper is organized as follows. After this introduction,
Section II is devoted to the problem formulations. Algorithms
for secrecy rate maximization and energy efficiency maximiza-
tion are developed in Sections III and IV, respectively. Simu-
lations to demonstrate the efficiencies of these algorithms are
provided in Section V. Section VI concludes the paper.

Notation: Optimization variables are boldfaced. The notation
∑M

j �=i refers to the summation taken over the index set M\ {i}
for M � {1, . . . , M}. CN (0, I) is the set of complex Gaussian
variables of zero mean and identity covariance, while C(0, 1) is
the set of real scalar Gaussian variables of zero mean and unit
covariance.

II. PROBLEM STATEMENTS

Consider a communication network of M transmitter–user
pairs overheard by an EV. Each transmitter is equipped with
Nt transmit antennas, while each of the users and the EV is
equipped with a single antenna. Thus, in the absence of the EV,
the network looks very much like that considered in [7], [8],
[11], and [12]. The information signal si for user i, which is
normalized as E(s2

i ) = 1, is beamformed by wi ∈ C
N t . The

received signal at user i is

yi = hH
ii wisi +

M
∑

j �=i

hH
jiwjsj + ni , i ∈ M

where hj i ∈ C
N t is the vector channel from transmitter j to user

i and ni ∈ CN (0, σ2
i ) is the background noise. Analogously, the

received signal at the EV is

yE =

M
∑

i=1

hH
iewisi + ne

where hie ∈ C
N t is the vector channel from transmitter i to the

EV and ne ∈ CN (0, σ2
e ) is the background noise.

In the paper, we assume that hj i =
√

h̄ j i χj i , χj i ∈ CN (0, I)
and hje =

√
h̄ j e χj , χj ∈ CN (0, I), where h̄j i and h̄je are known
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deterministic quantities indicating the strength of the corre-
sponding channels.

Let w � [wi ]i∈M ∈ C
M N t . Introduce scalar variables Ri >

0 and ri > 0 and define the functions

fi,o(Ri ,w) � h̄ii ln(1 − ε) + σ2
i

R i

||w i ||2

+h̄ii

∑M
j �=i ln

(

1 +
R i h̄ j i ||w j ||2

h̄ i i ||w i ||2
)

for ε > 0 and

gi,o(ri ,w) � h̄ie ln(1 − εEV) + σ2
e

ri

||w i ||2

+h̄ie

∑M
j �=i ln

(

1 +
ri h̄ j e ||w j ||2
h̄ i e ||w i ||2

)

for εEV > 0. User i’s rate in nats is defined through
the outage probability as max

{

ln(1 + Ri) :

Prob
( h̄ i i |χH

i i w i |2
∑ M

j �= i h̄ j i |χH
j i w j |2 +σ 2

i

< Ri

)

< ε
}

, which by [13] is

ln(1 + Ri) with Ri satisfying the nonlinear equation

fi,o(Ri ,w) = 0. (1)

Analogously, the rate in nats for user i at the EV is defined by

max
{

ln(1 + ri) : Prob
( h̄ i e |χH

i w i |2
∑ M

j �= i h̄ j e |χH
j w j |2 +σ 2

e

< ri

)

< εEV

}

,

which is ln(1 + ri) with ri satisfying the nonlinear equation

gi,o(ri ,w) = 0. (2)

User i’s secrecy rate is defined as ϕi(Ri , ri) � ln(1 + Ri) −
ln(1 + ri). We will address the following optimization problems

in w, R � [Ri ]i∈M and r � [ri ]i∈M.
1) Secrecy rate maximin optimization under transmitter

power constraints:

max
www,R ,r

Φ(R, r) � min
i∈M

ϕi(Ri , ri) s.t. (1), (2) (3a)

||wi ||2 ≤ Pi , i ∈ M (3b)

with Pi chosen to set the limit of transmission power at
transmitter i.

2) Energy efficiency maximization over the secrecy rate
threshold constraints:

max
www,R ,r

Θ(w,R, r) �

∑M
i=1 ϕi(Ri , ri)

π(w)

s.t. (1), (2), (3b), (4a)

ϕi(Ri , ri) ≥ ci , i ∈ M (4b)

with ci chosen to set the quality-of-service (QoS) thresh-
old for user i and the total network power consumption

π(w) � ζ
∑

i∈M||wi ||2 + Pc in transmitting wisi , where
0 < ζ < 1 is the reciprocal of the drain efficiency of the
power amplifier and Pc =

∑

i∈M P i
c with circuit power

P i
c at transmitter i.

III. SECRECY RATE MAXIMIZATION

The nonlinear equality constraints (1) and (2) not only cause
tough computational challenges, but also make the interior of the
feasibility set of problem (3) empty. As such, a path-following
algorithm, which involves an inner approximation for its

feasibility set, is impossible. Similar to [13],1 by using the fact
that fi,o(Ri ,w) and gi,o(ri ,w) are increasing functions in Ri

and ri , we can show that (3) is equivalent to

max
www,R ,r

Φ(R, r) s.t. (3b), (5a)

Ri > 0, ri > 0, i ∈ M, (5b)

fi,o(Ri ,w) ≤ 0, i ∈ M, (5c)

gi,o(ri ,w) ≥ 0, i ∈ M (5d)

where the nonlinear equality constraints (1) and (2) are replaced
by their one-sided inequality constraints (5c) and (5d), which are
nonconvex constraints. To develop a path-following algorithm
for solving (5), which generates a sequence of improved feasible
points, we need to provide a lower bounding approximation for
the objective function in (5a) as well as inner approximations
for constraints (5c) and (5d).

Suppose (w(κ) , R(κ) , r(κ)) is a feasible point for (5)
found from the (κ − 1)th iteration. Following [13],
the secrecy rate function ϕi(Ri , ri) is lower bounded

as ϕi(Ri , ri) ≥ ϕ
(κ)
i (Ri , ri) � A

(κ)
i (Ri) − a

(κ)
i (ri), where

A
(κ)
i (Ri) � ln(1 + R

(κ)
i ) +

R
(κ )
i

R
(κ )
i +1

− (R
(κ )
i )2

R
(κ )
i +1

1
R i

, which is a

concave function, and a
(κ)
i (ri) � ln(1 + r

(κ)
i ) − r

(κ )
i

r
(κ )
i +1

+
ri

r
(κ )
i +1

, which is a linear function. Therefore, the objective

Φ(R, r) in (5a) is bounded by

Φ(R, r) ≥ Φ(κ)(R, r) � min
i=1,...,M

ϕ
(κ)
i (Ri , ri). (6)

For α
(κ)
ij � R

(κ)
i h̄j i ||w(κ)

j ||2/h̄ii ||w(κ)
i ||2 > 0, and β

(κ)
ij �

h̄ii

(

ln(1 + α
(κ)
ij ) − α

(κ)
ij /(1 + α

(κ)
ij )

)

> 0, one has

h̄ii ||wi ||2 ln

(

1 +
Ri h̄j i ||wj ||2

h̄ii ||wi ||2
)

≤ h̄ii ||wi ||2
(

ln(1 + α
(κ)
ij ) −

α
(κ)
ij

1 + α
(κ)
ij

+
Ri h̄j i ||wj ||2

(1 + α
(κ)
ij )h̄ii ||wi ||2

)

= β
(κ)
ij ||wi ||2 +

h̄j i

1 + α
(κ)
ij

Ri ||wj ||2

≤ β
(κ)
ij ||wi ||2 +

h̄j i

1 + α
(κ)
ij

(

||w(κ)
j ||2

2R
(κ)
i

R
2
i +

R
(κ)
i

2||w(κ)
j ||2

||wj ||4
)

.

For the convex function γ
(κ)
i (Ri ,w) �

∑M
j �=i

(

β
(κ)
ij ||wi ||2 +

h̄ j i

2(1+α
(κ )
i j )

( ||w (κ )
j ||2

R
(κ )
i

R
2
i +

R
(κ )
i

||w (κ )
j ||2

||wj ||4
))

, the nonconvex con-

straint (5c) is innerly approximated by the following convex
constraint:

(

2�{(w(κ)
i )H

wi} − ||w(κ)
i ||2

)

h̄ii ln(1 − ε)

+ σ2
i Ri + γ

(κ)
i (Ri ,w) ≤ 0, i ∈ M. (7)

1Sheng et al. [13] considered power allocation for single-input single-output
networks, which is much simpler than beamforming for MISO networks con-
sidered in the present paper. Moreover, the channel paths in [13] are assumed
to be deterministic with probabilistic error.
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Applying inequality (69) from [14] for x = 1/ri h̄je ||wj ||2 , y =

h̄ie ||wi ||2 , and x̄ = 1/r
(κ)
i h̄je ||w(κ)

j ||2 , ȳ = h̄ie ||w(κ)
i ||2 yields

ln

(

1 +
ri h̄je ||wj ||2
h̄ie ||wi ||2

)

≥ λ
(κ)
ij (ri ,wj ,wi)

over the trust region

2�{(w(κ)
j )H

wj} − ||w(κ)
j ||2 > 0 (8)

for

λ
(κ)
ij (ri ,wj ,wi) � ln(1 + x

(κ)
ij ) + y

(κ)
ij

×
(

2 −
r

(κ)
i h̄je ||w(κ)

j ||2

ri h̄je(2�{(w(κ)
j )H wj} − ||w(κ)

j ||2)
− h̄ie ||wi ||2

h̄ie ||w(κ)
i ||2

)

= ln(1 + x
(κ)
ij ) + y

(κ)
ij

(

2 −
r

(κ)
i ||w(κ)

j ||2

ri(2�{(w(κ)
j )H wj} − ||w(κ)

j ||2)

− ||wi ||2

||w(κ)
i ||2

)

,

with x
(κ)
ij � r

(κ)
i h̄je ||w(κ)

j ||2/h̄ie ||w(κ)
i ||2 and y

(κ)
ij � x

(κ)
ij /

(x
(κ)
ij + 1).
Furthermore, applying inequality (72) from [14] yields
ri

||w i ||2 ≥ β
(κ)
i (ri ,wi), where β

(κ)
i (ri ,wi) � 2(

√

r
(κ )
i / ||w (κ )

i ||2 )

√
ri −(r

(κ )
i / ||w (κ )

i ||4 )||w i ||2 , which is a concave function. Therefore,
the nonconvex constraint (5d) is innerly approximated by the
convex constraint

h̄ie ln(1 − εEV) + σ2
e β

(κ)
i (ri ,wi)

+ h̄ie

M
∑

j �=i

λ
(κ)
ij (ri ,wj ,wi) ≥ 0, i ∈ M. (9)

Initialized from a feasible point (w(0) , R(0) , r(0)) for (5), we
solve the following convex optimization problem at the κth itera-

tion to generate the next feasible point (w(κ+1) , R
(κ+1)
l , r

(κ+1)
u )

max
www,R ,r

Φ(κ)(R, r) s.t (3b), (5b), (8), (9), (7). (10)

As (10) involves n = 2M + MNt variables and m = 6M con-
straints, its computational complexity is O(n2m2.5 + m3.5). At

the same κth iteration, R
(κ+1)
i is then found from solving

ζi(Ri) = 0, i ∈ M (11)

for the increasing function ζi(Ri) � fi,o(Ri , w
(κ+1)) by

bisection on [R
(κ+1)
l,i , ηRR

(κ+1)
l,i ] with the smallest integer

ηR making ζi(ηRRu,i) > 0 such that2−εb ≤ ζi(R
(κ+1)
i ) ≤ 0.

Similarly, r
(κ+1)
i is found from solving the nonlinear equation

ψi(ri) � gi,o(ri , w
(κ+1)) = 0, i ∈ M (12)

by bisection on [r
(κ+1)
u,i /ηr , r

(κ+1)
u,i ] with the smallest integer ηr

resulting in ψi(r
(κ+1)
u,i /ηr ) < 0 such that 0 ≤ ψi(r

(κ+1)
i ) ≤ εb .

2εb is the computational tolerance in solving nonlinear equations (11)
and (12).

Algorithm 1: Path-following algorithm for maximin

secrecy rate optimization.

Initialization: Set κ = 0. Choose an initial feasible point

(w(0) , R(0) , r(0)) for (5) and calculate R
(0)
min as the value

of the objective function in (5) at (w(0) , R(0) , r(0)).
repeat
• Solve the convex optimization problem (10) to obtain

the solution (w(κ+1) , R
(κ+1)
l , r

(κ+1)
u ).

• Solve the nonlinear equation (12) to obtain the roots

r
(κ+1)
i .

• Solve the nonlinear equation (11) to obtain the roots

R
(κ+1)
i .

• Calculate R
(κ+1)
min as the value of the objective

function in (5) at (p(κ+1) , R(κ+1) , r(κ+1)).
• Set κ = κ + 1.

until
R

(κ + 1 )
m in −R

(κ )
m in )

R
(κ )
m in

≤ εtol .

Note that (w(κ) , R(κ) , r(κ)) is a feasible point for (10) with

Φ(κ)(R(κ) , r(κ)) = Φ(R(κ) , r(κ))

while (w(κ+1) , R(κ+1) , r(κ+1)) is the optimal solution of
(10), so

Φ(κ)(R(κ+1) , r(κ+1)) > Φ(κ)(R(κ) , r(κ))

as far as (w(κ+1) , R(κ+1) , r(κ+1)) �= (w(κ) , R(κ) , r(κ)). These

together with (6) yield that (w(κ+1) , R(κ+1) , r(κ+1)) is a better

feasible point for (5) than (w(κ) , R(κ) , r(κ))

Φ(R(κ+1) , r(κ+1)) ≥ Φ(κ)(R(κ+1) , r(κ+1))
> Φ(κ)(R(κ) , r(κ))
= Φ(R(κ) , r(κ)).

As such Algorithm 1, which generates a sequence

{(w(κ) , R(κ) , r(κ))} of improved points for (5), converges at
least to a locally optimal solution of (5) [14].

An initial feasible point (w(0) , R(0) , r(0)) can be easily found

as follows: take any w(0) feasible for the power constraint

(3b) to find R(0) and r(0) by solving fi,o(Ri , w
(0)) = 0 and

gi,o(ri , w
(0)) = 0, i ∈ M.

IV. SEE MAXIMIZATION

We return to the SEE maximization problem (4), which can
be shown to be equivalent to the following problem:

max
www,R ,r

Θ(w,R, r) s.t. (3b), (4b), (5b), (5c), (5d). (13)

To avoid Dinkelbach’s iterations, which invoke the solution of
a difficult nonconvex optimization problem (see, e.g., [10]),
which is as computationally difficult as (13) itself, a more direct
approach (see, e.g., [4]) is based on a lower bounding approx-
imation for the objective function Θ. We now propose another
approach to tackle (13), under which the SEE maximization
problem (13) is no more computationally difficult than the se-
crecy rate maximization problem (5).
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Let (w(κ) , R(κ) , r(κ)) be a feasible point for (13) found from
the (κ − 1)th iteration. At the κth iteration, we solve the follow-

ing convex optimization problem to generate (w(κ+1) , R
(κ+1)
l ,

r
(κ+1)
u ):

max
www,r

Ψ(κ)(w,R, r) s.t. (3b), (8), (9), (5b), (7),

A
(κ)
i (Ri) − a

(κ)
i (ri) ≥ ci , i ∈ M (14)

where Ψ(κ)(w,R, r) �
∑M

i=1 [A
(κ)
i (Ri)− a

(κ)
i (ri)]−Θ(w(κ) ,

R(κ) , r(κ))π(w). Further, r
(κ+1)
i is found from solving (12),

while R
(κ+1)
i is found from solving (11).

Note that (w(κ) , R(κ) , r(κ)) is a feasible point for (13) with

Ψ(κ)(w(κ) , R(κ) , r(κ)) = 0, while (w(κ+1) , R(κ+1) , r(κ+1)) is
the optimal solution of (14), so

Ψ(κ)(w(κ+1) , R(κ+1) , r(κ+1)) > 0

as far as (w(κ+1) , R(κ+1) , r(κ+1)) �= (w(κ) , R(κ) , r(κ)), which

means
∑M

i=1 [A
(κ)
i (R

(κ+1)
i ) − a

(κ)
i (r

(κ+1)
i )]/π(w(κ+1)) > Θ

(w(κ) , R(κ) , r(κ)). Therefore, Θ(w(κ+1) , R(κ+1) , r(κ+1))=
∑M

i=1
ln(1+R

(κ + 1 )
i )−ln(1+r

(κ + 1 )
i )

π (w (κ + 1 ) )
≥ ∑M

i=1
A

(κ )
i (R

(κ + 1 )
i )−a

(κ )
i (r

(κ + 1 )
i )

π (w (κ + 1 ) )
>

Θ(w(κ) , R(κ) , r(κ)), i.e., (w(κ+1) , R(κ+1) , r(κ+1)) is a better

feasible point for (13) than (w(κ) , R(κ) , r(κ)). Thus, similar to
Algorithm 1, a path-following algorithm for (13), which solves
the convex optimization problem (14) to iterate feasible points,
will converge at least to a locally optimal solution.

V. NUMERICAL EXAMPLES

This section presents numerical results to demonstrate the
efficiency of the proposed algorithms. Each transmitter is
equipped with Nt = 4 antennas. The scenario of M = 5 pairs
with the noise variance σ2

i = σ2
e = 1 mW is simulated. The

drain efficiency 1/ζ of the power amplifier is 40% with the
circuit power of each transmit antenna Pa = 1.25 mW. The
computation tolerance for terminating all proposed algorithms
is εtol = 10−4 . We divide the obtained secrecy rate results by
ln(2) to arrive at the unit of bps/Hz (in secrecy rate) and bits/J/Hz
(in SEE).

Like [7] and [8], we choose h̄ii = 1, and generate h̄j i ∈
λC(0, 1) with 0 < λ < 1, which expresses the channel inter-
ference degree. We generate h̄je ∈ λEVC(0, 1) with λEV = 0.5
for EV in a bad position, λEV = 1 for EV in a medium position,
and λEV = 1.5 for EV in a very good position.

The performance of CDI-based secure beamforming for se-
crecy rate maximin optimization via (3) is analyzed first. Fig. 1
plots the users’ minimum secrecy rate versus the transmit power
limitation Pi varying from 5 to 25 mW. The minimum secrecy
rate increases with the transmit power limitation Pi . This secrecy
rate for the interfering degree λ = 0.2 is better than that achieved
for the interfering degree λ = 0.7. This figure also shows that
those rates for the strong eavesdropping degree λEV = 1.5 are
worse than their counterparts for weaker eavesdropping degrees
λEV = 0.5 and λEV = 1.

Next, the SEE performance of beamforming via (4) is
analyzed. The threshold ci for the QoS constraint (4b) is
0.035 bps/Hz and the transmit power limitation Pi still varies
from 5 to 25 mW. It is clear from Fig. 2 that the SEE performance
saturates when the transmit power budget exceeds a threshold.

Fig. 1. Minimum secrecy rate among users versus the transmit power limita-
tion Pi with M = 5.

Fig. 2. Energy efficiency versus the transmit power limitation Pi with M = 5.

This is due to the fact that for small transmit power ranges, the
denominator of SEE is dominated by the circuit power and thus
SEE is maximized by maximizing the secrecy rate sum in the
numerator. However, for large transmit power ranges, the de-
nominator of SEE is actually dominated by the actual transmit
power in the denominator.

VI. CONCLUSION

Based on the knowledge of the channel distributions of a
multi-input single-output (MISO) wireless interference network
overheard by an eavesdropper, we have proposed path-following
algorithms for the beamformer design to maximize either its
users’ secrecy rate or its SEE. Numerical results have been
provided to clarify the algorithms’ efficiency as well as the role
of beamforming in protecting secure multiuser communication.
Extensions to secure beamforming in multi-input multi-output
interference networks with multiantenna eavesdroppers are un-
der current investigation.
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